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WEDNESDAY,  MARCH  27,  1996 

U.S.  Senate, 
Permanent  Subcommittee  on  Investigations, 

Committee  on  Governmental  Affairs, 

Washington,  DC. 

The  Subcommittee  met,  pursuant  to  notice,  at  9:35  a.m.,  in  room 
SD-342,  Dirksen  Senate  Office  Building,  Hon.  Sam  Nunn,  Ranking 
Minority  Member,  Permanent  Subcommittee  on  Investigations,  pre- 
siding. 

Present:  Senators  Nunn,  Levin,  and  Lugar  [ex  officio] . 

Staff  Present:  Dan  Gelber,  Chief  Counsel  to  the  Minority;  John 
Sopko,  Deputy  Chief  Counsel  to  the  Minority;  Alan  Edelman,  Coun- 
sel to  the  Minority;  Mark  Webster,  Investigator  to  the  Minority; 
Mary  D.  Robertson,  Assistant  Chief  Clerk  to  the  Minority;  Richard 
Kennan,  Customs  Detailee;  Renee  Pruneau  Novakoff,  CIA  Detailee; 
Zachary  Davis,  Library  of  Congress;  Harold  Damelin,  Chief  Coun- 
sel to  the  Majority;  Michael  Bopp,  Counsel;  Carla  Martin,  Chief 
Clerk;  Stephen  Levin,  Counsel;  Ken  Myers  (Senator  Lugar);  Rick 
Valentine  (Senator  Smith);  Ian  Brzezinski  (Senator  Roth);  Richard 
Fieldhouse  (Senator  Levin);  Max  H.  Delia  Pia  (Senator  Levin);  and 
John  Guest  (Senator  Lieberman). 

OPENING  STATEMENT  OF  SENATOR  NUNN 

Senator  Nunn.  The  Subcommittee  will  come  to  order. 

Just  over  1  year  ago,  on  March  20,  1995,  the  world  was  shocked 
by  reports  from  Japan  that  a  little-known  religious  cult  had  carried 
out  a  sarin  gas  attack  on  the  unsuspecting  passengers  of  the  Tokyo 
subway  system.  Twelve  people  were  killed  in  that  attack  and  over 
5,000  injured.  With  a  more  efficient  delivery  system,  tens  of  thou- 
sands would  have  perished  in  that  attack.  Yet,  the  damage  of  the 
Tokyo  attack  went  far  deeper  than  the  mere  number  of  casualties, 
as  tragic  as  they  were.  With  the  Tokyo  attack,  the  world  crossed 
a  historic  and  awesome  threshold.  Weapons  of  mass  destruction 
were  used  for  the  first  time  on  a  civilian  population  for  terrorist 
purposes.  On  March  20,  1995,  what  had  previously  been  unthink- 
able became  a  reality. 

Could  such  an  attack  happen  here  in  the  United  States?  Until 
a  few  years  ago,  most  Americans  probably  would  have  answered 
no.  Terrorism  was  thought  of  as  something  that  happened  over- 
seas, not  on  the  streets  of  America.  But  that  confidence  was  badly 
shaken  on  February  26,  1993,  when  an  explosion  struck  the  World 
Trade  Center  in  New  York  City,  killing  six  and  injuring  over  1,000. 

(l) 


It  was  clear  that  America  was  no  longer  immune  to  the  threat  of 
foreign  terrorists. 

Two  years  later,  on  April  19,  1995,  a  bomb  made  of  5,000  pounds 
of  a  fertilizer  and  fuel  oil  mixture  tore  apart  the  Murrah  Federal 
Office  Building  in  Oklahoma  City,  killing  168  and  injuring  over 
500.  The  Oklahoma  City  bombing  forced  America  to  realize  that 
the  threat  of  terrorism  could  come  not  only  from  foreign  sources, 
but  from  domestic  sources  as  well. 

What  has  become  apparent  is  that  we  live  in  an  age  when  terror- 
ism can  strike  anywhere  at  any  time,  even  right  here  in  America. 
We  must  also  recognize  that  terrorists  today  may  no  longer  feel 
constrained  to  use  only  conventional  weapons  and  explosives.  As 
this  Subcommittee  discussed  in  its  earlier  hearings  and  reports,  the 
information  age  and  the  disintegration  of  the  Soviet  empire  have 
combined  to  make  available  some  of  the  most  deadly  weapons 
known  to  man,  including  nuclear,  chemical  and  biological  weapons. 

Unfortunately,  terrorist  groups  and  even  individuals  with  terror- 
ist ambitions  can  obtain  these  weapons.  Unlike  our  foes  of  the  Cold 
War,  these  enemies  aren't  pursuing  these  weapons  to  promote  a  de- 
terrence strategy.  They  are  much  more  likely  to  use  them.  That  is 
why  I  have  asked  the  Subcommittee  minority  staff  months  ago  to 
examine  how  well  equipped  we  are  as  a  Nation  to  respond  to  that 
horrendous  moment,  God  forbid,  when  we  receive  a  credible  threat 
that  a  weapon  of  mass  destruction  is  here  in  the  United  States  or, 
worse,  how  prepared  we  are  to  deal  with  the  unthinkable  con- 
sequences should  such  a  weapon  be  detonated. 

The  results  of  the  staffs  examination  which  we  will  hear  today 
are  disconcerning.  They  include  the  following  major  findings.  De- 
spite recent  improvements,  government  efforts  on  the  Federal, 
State  and  local  level  must  be  better  coordinated  in  order  to  respond 
to  a  potential  terrorist  incident  involving  weapons  of  mass  destruc- 
tion. Our  agencies  in  some  respects  are  still  suffering  from  their 
own  inability  to  transcend  age-old  turf  battles. 

Number  two,  the  local  government  entities  such  as  fire,  police, 
ambulance,  rescue  and  emergency  rooms,  who  will  be  called  upon 
first  to  respond  in  the  very  critical  early  hours  in  a  weapons  of 
mass  destruction  terrorist  incident,  are  inadequately  trained  and 
ill-equipped  to  handle  the  difficult  challenges  posed  by  such  inci- 
dents, and  we  will  hear  testimony  on  exactly  that  point  this  morn- 
ing. 

Third,  our  ability  to  respond  to  a  nuclear  incident,  although  sig- 
nificantly improved  within  the  last  few  years — and  the  people  who 
have  made  those  improvements  deserve  considerable  credit  and  I 
think  praise — still  needs  greater  attention  and  it  needs  greater  and 
increased  financial  support. 

Fourth,  the  use  of  chemical  and  biological  weapons  in  a  civilian 
setting  has  been  virtually  ignored  by  current  Federal  policies  and 
programs.  This  is  of  great  concern  because  the  terrorist  use  of  a 
chemical  and  biological  weapon  is  generally  recognized  as  the  most 
likely  scenario. 

While  the  staff  has  identified  certain  shortcomings,  it  is  also  im- 
portant to  recognize  where  things  do  work  well  and  where  improve- 
ments have  been  made.  From  all  accounts,  the  response  to  the 
Oklahoma  City  bombing  was  phenomenal.  Resources  were  avail- 


able  and  mobilized  quickly,  and  Federal,  State  and  local  compo- 
nents appeared  well  coordinated.  Oklahoma  City,  however,  in- 
volved responding  to  the  aftermath  of  a  conventional  explosion,  a 
far  different  situation  than  one  involving  nuclear,  chemical,  or  bio- 
logical weapons.  We  will  also  have  that  distinction  made  very  vivid 
to  us  today. 

Recognizing  this,  in  June  of  last  year  President  Clinton,  to  his 
credit,  issued  Presidential  Decision  Directive  39,  in  which  he  de- 
clared that  the  United  States  will  give  the  highest  priority  to  devel- 
oping effective  capabilities  to  detect,  prevent,  defeat  and  manage 
the  consequences  of  nuclear,  biological  and  chemical  materials  or 
weapons  used  by  terrorists.  The  directive  also  delineated  the  roles 
and  responsibilities  of  the  various  Federal  agencies  in  the  areas  of 
crisis  and  consequence  management  in  response  to  a  terrorist  inci- 
dent. 

As  a  result  of  this  directive,  the  Federal  Government  has  been 
charged  with  developing  a  wide-ranging  review  of  its  capabilities  in 
these  areas.  In  addition,  a  number  of  agencies  now  routinely  con- 
duct exercises  to  test  the  effectiveness  of  their  response  capabili- 
ties. Such  exercises  are  probably  the  best  indicator  of  the  level  of 
our  preparedness  or  lack  thereof.  Unfortunately,  these  exercises 
have  brought  to  light  serious  weaknesses  and  deficiencies,  particu- 
larly in  the  area  of  interagency  coordination  and  cooperation,  and 
the  staff  will  outline  some  of  these  deficiencies  this  morning. 

I  want  to  make  it  clear  that  I  recognize  that  the  purpose  of  these 
exercises  is  to  spot  weaknesses  before  they  arise  in  an  actual  event, 
and  so  we  ought  to  commend  those  who  are  carrying  out  these  ex- 
ercises, and  commend  the  assessments  and  commend  the  candor  of 
those  who  made  these  assessments.  I  am  concerned,  however,  that 
we  are  not  learning  as  much  over  the  years  from  these  exercises 
as  we  ought  to.  I  am  particularly  concerned  that  many  of  the  prob- 
lems after  a  1994  full  field  exercise  were  identified  in  a  similar  ex- 
ercise 8  years  earlier.  So  the  real  question  will  become  what  do  we 
do  once  we  find  out  about  deficiencies.  Are  we  moving  in  an  effec- 
tive way  to  deal  with  those  deficiencies  and  to  correct  them? 

I  am  also  concerned  when  I  hear  that  there  are  inadequacies  in 
our  integrated  plan  to  manage  the  consequences  of  a  nuclear,  bio- 
logical or  chemical  attack  at  the  State  or  local  level.  As  the  staff 
will  report,  and  as  we  will  have  testimony  from  some  of  our  local 
officials  this  morning,  training  is  inadequate,  equipment  is  lacking, 
and  planning  is  almost  non-existent  at  the  State  and  local  level. 
This  is  a  situation  where  the  Federal  Government  has  to  play  a 
role  and  it  is  one  that  we  cannot  allow  to  persist. 

It  is  for  these  reasons  that  today's  hearing  is  so  important.  Pre- 
paring for  what  has  always  been  considered  an  unthinkable  kind 
of  event  is  a  very  difficult  task.  Often,  our  Government  will  only 
direct  attention  and  resources  in  the  wake  of  an  incident  like  Okla- 
homa City.  We  cannot,  however,  afford  to  wait  for  an  incident  in- 
volving a  weapon  of  mass  destruction.  We  cannot  afford  to  be  un- 
prepared at  any  level.  We  must  ensure  that  we  have  the  appro- 
priate response  mechanisms,  Federal,  State  and  local,  in  place, 
that  they  have  been  properly  exercised,  and  that  they  function  ef- 
fectively and  efficiently. 


I  thank  our  witnesses  for  appearing  today  and  I  commend  all  of 
you  for  your  efforts.  I  believe  that  all  of  our  witnesses  are  working 
to  improve  this  Nation's  preparedness  and  we  look  forward  to  re- 
ceiving their  thoughts  and  their  comments. 

We  will  start  with  a  staff  report  by  Mr.  Sopko  and  Mr.  Edelman, 
and  as  we  do  with  all  of  our  witnesses  before  this  Subcommittee, 
I  will  ask  each  of  you  to  stand  and  let  me  give  you  the  oath. 

[Witnesses  sworn.] 

Senator  Nunn.  Senator  Lugar,  we  are  delighted  to  have  you  and 
we  will  be  pleased  to  have  any  opening  statement. 

OPENING  STATEMENT  OF  SENATOR  LUGAR 

Senator  Lugar.  I  have  an  opening  comment,  Mr.  Chairman,  and 
let  me  just  say  I  appreciate  the  fact  that  this  is  the  Subcommittee's 
fourth  hearing  dealing  with  the  proliferation  of  weapons  of  mass 
destruction.  Today's  witnesses,  as  the  Chairman  has  pointed  out, 
will  comment  on  the  preparedness  of  the  United  States  to  deal  with 
nuclear,  chemical  and  biological  weapon  release,  or  threat  thereof, 
at  home  or  abroad. 

The  task  of  stemming  the  flow  of  weapons  of  mass  destruction 
in  the  United  States  and  any  other  open,  democratic  society  is 
clearly  a  daunting  one,  a  task  some  may  characterize  as  impossible 
and  hopeless.  Nevertheless,  the  Department  of  Energy,  the  Depart- 
ment of  Defense  and  the  law  enforcement  agencies  of  the  United 
States  are  working  diligently  to  beef  up  their  capabilities  and  pro- 
ficiency to  counter  those  rogue  nations  and  terrorist  networks  who 
are  contemplating  the  unthinkable;  namely,  to  engage  in  acts  of 
nuclear,  chemical  and  biological  terrorism. 

As  I  have  explored  the  weapons  material  leakage  and  prolifera- 
tion problem,  one  point  has  become  increasingly  clear.  If  the  Unit- 
ed States  is  to  have  any  chance  of  stopping  the  detonation  of  a 
weapon  of  mass  destruction  on  our  soil,  we  must  stop  the  leakage 
at  the  source — the  weapons  and  materials  depots  in  the  former  So- 
viet Union. 

We  have  found  that  the  former  Soviet  storage  facilities  are  un- 
safe and  insecure.  We  have  learned  that  there  are  people  and  orga- 
nizations in  the  world  who  are  attempting  to  acquire  these  weap- 
ons and  materials  for  terrorist  purposes.  A  group  with  the  right 
materials  and  the  willingness  and  determination  to  construct  a 
weapon  must  look  no  further  than  the  Internet  to  find  the  recipe 
for  destruction. 

The  key  United  States  agencies  have  testified  that  they  are 
working  the  problem.  They  are  cooperating  with  foreign  govern- 
ments and  their  peers  abroad 

to  stem  the  flow,  but  it  is  difficult  to  measure  their  success.  In- 
deed, as  we  have  heard  so  many  times,  we  will  most  likely  not  hear 
of  a  successful  diversion. 

Steps  to  enhance  the  security  of  the  people  of  the  United  States 
against  these  threats  must  commence  with  efforts  to  cut  off  the 
flow  at  the  source.  Various  agencies  have  told  us  of  the  great 
strides  they  are  making  with  their  Russian  counterparts.  They 
have  warned  that  this  type  of  cooperation  takes  time  and  must  be 
nurtured.  The  Cooperative  Threat  Reduction  Program  of  the  Nunn- 
Lugar  Act,  along  with  the  Department  of  Energy's  lab-to-lab  pro- 


gram,  have  provided  a  foundation  for  our  work,  but  we  must  tran- 
scend our  current  levels  of  cooperation  and  move  to  the  next  stage. 
The  price  of  inaction  couldn't  be  higher. 

I  look  forward  to  our  witnesses'  testimony.  I  am  hopeful  that 
members  of  this  Subcommittee  and  the  media  will  not  relax  when 
we  hear  of  the  extraordinary  efforts  and  progress  our  agencies  are 
making  in  the  areas  of  detection  and  counter-proliferation.  I  think 
our  witnesses  here  today  will  agree  the  most  dangerous  and  impor- 
tant link  in  the  proliferation  chain  is  at  the  source,  and  this  is 
where  the  United  States  must  concentrate  the  great  bulk  of  its  en- 
ergies. 

Mr.  Chairman,  after  I  composed  those  remarks  I  read,  I  think, 
a  truly  important  editorial  in  the  Washington  Post  this  morning  by 
Michael  Krepon  of  the  Stimson  Center,  entitled  "The  Last  15  Min- 
utes," and  I  simply  want  to  make  note  of  that  by  saying  that  Mr. 
Krepon  says,  ".  .  .  the  illicit  purchase  of  nuclear  materials  from 
the  former  Soviet  Union  constitutes  a  clear  and  present  danger,  as 
does  the  acquisition  and  use  of  chemical  and  biological  weapons  by 
rogue  states  or  sub-national  groups." 

He  writes  that  before  spending  large  sums  of  money  on  the  last 
15  minutes  of  the  problem — namely,  defense  against  ballistic  mis- 
sile attack — supporters  of  the  Defend  America  Act  would  do  well  to 
shore  up,  in  addition,  the  front  line  of  defense,  and  the  front  lines 
are  the  sum  total  of  the  non-military  means  our  country  employs 
to  reduce  the  dangers  posed  by  weapons  of  mass  destruction.  They 
include  the  United  States  intelligence  efforts,  diplomacy,  export 
controls,  arms  reduction  treaties  and  non-proliferation  regimes, 
and  the  Nunn-Lugar  program. 

The  most  direct  line  of  defense  against  nuclear  danger  is  nego- 
tiated, verified  reductions  in  nuclear  forces.  It  makes  no  sense  to 
be  for  missile  defense  and  against  the  START  treaties.  Likewise, 
the  defense  spending  that  facilitates  threat  reduction  in  the  former 
Soviet  Union  is  a  wise  investment.  This  is  the  essence  of  the  Nunn- 
Lugar  program,  which  Secretary  of  Defense  William  Perry  calls 
"defense  by  other  means." 

By  all  means,  we  should  pursue  defenses  against  ballistic  missile 
threats,  but  meanwhile,  as  Mr.  Krepon  points  out,  I  would  advocate 
the  DOE  budget  request  to  increase  nuclear  safety  and  security  at 
Russian  facilities  is  only  $95  million,  and  for  an  additional  $25  mil- 
lion security  could  be  measurably  increased  at  six  other  facilities. 
If  the  Senate  consents  to  the  ratification  of  the  Chemical  Weapons 
Convention,  the  United  States  share  to  fund  verification  and  other 
activities  will  be  less  than  $20  million.  Last  year's  budget  request 
for  cooperative  threat  reduction  funding  was,  in  fact,  cut  20  per- 
cent. 

I  favor  a  prudent  approach  to  strengthening  our  third  line  of  de- 
fense— namely,  defense  against  ballistic  missiles — but  not  at  the 
expense  of  shoring  up  the  front  lines  of  defense  which  I  suspect  are 
equally  as  productive. 

I  thank  you,  Mr.  Chairman. 

Senator  Nunn.  Thank  you,  Senator  Lugar,  for  your  excellent 
work  in  this  whole  area.  It  has  been  a  great  pleasure  to  be  part- 
ners in  this  crucial  venture  for  our  national  security  with  you.  We 


have  been  for  the  last  5  years,  and  we  will  certainly  continue  to 
be  as  long  as  I  am  here,  and  I  know  you  will  continue  thereafter. 

I  would  agree  with  the  reading  of  that  editorial.  I  thought  that 
was  right  on  the  mark.  Somehow,  we  have  got  to  put  together  a 
broader  view  of  what  the  threat  is.  A  ballistic  missile  against  the 
United  States  by  a  Third  World  country  or  rogue  country  is  one 
part  of  the  threat;  it  is  not  the  most  likely.  That  doesn't  mean  we 
won't  deal  with  it  and  don't  have  to  deal  with  it,  but  for  us  to  lock 
ourselves  into  gridlock,  which  we  probably  will  do  again  this  year 
if  we  are  not  careful  over  the  ABM  debate  and  how  rapidly  to  de- 
velop a  missile  defense  against  the  least  likely  threat,  while  cutting 
funds  for  the  most  likely  threat,  would  be  a  tragedy. 

I  hope  that  you  and  I  can  focus  together  to  try  to  avoid  that  and 
to  put  this  whole  question  in  a  broader  context  so  that  we  really 
deal  with  the  whole  continuum  of  the  threat  rather  than  simply 
one  part  of  it.  So  I  would  certainly  be  looking  forward  to  working 
with  you  and  Senator  Roth  and  others  in  that  regard. 

Senator  LuGAR.  Thank  you. 

Senator  NUNN.  Thank  you  for  being  here. 

Mr.  Sopko  and  Mr.  Edelman,  again,  we  appreciate  all  the  work 
you  have  done,  which  is  truly  a  staggering  amount  of  work,  and  we 
will  be  the  beneficiaries  again  of  your  testimony  this  morning  and 
some  of  the  recommendations  you  will  share  based  on  many,  many 
hours  and  many,  many  interviews  and  travels. 

We  appreciate  your  being  here,  and  fire  away. 

TESTIMONY  OF  JOHN  F.  SOPKO,  CHIEF  COUNSEL  TO  THE  MI- 
NORITY, AND  ALAN  EDELMAN,  COUNSEL  TO  THE  MINORITY, 
PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 

Mr.  SOPKO.  Thank  you,  Mr.  Chairman.  We  have  a  longer  staff 
statement  with  appendices  that  we  would  ask  to  be  offered  into  the 
record  at  this  time  and  we  will  summarize  the  statement  at  this 
time. 

Just  how  well  prepared  is  the  United  States  to  respond  to  events 
of  chemical,  biological  or  nuclear  terrorism  is  the  subject  of  today's 
hearing.  The  hearing  today,  which  is  the  fourth  hearing  since  we 
started  in  October  of  last  year,  is  the  last  part  in  a  logical  progres- 
sion in  the  series  of  hearings.  We  have  looked  at  the  sources  of 
such  material  and  weapons — nuclear,  biological  and  chemical;  the 
potential  for  the  use  of  such  weapons  and  material;  and  now  we  are 
looking  at  what  happens  if  that  material,  that  technology,  those 
weapons  actually  are  used  against  the  citizens  of  the  United 
States. 

The  need  for  such  a  review  of  the  United  States  Government's 
counter-terrorism  programs  and  policies  was  actually  highlighted 
at  our  first  hearing  last  October  by  a  number  of  witnesses.  In  par- 
ticular, Admiral  Frank  Young,  the  Director  of  the  Office  of  Emer- 
gency Preparedness  at  the  U.S.  Public  Health  Service,  raised  seri- 
ous concerns  about  the  effectiveness  of  the  current  Federal  pro- 
grams, and  in  particular  the  effectiveness  of  the  local  first  respond- 
ers.  Those  are  the  people  from  the  State  and  local  governments 
who  will  be  the  ones  on  the  scene  when  a  weapon  of  mass  destruc- 
tion goes  off. 


As  indicated,  Senator  Nunn  tasked  the  minority  staff  to  conduct 
a  survey  of  our  Nation's  ability  to  respond  to  a  nuclear,  biological 
or  chemical  terrorist  incident.  Our  inquiry  examined  two  aspects  of 
this  response — how  equipped  the  government  is  to  manage  the  cri- 
sis posed  by  a  credible  threat  of  deployment  and,  second,  how  the 
government  is  able  to  manage  the  unthinkable  consequences,  or 
consequence  management,  of  the  use  of  a  weapon  of  mass  destruc- 
tion. 

The  staff  believes  that  despite  tremendous  improvements  made 
within  the  last  5  years  in  preparation  for  such  incidents,  overall 
our  Nation  is  not  adequately  prepared  for  a  WMD,  weapons  of 
mass  destruction,  event.  Much  improvement  is  necessary  in  sup- 
port of  our  country's  first  responders,  the  local  fire,  police,  rescue 
and  emergency  room  personnel.  Government  efforts  need  to  be  bet- 
ter coordinated,  and  the  intelligence  and  law  enforcement  commu- 
nities must  make  greater  strides  in  information-sharing. 

The  staffs  report,  as  I  mentioned,  is  a  culmination  of  this  study. 
It,  by  no  means,  is  the  final  word  on  the  subject.  It  could  not,  be- 
cause of  time,  be  totally  comprehensive.  One  of  the  things  that  the 
staff  today  will  be  recommending  is  that  our  government  actually 
conduct  a  comprehensive  review,  a  government-wide,  comprehen- 
sive, top-to-bottom  review  of  such  capabilities.  Nevertheless,  the 
findings  that  we  make  today  are  shared  by  most  of  the  experts  in 
the  field. 

Our  first  finding  is  that  the  threat  of  a  terrorist  group  using  a 
nuclear,  biological  or  chemical  weapon  of  mass  destruction  is  real. 
In  the  staffs  opinion,  it  is  not  a  matter  of  "if",  but  rather  "when" 
such  an  event  will  occur. 

Secondly,  government  efforts  on  the  Federal,  State  and  local  level 
need  to  be  better  coordinated,  despite  Presidential  Decision  Direc- 
tive 39.  Although  intelligence  is  our  best  and  first  line  of  defense 
against  terrorism,  the  staff  found  that  problems  with  coordination 
and  information-sharing  among  government  agencies  continue  de- 
spite recent  efforts  to  resolve  them  at  the  highest  levels  of  the  CIA 
and  the  FBI. 

More  importantly,  the  staff  found  that  local  government  entities 
such  as  the  fire,  police,  ambulance,  rescue  and  emergency  rooms 
who  will  be  called  upon  to  respond  in  the  first  critical  hours  of  a 
terrorist  event  are  generally  inadequately  trained  and  ill-equipped 
to  handle  these  difficult  challenges;  in  particular,  the  difficult  chal- 
lenges related  to  a  chemical  or  biological  event.  Our  ability  to  re- 
spond to  a  nuclear  incident,  although  significantly  improved  within 
the  last  2  years,  still  needs  greater  attention.  Lastly,  Senator,  the 
staff  found  that,  overall,  funding  needs  to  be  increased  to  prepare 
for  the  consequences  of  weapons  of  mass  destruction  in  our  coun- 
try. 

The  staff  found  numerous  agencies  at  the  local,  State  and  Fed- 
eral level  involved  in  responding  to  a  WMD  terrorist  threat.  The 
staff  was  able  to  identify  at  least  40  on  the  Federal  level  alone,  and 
there  are  innumerable  others  at  the  State  and  local  level. 

Through  a  series  of  presidential  determinations,  this  administra- 
tion and  prior  administrations  have  tried  to  coordinate  the  re- 
sponse to  an  event.  PDD-39,  as  previously  indicated,  was  issued  on 
June  21,  1995.  It  enunciates  various  agency  responsibilities.  The 
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staff  found  that  although  broad  responsibilities  are  laid  out,  par- 
ticulars about  how  they  would  actually  be  carried  out  still  need  to 
be  fleshed  out.  The  staff  found  that  the  National  Security  Council 
has  been  given  the  task  to  try  to  coordinate  and  fine-tune  these 
various  agencies'  responsibilities. 

One  problem,  in  particular,  that  was  noted  by  the  Federal  Emer- 
gency Management  Agency  in  an  interim  report1  given  to  the 
President  on  January  19th  of  this  year  raised  concerns  similar  to 
the  staffs,  "Multiple  Federal  operations  under  independent  au- 
thorities create  the  potential  for  serious  tension  in  terms  of  over- 
lapping responsibility  and  authority,  competing  command  and  con- 
trol structures,  and  inefficient  use  of  response  organizations  and 
assets.  Therefore,  the  establishment  of  a  mechanism  for  appro- 
priate coordination  is  crucial."  It  is  the  staffs  understanding  that 
such  a  mechanism  still  has  not  been  created.  A  draft  coordination 
mechanism  has  been  circulated,  but  it  won't  be  ready  for  the  Presi- 
dent's review  until  next  summer,  at  the  earliest. 

An  area  most  in  need  of  critical  coordination  is  between  the  FBI, 
as  the  lead  agency  for  crisis  management,  and  FEMA  as  lead  agen- 
cy for  consequence  management.  At  some  point  in  a  terrorist  inci- 
dent, a  hand-off  has  to  be  made  between  the  FBI,  which  is  doing 
criminal  investigative  work,  collecting  evidence,  etc.,  and  FEMA, 
which  is  responsible  for  ensuring  the  State  and  local  governments 
are  adequately  prepared  to  handle  the  unthinkable,  the  con- 
sequence of  a  nuclear  device  going  off,  or  a  chemical  or  biological 
device  detonating. 

That  "hand-off",  we  found,  is  a  critical  juncture  in  our  response 
to  a  CBW  terrorist  event  and  one  in  which  there  have  been  serious 
problems,  as  revealed  in  a  number  of  training  exercises  that  the 
Federal  Government  has  recently  completed.  A  very  good  snapshot, 
or  photograph,  of  that  problem  is  highlighted  in  an  exercise  called 
Mirage  Gold  which  occurred  October  16  to  21,  1994,  in  New  Orle- 
ans, Louisiana. 

Mirage  Gold  was  a  joint  exercise  by  the  Departments  of  Defense, 
Energy,  and  the  FBI,  and  was  designed  to  assess  coordination  and 
capabilities  to  respond  to  a  nuclear  incident.  From  800  to  1,000  fed- 
eral personnel  and  contractors  showed  up.  Unfortunately,  no  one 
from  the  local  government  participated  in  this  exercise. 

Senator  Nunn.  Were  they  invited? 

Mr.  Sopko.  We  are  not  certain  if  the  city  of  New  Orleans  was 
invited.  That  is  unclear.  The  State  of  Louisiana — at  least  1  or  2  of- 
ficials may  have  been  invited,  but  they  played  no  major  role  in  the 
exercise.  Actually,  what  we  found  out  from  reviewing  these  docu- 
ments is  that,  basically,  the  Federal  Government  ignored  the  con- 
sequence management  component,  and  therefore  ignored  the  state 
and  local  responsibilities  and  requirements  in  this  exercise — a  criti- 
cal shortcoming  of  the  exercise. 

Senator  we  have  a  chart  we  have  put  up  which  is  a  summary  of 
the  after  action  report  prepared  by  FEMA,2  the  Federal  Emergency 
Management  Agency,  and  it  notes  a  number  of  the  problems  identi- 


1  Exhibit  #4  is  retained  in  the  files  of  the  Subcommittee. 

2  See  Exhibit  #8  which  appears  on  page  155. 


fied.  In  particular,  I  want  to  read  briefly  from  that  after  action  re- 
port in  which  FEMA  states  the  following: 

First,  there  was  a  lack  of  understanding  by  the  lead  agency,  the 
FBI,  regarding  the  concept  of  consequence  management.  Second, 
there  was  an  apparent  belief  by  the  FBI  that  tactical  and  technical 
operations  to  deal  with  the  incident  could  be  performed  in  relative 
isolation  from  local  officials.  Third — and  this  is  most  significant — 
the  protection  and  safety  of  the  population,  should  efforts  to  locate 
and  disable  the  nuclear  device  fail  and  radiological  release  occur, 
was  not  considered  by  the  FBI. 

Similar  comments  were  made  by  other  participants  of  the  Mirage 
Gold  exercise.  For  example,  from  the  Department  of  Energy  after 
action  report *  we  found  the  following  comments,  "The  roles  and  re- 
sponsibilities of  the  FBI,  DOE  and  DOD  are  not  clearly  defined." 
On  page  53  it  is  noted,  "It  appears  that  the  FBI  was  narrowly  fo- 
cused on  the  forensic  aspects  of  technical  intelligence.  There  were, 
for  example,  diagrams  of  the  device  firing  system  in  an  area 
searched  by  the  FBI.  They  were  either  missed  or  not  recognized  as 
important  to  elements  of  the  NEST,"  which  is  the  Nuclear  Emer- 
gency Search  Team.  "The  lack  thereof  could  have  meant  the  dif- 
ference between  success  or  failure  in  a  deployment  of  disablement 
tools." 

On  page  96  of  the  Department  of  Energy  after  action  report  it 
is  noted,  "The  FBI  conducted  exercise  operations,  'in  imperial  fash- 
ion,' failing  to  communicate  or  coordinate  with  other  agencies.  The 
Bureau  did  not  utilize  the  Joint  Operations  Center."  As  a  matter 
of  fact,  we  were  told  by  participants  that  the  Joint  Operations  Cen- 
ter, which  is  supposed  to  jointly  bring  together  all  of  the  leaders 
of  the  various  agencies,  only  included  members  of  the  FBI.  It  did 
not  include  the  Department  of  Energy,  the  Department  of  Defense, 
FEMA,  and  obviously  the  State  or  locals.  It  is  hard  to  have  a  joint 
operation,  Senator,  if  no  one  else  operating  was  invited  in. 

Page  54  of  the  DOE  after  action  report  notes,  "The  final  signifi- 
cant barrier  to  effective  sharing  of  critical  intelligence  was  the  se- 
curity procedures  for  protecting  classified  materials.  These  proce- 
dures unnecessarily  hampered  interagency  cooperation."  Senator, 
the  point  they  were  raising  is  one  that  you  raised  in  hearings  in 
1985,  I  believe,  on  the  fact  that  we  have  different  security  clear- 
ance systems  in  the  Government  and  that  some  parts  of  the  Gov- 
ernment don't  recognize  the  other  agencies'  security  clearances.  For 
example,  DOJ  won't  recognize  a  DOD  clearance,  or  won't  recognize 
a  clearance  provided  by  OPM.  Ironically,  this  problem  was  high- 
lighted by  the  Mirage  Gold  exercise.  It  still  hasn't  been  cleared  up, 
even  though  our  Subcommittee  identified  it  and  had  recommenda- 
tions going  back  to  the  mid-1980's  to  correct  it. 

Lastly,  "the  FBI  did  not  execute  existing  Federal  plans  requiring 
notification  of  State  authorities  when  there  is  a  real  or  potential 
hazard  to  the  public."  "It  is  a  drastic  mistake,"  and  I  am  quoting 
from  page  146  of  the  DOE  after  action  report,  "to  assume  that 
NEST  technology  and  procedures  will  always  succeed,  resulting  in 
zero  nuclear  yield." 


1  Exhibit  #l(b)  is  retained  in  the  files  of  the  Subcommittee. 
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That  is  the  essence  of  consequence  management.  We  have  to  pre- 
pare for  the  unthinkable,  and  what  this  snapshot  on  our  capabili- 
ties showed  is  we  were  not  thinking  about  the  unthinkable,  we 
were  not  preparing  for  the  unthinkable,  we  were  not  exercising  our 
ability  to  respond  to  the  unthinkable. 

These  comments  are  troubling  insofar  as  you  noted,  Senator,  that 
they  are  similar  to  those  made  by  participants  of  the  prior  full  field 
exercise  in  1986.  There  is  a  real  question  whether  our  Government 
agencies  are  any  better  coordinated  domestically  now  than  they 
were  in  1986.  At  a  minimum,  it  strongly  suggests  our  agencies  may 
not  be  utilizing  such  exercises  to  improve  operational  procedures 
and  policies. 

It  is  unclear,  Senator,  whether  the  coordination  issue  has  been 
resolved.  On  the  one  hand,  some  claim  that  a  recent  exercise  that 
occurred  a  couple  of  weeks  ago  was  an  overall  success.  Yet,  the 
staff  has  obtained  conflicting  reactions  from  some  participants  of 
the  exercise,  especially  about  the  coordination  issue. 

The  1994  Mirage  Gold  exercise,  Senator,  also  raised  some  issues 
about  NEST  capabilities,  in  general,  which  I  would  like  to  briefly 
touch  upon.  NEST  is  the  Nuclear  Emergency  Search  Team.  It  pro- 
vides the  U.S.  Government's  technical  capabilities  to  combat  nu- 
clear terrorism.  The  NEST  program  was  initiated  in  1974,  in  part, 
to  provide  technical  assistance  to  the  FBI  in  dealing  with  such  ac- 
tivities. 

Technical  expertise  for  NEST  is  provided  by  approximately  750 
volunteers  from  the  various  national  laboratories  and  other  agen- 
cies. The  staff  found  that  NEST  is  clearly  a  national  asset  which 
could  not  be  duplicated  by  other  organizations  because  of  the 
unique  scientific  capabilities  and  field  operational  experience  of  the 
nuclear  weapons  laboratories  that  directly  support  it  with  volun- 
teers, research  and  development.  Yet,  despite  its  technical  renown, 
NEST  has  been  beset  with  a  number  of  problems. 

We  have  a  chart  prepared  from  a  letter1  that  was  sent  to  the 
NEST  operational  unit  in  Nevada,  I  believe,  in — well,  it  was  post 
the  Mirage  Gold  exercise,  Senator.  The  overall  manager  of  the 
NEST  team,  Rear  Admiral  Charles  Beers,  sent  the  letter,  dated 
January  25,  1995,  Senator,  and  we  have  highlighted  certain  por- 
tions of  it  that  we  think  are  important  to  the  assessment  of  NEST 
capabilities. 

Admiral  Beers  notes,  "It  has  come  to  my  attention  that  NEST  ex- 
ercises have  been  allegedly  conducted  in  a  manner  to  stack  the 
deck  in  favor  of  unrealistic  success."  Some  of  the  particular  areas 
of  concern  include,  "Some  information  was  inappropriately  leaked 
to  players — specifics  including  device  location,  type  of  source,  at- 
tempts to  provide  out-of-exercise  radiographs,  and  premature  recall 
notifications."  In  essence,  what  he  is  saying  is  they  cheated.  The 
exercise  wasn't  a  fair  test  of  their  capabilities  because  someone  in 
Energy  told  the  NEST  team  where  the  devices  were  and  how  to 
disable  them,  among  other  things. 

Senator  Nunn.  Who  wrote  the  memo? 

Mr.  SOPKO.  Admiral  Beers,  Senator,  who  had  the  overall  author- 
ity for  NEST— Charles  J.  Beers,  Rear  Admiral,  U.S.  Navy,  Deputy 


1See  Exhibit  #2  which  appears  on  page  141. 
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Assistant  Secretary  for  Military  Application  and  Stockpile  Support 
in  Energy's  Defense  Programs. 

He  also  noted  that,  in  general,  the  NEST  community  neglected 
to  incorporate  shortcomings  which  were  brought  out  at  past  exer- 
cises into  the  program.  Lastly,  he  concluded  that  pre-deployment 
actions  created  "optimistic  and  unrealistic  results". 

Now,  to  its  credit,  Senator,  the  staff  found  that  in  response  to 
these  problems,  the  managers  of  NEST  and  senior  management  in 
the  Department  of  Energy  launched  an  aggressive  and  a  com- 
prehensive self- analysis  of  the  entire  program.  They  commissioned 
a  team  of  outside  experts  headed  by  Dr.  Duane  Sewell,  who  will 
testify  later  this  morning.  He  is  retired  and  was  the  former  Assist- 
ant Secretary  for  Defense  Programs.  He  and  his  team  conducted  a 
top-to-bottom  assessment  of  NEST. 

The  internal  review  specifically  focused  on  NEST's  technical  sup- 
port for  combatting  nuclear  terrorism.  Over  120  hours  of  interviews 
were  conducted  and  an  80-page  report  was  prepared  by  Dr.  Sewell, 
which  he  will  summarize  today.  The  staff  commends  the  Secretary 
of  Energy  and  the  managers  of  the  NEST  program  for  the  foresight 
and  willingness  to  examine  themselves  in  such  a  forthright  manner 
and  to  initiate  needed  reforms. 

For  example,  since  then,  the  NEST  team  has  successfully  con- 
ducted its  first  truly  no-notice  full  field  exercise  overseas.  That  had 
never  been  done  before.  In  exercises  since  Mirage  Gold,  the  NEST 
team  has  also  deployed  all  of  its  resources  within  established  time 
lines.  NEST  has  conducted  21  major  command  post  and  full  field 
exercises,  in  comparison  to  four  in  the  preceding  4-year  period.  Six- 
teen of  these  exercises  have  occurred  since  Mirage  Gold. 

Nevertheless,  some  problems,  the  staff  believes,  still  remain  with 
the  NEST  concept  and  the  NEST  team.  There  are  still  significant 
technical  constraints  which  limit  that  team  that  need  further  re- 
search and  development.  Senior  management  at  the  Department  of 
Energy  still  needs  to  effectively  address  these  limitations  and  make 
them  an  agency  priority. 

Over  the  years,  funding  for  research  and  development  for  NEST 
has  been  less  than  adequate.  Overall  funding  for  NEST  itself,  not 
just  the  R&D,  has  also  been  inadequate.  They  are  flat-lined  for  the 
next  3  years  under  current  program  proposals,  which  will  severely 
limit  their  ability  to  do  any  further  full  field  exercises  or  joint  exer- 
cises with  other  agencies. 

Senator  Nunn.  Are  you  referring  to  the  budget  request  by  the 
administration?  Is  that  what  you  are  referring  to? 

Mr.  Sopko.  The  budget  request,  and  I  believe  the  actual  budget 
that  was  sent  up  last  week,  if  I  am  not  mistaken,  Senator. 

Mr.  Edelman  will  now  discuss  the  major  problems  identified  with 
the  State  and  local  response  to  a  WMD  terrorist  event. 

Senator  Nunn.  Mr.  Edelman? 

Mr.  Edelman.  Based  upon  the  staffs  investigation  and  review, 
it  is  apparent  that  few  cities  and  States  are  adequately  prepared 
to  respond  to  a  nuclear,  biological  or  chemical  terrorist  incident. 
Training  is  inadequate,  equipment  is  lacking,  and  planning  almost 
non-existent.  As  one  fire  chief  told  the  staff,  "We  have  been  lucky 
so  far,  but  how  long  can  that  last?" 


12 

A  survey  of  State  and  local  communities  by  the  staff  indicates 
that  their  preparedness  is  insufficient  to  meet  the  threat.  The  fol- 
lowing deficiencies  are  among  some  of  those  which  have  been  iden- 
tified by  the  staff  during  our  survey. 

First,  most  communities,  including  almost  every  major  American 
city,  have  not  developed  comprehensive  training  for  their  first  re- 
sponders — that  is,  the  police,  the  fire,  emergency  medical  sys- 
tems— or  training  for  follow-on  responders;  namely,  emergency 
rooms  and  hospitals. 

Secondly,  few  cities  and  States  have  conducted  exercises  in  han- 
dling a  WMD  event.  There  have  been  no  field  exercises  integrating 
Federal,  State  and  local  officials  that  the  staff  has  been  able  to 
identify  over  the  last  5  years. 

Also,  the  Federal  Government  has  paid  little  attention  to  their 
State  and  local  consequence  management  partners,  as  evidenced  by 
the  fact  that  there  is  no  national  point  of  contact  for  State  or  local 
governments  concerning  a  WMD  incident  comparable  to  the  Na- 
tional Response  Center's  24-hour-a-day  service  for  pollution  dis- 
charges. We  have  a  brochure  which  is  put  out  by  that  center  which 
provides  an  800  number  where  a  State  or  local  government  can  call 
at  any  time  of  day  or  night  if  they  have  a  pollution  discharge  and 
don't  know  how  to  handle  it.  However,  if  a  city  has  a  chemical  or 
biological  event  that  takes  place,  there  is  no  one  for  them  to  call. 

Most  of  the  first  responders  interviewed  by  the  staff  were  highly 
critical  of  the  Federal  Government's  support  in  response  to  WMD 
terrorism.  Howard  Safir,  the  Fire  Commissioner  for  the  City  of 
New  York,  sums  up  most  of  this  criticism  when  he  told  the  staff, 
"Federal  support  is  simply  inadequate.  FEMA  is  a  disappoint- 
ment." 

Many  local  officials  have  not  waited  for  Federal  assistance,  but 
rather  made  plans  on  their  own.  John  Eversole,  the  fire  chief  for 
the  city  of  Chicago,  stated,  "We  are  a  big  city.  We  can't  stand  by 
and  do  nothing  until  D.C.  sends  in  the  experts."  He  made  inquiries 
to  the  Chemical  Manufacturers  Association  and  the  military  con- 
cerning sarin  the  day  after  the  Tokyo  subway  incident.  Through 
the  Illinois  governor's  office,  he  enlisted  the  support  of  his  state's 
National  Guard  and  training  sessions  began  within  3  days  for  res- 
cue squads  and  HAZMAT  teams  in  Chicago. 

Some  locales,  such  as  New  York  City  and  Los  Angeles,  have  em- 
barked upon  their  own  training  exercises.  The  Los  Angeles  exercise 
dealt  with  the  medical  response  to  a  chemical  or  biological  event 
and  involved  a  number  of  acute  care  hospitals.  The  staff  was  told, 
however,  that  in  the  midst  of  the  exercise  a  number  of  the  doctors 
literally  threw  in  the  towel,  admitting  that  they  and  their  facilities 
would  have  become  hopelessly  contaminated  by  the  injured  pa- 
tients. 

In  the  New  York  exercise,  the  mayor's  office  scheduled  an  un- 
planned attack  for  their  field  exercise  on  April  11,  1995,  just  a 
month  or  so  after  the  Tokyo  attack.  It  was  a  no-notice  sarin  gas 
release  for  the  subway  system,  much  like  the  Tokyo  incident.  The 
exercise  revealed  serious  weaknesses  in  the  city's  ability  to  respond 
to  a  chemical  attack  in  their  subway  system.  The  most  critical  ele- 
ments of  this  exercise  were  the  actions  of  the  first  responders  who 
descended  onto  the  subway  mezzanine.  Unfortunately,  most  of  the 
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first  100  or  more  of  these  responders  were  theoretically  killed  by 
the  gas,  since  they  were  totally  unprepared  and  ill-equipped. 

Senator  NUNN.  Were  these  mainly  police  and  fire  and  emergency 
people,  and  medical  people? 

Mr.  Edelman.  These  were  the  fire  people,  the  emergency  services 
and  the  police,  the  people  who,  in  any  incident  of  this  nature, 
would  most  likely  be  the  first  ones  on  the  scene. 

Although  the  Los  Angeles  and  New  York  exercises  revealed  glar- 
ing deficiencies,  both  municipalities  and  their  officials  should  be 
commended  for  their  efforts  to  detect  and  address  these  concerns. 

Many  Federal  officials  told  the  staff  that  to  adequately  prepare 
our  Nation's  first  responders  would  simply  be  too  expensive.  How- 
ever, most  of  the  State  and  local  officials  we  spoke  to  were  seeking 
support  that  appeared  to  be  relatively  modest.  The  vast  majority 
were  simply  asking  for  information  on  the  type  of  threat  they 
would  most  likely  be  facing  and  technical  questions  concerning 
equipment  and  responses. 

As  evidenced  by  the  scenarios  used  by  the  New  York  and  Los  An- 
geles authorities,  the  greatest  concern  of  local  responders  is  the 
possibility  of  a  chemical  or  biological  attack.  Yet,  currently  there  is 
not  a  chemical  or  biological  emergency  response  team  comparable 
to  the  Department  of  Energy's  NEST  program  on  the  nuclear  side. 
What  we  have  now,  rather,  is  an  ad  hoc  assemblage  of  resources 
designed  and  used  for  other  purposes  that  can  be  called  out  to  help 
assist  local  and  Federal  agencies.  This  makes  little  sense,  given  the 
lesson  learned  in  Tokyo  from  the  Aum  Shinrikyo  attack. 

Virtually  all  Government  and  private  expert  witnesses  appearing 
before  this  Subcommittee  have  agreed  that  while  the  nuclear 
threat  is  by  far  the  most  destructive,  the  chemical  or  biological 
threat  is  probably  the  most  likely  to  occur.  The  Department  of  De- 
fense has  a  number  of  chemical  and  biological  defense  organiza- 
tions. However,  the  primary  mission  for  these  organizations  is  to 
respond  to  a  military  threat  on  the  battlefield,  not  a  civilian  terror- 
ist attack.  We  have  been  told  by  CBW  experts  that  there  is  a  dra- 
matic difference  between  the  two. 

Within  these  organizations  are  a  number  of  entities  currently 
being  used  on  an  ad  hoc  basis  to  support  Federal  law  enforcement 
and  State  and  local  consequence  management  agencies  to  respond 
to  a  chemical  or  biological  incident.  However,  they  are  not  budgeted 
for  this  mission.  As  one  senior  Defense  Department  official  told  the 
staff,  "We  are  eating  all  of  this  out  of  our  hide  every  time  we  sup- 
port an  exercise."  What  is  needed,  in  the  view  of  some  officials,  is 
a  new  mission  concerning  support  to  civilian  entities  to  help  them 
prepare  for  and  respond  to  a  chemical  or  biological  attack.  Such  a 
role  would  be  similar  to  the  mission  given  to  DOD  in  1988  to  sup- 
port counter-narcotics  efforts  of  civilian  law  enforcement  agencies. 

The  main  complaint  heard  in  the  course  of  our  review  was  the 
paucity  of  realistic  training  and  exercises.  In  particular,  State  and 
local  officials  argued  that  this  is  one  area  where  the  Federal  Gov- 
ernment can  immediately  help  them.  Numerous  professionals  in 
this  field  indicated  that  the  most  glaring  problem  was  the  infre- 
quency  of  our  Federal  Government's  full  field  exercises  that  are 
used  to  test  response  capabilities.  There  have  been  no  interagency 
full  field  exercises  dealing  with  the  chemical  or  biological  threat. 
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On  the  nuclear  side,  we  would  point  out  that  there  was  an  8-year 
interval  between  the  two  most  recent  full  field  exercises. 

One  complaint  reiterated  by  numerous  participants  was  the  fail- 
ure of  many  exercises  to  include  the  local  first  responders.  During 
our  Nation's  last  full  field  exercise,  the  Mirage  Gold  exercise,  the 
local  New  Orleans  police  and  fire  department  were  not  part  of  the 
exercise.  This  eliminates  from  the  exercise  a  realistic  assessment 
of  the  interoperability  of  our  Federal  components  with  their  State 
and  local  counterparts.  Furthermore,  it  eliminates  an  opportunity 
to  create  more  local  officials  who  are  trained  in  WMD  response. 

In  conclusion,  the  staff  believes  that  despite  recent  improve- 
ments, our  Nation  is  still  not  adequately  prepared  to  respond  to  an 
incident  involving  a  weapon  of  mass  destruction.  As  you  have  said, 
Senator,  preparing  for  the  unthinkable  is  a  difficult  task.  Often, 
our  Government  only  directs  attention  and  resources  in  the  wake 
of  an  actual  event.  Tragedies  such  as  Oklahoma  City  and  the 
World  Trade  Center  have  inspired  additional  interest  in  terrorism 
issues.  Unfortunately,  with  regard  to  crisis  and  consequence  man- 
agement for  weapons  of  mass  destruction,  not  enough  has  been 
done. 

The  changing  nature  of  domestic  terrorism  has  created  scenarios 
that  pose  monumental  challenges.  To  face  these  tests,  our  Govern- 
ment must  be  both  versatile  and  committed.  We  offer  the  following 
recommendations  for  your  consideration.  We  have  a  complete  list, 
but  I  will  only  highlight  a  few  at  this  point. 

The  Federal  Government  should  devote  more  resources  to  assist- 
ing State  and  local  first  responders  and  include,  wherever  prac- 
ticable, State  and  local  responders  in  federally-sponsored  field  exer- 
cises and  training  efforts.  A  single  point  of  contact  should  be  estab- 
lished and  advertised  so  that  State  and  local  responders  have  a 
contact  for  WMD  terrorist  events  and  questions. 

Congress  should  also  consider  additional  funding  to  create  the  18 
urban  WMD  response  teams  originally  proposed  by  the  Public 
Health  Service.  Congress  should  also  consider  assigning  a  mission 
and  authority  to  Department  of  Defense  to  conduct  programs  of  as- 
sistance to  Federal,  State  and  local  emergency  preparedness  per- 
sonnel in  the  defense  against  possible  terrorist  use  of  chemical  or 
biological  agents. 

Finally,  Congress  and  the  administration  should  conduct  a  thor- 
ough review  of  the  Government's  capability  to  respond  to  both  cri- 
sis and  consequence  management  in  a  terrorist  incident.  This  re- 
view should  take  the  form  of  an  independent  report,  much  like  the 
recently  published  Brown-Rudman  report. 

Mr.  Chairman,  that  concludes  our  formal  statement.  At  this  time 
we  would  be  happy  to  answer  any  questions  that  you  have. 

Senator  Nunn.  Thank  you,  Mr.  Edelman  and  Mr.  Sopko.  Since 
the  last  full  field  exercise  that  you  have  referred  to,  called  Mirage 
Gold,  what  strides  have  been  made  in  identifying  and  basically  im- 
plementing changes  to  deal  with  the  problems  that  came  out  there? 

Mr.  Sopko.  Well,  Senator,  that  was  in  October  of  1994.  It  is  our 
understanding  that  there  have  been  some  exercises  since  then  with 
increased  attention  to  the  problems  identified  in  Mirage  Gold  by 
the  Department  of  Energy  and  the  Department  of  Defense.  The 
FBI,  I  believe,  has  created  a  new  unit  to  handle  this  type  of  inci- 
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dent.  I  am  certain  they  will  discuss  that.  I  don't  believe  that  unit 
has  actually  been  tested  yet.  My  understanding  is  that  new  FBI 
unit  has  not  been  tested  in  coordination  with  the  Department  of 
Energy  or  the  Department  of  Defense.  Unfortunately  there  has  not 
been  another  full  field  exercise  since  October  of  1994.  There  have 
been  a  number  of  what  we  call  tabletop  exercises  or  command  post 
exercises,  but  no  full  field  exercise. 

The  problem  has  been  really  a  funding  problem,  as  explained  to 
us  by  the  FBI  and  other  agencies.  They  don't  have  money  budgeted 
for  this  type  of  training  and  exercises.  Although  they  would  like  to 
do  more — I  think  all  of  them  would  like  to  do  more  and  they  would 
like  to  include  the  States  and  locals.  It  is  very  expensive  and  that 
has  been  one  of  the  stumbling  blocks. 

I  think  Mirage  Gold  got  everyone's  attention  that  you  have  to  in- 
clude or  consider  consequence  management  in  your  exercises.  I 
mean,  it  is  pretty  clear  from  talking  to  everyone  that  it  got  their 
attention,  you  know,  what  happened  in  Mirage  Gold.  But,  have 
they  actually  come  up  with  a  coordinated  plan  and  exercised  this 
larger  consequence  management  issue — that  hasn't  happened  yet. 

Senator  Nunn.  You  mentioned  that  some  of  the  same  problems 
that  came  up  in  this  most  recent  1994  exercise  were  also — those 
same  problems  existed  8  years  ago  in  the  previous  exercise.  Could 
you  identify  a  few  of  those  problems  that  we  have  known  about  a 
long  time,  but  still  have  not  been  adequately  dealt  with? 

Mr.  Sopko.  Coordination  issues  were  identified.  Conflicts  in  var- 
ious statutes,  statutory  authority,  was  identified. 

Senator  Nunn.  Between  who? 

Mr.  Sopko.  The  various  Federal  agencies,  Senator.  The  exercise 
you  are  referring  to — most  of  that  has  been  classified,  so  I  am 
going  to  have  to  sort  of  dance  around  on  that. 

Senator  Nunn.  Which  one,  the  most 

Mr.  SOPKO.  Not  Mirage  Gold;  the  1988  exercise,  which  I  believe 
was 

Senator  Nunn.  Mighty  Derringer?  Was  that  it? 

Mr.  SOPKO.  That  is  correct,  Senator,  Mighty  Derringer.  But  I  can 
say  the  coordination  and  the  hand-off  issues  were  identified  as 
problems.  Communications — problems  of  interoperability  of  com- 
munications were  also  identified.  Similar  problems  as  seen  in  Mi- 
rage Gold  were  identified  in  Mighty  Derringer  in  1988. 

Senator  Nunn.  Well,  out  of  that  1988  exercise  where  problems 
were  identified,  were  there  also  specific  remedies  proposed? 

Mr.  Sopko.  I  think  we  found  some  of  the  agencies  made  rec- 
ommendations, but  there  was  no  centralized  authority  in  the  Gov- 
ernment that  would  bring  all  of  the  after  action  reports  together 
and  all  of  the  players  together  and  say,  OK,  Department  of  Energy, 
you  have  these  10  recommendations,  what  have  you  done?  DOD, 
have  you  seen  the  Department  of  Energy's  recommendations?  Do 
you  agree  with  them?  What  have  you  done  to  better  coordinate, 
etc.?  That  is  the  problem — no  follow-up  mechanism  in  1988  or 
1996. 

Senator  Nunn.  Is  there  no  interagency  council  on  this  subject  in 
the  National  Security  Council? 

Mr.  SOPKO.  Well,  there  is  staffing  in  the  National  Security  Coun- 
cil on  this,  but  I  don't  believe — we  have  been  told  there  has  been 
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no  one  sitting  down,  taking  these  after  action  reports  and  saying, 
this  is  what  has  to  be  done;  have  you  done  it.  Actually,  Senator, 
I  believe  this  hearing  is  the  first  time  that  all  of  these  after  action 
reports  have  been  brought  together  and  somebody  has  tried  to  ana- 
lyze them  in  or  out  of  the  Government. 

Senator  Nunn.  Senator  Lugar? 

Senator  Lugar.  Mr.  Chairman,  let  me  just  hark  back  to  an  expe- 
rience I  had  when  I  was  mayor  of  Indianapolis.  In  those  days,  we 
weren't  concerned  with  nuclear  or  chemical  or  biological  difficulties, 
but  there  were  potential  civil  emergencies  in  the  late  1960's  and 
early  1970's  and  it  was  my  experience  that  in  local  government 
there  are  so  many  jurisdictions,  leaving  aside  the  Federal  and  the 
State  response,  and  almost  all  of  the  things  you  have  itemized 
today  really  pertain  to  that. 

When  it  finally  comes  down  to  it,  isn't  it  incumbent  upon  some- 
body to  take  charge,  even  if  all  the  communications  and  the  rec- 
ommendations do  not  jibe  together?  In  other  words,  in  a  common- 
sense  way,  has  the  Subcommittee  or  has  anybody  tried  to  identify 
in  a  large  urban  area  who  might  be  responsible — the  mayor,  the 
governor  of  the  State?  In  this  crisis  that  would  be  ensuing,  some- 
body says,  I  am  in  charge  and  we  have  got  to  pull  this  thing  to- 
gether. 

Now,  I  had  to  do  that  on  one  occasion.  There  really  wasn't  any 
jurisdictional  authority  for  telling  the  sheriff,  the  State  police,  the 
Federal  people,  or  whoever,  but  we  had  a  situation  of  dire  peril, 
really,  in  which  several  hundred  people  might  have  perished  if  we 
had  not  taken  action.  I  am  just  wondering,  in  addition  to  getting 
the  niceties  of  this  thing  together,  if  there  is  not  some  value  in  try- 
ing to  explore  other  perils  the  country  has  had  from  time  to  time 
and  whether  there  are  some  parallels  in  terms  of  response. 

Mr.  Sopko.  Senator,  our  government  has  learned  from  other  per- 
ils and  other  disasters,  to  some  extent.  The  Federal  response  plan 
that  I  referred  to,  the  Federal  response  plan  to  consequence  man- 
agement for  nuclear,  bio  and  chemical,  lays  out  to  some  degree  how 
we  have  learned  from  the  prior  experience.  For  example,  the  PDD 
does  say  the  FBI  or  the  Department  of  Justice  is  the  lead  agency, 
let's  say,  in  response  to  the  crisis  management  situation.  And,  for 
consequence  management,  FEMA  is  the  lead  agency.  So  they  have 
laid  that  out. 

What  we  are  really  looking  at  is,  to  use  the  phrase  "where  the 
rubber  meets  the  road,"  what  does  that  actually  mean  in  reality, 
do  people  understand  that  FEMA  is  in  charge  when  it  gets  to  the 
consequence  management  stage.  That  means  that  the  FBI  has  to 
pass  the  baton,  and  it  may  be  even  before  their  investigation  is 
done.  The  FBI  may  have  to  have  FEMA  starting  to  take  charge  for 
certain  areas,  starting  to  maybe  plan  to  bring  in  medical  treat- 
ment, to  bring  in  hospitals,  to  alert  the  people  early  on.  That  is  the 
dilemma.  That  is  the  tension  we  have,  and  it  is  a  real  tension  we 
are  always  going  to  face.  I  believe  everyone  is  trying  to  deal  with 
that,  but  what  we  are  saying  is  there  needs  to  be  more  effort  ex- 
pended in  this  area,  trying  to  deal  with  that  natural  tension  you 
are  going  to  have  between  the  investigative  side  versus  the  con- 
sequence side. 
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Mr.  Edelman.  Also,  Senator,  as  your  question  points  out,  most 
of  that  has  dealt  with  who  is  in  charge  at  the  Federal  level  and 
has  not  to  a  large  degree  addressed  how  you  integrate  the  State 
and  local  officials  into  that  entire  effort.  Obviously,  those  officials 
have  great  concern  for  the  safety  of  their  citizens  and  they  have  a 
big  responsibility  to  their  citizens  to  ensure  their  safety.  Many  of 
these  exercises  have  failed  to  integrate  that  aspect  of  it  into  their 
planning  and  I  think  that  is  a  big  gap  that  we  have  now.  How  do 
you  manage  a  crisis  situation  and  bring  in  the  local  law  enforce- 
ment people  or  the  local  fire  or  emergency  or  the  hospitals?  Those 
are  the  things  that  we  need  to  pay  more  attention  to. 

Mr.  SOPKO.  Senator,  just  along  that  line,  it  reminds  me — I  re- 
member we  had  a  very  lengthy  briefing  with  somebody  from  a  Fed- 
eral agency  and  after  it  was  all  done  he  said,  well,  you  know,  what 
we  just  did  was  totally  irrelevant  because  we  are  not  going  to  be 
there  when  it  goes  off;  it  is  going  to  be  a  local  policeman  or  fire- 
man. 

Senator  Lugar.  Well,  that  is  my  point.  My  guess  is  probably  this 
word  needs  to  get  to  the  National  League  of  Cities,  the  Conference 
of  Mayors,  the  governors  associations,  so  that  people  who  now  hold 
those  positions  have  some  understanding  that  they  may  be  respon- 
sible and  may  have  to  take  action.  Many  people  who  come  into 
these  positions — and  I  was  typical  of  this.  I  was  manufacturing  ma- 
chinery on  the  west  side  of  Indianapolis,  but  suddenly  in  1968  I  am 
confronted  with  civil  disorder  and  potential  disaster.  Now,  the 
preparation  just  in  state  of  mind  that  somebody  has  got  to  be  in 
charge  is  profound  here,  if  something  is  going  to  occur  and  occur 
constructively. 

Part  of  our  problem,  I  think,  in  the  hearings  is  that  many  may- 
ors and  governors  may  not  even  take  this  problem  seriously.  The 
American  people  may  not  even  take  it  seriously. 

Mr.  SOPKO.  That  is  correct. 

Senator  Lugar.  What  we  have  to  say  is  whether  the  American 
people  have  caught  up  with  it  or  not,  if  it  is  your  watch,  that  is 
going  to  be  your  history  at  that  particular  moment  of  profound  dif- 
ficulty. 

The  other  thing  that  strikes  me  is  there  are — and  we  heard  this 
in  one  of  the  earlier  hearings  as  we  were  going  through  the  chemi- 
cal reactions  of  various  gases  to  human  beings  and  the  destruction. 
Just  the  technical  procedures  of  how  to  deal  with  these  elements, 
whether  it  be  nuclear  or  biological  or  chemical,  are  extremely  com- 
plex. You  know,  in  the  old  days  with  first  aid,  we  all  took  that  and 
tried  to  decide  what  heat  stroke  and  sun  stroke  and  heat  exhaus- 
tion were,  whether  to  elevate  the  head  or  the  feet,  and  so  forth. 
These  were  very  important  in  saving  the  life  of  a  person.  You  al- 
ways hoped  somebody  has  done  mouth-to-mouth  resuscitation  or 
somebody  is  around. 

There  are  a  whole  set  of  skills,  obviously,  here  that  are  required 
that  would  be  common  sense  if  you  understood  chemistry  and  nu- 
clear reactions,  and  getting  this  information  more  broadly  dissemi- 
nated even  to  the  Boy  Scouts,  to  first  aid  classes,  and  so  forth, 
seems  to  me  to  be  extremely  important.  So  whoever  this  mayor  is, 
he  has  got  a  whole  cadre  of  people  out  there  on  the  street  corners 
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or  wherever  people  have  been  stricken  that  have  some  idea  of  how 
to  respond. 

Mr.  Sopko.  Senator,  along  that  line,  we  were  told  that  things  as 
simple  as  household  bleach  make  a  tremendously  good  and  effec- 
tive disinfectant  for  a  lot  of  these  chemical  elements.  Just  telling 
the  local  police,  you  know,  use  that — you  know,  that  itself  could  be 
useful.  These  are  the  types  of  very  simple  questions  that  the  first 
responders  are  telling  us. 

I  could  just  add  the  1-800  number  on  these  oil  and  chemical 
spills.  We  address  the  problem  of  pollution  and  these  spills  by  put- 
ting this  on  every  tank  truck.  Every  tanker  out  there  will  have  one 
of  these.  When  the  first  responders  show  up,  they  will  call.  They 
will  identify  it  and  somebody  will  tell  them  what  to  do  with  hydro- 
chloric acid  or  something  like  that. 

Probably,  a  fireman,  if  there  was  a  bio  or  chem  incident,  would 
call  the  same  people.  The  guy  on  the  other  end  of  the  phone  knows 
nothing  about  bacteriological  incidents,  knows  nothing  about  chem- 
ical weapons,  and  that  is  the  problem.  I  mean,  they  will  call  this 
number  and  it  is  very  useful  if  it  is  a  Dow  chemical  product,  but 
it  is  not  going  to  be  very  useful  if  it  is  a  bio/chem  incident.  That 
is  what  we  are  talking  about.  You  need  this  for  bio/chem. 

Senator  Lugar.  Thank  you,  Mr.  Chairman. 

Senator  Nunn.  Thank  you,  Senator  Lugar. 

Have  we  had  any  conferences  at  either  the  Federal  level  or  the 
local  level  with  the  counterparts  in  terms  of  responsibility  in  Israel, 
where  they  have  probably  had  more  alerts,  more  exercises  and 
more  real-life  problems  and  consequences  to  deal  with  than  any 
place  in  the  world?  Certainly,  chemical  and  biological,  and  even  nu- 
clear is  always  on  their  mind.  How  much  have  we  learned  from  our 
friends  in  Israel? 

Mr.  Edelman.  Well,  that  is  something,  Senator,  that  the  Inter- 
national Association  of  Fire  Chiefs  has  been  pushing  for  quite  some 
time,  getting  that  kind  of  forum  where  they  could  learn  from  ex- 
perts in  other  countries  who  have  actually  had  to  face  these  kinds 
of  situations.  They  were  pushing  FEMA  to  try  to  organize  this  kind 
of  conference  for  a  number  of  years.  Unfortunately,  it  took  the 
bombing  of  the  Federal  building  in  Oklahoma  City  before  FEMA  fi- 
nally decided  that  this  was,  in  fact,  a  good  idea.  Such  a  conference 
was  finally  held  late  last  year.  I  believe  at  that  conference  they 
brought  in  responders  from  not  only  Israel,  but  London,  Northern 
Ireland  and  France,  all  of  which  are  areas  which  have  had  to  face 
terrorist  incidents  in  their  pasts. 

Senator  NUNN.  I  think,  Senator  Lugar,  you  are  absolutely  right 
in  terms  of  the  educational  aspects  of  this.  Of  course,  all  of  us 
know,  operating  with  tight  budgets,  we  are  not  going  to  be  able  to 
just  absolutely  throw  money  at  the  problem  and  deal  with  it  that 
way,  but  the  essential  educational  aspects  and  training  aspects — 
it  seems  to  me  that  the  United  States  military  that  knows  more 
about  this  than  certainly  any  institution  or  group  of  people  in  this 
country  has  some  responsibility  for  the  next  few  years  to  share 
their  knowledge  with  other  Federal  agencies,  and  certainly  also 
with  the  State  and  locals,  perhaps  having  State  and  local  police 
and  fire  people  have  access  to  go,  if  they  choose  to,  to  some  of  the 
military  bases  where  they  are  training  for  the  battlefield  chemical 
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response,  as  well  as  biological,  and  having  our  military  broaden  the 
scope  of  what  they  are  able  to  convey  and  teach.  Maybe  there  is 
someone  else  that  can  do  it.  Maybe  the  FBI  can  go  get  trained  by 
the  military  and  form  units  and  do  the  training  themselves  and 
keep  it  all  domestic.  But  something  has  got  to  be  done.  This  just 
cannot  be  ignored. 

I  say  another  educational  aspect  is  in  prevention.  We  have  got 
to  have  Federal  people  who  are  really  experts  draw  up  lists  of  pre- 
cursor materials  for  both  chemical  and  biological  so  that  the  busi- 
ness community  and  the  health  community,  in  the  case  of 
biologicals,  and  laboratories  understand  when  someone  may  be  pro- 
curing this  kind  of  material  for  illicit  purposes  and  at  least  alarms 
start  going  off  so  they  begin  to  turn  in  that  kind  of  a  suspicion  and 
let  people  react  to  it.  We  have  had  a  couple  of  cases  where  biologi- 
cal weapons  have  been  procured  by  people  who  had  no  explanation, 
at  least,  for  why. 

Just  one  example.  Since  this  set  of  hearings  started,  we  received 
information  from  a  businessman  who  was  offered  several  kilograms 
of  highly  enriched  uranium.  At  least  that  was  the  offer  he  got;  he 
never  saw  the  material  itself.  We  don't  know  whether  it  was  a  hoax 
or  whether  it  was  the  real  thing,  but  he  got  in  touch  with  the  Com- 
mittee and  we  got  in  touch  with  the  appropriate  law  enforcement 
officials.  This  is  just  one  example  of  an  alertness  in  our  population. 
Government  officials  are  not  going  to  be  able  to  handle  all  this. 

Fertilizers  that  can  basically  be  used  to  grow  crops  can  also — the 
ingredients  can  be  used  to  cause  chemical  explosions.  Pharma- 
ceuticals that  have  legitimate  purposes  and  save  lives  can  also  be 
used  as  weapons  of  mass  destruction.  So  these  are  difficult  areas. 
In  some  ways,  the  nuclear  is  more  certain  in  terms  of  dealing  with 
it  than  the  biological  and  chemical  because  of  all  the  multiple  le- 
gitimate uses  of  these  materials. 

I  thank  both  of  you  for  your  testimony  and  your  continuing  hard 
work. 

Senator  Levin.  Could  I  ask  just  one  question? 

Senator  Nunn.  Sure,  Senator  Levin. 

Senator  Levin.  Actually,  just  two  questions,  if  you  would.  If  you 
could  increase  the  role  of  the  Department  of  Defense  in  terms  of 
the  domestic  effort  against  terrorist  threats  which  involve  biologi- 
cal, chemical  or  nuclear  materials,  would  you  do  so,  given  the  fact 
that  the  DOD  knows  so  much  more  about  those  threats  than  any 
domestic  agency  does? 

Mr.  SOPKO.  That  is  correct,  Senator.  There  is  no  need  to  dupli- 
cate their  efforts  or  reinvent  the  wheel.  They  have  that  capability. 
It  just  needs  to  be  more  focused  toward  a  domestic  terrorist  event. 

Senator  Levin.  Is  there  an  ongoing  effort  to  weave  the  DOD  into 
the  domestic  effort? 

Mr.  SOPKO.  They  are  starting  to  do  that. 

Senator  Levin.  Who  is  in  charge  of  that  for  the  administration? 

Senator  Nunn.  Senator  Levin,  there  was  a  provision  in  the  anti- 
terrorist  bill  that  passed  the  Senate  that,  in  emergency  situations, 
got  the  military  more  involved  in  a  chemical  and  biological  re- 
sponse. That  has  been  knocked  out  of  the  House  bill  and  is  now  in 
conference  between  the  two.  So  the  statutory  part  of  it  is  a  pending 
matter  legislatively  right  now. 
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Mr.  SOPKO.  I  believe  that  comes  through  SOLIC,  if  I  am  not  mis- 
taken, Special  Operations  and  Low-Intensity  Conflict,  and  it  may 
also  be — I  would  have  to  get  back  to  you,  Senator. 

Senator  Levin.  If  you  would.  The  only  other  question  I  have  is 
this.  We  spend  a  lot  of  money  in  terms  of  countering  the  potential 
threat  of  a  missile  attack.  We  are  working  on  some  anti-missile  ca- 
pability, and  spending  a  lot  of  money  in  doing  it.  We  spend  a  lot 
less  in  terms  of  a  greater  threat,  which  are  chemical  and  biological 
weapons.  Could  you  provide  for  the  record  some  measure  of  the  dol- 
lars that  are  being  spent  in  all  three  of  those  efforts  so  we  could 
compare  the  relatively  large  number  of  dollars  we  are  spending 
against  the  least  likely  of  the  threats  to  the  smaller  dollars  that 
we  are  spending  against  the  more  likely  threats,  if  you  can  figure 
that  out  dollar- wise?  It  is  kind  of  hard  to  do. 

Mr.  Sopko.  We  will  have  a  Defense  Department  witness  testify- 
ing later — Dr.  Holmes.  He  may  have  those  figures  with  him  right 
now. 

Senator  Levin.  If  not,  maybe  you  could  supply  them  for  the 
record. 

Mr.  SOPKO.  We  will  check  with  the  record. 

Senator  Levin.  Thank  you. 

Senator  Nunn.  Thank  you,  Senator  Levin.  We  would  carry  your 
question  over  to  the  panel  of  government  experts  so  they  could  give 
us  their  assessment  on  that,  too,  because  they  would  have  the  best 
information. 

[The  prepared  statement  of  Messrs.  Sopko  and  Edelman  follows:] 

STAFF  STATEMENT 

I.  Introduction 

Mr.  Chairman  and  Members  of  the  Subcommittee,  1  year  ago  last  Wednesday,  the 
world  awoke  to  an  unprecedented  act — the  first  large  scale  use  of  a  lethal  chemical 
agent  for  terrorist  purposes.  On  the  morning  of  March  20,  1995,  at  the  height  of 
the  morning  rush  hour,  several  members  of  a  religious  cult,  the  Aum  Shinrikyo,  un- 
leashed a  sarin  gas  attack  on  the  innocent  patrons  of  the  Tokyo  subway  system.  The 
poison  gas  killed  12  commuters  and  injured  more  than  5,000  others.  If  the  cult  had 
crafted  a  more  efficient  delivery  system  prior  to  their  attack,  the  death  toll  could 
easily  have  soared  into  the  tens  of  thousands. 

By  this  act,  the  Aum  revealed  the  extreme  vulnerability  of  urban  areas  to  the  ter- 
rorist use  of  weapons  of  mass  destruction  (WMD). *  This  cult  thus  gained  the  dis- 
tinction of  becoming  the  first  group,  other  than  a  nation  during  wartime,  to  success- 
fully use  chemical  weapons  on  a  major  scale  against  a  civilian  population.  Its  use 
shattered  a  psychological  taboo  and  raised  the  specter  of  other  such  attacks  involv- 
ing weapons  of  mass  destruction  in  the  future. 

At  Subcommittee  hearings  last  Fall  on  the  proliferation  of  chemical  and  biological 
weapons  of  mass  destruction,  Senator  Nunn  articulated  the  concerns  surrounding 
such  a  future: 

"The  ease  with  which  the  Aum  accessed  the  vast  international  supermarket 
of  weapons  and  weapons  technology  is  particularly  troubling.  .  .  .  The  in- 
exorable advance  of  science  and  communications  has  made  the  technology 
of  these  instruments  available  to  an  ever-widening  audience.  The  ingredi- 
ents for  sarin  and  other  chemical  weapons  are  easily  accessible  over  the 
Internet,  as  is  information  about  biological  weapons  and  even  instructions 
as  to  how  to  make  a  nuclear  device.  The  scenario  of  a  terrorist  group  either 
obtaining  or  manufacturing  and  using  a  weapon  of  mass  destruction  is  no 


Nuclear,  chemical  and  biological  weapons  are  commonly  referred  to  by  the  term  "weapons 
of  mass  destruction"  or  "WMD;"  they  are  also  sometimes  call  "NBC"  weapons,  i.e.,  nuclear,  bio- 
logical and  chemical.  Another  term  used  by  many  of  the  individuals  in  the  investigation  is 
"CBW,"  which  means  all  chemical  and  biological  weapons. 
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longer  the  stuff  of  science  fiction  or  adventure  movies.  It  is  a  reality  which 
has  already  come  to  pass,  and  one  which,  if  we  do  not  take  appropriate 
measures,  will  increasingly  threaten  us  in  the  future."  [Emphasis  added.] 

Indeed,  if  chemical  or  biological  agents  had  been  successfully  used  in  addition  to 
the  explosives  at  the  two  most  dramatic  terrorist  incidents  in  the  United  States — 
the  World  Trade  Center  and  Oklahoma  City — the  results  would  have  been  even 
more  catastrophic. 2  Likewise,  as  noted  in  a  prior  Subcommittee  hearing,  if  the  ter- 
rorists in  those  incidents  had  utilized  merely  a  radiological  device  3  containing  pluto- 
nium,  highly  enriched  uranium,  or  other  radioactive  substance,  they  would  have 
rendered  large  parts  of  both  cities  uninhabitable  for  years  to  come.  An  actual  nu- 
clear weapon  would  have  destroyed  a  good  part  of  both  cities  killing  tens  of  thou- 
sands. 

Just  how  well  prepared  is  the  United  States  to  respond  to  such  events  is  the  sub- 
ject of  today's  hearing.  The  need  for  a  review  of  U.S.  government  counterterrorism 
programs  and  policies  was  highlighted  last  November  by  a  number  of  witnesses  at 
the  Subcommittee's  hearing  on  chemical  and  biological  weapons  of  mass  destruction. 
In  particular,  the  testimony  of  Admiral  Frank  E.  Young,  the  Director  of  the  Office 
of  Emergency  Preparedness  of  the  U.S.  Public  Health  Service,  raised  serious  con- 
cerns about  the  effectiveness  of  the  current  government  efforts  to  respond  to  these 
new  weapons  of  terrorism.  He  noted  that  many  States  and  local  communities  ap- 
peared unprepared  for  such  a  contingency  and  that  the  Federal  agencies  involved 
were  lacking  adequate  funding. 

As  a  result  of  such  revelations,  Senator  Nunn  tasked  the  Minority  Staff  with  con- 
ducting a  survey  of  our  Nation's  ability  to  respond  to  a  nuclear,  biological  or  chemi- 
cal terrorist  incident  within  the  United  States.  Our  inquiry  examines  two  aspects 
of  this  response:  how  equipped  the  government  is  to  manage  the  crisis  posed  by  a 
credible  threat  of  deployment  of  a  WMD  (crisis  management);  and  how  ready  the 
government  is  to  manage  the  unthinkable  consequences  of  the  actual  use  of  a  WMD 
(consequence  management). 4 

On  the  basis  of  its  inquiry,  the  Staff  believes  that,  despite  tremendous  improve- 
ments made  within  the  last  few  years  to  respond  to  such  incidents,  overall  our  Na- 
tion is  not  adequately  prepared  to  respond  to  a  WMD  terrorist  event.  Much  improve- 
ment is  necessary  in  support  of  our  country's  "first  responders" — local  fire,  police, 
rescue  and  emergency  room  personnel.  Government  efforts  need  to  be  better  coordi- 
nated, and  the  intelligence  and  law  enforcement  communities  must  make  greater 
strides  in  information-sharing. 

In  contrast,  the  Staff  found  that  our  government  appears  adequately  prepared  to 
respond  to  terrorist  incidents  at  special  events  where  authorities  take  unique  pre- 
cautions, such  as  the  upcoming  Olympics,  planned  events  of  the  United  Nations,  or 
visits  of  foreign  dignitaries.  In  anticipation  of  those  incidents,  Federal  authorities 
marshal  great  resources  and  demonstrate  extraordinary  coordination  on  the  Fed- 
eral, State  and  local  level.  The  response  to  such  discrete  events  is  remarkable  and 
deserves  tremendous  praise.  The  Staffs  focus  thus  is  not  on  protection  afforded  spe- 
cial events;  but  rather,  on  the  efforts,  operation  and  coordination  that  exists  to  re- 
spond to  a  terrorist  incident  occurring  at  other  times. 

The  Staffs  report  is  a  culmination  of  a  5  month  study  which  included  numerous 
interviews  and  briefings  with  Federal,  State,  and  local  officials  who  would  be  in- 
volved in  the  response  to  a  terrorist  incident.  The  Staff  also  received  and  reviewed 
hundreds  of  documents  that  relate  to  our  government's  response  mechanism  to  such 
an  incident.  Although  extensive,  our  review  is  not  intended  to  be  comprehensive. 
The  following  Staff  findings,  however,  were  shared  by  most  of  the  experts  we  con- 
sulted: 


2  In  fact,  it  appears  that  the  defendants  in  the  World  Trade  Center  case  may  have  tried  to 
use  a  chemical  device  but  failed  in  their  attempt  to  create  a  contemporaneous  cyanide  gas  at- 
tack. 

3  A  radiological  device  is  any  conventional  weapon  containing  radioactive  material  in  addition 
to  an  explosive  or  mechanical  disseminating  device.  It  is  intended  to  scatter  highly  radioactive 
material  and  contaminate  the  surrounding  area.  Thereby  earning  itself  the  sobriquet  as  a  "dirty 
bomb".  It  resembles  a  chemical  weapon  much  more  than  a  nuclear  weapon  in  its  effect,  since 
it  contaminates  territory  and  poisons  living  organisms  but  does  not  destroy  physical  structures. 
It  is  not  a  nuclear  weapon  and  does  not  create  a  fission  reaction,  extreme  heat  or  blast  effect 
except  to  the  extent  of  the  conventional  charge  attached  to  it. 

4  This  is  the  Minority  Staffs  third  such  report.  On  October  31,  1995,  the  Staff  issued  a  report 
focusing  on  chemical  and  biological  WMD  and  highlighted  as  a  case  study  the  Aum  Shinrikyo 
cult  in  Tokyo  (see  Global  Proliferation  of  Weapons  of  Mass  Destruction,  Part  I,  October  31  and 
November  1,  1995).  On  March  22,  1996,  after  receiving  extensive  testimony  on  the  illicit  traffick- 
ing of  nuclear  materials,  the  Staff  issued  its  second  report  (see  Global  Proliferation  of  Weapons 
of  Mass  Destruction,  Parts  II,  March  13,  20  &  22,  1996). 
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•  The  threat  of  a  terrorist  group  using  a  nuclear,  biological  or  chemical  weapon 
of  mass  destruction  in  the  United  States  is  real.  It  is  not  a  matter  of  "if  but 
rather  "when"  such  an  event  will  occur. 

•  Government  efforts  on  the  Federal,  State  and  local  level  need  to  be  better  co- 
ordinated to  respond  to  such  events  despite  improvements  from  the  recently  is- 
sued Presidential  Decision  Directive  39. 

•  Intelligence  is  our  best  and  first  line  of  defense  against  terrorism,  but  problems 
of  coordination  and  information  sharing  among  agencies  still  appear  to  continue 
despite  recent  efforts  to  resolve  them. 

•  The  local  government  entities  such  as  fire,  police,  ambulance,  rescue  and  emer- 
gency rooms,  who  will  be  called  to  respond  in  the  first  critical  hours  of  a  WMD 
terrorist  incident,  are  generally  inadequately  trained  and  ill-equipped  to  handle 
the  difficult  challenges  posed  by  WMD  incidents. 

•  Our  ability  to  respond  to  a  nuclear  incident,  although  significantly  improved 
within  the  last  2  years,  still  needs  greater  attention  and  increased  financial 
support. 

•  The  use  of  chemical  and  biological  weapons,  in  a  civilian  setting,  which  most 
experts  agree  is  more  likely,  presents  unique  problems  and  requirements  that 
do  not  appear  to  be  adequately  addressed  under  current  Federal  policies  and 
programs. 

•  Overall  funding  needs  to  be  increased  to  prepare  for  the  consequences  of  a 
WMD  terrorist  incident,  especially  for  joint  training  and  field  exercises. 

Finally,  the  Staff  would  note  that  concern  for  our  Nation's  preparedness  was  espe- 
cially acute  at  the  State  and  local  level.  The  concerns  of  these  local  officials  were 
echoed  by  terrorism  experts,  many  of  whom  previously  had  extensive  government 
experience.  At  the  senior  levels  of  the  Federal  Government,  however,  the  Staff  re- 
ceived assurances  that  any  such  concerns  were  overstated  or  were  being  remedied. 
Nonetheless,  recommendations  which  merit  consideration  by  Congress  and  the  Ad- 
ministration are  set  forth  in  this  Statement. 5 

II.  The  Changing  Threat  of  Terrorism 

In  recent  years  a  number  of  terrorism  trends  have  emerged  that  are  of  signifi- 
cance to  our  government's  response.  The  overall  number  of  incidents  worldwide  has 
declined  while  the  lethality  of  such  attacks  has  increased.  Although  zealotry  for  a 
cause  is  not  a  new  phenomenon,  the  availability  of  weapons  of  mass  destruction  is 
relatively  new  and  disturbing.  Furthermore,  whereas  many  terrorist  acts  in  the  past 
involved  political  objectives,  more  recent  incidents  including  the  Pan  Am  explosion 
over  Lockerbie,  the  World  Trade  Center,  the  Oklahoma  City  bombing,  the  Tokyo 
subway  sarin  attack,  the  rash  of  bombings  in  Paris  and  the  Israeli  suicide  attacks, 
appear  to  be  aimed  solely  at  punishing  a  country  or  government  by  causing  as  many 
civilian  casualties  as  possible. 

Many  of  the  terrorist  groups  of  today  appear  more  likely  to  utilize  weapons  of 
mass  destruction  notwithstanding  public  opinion  or  a  political  debate.  In  part,  these 
terrorist  groups  may  be  religiously  based  and/or,  as  in  the  case  of  the  Aum 
Shinrikyo,  under  the  control  of  a  megalomanic,  charismatic  leader.  These  terrorist 
groups  have  no  qualms  about  mass  casualties  since,  in  their  minds,  they  are  fulfill- 
ing a  divinely  inspired  agenda  that,  as  in  the  case  of  the  Aum  Shinrikyo,  may  in- 
clude bringing  about  an  Armageddon. 

Testimony  from  the  New  York  trials  connected  to  the  World  Trade  Center  bomb- 
ing confirms  that  the  defendants  were  intent  on  punishing  the  United  States  by 
causing  as  many  casualties  as  possible.  They  contemplated  blowing  up  one  tower 
of  the  World  Trade  Center  in  such  a  manner  as  to  collapse  it  into  the  other  tower, 
bombing  the  United  Nations,  and  blowing  up  various  tunnels  into  Manhattan.  To 
them,  the  United  States  represented  a  "devil"  that  could  be  punished  at  will.  The 
defendants  in  the  Oklahoma  Federal  building  bombing  appear  to  have  been  directed 
by  a  similar  desire  to  punish  the  Federal  Government  by  causing  as  much  damage 
and  human  carnage  as  possible. 

Although  in  the  past,  such  zealots  would  be  of  concern,  their  ultimate  threat  was 
limited  by  their  capabilities.  Today,  the  advent  of  the  information  age  and  the  dis- 


5The  anti-terrorism  bill  passed  by  the  House,  H.R.  2703,  authorizes  $5,000,000  for  specialized 
training  and  equipment  for  metropolitan  fire  and  emergency  departments.  The  Senate  bill,  S. 
735,  contained  no  similar  provision  when  it  passed  on  March  2,  1996.  House  and  Senate  have 
appointed  conferees,  but  no  date  has  been  agreed  upon  for  the  conference. 
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integration  of  the  Soviet  empire, 6  has  enhanced  the  ability  of  these  groups  and  indi- 
viduals to  obtain  weapons  ot  mass  destruction. 

As  discussed  in  prior  hearings,  chemical  and  biological  weapons  are  relatively 
easy  to  develop.  Biological  weapons  are  slightly  more  difficult  to  manufacture  and 
the  material  to  make  them  is  readily  available  at  almost  any  hospital  or  university 
laboratory.  Strains  of  various  viruses  and  bacterium  can  even  be  ordered  through 
the  mail  from  a  number  of  laboratory  supply  houses. 7  The  Staff  has  been  told  that 
many  of  these  supply  houses  now  have  "Home  Pages"  on  the  Internet  that  are  acces- 
sible to  millions  world-wide. 

Terrorists  can  also  obtain  nuclear  devices  in  their  arsenals  of  destruction.  Al- 
though fissile  material  may  still  remain  out  of  the  reach  of  most  terrorists,  the  de- 
signs for  weapons  are  not.  They  are  found  throughout  the  Internet  and  in  public 
libraries.  The  detailed  plans  for  the  nuclear  devices  used  at  Hiroshima  and  Naga- 
saki have  been  declassified  for  years  and  are  regularly  used  in  course  work  at  most 
major  universities.  In  lieu  of  plutonium  or  highly  enriched  uranium,  radioactive  ma- 
terial can  be  stolen  or  diverted  from  medical  laboratories,  hospitals  or  construction 
sites  and  used  to  make  radiological  devices,8  or  simply  to  contaminate  and  threaten 
civilian  populations. 9 

Evidence  of  terrorist  interest  in  WMD  devices  can  be  found  in  the  World  Trade 
Center  case.  Some  of  the  conspirators  in  the  World  Trade  Center  bombing,  including 
the  master  bomber — Ramzi  Yousef — were  interested  in  chemical  and  biological 
weapons  and  apparently  possessed  manuals  describing  their  manufacture  and  use. 
They  threatened  to  use  chemical  weapons  against  the  Philippine  government  in  an 
attempt  to  free  one  of  their  members.  Moreover,  it  appears  that  they  actually  used 
cyanide  in  the  World  Trade  case.  The  presiding  Judge  at  the  defendants  sentencing 
hearing  revealed  their  intentions  in  this  regard: 

You  had  sodium  cyanide  around,  and  I'm  sure  it  was  in  the  bomb.  Thank 
God  the  sodium  cyanide  burned  instead  of  vaporizing.  If  the  sodium  cyanide 
had  vaporized  it  is  clear  what  would  have  happened  is  the  cyanide  gas 
would  have  been  sucked  into  the  north  tower  and  everybody  in  the  north 
tower  would  have  been  killed.  That  to  my  mind  is  exactly  what  was  in- 
tended. 

The  unimaginable  extent  of  the  human  and  property  damage,  in  an  urban  envi- 
ronment, resulting  from  weapons  of  mass  destruction  (WMD),  tends  to  be  overlooked 
in  the  course  of  discussing  the  government's  programs  and  response.  The  Staff  has 
attempted  to  depict  some  of  these  consequences.  The  chart  found  in  Appendix  A 
shows  the  result  in  Washington,  D.C.  from  a  hypothetical  nuclear  detonation  and 
gives  a  basis  for  appreciating  the  damage  if  used  by  a  terrorist  in  an  American  city. 

The  chart 10  shows  the  approximate  area  of  immediate  blast  and  fire  damage  from 
the  detonation  of  a  ten  kiloton  nuclear  device  placed  on  the  Mall  near  the  Museum 
of  Natural  History.  Depending  upon  the  efficiency  of  the  device  and  other  variables, 
Dr.  Postol  estimates  that  such  a  device  would  destroy  a  circular  area  with  a  radius 
of  %  of  a  mile  to  a  mile.  He  noted  there  would  be  "heavy  and  near  complete  destruc- 
tion" from  both  blast  and  fire  within  that  radius  comparable  to  the  damage  done 
by  the  nuclear  bomb  at  Nagasaki. 1J  A  device  that  would  cause  this  type  of  damage 


6  In  the  Subcommittee's  previous  two  reports  it  detailed  the  effect  the  disintegration  of  the 
Soviet  Union  has  had  on  the  proliferation  of  weapons  of  mass  destruction,  and  the  accompany- 
ing technologies.  Included  in  the  Soviet  military  complex  were  40,000  nuclear  weapons,  30,000 
tons  of  chemical  weapons,  and  potentially  untold  amounts  of  biological  weapons,  and  the  sci- 
entists with  weapons  delivery  know-how. 

7  The  case  of  one  such  purchase  by  a  right-wing  militia  member  in  Ohio  of  bubonic  plague 
germ  was  identified  in  our  prior  hearing  on  the  Aum.  As  a  result  of  this  case,  legislation  is  cur- 
rently pending  in  both  the  Senate  and  House  to  remedy  the  ease  by  which  people  can  purchase 
such  deadly  items. 

8  It  was  just  such  material  that  the  Chechen  separatists  recently  placed  in  a  Moscow  city  park 
as  a  scare  tactic. 

9S.  735,  Title  VIII,  expands  the  range  of  nuclear  materials  included  in  the  definition  of  a  "ter- 
rorist attack"  to  include  "byproduct  material"  used  in  radiological  devices. 

i°The  Staff  would  acknowledge  the  able  assistance  of  Dr.  Theodore  Postol,  Professor  of 
Science,  Technology  and  National  Security  Policy  at  Massachusetts  Institute  of  Technology,  in 
preparing  this  exhibit. 

11  Unlike  conventional  explosives,  nuclear  weapons  create  intense  heat  and  light  capable  of 
setting  many  simultaneous  fires  over  vast  areas  of  surrounding  terrain.  It  would  also  generate 
tremendous  winds  at  ground  level  reaching  hurricane  force.  In  addition,  although  not  depicted 
on  this  chart,  the  nuclear  device  would  create  neutron  and  gamma  radiation  which  can  kill  or 
harm  those  exposed  at  the  instant  of  detonation.  For  more  details  on  the  damage  caused  by  a 
nuclear  device,  see  Postol,  Possible  Fatalities  From  Superfires  Following  Nuclear  Attacks  In  or 

Continued 
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would  probably  contain  from  10-15  pounds  of  plutonium.  In  comparison,  the  origi- 
nal "Fat  Man"  nuclear  bomb  used  at  Nagasaki  yielded  22  kilotons  and  contained 
14  lbs.  of  Plutonium. 

The  Staff  was  told  by  many  experts,  including  witnesses  at  the  Subcommittee's 
recent  series  of  hearings  on  proliferation,  that  easy  access  to  biological,  chemical 
and  nuclear  technologies  will  bring  many  new  players  to  the  terrorism  table  of  the 
future.  One  expert  told  us  that  just  as  the  Colt  45  was  known  in  the  19th  Century 
as  the  "great  equalizer'  improvised  weapons  of  mass  destruction  will  be  the  great 
equalizer  of  tomorrow.  He  went  on  to  state  that  as  we  move  into  an  era  in  which 
increasingly  smaller  groups  will  have  increasingly  greater  power  through  WMD,  our 
country  has  to  be  ahead  of  this  curve,  not  behind  it.  For  as  Gordon  Oehler,  the  Di- 
rector of  the  CIA  NonProliferation  Center  stated  in  a  previous  Subcommittee  hear- 
ing, "This  is  the  anniversary  week  of  the  poison  gas  attack  in  the  Tokyo  subway. 
Press  reporting  in  the  U.S.  has  focused  on  the  possibility  of  a  similar  attack  happen- 
ing here.  We  fully  recognize  that  after-the-fact  efforts  are  not  adequate.  We  need 
to  stop  attacks  before  they  occur." 

The  Staff  believes  a  more  thorough  review  of  the  domestic  terrorist  threat  and  the 
government's  policies  and  capabilities  is  required.  Although  a  number  of  studies  are 
currently  ongoing,  such  as  those  required  by  Presidential  Decision  Directive  39  and 
the  1996  National  Defense  Authorization  Act,  experts  contacted  during  the  Staffs  in- 
quiry questioned  their  adequacy  and  impartiality.  They  noted  that  none  of  the  stud- 
ies are  comprehensive  and  each  lacked  independent  or  impartial  external  input. 
They  called  for  a  thorough  "bottom  up"  review  similar  to  those  completed  for  the 
defense  and  intelligence  communities. 

The  Staff  supports  such  a  recommendation  and  notes  that  our  government  has  not 
initiated  such  a  review  since  1985  when  then-Vice  President  Bush  convened  the 
"Task  Force  on  Combating  Terrorism."  That  body  provided  a  mechanism  to  draw 
upon  some  of  the  best  minds  from  government,  academia,  research  institutes  and 
the  private  sector  to  help  define  the  scope  of  the  terrorist  threat  of  that  era  and 
the  appropriate  government  response  thereto.  Recent  events,  such  as  the  World 
Trade  Center  and  Oklahoma  City  bombings,  along  with  the  issues  raised  by  our  pre- 
liminary review,  suggest  it  would  again  be  prudent  to  consider  a  new  comprehensive 
terrorism  study  by  a  competent  and  independent  oversight  body  with  appropriate 
resources  and  authority. 

III.  Our  National  Government  Response 

The  Staff  found  numerous  agencies  at  the  local,  State  and  Federal  level  involved 
in  responding  to  the  WMD  terrorist  threat.  The  Staff  has  identified  at  least  40  sepa- 
rate Federal  agencies  which  have  a  role  and  mission  in  response  to  such  a  threat — 
ranging  from  the  Consumer  Product  Safety  Commission  to  the  National  Security 
Council. 12  The  number  of  State  and  local  agencies  that  are  or  could  be  involved  are 
too  numerous  to  count  since  a  terrorist  event  could  occur  anywhere  and  State  and 
local  officials  would  have  to  respond  accordingly.  Even  so,  the  Staff  found  a  wide 
range  of  involvement  by  State  and  local  agencies  in  preparing  for  such  an  event — 
from  very  little  in  most  locales,  to  the  very  proactive  State  of  California  Office  of 
Emergency  Management  and  Criminal  Justice  which  embarked  upon  its  own  series 
of  intensive  counterterrorism  training  programs  in  the  mid-1970's. 

Through  a  series  of  presidential  determinations,  this  Administration  has  at- 
tempted to  set  up  a  coordinated  structure  for  the  Federal  response  to  terrorism.  Its 
latest  effort  was  Presidential  Decision  Directive  39,  issued  on  June  21,  1995,  par- 
tially in  response  to  the  Oklahoma  City  bombing  and  the  Aum  Shinrikyo  gas  attack 
in  Tokyo.  The  directive  delineates  U.S.  government  policy  on  counter  terrorism  and 
enunciates  the  responsibilities  of  the  various  Federal  agencies.  The  actual  directive 
is  classified  but  an  unclassified  version  has  been  obtained  by  the  Staff  from  the  Na- 
tional Security  Council  for  use  at  this  hearing  and  is  attached  as  Appendix  C.  The 
same  unclassified  version  was  made  available  to  Federal,  State  and  local  agencies 
to  assist  them  in  responding  to  terrorist  emergencies. 13 


Near  Urban  Areas,  reprinted  from  The  Medical  Implications  of  Nuclear  War,  (National  Academy 
of  Sciences,  1986). 

12  See  Appendix  B  for  a  partial  list  of  agencies  with  responsibility  for  these  matters. 

13 The  Staff  has  learned  that  the  classification  of  this  coordinating  document  has,  itself, 
caused  some  problems  in  coordination.  Its  classification  has  severely  limited  its  utility.  We  were 
told  by  individuals  who  have  seen  both  the  classified  and  unclassified  versions  that  the  unclassi- 
fied abstract  is  nearly  worthless  to  explain  the  government's  counterterrorism  structure  and  the 
roles  of  each  agency.  Little  more  than  platitudes  are  left  after  the  classified  material  is  deleted. 
Many  question  the  need  even  for  classifying  the  Presidential  Decision  Directive  in  the  first 
place.  It  especially  creates  a  barrier  to  coordination  and  cooperation  with  Federal,  State  and 
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From  unclassified  interviews  and  other  documents,  the  Staff  has  learned  that  the 
Federal  response  is  divided  into  two  broad  components: 

•  Crisis  Management  Response:  This  response  is  under  the  primary  jurisdiction 
of  the  Federal  Government.  The  crisis  management  response  involves  measures 
to  confirm  the  threat,  investigate  and  locate  the  terrorists,  capture,  and  pros- 
ecute them  under  Federal  law.  The  designated  lead  agency  overseas  is  the  De- 
partment of  State.  For  domestic  acts  of  terrorism,  the  Department  of  Justice/ 
FBI  is  the  lead  agency. 

•  Consequence  Management  Response:  This  response  is  under  the  primary  juris- 
diction of  the  affected  State  and  local  governments.  The  consequence  manage- 
ment response  involves  measures  to  support  an  affected  community  in  prepar- 
ing for  and  managing  the  consequences  of  a  terrorist  incident  on  lives  and  prop- 
erty. The  Federal  Government  provides  assistance  under  the  Federal  Response 
Plan  (FRP)  when  required.  The  designated  lead  agency  is  the  Federal  Emer- 
gency Management  Agency  (FEMA)  which  uses  the  framework  established  in 
the  FRP  to  coordinate  Federal  assistance  to  State  and  local  operations.  The  FRP 
provides  the  system  for  the  overall  delivery  of  Federal  assistance  in  a  disaster, 
whether  it  is  a  flood,  earthquake  or  terrorist  incident.  Resources  are  provided 
by  27  Federal  departments  and  agencies  grouped  into  12  Emergency  Support 
Functions  (ESFs),  each  headed  by  a  Primary  Agency.  Appendix  D  is  a  chart 
that  shows  the  12  Emergency  Support  functions  and  their  lead  agencies. 

A.  Coordination  of  Roles  And  Missions 

With  regard  to  both  crisis  management  and  consequence  management,  the  Ad- 
ministration has  designated  the  National  Security  Council  as  the  coordinating  body 
to  provide  oversight  to  planning  and  ongoing  operations.  The  NSC  staff  is  specifi- 
cally tasked  with  fine-tuning  the  roles  of  the  various  agencies  under  the  applicable 
Presidential  Decision  Directives  and  the  Federal  Emergency  Response  Plan,  both  of 
which  only  outline  broad  responsibilities. 

A  recent  report  prepared  by  FEMA  to  the  President  on  terrorism  identifies  this 
as  a  potential  coordination  problem.  The  January  16,  1996  "Status  Report  to  the 
President" 14  prepared  pursuant  to  PDD-39  as  a  status  on  efforts  to  review  the  ade- 
quacy of  the  Federal  Response  Plan  to  respond  to  the  consequences  of  nuclear,  bio- 
logical and  chemical  terrorism  within  the  United  States,  notes: 

The  Federal  response,  in  support  of  State  and  local  governments  to  terror- 
ism incidents,  will  be  characterized  by  the  material  involved  (explosive,  nu- 
clear, biological,  or  chemical)  and  by  the  authorities,  plans,  and  operations 
that  are  triggered.  Multiple  Federal  operations  under  independent  authori- 
ties create  the  potential  for  serious  tensions  in  terms  of  overlapping  respon- 
sibility and  authority,  competing  command  and  control  structures,  and  inef- 
ficient use  of  response  organizations  and  assets;  therefore,  the  establish- 
ment of  a  mechanism  for  appropriate  coordination  is  crucial. 

The  report  goes  on  to  acknowledge  that  the  area  most  in  need  of  critical  coordina- 
tion is  that  between  the  FBI,  as  lead  agency  for  crisis  management,  and  FEMA,  as 
lead  agency  for  consequence  management  response.  At  some  point  in  a  terrorist  inci- 
dent, a  "handoff"  has  to  be  made  from  the  FBI  to  FEMA.  This  occurs  when  it  ap- 
pears that  Federal  responsibility  to  contain  the  terrorist  risk  from  a  law  enforce- 
ment point  of  view  has  been  overshadowed  by  the  State  and  local  responsibility  to 
provide  for  the  protection  of  life  and  property. 

The  Staff  has  been  told  that  the  NSC  staff  has  tried  to  provide  guidance  on  when 
such  a  "handoff"  is  to  occur  between  the  FBI  and  FEMA.  This  has  been  a  particu- 
larly difficult  concept  to  enunciate  in  practical  terms  and  has  lead  to  serious  coordi- 
nation problems  that  could  be  devastating  in  a  real  life  terrorist  event.  It  is  com- 
plicated by  the  natural  tension  between  the  FBI's  well-founded  interest  in  conduct- 
ing a  criminal  investigation  and  protecting  and  gathering  evidence,  and  FEMA's 
overriding  interest  in  containing  the  potential  risk  to  persons  and  property  and  pre- 
paring the  State  and  local  communities  to  respond  to  the  consequence  of  a  terrorist 
incident. 

An  example  of  this  conflict  and  coordination  problems  in  general  can  be  found  in 
the  experience  of  the  last  full  field  exercise  conducted  by  the  Federal  Government, 


local  officials  involved  in  the  "consequence  management"  of  a  terrorist  incident  since  they  usu- 
ally do  not  hold  security  clearances. 

14  A  copy  of  this  document  may  be  found  in  the  files  of  the  Subcommittee. 
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which  occurred  on  October,  16-21,  1994,  in  New  Orleans,  Louisiana. 15  The  exercise, 
commonly  referred  to  as  "Mirage  Gold,"  was  jointly  run  by  the  Departments  of  De- 
fense and  Energy  and  the  FBI.  It  was  designed  to  assess  the  coordination,  command 
and  control,  and  other  capabilities  of  participating  organizations  and  agencies  in 
their  response  to  a  purported  terrorist  act  involving  nuclear  materials  within  the 
United  States.  The  major  participants  in  the  exercise  included  field  elements  from 
the  FBI,  DOE,  DOD,  and  FEMA.  From  800  to  1,000  government  officials  partici- 
pated. Unfortunately,  local  law  enforcement  did  not  participate.  In  addition,  a  num- 
ber of  important  Federal  agencies,  including  the  Public  Health  Service,  which  has 
lead  authority  for  coordinating  the  medical  response  to  a  terrorist  incident,  were 
inexplicitly  not  even  notified  before  the  fact  of  the  exercise. 

The  Staff  has  interviewed  a  number  of  participants  of  Mirage  Gold  as  well  as  re- 
viewed numerous  documents  concerning  the  exercise  including  the  "After  Action"  re- 
ports of  the  Department  of  Energy,  FEMA  and  FBI. 16  The  Defense  Department  has 
told  the  Staff  it  did  not  prepare  such  a  report  although  the  Staff  determined  that 
such  a  report  was  prepared  by  the  Fifth  Army  Command  and  given  to  the  Defense 
Nuclear  Agency  (DNA). 17 

Serious  problems  concerning  interagency  cooperation  and  coordination  and  espe- 
cially the  "pass  off"  from  the  FBI  to  FEMA  became  obvious  early  in  the  exercise. 
For  example,  the  FEMA  "After  Action"  report  notes  the  following: 

First,  there  was  a  lack  of  understanding  by  the  lead  agency  (the  FBI)  re- 
garding the  concept  of  consequence  management  and  how  it  would  apply 
to  the  situation  depicted  in  the  exercise  scenario.  Second,  there  was  an  ap- 
parent belief  by  the  FBI  that  tactical  and  technical  operations  to  deal  with 
the  incident  could  be  performed  in  relative  isolation  from  local  officials  as 
well  as  the  media.  Third,  the  protection  and  safety  of  the  population  should 
efforts  to  locate  and  disable  the  nuclear  device  fail  and  a  radiological  re- 
lease occur  was  not  considered  by  the  FBI.  Fourth,  there  are  a  number  of 
Questions  regarding  the  Federal  Response  Plan  (FRP)  and  the  Federal  Ra- 
iological  Emergency  Response  Plan  (FRERP)  ranging  from  the  relationship 
of  the  plans  to  one  another  to  the  conditions  under  which  each  would  be 
implemented. 

Similar  comments  were  made  by  other  participants  of  Mirage  Gold  and  found  in 
the  "After  Action"  reports  of  the  Department  of  Energy.  For  example: 

•  The  roles  and  responsibilities  of  the  FBI,  DOE  and  DOD  are  not  clearly  defined. 

•  It  appears  that  the  FBI  was  narrowly  focused  on  the  forensic  aspects  of  tech- 
nical intelligence,  i.e.,  learning  what  was  necessary  to  identify  and  capture  the 
terrorists,  not  how  the  [nuclear]  device  was  constructed  or  configured.  The  lat- 
ter is,  of  course,  key  to  DOD  and  DOE  efforts  to  diagnose  the  device,  predict 
its  effects,  disable  it,  etc.  There  were,  for  example,  diagrams  of  the  device  firing 
system  in  an  area  searched  by  the  FBI.  They  were  either  missed  or  not  recog- 
nized as  important  to  elements  of  NEST  [Nuclear  Emergency  Search  Team];  the 
lack  thereof  could  have  meant  the  difference  between  success  or  failure  in  the 
deployment  of  disablement  tools. 

•  The  FBI  conducted  exercise  operations  in  "imperial  fashion",  failing  to  commu- 
nicate or  coordinate  with  other  agencies.  The  Bureau  did  not  utilize  the  Joint 
Operations  Center.  .  .  .  they  provided  little  information  regarding  their  portion 
of  the  play.  .  .  .  The  FBI  SAC  [Special  Agent  in  Charge]  stated  explicitly  that 
he  did  not  want  a  full-time  DOE  liaison  at  the  FBI  Command  Post  or  Joint  Op- 
erations Center. 

•  The  final  significant  barrier  to  effective  sharing  of  critical  intelligence  was  the 
security  procedures  for  protecting  classified  materials.  These  procedures  unnec- 
essarily hampered  interagency  cooperation  and  the  flow  of  vital  information. 


15  A  full  field  exercise  involves  deploying  personnel  from  various  agencies  in  the  field  for 
"hands-on"  training  and  is  generally  preferable  to  "table-top"  or  "command-post"  exercises  since 
it  more  realistically  tests  the  capabilities  of  an  agency  and  overall  coordination  with  other  agen- 
cies. We  were  told  that  there  is  no  substitute  for  it  in  assessing  realistic  capabilities.  Since  it 
involves  on  the  ground  deployment  of  personnel  and  equipment,  it  is  naturally  a  more  expensive 
exercise.  As  a  result,  full  field  inter-agency  exercises  are  extremely  rare.  Prior  to  the  Mirage 
Gold  exercise  in  1994,  the  last  comparable  full  field  exercise  was  Mighty  Derringer  in  1986,  an 
interim  of  8  years.  A  more  complete  analysis  of  the  government's  exercise  and  training  initiative 
can  be  found  in  section  VI,  infra. 

16  Copies  of  these  documents  are  available  for  review  as  part  of  the  hearing  record. 

,7The  Staff  is  concerned  to  learn  that  no  agency  or  individual  in  the  government  was  tasked 
with  collecting  and  analyzing  these  studies  for  lessons  learned;  and  for  determining  what,  if  any, 
remedial  steps  were  taken  in  response  thereto.  These  hearings,  we  were  advised,  are  the  first 
effort  to  do  so. 
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•  The  FBI  did  not  execute  existing  Federal  plans  requiring  notification  of  state 
authorities  when  there  is  a  real  or  potential  hazard  to  the  public.  It  is  a  drastic 
mistake  to  assume  that  NEST  technology  and  procedures  will  always  succeed, 
resulting  in  zero  nuclear  yield. 

These  comments  are  troubling  insofar  as  they  are  similar  to  those  made  by  par- 
ticipants of  the  prior  full  field  exercise  in  1986  as  well  as  in  some  of  the  "After  Ac- 
tion" reports  for  the  1986  exercise  obtained  by  the  Staff. 18  There  is  a  real  question 
whether  our  government  agencies  are  any  better  coordinated  domestically  now  than 
they  were  in  1986.  At  a  minimum,  it  strongly  suggests  our  agencies  may  not  be  uti- 
lizing such  exercises  to  improve  operational  procedures  and  policies. 19 

The  Staff  attempted  to  determine  if  the  coordination  problems  identified  in  1986 
and  1994  still  persist.  A  number  of  the  participants  in  Mirage  Gold  indicated  that 
over  the  last  18  months,  coordination  has  improved  dramatically.  These  officials 
claim  that  Presidential  Decision  Directive  39  and  other  actions  taken  by  the  Na- 
tional Security  Council  and  their  respective  agencies  have  improved  the  situation. 
A  number  of  the  agencies  cited  as  evidence  of  this  improvement  the  recent  "com- 
mand post"  exercise  20  conducted  earlier  this  month.  It  exercised  procedures  for  acti- 
vation and  integration  of  Federal,  State  and  Local  agencies  and  involved  173  partici- 
pants. 

Although  the  FBI,  FEMA  and  Department  of  Energy  claimed  in  interviews  that 
there  were  few  if  any  significant  problems  in  this  exercise,  the  Defense  Nuclear 
Agency  noted  in  its  briefing  to  the  Staff  that  the  "changeover  between  the  FBI  and 
FEMA  needs  to  be  exercised  more  fully."  In  addition,  other  participants  advised  the 
staff  that  there  were  still  problems  relating  to  the  "pass  off"  from  FBI  and  FEMA. 
They  noted  continued  confusion  over  the  various  Federal  statutes  dealing  with  lead 
agency  authority  in  the  context  of  nuclear  materials.  The  result,  in  their  opinion, 
was  that  it  was  not  clear  who  was  the  lead  agency  for  consequence  management — 
whether  it  was  the  Defense  Department  under  the  Federal  Radiological  Emergency 
Response  Plan  (FRERP)  or  FEMA  under  PDD-39.  These  Federal  officials  noted  that 
to  add  to  the  confusion  you  also  have  the  Federal  Response  Plan  (FRP)  which  may 
have  contradictory  provisions.  This  problem  concerning  the  three  conflicting  plans 
was  also  identified  in  the  October  1994  Mirage  Gold  exercise. 

It  is  unclear  that  the  coordination  issue  has  been  resolved.  Apparently,  the  recent 
exercise  was  an  overall  success.  Yet,  the  Staff  has  obtained  conflicting  reactions  to 
the  coordination  issue  which  it  can  not  resolve  at  this  time. 21  Although  it  requested 
after  action  reports,  to  date,  it  has  not  received  them.  These  reports,  and  especially 
the  unedited  comments  or  statements  of  the  participants  would  be  the  best  evidence 
on  this  point. 

B.  Cooperation  Between  Intelligence  And  Law  Enforcement  Communities 

The  Staff  is  aware  that  within  the  last  2  years,  both  the  Director  of  Central  Intel- 
ligence John  Deutch  and  FBI  Director  Louis  Freeh  have  made  better  coordination 
and  cooperation  a  high  priority.  A  number  of  efforts  have  been  made,  including  the 
creation  of  a  Joint  Intelligence  Community-Law  Enforcement  working  group  in  1995 
to  attempt  to  devise  solutions  to  specific  problem  areas.  In  Subcommittee  testimony 
last  week,  CIA  Director  Deutch  reconfirmed  his  commitment  to  resolving  such  dif- 
ferences and  referred  to  senior  level  liaisoning  between  the  enforcement  and  intel- 
ligence communities. 


18  The  reports  relating  to  the  prior  exercise  are  for  the  most  part  classified  and  therefore  can 
not  be  made  public.  They  will,  however,  remain  as  sealed  exhibits  of  the  Subcommittee  along 
with  all  other  classified  or  sensitive  material  obtained  in  the  course  of  the  Staff  inquiry. 

19 The  Staff  has  been  told  by  government  experts  and  outside  consultants  that  the  U.S.  re- 
sponse to  an  international  terrorist  event  is  better  coordinated  and  more  often  exercised.  Spe- 
cific procedures  for  coordination  and  for  "hand  off  from  crisis  to  consequence  management  exist 
and  have  been  tested.  Although  international  terrorism  was  not  the  focus  of  this  investigation, 
the  Staff  believes  that  our  international  experience  may  offer  some  guidance. 

20  A  command  post  exercise  involves  only  the  "decision  makers"  in  the  exercise  and  does  not 
therefore  test  actual  operational  capabilities. 

21  Additional  questions  raised  from  these  exercises  that  need  to  be  addressed  include:  Has  our 
government  coordinated  the  various  provisions  of  the  Federal  Response  Plan,  the  Federal  Radio- 
logical Emergency  Response  plan,  Presidential  Decision  Directive  39  ,  the  National  Oil  and  Haz- 
ardous Substance  Response  System  and  related  statutes?;  Can  a  Presidential  Decision  Directive 
take  precedence  over  statutory  requirements  and  is  there  a  need  to  legislate  the  authorities  de- 
lineated in  various  Presidential  directives  dealing  with  terrorism?;  Have  clear  rules  been  estab- 
lished and  accepted  by  all  parties  concerning  field  authority  to  make  key  operational  decisions 
involving  invasive  operations  and  techniques?;  Have  senior  executive  branch  officials,  including 
Cabinet  officers  and  the  White  House,  been  apprised  of  their  respective  roles  in  the  decision- 
making process? 
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The  overlapping  interests  of  the  intelligence  and  law  enforcement  communities 
have  been  identified  by  many,  including  the  Commission  on  the  Roles  and  Capabili- 
ties of  the  United  States  Intelligence  Community  ("Brown  Commission"),  as  an  area 
that  needs  to  be  addressed. 22  For  example,  the  Staff  heard  reports  of  both  commu- 
nities competing  to  recruit  the  same  operatives  overseas,  highlighting  the  overlap 
of  national  security  and  law  enforcement  functions. 

Notwithstanding  these  laudable  efforts,  the  Staff  has  discovered  instances  where 
policies  or  practice  limit  the  sharing  of  information  concerning  terrorist  groups. 
When  questioned,  Federal  law  enforcement  officials  explained  that  their  reluctance 
to  share  some  information  relates  to  the  possibility  that  whatever  the  intelligence 
community  does  with  the  information  may  be  "discoverable"23  in  a  future  Federal 
criminal  trial.  A  number  of  intelligence  analysts  confirmed  that  their  requests  for 
information  were  rebuffed  by  law  enforcement  officials  for  that  reason. 

Similarly,  a  number  of  experts  contacted  by  the  Staff  during  its  review  have 
raised  concerns  about  the  limitations  placed  both  on  the  FBI  and  CIA  on  their  abil- 
ity to  collect  and  share  information  concerning  domestic  terrorist  groups.  They  cite 
the  prohibition  on  the  FBI  collecting  general  background  information  on  domestic 
groups  or  individuals  as  too  restrictive  in  this  age  of  terrorism.  They  claim  that  such 
restrictions  would  have  prevented  the  FBI  from  doing  anything  in  response  to  the 
Aum  Shinrikyo,  had  it  known  about  its  activities  in  the  United  States,  until  the 
Aum  had  actually  violated  some  law — something  that  they  claim  would  be  too  late 
to  stop  a  WMD  terrorist  event. 

Since  terrorism  respects  no  international  boundaries,  our  intelligence  and  law  en- 
forcement demarcation  at  our  borders  for  the  collection  of  intelligence  on  terrorist 
groups  may  be  dangerously  out  of  date.  Such  artificial  distinctions  may  result  in  im- 
portant information  not  being  collected,  analyzed  or  shared.  Some  experts  in  this 
field  note  that  based  on  this  current  demarcation,  the  intelligence  community  does 
not  prepare  a  National  Intelligence  Estimate  (NIE)  on  domestic  terrorism  because 
it  can  not  collect  on  domestic  activities,  even  of  terrorist  groups. 

Mindful  of  civil  liberty  concerns,  many  experts  recommend  that  Congress  should 
look  into  the  reasoning  and  legislative  history  of  the  National  Security  Act  of  1947 
to  determine  if  those  original  restrictions  and  assignment  of  roles  and  missions  are 
still  valid.  Undoubtedly,  should  a  terrorist  group  successfully  deploy  a  weapon  of 
mass  destruction  on  a  U.S.  population,  the  Act  would  suffer  immediate  review  that 
would  be  more  reactive  and  less  than  studied  and  reflective. 

IV.  The  First  Responders 

Most  of  our  nation's  counterterrorist  resources  have  been  directed  almost  exclu- 
sively to  law  enforcement  and  intelligence  efforts.  Prevention,  detection  and  appre- 
hension have  been  the  goals  of  those  components.  With  the  recent  successful  terror- 
ist attacks  upon  the  World  Trade  Center  and  Oklahoma  City  Federal  building,  at- 
tention is  beginning  to  focus  on  our  ability  to  prepare  for  and  respond  to  the  con- 
sequences of  a  terrorist  act.  Based  upon  the  Staffs  investigation  and  review,  it  is 
apparent  that  few  cities  and  States  are  adequately  prepared  to  respond  to  a  nuclear, 
biological  or  chemical  terrorist  incident.  Training  is  inadequate,  equipment  is  lack- 
ing and  planning  almost  non-existent.  As  one  fire  chief  told  the  Staff,  "we  have  been 
lucky  so  far  but  how  long  can  that  last.  .  .  ." 

While  there  is  currently  a  government-wide  Federal  Response  Plan  for  Federal 
agencies  under  the  coordination  of  FEMA,  there  is  no  integrated  Federal-State-local 
plan  to  manage  the  consequences  of  a  nuclear,  biological  or  chemical  attack.  A  pre- 
liminary and  anecdotal  survey  of  State  and  local  communities  by  the  Staff  indicates 
that  their  preparedness  is  insufficient  to  meet  the  threat.24  The  following  defi- 
ciencies have  been  identified  from  that  review: 

•  Plans  to  cope  with  the  WMD  threat  that  integrate  the  various  Federal,  State 
and  local  agencies  are  lacking. 


22  The  Brown  Commission  found  "these  internecine  squabbles  between  agencies  seriously  un- 
dermine the  country's  ability  to  combat  global  crime  in  an  effective  manner  and  must  be  ended." 

23  The  Federal  rules  of  evidence  and  of  procedure,  and  similar  rules  of  evidence  and  procedure 
in  most  State  courts,  require  discovery  to  a  defendant  of  information  about  the  prosecutions 
case,  including  information  that  could  include  classified  data. 

24  The  Staff  has  telephonically  interviewed  a  number  of  principal  field  officers  within  the  fire 
departments,  police  and  emergency  services  units  in  a  number  of  major  cities  (Chicago,  New 
York,  Miami,  Los  Angeles,  Sacramento,  Atlanta  and  Baltimore)  as  well  as  a  number  of  national 
and  international  fire  and  emergency  service  agencies. 
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•  Most  State  and  local  governments  lack  basic  equipment  to  deal  with  WMD  ter- 
rorism including  special  protective  gear,  breathing  apparatus,  decontaminants, 
antidotes,  special  emergency  rooms,  etc. 

•  Training  of  local,  State  and  Federal  responders  to  ensure  that  each  is  capable 
of  meeting  the  mission  in  a  time  sensitive  fashion  is  lacking. 

•  Most  communities,  including  almost  every  major  American  city,  have  not  devel- 
oped comprehensive  training  for  first  responders  (police,  fire  and  EMS)  as  well 
as  follow-on  responders  (emergency  room,  hospitals,  etc.)  In  particular,  the  civil- 
ian medical  community  is  poorly  equipped  to  deal  with  a  WMD  event. 

•  Few  cities  and  States  have  conducted  exercises  in  handling  a  WMD  event.  Only 
within  the  last  2  years  have  a  number  of  cities  done  field  exercises  (New  York 
and  Los  Angeles  County)  and  they  have  both  identified  serious  weaknesses. 

•  There  have  been  no  field  exercises  integrating  Federal,  State  and  local  officials 
that  the  Staff  has  been  able  to  identify  over  the  last  5  years.  Only  two  (includ- 
ing one  last  week)  "table  top"25  exercises  have  been  conducted  involving  local, 
State  and  Federal  responders  in  the  same  time  frame. 

•  The  Federal  Government  has  paid  little  attention  to  their  State  and  local  con- 
sequence management  partners  . 

•  The  National  Medical  Disaster  System  has  almost  6,000  volunteer  doctors  at  its 
disposal  organized  into  Disaster  Medical  Assistance  Teams  to  assist  in  respond- 
ing to  the  medical  consequences  of  a  disaster,  whether  natural  or  terrorist. 
None  of  these  teams  are  adequately  trained  to  handle  a  WMD  event. 

•  There  is  no  coordinated  public  health  infrastructure  on  either  the  State  or  Fed- 
eral level  to  deal  with  the  medical  consequences  of  WMD  terrorism.  The  only 
Federal  resource  available  is  the  office  of  Emergency  Preparedness  in  the  Public 
Health  Service,  which  was  "zeroed  out"  in  last  year's  budget  cycle  by  the  House 
of  Representatives.  The  initial  budget  request  from  the  Public  Health  Service 
was  $9  million,  later  reduced  by  the  Office  of  Management  and  Budget  (OMB) 
to  $2.4  million;  which  amount  was  adopted  by  the  Senate.  The  final  authoriza- 
tion has  not  been  decided  and  remains  in  conference  at  this  time.  26 

•  There  is  no  national  point  of  contact  for  State  and  local  governments  concerning 
a  WMD  incident  comparable  to  the  National  Response  Center's  24  hour-a-day 
service  for  pollution  discharges  where  they  can  ask  for  and  receive  specific  help 
and  answers  to  questions. 

Preparedness  for  a  WMD  incident  should  not  be  confused  with  consequence  man- 
agement of  a  conventional  terrorist  attack.  Indeed,  after  the  Oklahoma  City  explo- 
sion, the  Federal  and  State  components  appeared  well-coordinated  and  adequately 
resourced.  Chief  Gary  Marrs  of  the  Oklahoma  City  Fire  Department  advised  the 
Staff  that  FEMA's  resources  were  extremely  helpful  and  coordination  was  not  a 
problem.  Yet,  even  Chief  Marrs  notes  that  WMD  poses  unique  challenges  not  found 
in  conventional  weapons. 

Nonetheless,  most  of  the  first  responders  interviewed  by  the  Staff  were  highly 
critical  of  the  Federal  Government's  support  in  regard  to  WMD  terrorism.  As  an  ex- 
ample, Garry  Briese,  the  Executive  Director  of  the  International  Association  of  Fire 
Chiefs,  noted  that  for  the  last  10  years  he  has  been  writing  letters  to  the  Federal 
Government  asking  for  assistance.  He  has  been  politely  ignored  until  the  day  after 
Oklahoma  City  when  FEMA  contacted  him  and  agreed  to  sponsor  a  conference  on 
WMD  terrorism.  Howard  Safir,  the  Fire  Commissioner  for  the  City  of  New  York, 
sums  up  most  of  the  criticism  of  FEMA  when  he  told  the  Staff  that  "Federal  support 
is  simply  inadequate  .  .  .  FEMA  is  a  disappointment". 

Many  local  officials  have  not  waited  for  Federal  assistance  but  rather  made  plans 
on  their  own.  John  Eversole,  Fire  Chief  for  the  City  of  Chicago  opined  that  "we're 
a  big  city.  We  can't  stand  by  and  do  nothing  until  D.C.  sends  in  the  experts."  He 
made  inquiries  to  the  Chemical  Manufacturers  Association  and  the  military  about 
sarin  the  day  after  the  Tokyo  incident.  Through  the  Illinois  Governor's  office,  he  en- 
listed the  support  of  the  National  Guard  and  training  sessions  began  within  3  days 
for  rescue  squads  and  HAZMAT  (hazardous  material)  teams. 27  Chief  Eversole  stat- 


25  A  "table  top"  exercise,  as  distinguished  from  a  "field  exercise",  is  an  exercise  conducted  at 
a  conference  table  where  the  incident  and  response  are  mapped  out  theoretically. 

26  Senator  Nunn  has  written  to  the  conferees  seeking  additional  funding  for  this  important 
mission.  Copies  of  these  letters  have  been  made  part  of  the  hearing  record. 

27  One  of  the  senior  officers  of  the  Illinois  National  Guard  was  formerly  in  a  chemical  decon- 
tamination unit  in  Desert  Storm.  Eversole  capitalized  upon  his  experience  for  the  tactical  loca- 
tion of  triage  and  secondary  decontamination  units.  Military  resources,  like  M-8  and  M-9  paper, 
for  chemical  warning  (a  litmus-type  instrument),  were  obtained  from  the  Guard,  along  with  kits 
which  disclose  the  concentration  of  a  chemical  agent. 


30 

ed  a  chemical  attack  "would  be  a  disaster"  with  "minimizing  the  situation  the  only 
practical  solution." 

Some  locales,  such  as  New  York  City  and  Los  Angeles  County,  embarked  upon 
their  own  training  exercises.  Both  were  done  with  little  or  no  assistance  from  the 
Federal  Government,  as  one  senior  New  York  official  told  the  staff,  "what  would 
FEMA  do,  they  don't  know  anything  about  CBW,  they  would  just  give  me  a  contrac- 
tor to  call"  for  the  exercise.  Both  the  New  York  and  Los  Angeles  exercises  revealed 
serious  inadequacies  in  the  capability  of  State  and  local  officials  to  respond  to  a 
WMD  event. 

The  Los  Angeles  exercise  dealt  with  the  medical  response  to  a  chemical/biological 
event  and  involved  a  number  of  "acute  care"  hospitals.  The  Staff  was  told  that  in 
the  midst  of  the  exercise,  a  number  of  the  doctors  literally  "threw  in  the  towel",  ad- 
mitting that  they  and  their  facilities  were  hopelessly  contaminated  by  the  injured 
patients. 

Dr.  John  Celantano,  Disaster  Medical  Officer  for  Los  Angeles  County,  California, 
is  also  in  the  National  Guard,  and  brings  a  "medical-military"  expertise  to  his  cur- 
rent position.  He  is  engaged  in  merging  the  services  of  both  the  Fire  Department 
and  Hospital  Services,  to  preclude,  what  he  termed,  "the  domino  theory  in  hospitals" 
where  medical  personnel  succumb  to  chemical  or  biological  weapons  during  casualty 
treatment.  Celantano  is  guardedly  optimistic  on  capabilities  in  Los  Angeles  in  pre- 
paring for  a  terrorist  attack,  where  there  is  sufficient  notice  to  deploy  local  medical 
teams  and  bring  in  experts  from  the  Federal  Government.  In  an  incident  where 
there  is  an  unplanned  attack  he  is  decidedly  pessimistic. 

In  the  New  York  exercise,  the  Mayor's  Office  scheduled  just  such  an  "unplanned 
attack"  for  their  field  exercise  on  April  11,  1995.  It  was  a  "no  notice"  sarin  gas  re- 
lease for  the  subway  system,  much  like  the  Tokyo  incident  in  March  of  the  same 
year.  The  Staff  was  told  by  City  officials  that  they  decided  upon  a  "no  notice"  exer- 
cise since  it  "really  tests  the  system".  As  one  official  explained  it,  "you  can't  cheat". 
The  exercise  revealed  serious  weaknesses  in  the  City's  ability  to  respond  to  a  chemi- 
cal attack  in  the  subway  system.  Some  City  officials  told  the  Staff  that  a  follow- 
up  exercise  was  canceled  by  the  Mayor's  office  to  avoid  potential  embarrassment. 

Despite  these  distractions,  the  exercise  is  enlightening  for  highlighting  potential 
problems  that  the  Staff  was  told  are  prevalent  throughout  the  country.  From  inter- 
views and  a  copy  of  the  City's  after  action  report,28  the  following  problems  were 
identified: 

•  The  most  critical  elements  of  this  exercise  were  the  actions  of  the  first  respond- 
ers  who  descended  on  to  the  subway  mezzanine.  Unfortunately,  most  of  the  first 
one  hundred  or  more  were,  theoretically,  "killed"  by  the  gas  since  they  were  to- 
tally unprepared. 

•  It  took  too  long  for  the  first  properly  equipped  and  trained  firefighters  to  show 
up. 

•  Communications  was  abysmal — in  many  cases  the  On-Site  Commander  and  the 
Command  Post  were  relegated  to  face-to-face  communications  since  the  radios 
either  did  not  work  underground  or  operated  on  different  frequencies. 

•  Many  of  the  firefighters  were  not  properly  trained  or  familiar  with  their  suits 
and  equipment. 

•  The  lack  of  specialized  training  in  chemical  agents  can  negatively  impact  emer- 
gency first  responders. 

Although  the  Los  Angeles  and  New  York  exercises  revealed  glaring  deficiencies, 
both  municipalities  and  their  officials  should  be  commended  for  their  efforts  to  de- 
tect and  address  these  concerns.  Undoubtedly,  the  preparedness  of  both  commu- 
nities is  improved  through  their  efforts. 

Many  Federal  officials  told  the  Staff  that  to  adequately  prepare  our  nation's  first 
responders  would  be  too  expensive.  However,  most  of  the  State  and  local  officials 
we  spoke  to  were  seeking  support  that  appeared  to  be  relatively  modest.  The  vast 
majority  were  just  asking  for  information  on  the  type  of  threat  they  were  facing  and 
technical  questions  concerning  equipment  and  responses.  A  number  suggested  that 
they  could  learn  a  lot  from  the  experiences  of  our  military  or  from  other  countries 
that  have  had  to  deal  with  urban  terrorism.  For  example,  Garry  Briese,  Executive 
Director  of  the  International  Association  of  Fire  Chiefs,  noted  that: 

Unfortunately,  our  nation's  fire  and  emergency  services  leaders  are  not 
aware  of  the  lessons  learned  by  the  fire  and  emergency  services  organiza- 
tions of  other  nations  (Israel,  Northern  Ireland,  France,  etc.)  And  we  cer- 


28  A  copy  of  the  draft  after-action  report,  entitled  Navigating  the  Course  of  Emergency  Plan- 
ning in  New  York  City,  (September,  1995),  has  been  made  part  of  the  hearing  record. 
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tainly  don't  have  any  organized  forum  to  focus  attention  on  this  issue  in 
this  country.   .   .   . 

I  am  sure  that  our  fire  and  emergency  service  leaders  are  not  aware  of  the 
fact  that  in  nearly  50  percent  of  terrorist  bombings,  a  secondary  bomb 
(often  larger  than  the  initial  bomb)  has  been  set  to  attack  the  responding 
rescuers.  ...  I  can  only  imagine  what  the  horrible  results  would  have 
been  of  a  series  of  well  timed  car  bombs  outside  the  World  Trade  Center 
in  the  middle  of  the  responding  fire  units  and  ambulances. 

To  respond  to  this  unpreparedness.  Admiral  Frank  Young  of  the  Public  Health 
Service  recommended  a  series  of  specialized  response  teams  De  created  to  meet  the 
unique  requirements  of  a  chemical/biological  incident.  These  teams  would  assist  in 
mitigating  the  medical  consequences  of  a  chemical/biological  event  by  providing  a 
highly  trained,  readily  deployable,  fully  equipped  team  of  medical  professionals  to 
support  local  resources.  As  originally  proposed,  eighteen  of  the  largest  urban  com- 
munities would  be  selected  on  the  basis  of  risk  and  need  for  "enhanced  health  and 
medical  planning,  enhanced  medical  response  and  augmented  communications  net- 
works." Funding  for  all  eighteen  communities  was  estimated  to  be  $20  million.  In 
the  fiscal  year  1996  budget  cycle,  this  proposal  was  reduced  to  six  teams,  then  three, 
and  finally  just  one  team  for  Washington,  D.C.  at  the  cost  of  $300,000.  A  brief  de- 
scription of  this  concept,  now  referred  to  as  the  Metro  Strike  Team,  is  attached  as 
Appendix  E. 

V.  Search  and  Recovery  Operations  for  Weapons  of  Mass  Destruction 

A  critical  component  of  crisis  management  is  the  ability  to  coordinate  the  search, 
recovery  and  disarmament  of  a  weapon  of  mass  destruction.  The  Staff  has  found 
that  the  Federal  response  in  this  regard  is  inconsistent.  The  Department  of  Energy 
has  an  initiative  dedicated  to  responding  to  a  nuclear  incident.  No  such  capability 
exists  for  a  biological  or  chemical  weapons  incident. 

A.  Nuclear  Emergency  Search  Team  (NEST) 

One  of  the  most  important  missions  of  the  Department  of  Energy  is  to  provide 
timely  and  effective  technical  response  to  major  radiological  emergencies.  An  ele- 
ment of  this  program  is  the  operational/technical  assistance  that  the  Nuclear  Emer- 
gency Search  Team  (NEST)  provides  to  the  U.S.  Government's  efforts  to  combat  nu- 
clear terrorism. 

Under  the  provisions  of  the  Atomic  Energy  Act  of  1954,  the  FBI  is  charged  with 
the  responsibility  to  investigate  and  deal  with  any  illegal  activities  involving  the  use 
of  nuclear  materials  within  the  United  States.  The  NEST  program  was  initiated  in 
1974,  in  part,  to  provide  technical  assistance  to  the  FBI  in  dealing  with  such  activi- 
ties including  terrorist  threats  involving  the  use  of  special  nuclear  materials. 29  Its 
primary  mission  is  set  forth  in  Executive  Order  12656  is  assisting  the  FBI  in  the 
conduct,  direction,  and  coordination  of  search  and  recovery  operations  for  nuclear 
materials,  weapons  or  devices. 

Technical  expertise  for  NEST  is  provided  by  approximately  750  volunteers  from 
the  various  national  laboratories  and  other  organizations.  The  greatest  single 
strength  of  the  program  is  the  technical  knowledge,  expertise  and  experience  of  its 
team  of  scientists  and  technicians  who  come  from  a  wide  variety  of  disciplines.  The 
majority  of  these  individuals  have  been  directly  involved  in  weapons  development 
and  field  testing  programs  during  most  of  their  professional  careers.  As  a  result  of 
their  collective  experience,  operating  in  remote,  often  isolated  areas,  the  team  mem- 
bers have  learned  to  be  self-sufficient  and  are  well  aware  of  the  devastating  effects 
that  even  a  low  yield  improvised  nuclear  device  could  have  on  a  heavily  populated 
area. 

The  Staff  found  that  NEST  is  clearly  a  national  asset  which  could  not  be  dupli- 
cated by  other  organizations  because  of  the  unique  scientific  capabilities  and  field 
operational  experience  of  the  nuclear  weapons  laboratories  that  directly  support  it 
with  volunteers  and  R&D. 

Yet,  despite  its  technical  renown,  NEST  has  been  beset  with  a  number  of  prob- 
lems. These  problems  raised  concerns  about  its  readiness  capabilities,  time-line  for 
deployment,  technical  expertise,  training,  logistics  and  overall  integration  within  the 
Department   of  Energy   and   the    interagency   community   as   a   whole.    Problems 


29 The  NEST  program  is  a  component  of  the  overall  Office  of  Emergency  Response  (DP-23) 
located  with  the  Office  of  Defense  Programs.  Co-located  in  the  Emergency  Response  Office  (DP- 
23)  are  other  nuclear  emergency  related  functions  such  as  the  Federal  Radiological  Monitoring 
and  Assessment  Center  (FRMAC),  the  Radiological  Assistance  Program  (RAP),  and  the  Accident 
Response  Group  (ARG). 
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reached  a  critical  point  after  the  October  1994,  Operation  Mirage  Gold  full  field  ex- 
ercise in  New  Orleans.  Shortly  after  that  exercise,  the  overall  manager  of  the  NEST 
team,  Rear  Admiral  Charles  J.  Beers,  Jr.,  then  Deputy  Assistant  Secretary  for  Mili- 
tary Application  and  Stockpile  Support,  sent  a  memo  to  NEST's  Operations  Man- 
ager, elaborating  on  the  problems  revealed  by  the  exercise  which  states,  in  part: 

...  it  has  come  to  my  attention  that  NEST  exercises  have  been  allegedly  con- 
ducted in  a  manner  to  "stack  the  deck"  in  favor  of  unrealistic  success.  Some  of 
the  particular  areas  of  concern  include: 

Some  information  was  inappropriately  leaked  to  players.  .  .  .  Specifics  in- 
clude device  location,  type  of  source,  attempts  to  provide  out-of-exercise 
radiographs,  and  premature  recall  notifications; 

...  it  is  noted  that,  in  general,  the  NEST  community  has  neglected  to  in- 
corporate shortcomings  which  were  brought  out  at  past  exercises  into  the 
program;  and 

Pre-deployment  .  .  .  created  optimistic  and  unrealistic  results,  which  al- 
lowed attempts  by  the  Advance  Party  to  deploy  prestaged  equipment  before 
it  could  have  realistically  arrived.  .  .  . 30 

In  response  to  these  problems,  the  management  of  the  NEST  program  launched 
an  aggressive  and  comprehensive  self-analysis  of  the  entire  program.  They  commis- 
sioned a  team  of  outside  experts  headed  by  Duane  Sewell,  the  DOE's  retired  former 
Assistant  Secretary  for  Defense  Programs,  to  perform  a  "Top  to  Bottom"  assessment. 
The  internal  review  specifically  focused  on  NEST's  technical  support  for  combating 
acts  of  nuclear  terrorism.  Over  120  hours  of  interviews  were  conducted  with  govern- 
ment and  contractor  personnel  as  well  as  outside  entities  to  whom  NEST  provides 
services.  The  review  lasted  for  approximately  7  months  and  culminated  in  a  detailed 
80-page  report  that  Dr.  Sewell  will  summarize  today  at  the  hearings. 

The  Staff  commends  the  Secretary  of  Energy  and  the  managers  of  the  NEST  pro- 
gram for  the  foresight  and  willingness  to  examine  themselves  in  such  a  forthright 
manner.  The  Staffs  review  of  the  report  and  the  current  NEST  program  indicates 
that  great  strides  have  been  made  in  the  last  year.  For  example,  the  NEST  team 
has  successfully  conducted  the  first  truly  "no  notice"  full  field  exercise  overseas.  In 
exercises  since  Mirage  Gold,  the  NEST  team  has  also  deployed  all  of  its  resources 
within  the  established  time  lines.  The  number  of  training  exercises  for  NEST  in 
general  has  grown  dramatically.  Over  the  last  4  years,  NEST  has  conducted  21 
major  command  post  and  full  field  exercises  in  comparison  to  4  for  the  preceding 
4  year  period.  Sixteen  of  these  exercises  were  held  since  Mirage  Gold.  Overall,  it 
has  been  involved  in  at  least  150  training  operations  over  the  last  4  years. 

Some  problems  still  remain.  The  Staff  has  learned  that  there  are  still  significant 
technical  constraints  which  limit  the  ability  of  NEST  to  respond  effectively  to  the 
full  range  of  nuclear  devices  which  might  be  developed  by  a  terrorist  organization. 
Although  these  constraints  have  been  known  for  many  years,  senior  management 
at  the  Department  of  Energy  has  not  effectively  addressed  these  limitations  and 
made  them  an  agency  priority.  Over  the  years,  funding  for  research  and  develop- 
ment for  the  NEST  has  been  less  than  adequate. 

Overall  funding  for  NEST  has  also  been  inadequate.  The  Staff  has  learned  that 
additional  funding  will  be  needed  to  continue  field  exercises,  especially  joint  exer- 
cises with  the  other  elements  of  the  Federal  Radiological  Emergency  Response  Plan. 
The  Staff  was  told  that  NEST  has  essentially  been  flat  lined"  for  the  next  3  years. 
The  Staff  believes  that  if  NEST  is  to  adequately  respond  to  the  terrorist  challenges 
of  the  future,  the  Department  of  Energy  has  to  increase  funding  for  the  program. 

B.  Chemical  and  Biological  Response 

There  currently  is  not  a  chemical  or  biological  emergency  response  team  com- 
parable to  the  Department  of  Energy's  NEST  program.  Many  experts  contacted  by 
the  Staff  believe  that  this  is  a  serious  deficiency  in  our  government's  response  to 
the  terrorist  threat  of  the  future.  The  United  States  currently  lacks  an  adequate  re- 
sponse to  the  public  health  emergency  that  would  be  caused  by  a  massive  public 
exposure  to  chemical  or  biological  agents.  What  we  have  now,  rather,  is  an  ad  hoc 
assemblage  of  resources  designed  and  used  for  other  purposes  that  can  be  called  out 
to  help  assist  local  and  Federal  agencies.  As  indicated  in  section  IV,  infra.,  local  au- 
thorities uniformly  express  concern  that  they  have  little  or  no  training  related  to 
biological  or  chemical  incidents. 

This  makes  little  sense  given  the  lesson  learned  in  Tokyo  from  the  Aum 
Shinrikyo.  Virtually  all  government  and  private  expert  witnesses  appearing  before 


30  A  full  copy  of  this  memo  has  been  introduced  as  a  hearing  exhibit. 
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this  Subcommittee  have  agreed  that  while  the  nuclear  threat  is  more  destructive, 
the  chemical/biological  threat  is  more  likely. 

For  years,  the  Department  of  Defense  has  had  numerous  Chemical/Biological  de- 
fense programs  that  include  the  following:  the  Army's  Chemical  and  Biological  De- 
fense Command  (CBDCOM);  Medical  Research  and  Development  Command 
(MRDCOM);  the  Air  Force  Human  Systems  Command;  and  Bethesda  Naval  Hos- 
pital. The  Defense  Department  has  devoted  millions  of  dollars  over  the  years  in  pro- 
tecting the  U.S.  soldier  on  the  battlefield.  However,  the  primary  mission  for  all  of 
these  entities  is  to  respond  to  a  military  threat  on  the  battlefield,  not  a  civilian  ter- 
rorist attack.  We  have  been  told  by  CBW  experts  that  there  is  a  dramatic  difference 
between  the  two. 31 

Within  these  organizations  are  a  number  of  entities  currently  being  used  on  an 
ad  hoc  basis  to  support  Federal  law  enforcement  and  State  and  local  consequence 
management  agencies  to  respond  to  a  chemical  or  biological  incident.  The  most 
prominent  is  the  Technical  Escort  Unit  (TEU),  a  specialized  Army  unit  with  mis- 
sions of  escorting  the  movement  of  chemical  or  biological  material  and  finding  or 
destroying  chemical  and  biological  munitions.  This  unit  is  the  most  qualified  entity 
currently  in  the  government  to  handle  chemical  weapons.  Its  training  on  biological 
devices  is  more  limited  although  still  quite  impressive.  Other  units  include  the 
Edgewood  Research,  Development  and  Engineering  Center  (ERDEC)  which  conducts 
technical  analysis  and  research  and  development  and  the  U.S.  Army  Medical  Re- 
search Institute  of  Infectious  Diseases  (USAMRID)  and  the  Naval  Medical  Research 
Institute — two  of  the  premier  centers  for  biological  and  infectious  disease  research 
and  analysis  in  the  government. 

As  good  as  these  units  are  in  their  respective  missions,  their  primary  purpose  is 
to  protect  military  units  in  the  field.  Although  they  may,  and  have  in  the  past,  sup- 
ported local  and  Federal  law  enforcement  agencies,  they  are  not  budgeted  accord- 
ingly. As  one  senior  Defense  Department  official  told  the  Staff,  "we  are  eating  all 
of  this  out  of  our  hide  every  time  we  support  an  exercise."  The  same  official  went 
on  to  complain  that  USAMRID  has  essentially  "run  out  of  money"  because  of  its 
support  to  State  and  local  training  exercises.  What  is  needed,  in  their  view,  is  a  new 
mission  concerning  support  to  civilian  entities  to  help  them  prepare  for  and  respond 
to  a  chemical/biological  attack.  Such  a  role  would  be  similar  to  the  mission  given 
to  DOD  in  1988  to  support  counter  narcotics  efforts  of  civilian  law  enforcement 
agencies. 

VI.  Training  and  Exercise  Capability 

A  key  component  of  preparedness  for  a  WMD  terrorist  event  is  training.  The  main 
complaint  heard  in  the  course  of  our  review  was  the  paucity  of  realistic  training  and 
exercises.  In  particular,  State  and  local  officials  argued  that  this  is  one  area  where 
the  Federal  Government  can  immediately  help  them.  In  addition,  the  Staff  was  told 
that  there  is  a  critical  need  for  training  and  exercising  our  capability  of  responding 
to  the  health  and  environmental  consequences  of  a  WMD  event. 

The  Staff  learned  that  one  of  the  best  "training"  techniques  is  the  use  of  "exer- 
cises," whether  "table  top,"  "command  post,"  or  "full  field."  The  exercises  train  as 
well  as  "test"  our  capabilities  through  mock  exercises.  Indeed,  many  of  the  observa- 
tions on  the  effectiveness  of  our  government's  capabilities  came  from  the  "after  ac- 
tion" reports  of  such  exercises.  However,  the  frequency,  manner  and  method  by 
which  these  exercises  are  conducted,  as  well  as  the  resources  dedicated  to  them, 
needs  to  be  closely  examined. 

Numerous  professionals  in  this  field  indicated  that  the  most  glaring  problem  was 
the  infrequency  of  our  Federal  Government's  full  field  exercises  that  are  used  to  test 
our  response  capabilities.  There  have  been  no  interagency  full  field  exercises  dealing 
with  chemical/biological  terrorism.  As  indicated  previously  (see  footnote  14,  infra.), 
the  last  two  full  field  nuclear  exercises  occurred  in  1986  ("Mighty  Derringer")  and 
in  1994  ("Mirage  Gold").  The  substantial  time  between  exercises  results  in  two 
major  problems: 

•  Because  exercises  occur  so  infrequently,  participants  "exercise"  virtually  every 
possible  federal  component  simultaneously,  creating  a  cumbersome  and  less 
than  realistic  exercise. 

•  Institutional  knowledge  gained  in  one  exercise  is  not  carried  over  to  the  next 
exercise  because  the  participants  have  changed  dramatically  in  the  intervening 


31  See  testimony  of  James  A.  Genovese  and  Dr.  Edward  M.  Eitzen  from  the  prior  Subcommit- 
tee's hearing  on  the  Aum  Shinrikyo,  Global  Proliferation  of  Weapons  of  Mass  Destruction,  Part 
J,  October  31  and  November  1,  1995. 
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time  period.  One  participant  in  Mirage  Gold  explained  that  "the  learning  curb 
just  starts  all  over  again  every  decade." 

The  Staff  has  been  advised  that  the  next  full  field  exercise  is  scheduled  for  1998. 
Hopefully,  resources  will  be  committed  to  permit  such  exercises  to  occur  more  fre- 
quently. 

The  manner  and  method  that  full  field  and  table-top  exercises  are  conducted 
should  also  be  examined  with  a  view  toward  improvement.  One  complaint  reiterated 
by  numerous  participants,  was  the  failure  of  many  of  the  exercises  to  include  the 
local,  first-responders.  Inexplicitly,  even  during  our  Nation's  last  full  field  exercise, 
Mirage  Gold,  the  local  New  Orleans  police  and  fire  department  were  not  part  of  the 
exercise.  This  eliminates  from  the  exercise  a  realistic  assessment  of  the  "interoper- 
ability" of  our  federal  components  with  their  State  and  local  counterparts.  Further- 
more, it  eliminates  an  opportunity  to  create  more  local  officials  who  are  trained  in 
WMD  response. 

Regarding  the  manner  in  which  these  exercises  are  conducted,  other  concerns 
echoed  by  experts  in  this  field,  include: 

•  On  the  Federal  level,  the  Staff  is  aware  of  only  one  "full  field  no-notice"  exer- 
cise. These  types  of  exercises  serve  a  great  utility  in  preparing  our  response 
components  for  an  incident  as  it  is  most  likely  to  occur. 

•  Exercises,  generally,  fail  to  incorporate  consequence  management  concerns.  As 
noted  previously  in  this  Statement  (see  section  III  A,  infra.),  the  transition  from 
crisis  management  to  consequence  has  been  less  than  perfect.  Clearly,  more 
needs  to  be  done  to  minimize  difficulty  in  the  "hand-off"  stage.  Likewise,  the 
ability  to  respond  to  national  and  environmental  consequences  of  a  WMD  attack 
needs  to  be  "tested"  before  it  is  going  to  be  used. 

•  The  testing  scenarios  should  be  more  realistic.  A  recurring  theme  from  partici- 
pants in  many  "desk-top"  exercises  was  that  the  scenarios  were  unrealistic — 
"just  like  a  Tom  Clancy  novel,  we  always  win."  They  particularly  complain  that 
we  have  never  exercised  what  we  would  do  if  we  failed  to  recover  or  disable  a 
nuclear  device  before  it  detonated. 

•  As  mentioned  in  the  preceding  section,  there  must  be  exercising  of  our  biologi- 
cal/chemical response.  Furthermore,  it  is  critical  that  local,  first  responders  are 
full  participants  in  this  exercise. 

Finally,  the  process  of  self-examination  itself  needs  to  be  improved.  The  Staff  ob- 
served that  many  of  the  concerns  raised  in  "after-action"  reports  in  the  mid-1980's, 
were  being  raised  again  in  recent  exercises.  Furthermore,  not  all  components  in  the 
exercises  conduct  follow-up  critiques  that  are  memorialized  in  after-action  reports. 
In  other  instances,  agencies  that  produce  such  reports,  do  not  share  them  with  other 
participating  agencies.  Clearly,  follow-up  and  self  analysis  must  be  emphasized  if 
our  response  capability  is  to  improve. 

VII.  Conclusions  and  Recommendations 

Our  nation  is  not  adequately  prepared  to  respond  to  an  incident  involving  a  weap- 
on of  mass  destruction.  Preparing  for  the  unthinkable  is  a  difficult  task.  Often,  our 
fovernment  will  only  direct  attention  and  resources  in  the  wake  of  an  incident, 
'ragedies,  like  Oklahoma  City  and  the  World  Trade  Center,  have  inspired  addi- 
tional interest  to  terrorism  issues.  Unfortunately,  with  regard  to  crisis  and  con- 
sequence management  from  weapons  of  mass  destruction,  not  enough  has  been 
done. 

Presently,  Federal  agencies  tasked  with  WMD  crisis  and  consequence  manage- 
ment, are  still  hampered  by  the  traditional  turf  battles  that  have  characterized  our 
inter-agency  relationships.  Furthermore,  the  local  first  responders — fire,  police  and 
medical — all  of  whom  are  critical  elements  of  our  preparedness  have  been  ignored 
in  training  and  resource  allocation.  Finally,  the  resources  that  have  been  developed 
to  respond  to  these  threats,  often  fail  to  engage  in  and  incorporate  the  results  of 
the  self-review  that  is  essential  for  improvement. 

The  changing  nature  of  domestic  terrorism,  thus,  has  created  scenarios  that  pose 
monumental  challenges.  To  face  these  tests,  our  government  must  be  both  versatile 
and  committed.  The  following  recommendations  are  but  a  few  that  merit  consider- 
ation. 

LOCAL  responders: 

•  The  Federal  Government  should  devote  more  resources  to  assisting  the  State 
and  local  first-responders  and  include,  whenever  practicable,  State  and  local  re- 
sponders in  federally  sponsored  field  exercises  and  training  efforts. 
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The  local  law  enforcement  community  should  have  more  access  to  threat  analy- 
sis, as  local  points  of  contact  should  be  established,  and  local  officials  selected 
and  trained  to  receive  relevant  intelligence  on  local  threats. 
The  Federal  Government  should  coordinate  training  exercises  with  as  many 
major  urban  fire,  rescue  and  police  agencies  as  possible  to  "train  the  trainers" 
so  that  these  individuals  can  then  train  other  local  officials  on  the  WMD  threat. 
A  single  point  of  contact  should  be  established  and  advertised  so  that  State  and 
local  responders  have  a  contact  for  WMD  terrorist  events  and  questions. 
Congress  should  consider  additional  funding  to  the  Public  Health  Service  to  en- 
hance its  capabilities  to  counter  WMD  to  assist  State  and  local  responders.  In 
particular,  funding  should  be  provided  to  enhance  the  Disaster  Medical  Assist- 
ance Teams'  abilities  to  respond  to  WMD  terrorist  events. 

Congress  should  consider  additional  funding  to  create  the  eighteen  urban  WMD 
response  teams  originally  proposed  by  the  Public  Health  Service  and  as  cur- 
rently being  developed  for  the  Washington  D.C.  area. 

Congress  should  consider  increasing  the  funding  for  the  Office  of  Emergency 
Preparedness  in  the  Public  Health  Service  which  is  critical  for  developing  the 
State  and  local  response  to  a  WMD  event.  The  current  budget  does  not  fund 
this  Office. 

FEDERAL  MANAGEMENT  AND  PROCEDURES: 

The  Vice  President's  Task  Force  on  Combating  Terrorism  originally  convened 
in  1985  should  be  reconvened  and  utilized  as  an  on-going  method  of  examining 
and  responding  to  the  changing  terrorism  threat. 

Congress  and  the  Administration  should  conduct  a  thorough  review  of  the  gov- 
ernment's capabilities  to  respond  to  both  crisis  and  consequence  management 
in  a  terrorist  incident.  This  review  should  take  the  form  of  an  independent  re- 
port much  like  the  recently  published  Brown-Rudman  report,  or  can  be  con- 
ducted within  the  framework  of  the  Vice-Presidential  Task  Force. 
Congressional  leaders  should  consider  the  need  for  consolidating  all  budgetary 
and  oversight  issues  having  to  do  with  terrorism  into  one  committee  in  a  struc- 
ture similar  to  intelligence  oversight. 

Congress  and  the  Administration  should  initiate  a  review  of  the  National  Secu- 
rity Act  of  1947,  and  other  statutes  and  regulations  concerning  the  roles  and 
limitations  placed  on  the  intelligence  and  law  enforcement  communities  collec- 
tion and  analysis  of  terrorist  and  WMD  related  information. 
The  Congress  and  Administration  should  consider  adopting,  in  some  form,  rec- 
ommendation 4-2  of  the  Brown  Commission  which  provides  for  creation  of  a 
Global  Crime  Committee,  and  which  urges  that  this  Committee  develop  im- 
proved procedures  to  ensure  increased  sharing  of  relevant  information  between 
the  law  enforcement  and  intelligence  communities. 

Current  informal  and  ad-hoc  attempts  to  enhance  cooperation  between  the  Fed- 
eral law  enforcement  and  intelligence  communities,  though  commendable, 
should  be  replaced  with  institutionalized  policies  and  practices  that  promote 
such  cooperation. 

CHEMICAL/BIOLOGICAL: 

Congress  should  consider  assigning  a  mission  and  authority  to  the  Department 
of  Defense  to  conduct  programs  of  assistance,  such  as  the  above,  to  Federal, 
State  and  local  emergency  preparedness  personnel  in  the  defense  against  pos- 
sible terrorist  use  of  chemical  or  biological  agents. 

Congress  and  the  Administration  should  dedicate  more  resources  for  the  WMD 
training  exercises  and  such  exercises  should: 

•  attempt  to  include  State  and  local  first  responders; 

•  test  biological  and  chemical  capabilities  of  Federal  and  local  commu- 
nities; 

•  more  frequently  utilize  full-field  exercises;  and 

•  better  test  our  capability  at  consequence  management. 

Congress  should  consider  funding  the  Department  of  Defense  for  the  conduct  of: 
training  of  local  and  regional  emergency  preparedness  personnel;  on-call  re- 
sources to  support  those  personnel;  and  establishment  and  maintenance  of  as- 
sets deployable  to  events  which  might  be  the  subject  of  chemical  or  biological 
terrorism  and  emergency  response  to  chemical  or  biological  terrorist  events. 
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APPENDIX      R 

WMD  TERRORISM:  THE  ROLES  OF  FEDERAL  AGENCIES 

IN  PREVENTION,  CRISIS  MANAGEMENT, 

AND  CONSEQUENCE  MANAGEMENT1 


I.  PREVENTION 

Policy 

National  Security  Council,  (establishes  policy,  coordinates  Federal  effort) 

Department  of  Justice,  (legal  issues) 

Federal  Bureau  of  Investigation,  (domestic  terrorism) 

Department  of  State,  (foreign  terrorism) 

Department  of  Defense,  (planning) 

Interagency  Groups 

Standing  Interagency  Coordinating  Committee  on  Terrorism,  NSC  Chair 
Interagency  Working  Group  on  Terrorism  — 

Intelligence 

Central  Intelligence  Agency,  (collection  and  analysis) 
Counterterrorism  Center 
Nonproliferation  Center 

Federal  Bureau  of  Investigation,  (collection  and  analysis) 
Terrorist  Research  and  Analytical  Center 

National  Security  Agency,  (collection) 

Department  of  Defense 

Defense  Intelligence  Agency,  (collection  and  analysis) 

Department  of  State 

Intelligence  and  Research,  (analysis) 

Department  of  Justice 
INTERPOL  liasion 


(continued  next  page) 


1  This  listing  includes  agencies  identified  in  open  sources.  It  is  not  intended 
as  a  comprehensive  list  of  all  Federal  agencies  involved  in  combating  terrorism. 
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Department  of  Energy 

Office  of  Intelligence,  (analysis) 
Office  of  Emergency  Management,  (threat  assessment) 
Lawrence  Livermore  National  Laboratory,  (analysis) 
Los  Alamos  National  Laboratory,  (analysis) 

Department  of  Transportation 

Office  of  Intelligence  and  Security 

Interagency  Groups 

Interagency  Intelligence  Committee  on  Terrorism 
Community  Counter  Terrorism  Board 


Preparedness/Protection 

Department  of  State,  (protection  of  embassies  and  diplomats) 
Bureau  of  Diplomatic  Security 

Department  of  Transportation,  (monitor  threats) 
Federal  Aviation  Administration 

Department  of  the  Treasury     — 
Customs  Service 
Secret  Service 

Federal  Emergency  Management  Agency,  (disaster  preparedness) 

Department  of  Energy,  (nuclear  safeguards  technology) 
national  laboratories 

Nuclear  Regulatory  Commission,  (nuclear  safety) 

Department  of  Health  and  Human  Services, 

Public  Health  Service,  emergency  medical  system 
National  Institutes  of  Health 
Centers  for  Disease  Control 

Department  of  Justice 

Immigration  and  Naturalization  Service 

Postal  Service 

Postal  Inspection  Service 

Interagency  Groups 

Domestic  Emergency  Support  Team 
Foreign  Emergency  Support  Team 
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Interdjction/Connterterrorism 

Department  of  Defense 

Assistant  Secretary  for  Special  Operations  and  Low  Intensity  Conflict 

Special  Operations  Command 

Army 

Air  Force 

Navy 

Defense  Nuclear  Agency 

Department  of  State,  (bilateral  and  multilateral  diplomacy) 

Central  Intelligence  Agency,  (overseas  covert  action) 
Directorate  of  Operations 

Federal  Bureau  of  Investigation,  (domestic  counter-terrorism) 

Department  of  Justice,  (apprehend  and  prosecute) 
Immigration  and  Naturalization  Service 
Border  Patrol 

Department  of  Transportation 
—  Coast  Guard 

Federal  Aviation  Administration 

Department  of  the  Treasury 
Customs  Service 


n.  CRISIS  MANAGEMENT 

Federal  Bureau  of  Investigation,  (lead  agency) 

Department  of  Justice,  (law  enforcement) 

Department  of  Energy,  (nuclear  materials) 
Nuclear  Emergency  Search  Team 

Department  of  Defense 

Special  Operations  and  Low  Intensity  Conflict 

Army,  Chemical  and  Biological  Defense  Command,  Medical  Research  and 

Development  Command 

Army,  Technical  Escort  Unit 

Department  of  Health  and  Human  Services, 
Public  Health  Service,  (threat  analysis) 
Centers  for  Disease  Control,  (threat  analysis) 

Federal  Emergency  Management  Administration,  (implement  Federal  Response 
Plan) 
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m.  CONSEQUENCE  MANAGEMENT 

Federal    Emergency   Management   Agency,    (lead    agency   for   consequence 
management,  implementation  of  Federal  Response  Plan) 

Department  of  Justice,  (law  enforcement) 

Federal  Bureau  of  Investigation,  (management  of  crime  scene,  apprehension  of 
suspects) 

Department  of  Defense,  (logistics,  chemical  or  biological  agents,  public  order) 
Army,  Chemical  and  Biological  Defense  Command,  Medical  Research  and 
Development  Command 
Army,  Technical  Escort  Unit 

Environmental  Protection  Agency,  (hazardous  materials) 

Department  of  Health  and  Human  Services,  (health  effects) 
Public  Health  Service 
Centers  for  Disease  Control 

Department  of  Transportation,  (air,  rail,  highways) 

Department  of  Agriculture,  (food  safety) 

Consumer  Product  Safety  Commission,  (poisoning,  tampering) 

General  Services  Administration,  (government  buildings) 
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APPENDIX      C 

NATIONAL  SECURITY  COUNCIL  20231 

WASHINGTON.  O.C.  20SO4 


March  8,  1996 


MEMORANDUM  FOR  MR.  JOHN  F.  SOPKO 

Minority  Deputy  Chief  Counsel 

Permanent  Subcommittee  on  Investigations 

Senate  Governmental  Affairs  Committee 

SUBJECT:        Senator  Nunn's  Request  for  Copy  of  FEMA  Abstract 
on  PDD-39 


Pursuant  to  Senator  Nunn's  request,  enclosed  for  your  information 
is  a  copy  of  the  NSC  approved  unclassified  FEMA  abstract  on 
PDD-39. 

All  requests  for  copies  of,  access  to  or  information  about 
Presidential  Decision  Directives  (PDD)  should  be  sent  directly  to 
the  National  Security  Council. 


c. 

ew  D.  Sens 
tive  Secretary 


Attachment 

Tab  A         Unclassified  FEMA  Abstract  on  PDD-39 


cc:  Ms.  Catherine  H.  Light 
Director 

Office  of  National  Security  Coordination 
Federal  Emergency  Management  Agency 
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IIS  POLICY  ON  rr>f  fN-nrRBnm.SM 

1.         General,  Terrorism  is  bom  a  threat  to  org  national  security  as  well  as  a  criminal  act-  -j^g 
Administration  has  stated  that  it  is  die  policy  of  the  United  States  to  use  ail  appropriate  means  to 
deter,  defeat  and  respond  to  all  terrorist  nfrarks  on  oar  territory  and  resources,  both  people  and 
facilities,  wherever  they  occur.  In  suppuu  of  these  efforts,  the  United  States  will; 

o  Employ  efforts  to  deter,  preempt,  j\ii«rhmA  and  prosecute  terrorists. 

o  Work  closely  with  other  governments  to  carry  out  our  counterterrorism  policy 

anrl  comb**  terrorist  MtBBtt  flgfrJP^  Mm 

o  Identify  sponsors  of  terrorists,  isolate  them,  and  ensure  they  pay  for  their  actions. 

o  Make  no  concessions  to  terrorists. 


2.         MflflTiry t0  Combat  Teimii'iiii.  To  ensure  that  the  United  States  is  prepared  to  combat 
terrorism  in  all  its  forms,. a  ggmber  of  measures  have  been  directed.  These  include  reducing 
vulnerabilities  to  terrorism,  f,<*frrrng  and  responding  to  terrorist  acts,  and  having  capabilities  to 
prevent  and  manage  the  consequences  of  terrorist  use  of  nuclear,  biological,  and  chemical  (NBC) 
weapons,  including  those  of  mass  desrrucrion. 

a,  ReAiee  Vulnerabilities.  In  order  to  reduce  our  vulnerabilities  to  teaman,  both  at 
home  and  abroad,  all  department/agency  heads  have  been  directed  to  ensure  that  their  personnel 
and  facilities  axe  fully  protected  against  reirnii<nn    Specific  efforts  that  will  be  conducted  to 
ensure  our  security  against  terrorist  acts  include  the  following: 

o     Review  the  vulnerability  of  government  facilities  and  critical  national 

infrastructure. 

o     Expand  the  program  of  countgrterrorism. 

o     Reduce  vulnerabilities  affecting  civilian  personnel/facilities  abroad  and  military 
personnel/facilities. 

o     Reduce  vulnerabilities  affecting  U.S.  airports,  aircraft/passengers  and  shipping, 
and  provide  appropriate  security  measures  for  other  modes  of  transportation. 

o     Exclude/deport  persons  who  pose  a  terrorist  threat. 
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o     Prevent  unlawful  traffic  in  firearms  and  explosives,  and  protect  the  President  and 
other  officials  against  terrorist  attack. 

o    Reduce  U.S.  vulnerabilities  to  international  terrorism  through  intelligence 
co llccti on/analysis,  counterintelligence  and  covert  action. 

b.  Deter.  To  deter  terrorism,  it  is  necrrarv  to  provide  a  dear  public  pn<ririnn  tfrit  our 
policies  will  not  be  nffrrtrri  by  terrorist  acts  and  we  will  vigorously  deal  with  terrorist/sponsors 
to  reduce  terrorist  capabilities  and  support.  In  this  regard,  we  must  make  it  dear  that  we  will  not 
allow  terrorism  to  sncrrrrl  and  that  the  pursuit,  hik'st,  and  prosecution  of  terrorists  is  of  the 
highest  priority.  Our  goals  inrlurlft  the  disruption  of  terrorist-sponsored  activity  including 
BBnmMBbflB  of  financial  support,  arrest  and  pmSBMCflt  of  terrorists  as  crixniMds^  application  of 
U.S.  laws  and  new  legislation  to  prevent  terrorist  groups  tram  upeiming  in  the  United  States,  and 
application  of  extraterritorial  sranilrs  to  coobBBT  acts  of  terrorism  and  apprehend  terrorists  outside 
of  the  United  States.  Return  of  terrorists  overseas,  who  are  wanted  for  violation  of  U.S.  law,  is 
of  the  highest  priority  and  a  central  issue  in  bilateral  relations  with  any  state  mat  harbors  or 
assists  them. 

c.  Respond. "  To  respond  to  tcnorism,  we  must  have  a  rapid  and  decisive  capability  to 
protect  Americans,  rtrfrar  or  arrest  terrorists,  respond  against  terrorist  sponsors,  and  provide 
relief  to  the  victims  of  terrorists.   The  goal  during  the  immediate  response  phase  of  an  incident  is 
to  terminate  terrorist  aTTwrlcs  so  that  the  terrorists  do  not  accomplish  their  objectives  or  mamrein 
their  freedom,  while  g^-Vrng  to  Tnirnmrw*  carnage  TnrI  loss  of  life  and  provide  emergency 
assistance.  After  an  incident  has  occurred,  a  rapidly  deployable  interagency  Emergency  Support 
Team  (EST)  will  provide  rammed  capabilities  on  scene:  a  Foreign  Emergency  Support  Team 
(FEST)  for  foreign  incidents  and  aDomestic  Emergency  Support  Team  (D  EST)  for  domestic 
incidents.  DEST  membership  will  be  limited  to  those  agencies  required  to  respond  to  the 
specific  incident.  Both  teams  will  include  elements  for  specific  types  of  incidents  such  as 
nuclear,  biological  or  chemical  threats. 

The  Director,  FEMA  will  ensure  that  the  Federal  Response  Plan  is  adequate  for 
consequence  management  activities  in  response  to  terrorist  "i^"-W  against  large  U .S. 
populations,  including  those  where  weapons  of  mass  destruction  are  involved.  FEMA  will  also 
ensure  that  State  response  plans  and  capabilities  are  adequate  and  tested.  FEMA,  supported  by 
all  Federal  Response  Plan  signatories,  will  assume  the  Lead  Agency  role  for  consequence 
management  in  Washington,  D.C.  and  on  scene.  If  large  scale  casualties  and  infrastructure 
damage  occur,  the  President  may  appoint  a  Personal  Representative  for  consequence 
management  as  the  on  scene  Federal  authority  during  recovery.  A  raster  of  senior  and  former 
government  officials  willing  to  perform  these  functions  will  be  created  and  the  rostered 
individuals  will  be  provided  training  and  information  necessary  to  allow  them  to  be  called  upon 
on  short  notice. 

Agencies  will  bear  the  costs  of  their  participation  in  terrorist  incidents  and 
counterterrorist  operations,  unless  otherwise  directed. 
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d.  NBC  fnnsequence  ManapffmgnL  The  development  of  effective  capabilities  for 
preventing  and  managing  the  consequences  of  terrorist  use  of  nuclear,  biological  or  chemical 
(NBC)  materials  or  weapons  is  of  the  highest  priority.  Terrorist  acquisition  of  weapons  of  mass 
destruction  is  not  acceptable  and  there  is  no  higher  priority  man  preventing  the  acquisition  of 

snch  materials/weapons  or  removing  this  capability  from  terrorist  groups.  FEMA  win  review  the 
Federal  Response  plan  on  an  urgent  basis,  in  coordination  with  supporting  agencies,  to  determine 
its  adequacy  in  responding  to  as  NBC-related  terrorist  incident;  identify  and  remedy  any 

shortfalls  in  stockpiles,  capabilities  or  training;  and  report  on  the  status  of  these  efforts  in  ISO 
days. 
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Senator  Nunn.  Our  next  panel — and  I  would  ask  if  you  would 
come  up  and  remain  standing  until  you  take  the  oath,  but  in  this 
order;  we  will  go  from  my  left  to  right  in  terms  of  the  people  who 
will  be  testifying. 

Ambassador  Morris  Busby  has  served  as  a  United  States  ambas- 
sador for  four  Presidents.  He  is  the  former  Counter-terrorism  Coor- 
dinator for  the  U.S.  Government  and  former  Ambassador  to  Colom- 
bia. Ambassador  Busby  is  currently  President  of  BGI  International 
Consulting  Services.  He  will  discuss  the  role  of  intelligence  and  law 
enforcement  in  combatting  terrorism. 

Our  next  witness  is  Dr.  Duane  Sewell.  Dr.  Sewell  has  been  in  the 
nuclear  field  since  1940.  He  worked  on  the  Manhattan  Project  and 
helped  develop  Lawrence  Livermore  National  Laboratory,  and  is 
the  former  Deputy  Director  of  Lawrence  Livermore  and  Assistant 
Secretary  for  Defense  Programs  at  the  Department  of  Energy.  Dr. 
Sewell  is  often  called  the  father  of  the  NEST  program. 

We  are  glad  to  have  both  of  you. 

Our  next  distinguished  witness  is  Dr.  Bill  Richardson.  Dr.  Rich- 
ardson is  the  former  Deputy  Assistant  to  the  Secretary  of  Defense 
with  oversight  for  chemical  and  biological  warfare  defense.  He  was 
the  Program  Executive  Officer  for  Chemical  and  Nuclear  Programs, 
Department  of  the  Army.  Dr.  Richardson  will  discuss  U.S.  capabili- 
ties to  respond  to  a  chemical  or  biological  domestic  terrorist  inci- 
dent. 

_  Our  next  witnesses  represent  the  men  and  women  who  are  the 
first  responders  to  a  terrorist  incident  in  the  United  States.  Chief 
Gary  Marrs,  Fire  Chief  of  Oklahoma  City,  Oklahoma,  will  provide 
the  Subcommittee  a  first-person  perspective  on  the  fire  services' 
preparation  and  the  ability  to  handle  major  U.S.  terrorist  incidents. 

Finally,  Chief  Lamont  Ewell,  President  of  the  International  Asso- 
ciation of  Fire  Chiefs,  and  Fire  Chief  of  Oakland,  California,  will 
discuss  the  overall  national  and  international  aspects  of  fire  and 
emergency  services'  preparation  for  anti-terrorist  response. 

I  am  going  to  ask  each  of  you  to  raise  your  right  hand.  We  swear 
in  all  the  witnesses  before  the  Subcommittee. 

[Witnesses  sworn.] 

Senator  Nunn.  I  would  ask  each  of  you — as  you  can  see,  we  have 
several  witnesses  here  and  then  we  have  another  panel  following. 
Your  testimony  is  very  important.  I  can  assure  you  every  word  of 
it  will  be  read.  We  would  encourage  you  to  summarize  as  best  you 
can  in  5  to  10  minutes  so  that  we  will  have  time  to  have  a  dialogue 
between  the  witnesses  and  with  the  Senators  who  are  here. 

I  am  told  we  have  a  vote.  Senator  Lugar,  it  might  be  best  if  we 
take  a  break  right  now  and  go  vote  and  come  back  so  we  don't  have 
to  leave  right  in  the  middle  of  testimony.  That  will  give  all  of  our 
witnesses  a  chance  to  prepare  their  concise  summary  that  will 
make  all  of  their  points  they  need  to  make  in  a  5-  to  10-minute  pe- 
riod. 

We  will  be  back  in  about  10  minutes. 

[Recess.] 

Senator  Nunn.  My  apologies  for  the  delay.  The  votes  around  here 
are  a  part  of  our  job,  so  we  have  no  choice;  we  have  to  show  up 
and  we  have  to  say  yes  or  no  when  they  ring  the  bells. 
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Ambassador  Busby,  we  are  glad  to  have  you.  I  welcome  all  of 
you.  We  will  start  with  you  and  then  move  from  left  to  right  with 
Messrs.  Sewell,  Richardson,  Ewell  and  Chief  Marrs. 

TESTIMONY  OF  MORRIS  D.  BUSBY,  FORMER  COORDINATOR 
FOR  COUNTER-TERRORISM,  DEPARTMENT  OF  STATE,  AND 
FORMER  AMBASSADOR  TO  COLOMBIA 

Mr.  Busby.  Senator,  I  very  much  appreciate  the  opportunity  to 
testify  here  today.  I  have  appeared  before  the  Congress  many 
times,  but  this  is  the  first  time  I  have  ever  come  as  a  private  citi- 
zen with  no  obligation  to  defend  any  positions  except  my  own  opin- 
ions, and  it  feels  good. 

Senator  Nunn.  You  have  a  feeling  of  complete  freedom,  then, 
right?  Tell  us  what  you  wanted  to  say  all  these  years.  [Laughter.] 

Mr.  Busby.  I  think  I  would  lose  some  friends. 

Senator  Nunn.  We  will  give  you  an  extra  5  minutes  here. 
[Laughter.] 

Mr.  Busby.  I  am  sincerely  flattered  that  you  would  ask  me  to 
come  and  I  hope  I  can  contribute  to  the  work  that  this  Committee 
is  doing.  I  have  submitted  a  statement  and,  per  your  request,  I  will 
dispense  reading  that  and  simply  comment  on  what  I  think 

Senator  Nunn.  All  of  your  statements  will  be  part  of  the  record, 
without  objection — total  statements. 

Mr.  Busby.  Senator,  I  hold  the  firm  view  that  our  Nation  has  the 
resources  and  capability  to  defend  ourselves  from  terrorists,  includ- 
ing terrorists  that  would  employ  weapons  of  mass  destruction.  Hav- 
ing said  that,  I  would  have  to  also  say  that  I  must  agree  with  many 
of  the  conclusions  that  were  arrived  at  by  your  staff. 

I  think  in  order  to  do  the  job  correctly,  you  need  constant  and 
consistent  policies.  You  need  good  intelligence  and  an  organization 
to  collect,  analyze  and  produce  that  intelligence;  proper  coordina- 
tion, preparation  and  training;  and  competent  operational  capabili- 
ties. I  think  you  also  need  strong  leadership  and  you  need  to  accept 
that  this  is  an  ongoing,  never-ending  process.  Because  of  who  we 
are  and  what  we  are,  we  are  always  going  to  be  the  target  of  ter- 
rorists, and  I  myself  don't  believe  that  there  are  any  simple  solu- 
tions. There  is  not  going  to  be  any  single  win.  There  is  no  silver 
bullet  to  shoot  at  this  and  I  think  that  we  should  not  become  fix- 
ated on  closure  for  this  problem,  as  we  so  often  do. 

The  threat  domestically  from  terrorism,  I  think,  is  sometimes 
misinterpreted  and  misperceived.  We  always  seem  to  be  behind  the 
curve,  and  I  want  to  commend  this  Committee  for  the  visionary  ap- 
proach that  you  are  taking  to  the  problem.  Terrorism  incidents  are 
down  statistically,  but  the  violence  associated  with  them  seems  to 
be  up,  and  I  also  agree  that  the  use  of  high  technology  and  weap- 
ons of  mass  destruction  by  terrorists  is  something  which  clearly 
looms  on  the  horizon. 

You  are  focused  largely  on  domestic  terrorism  and  responses  to 
it.  My  experience  is  almost  entirely  in  international  affairs,  but  I 
would  submit  to  you  that  many  of  the  mechanisms  and  procedures 
that  we  put  in  place  in  the  mid-1980's  to  combat  international  ter- 
rorism offer  a  guide  as  we  begin  to  grapple  with  the  problems  do- 
mestically. 
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There  are  several  key  elements  that  you  should  consider.  One, 
we  need  to  make  better  use  of  the  intelligence  capabilities  that  we 
have.  Our  goal  in  all  of  this  should  be  to  prevent  attacks,  and  you 
can't  be  preemptive  if  you  don't  have  good  intelligence.  Security 
measures  work,  but  there  are  limits  to  what  you  can  impose  on  our 
citizens  in  a  free  society,  so  intelligence  becomes  key.  I  view  this, 
as  did  your  staff,  as  largely  an  organizational  and  coordination 
problem,  with  an  overlay  of  bureaucratic  turf  battles  and  some 
legal  constraints. 

I  wonder  sometimes  how  far  we  can  go  with  this  because  the  CIA 
and  the  intelligence  community  have  as  their  mission  to  collect, 
analyze  and,  above  all,  to  disseminate  information.  If  they  don't 
collect  information  and  if  it  is  not  used  by  policymakers,  then  ev- 
erything that  they  have  done  doesn't  mean  anything.  On  the  other 
hand,  the  FBI  and  the  law  enforcement  agencies  have  a  completely 
different  view  of  that.  They  have  remarkable  intelligence-gathering 
capabilities,  but  by  and  large  those  capabilities  are  focused  on  sup- 
porting their  case  agents.  Their  job  is  to  make  prosecutions,  to  take 
people  to  court,  and  rather  than  disseminating  the  information 
they  have,  they  hold  on  to  it  and  protect  it  because  of  the  rules  of 
evidence  and  they  do  not  share  it  with  anyone. 

I  tend  to  believe  myself  that  there  is  a  lot  of  talk  today  about 
bringing  these  missions  together,  about  having  liaison  officers,  and 
you  have  to  applaud  that,  but  my  opinion  and  experience  is  that 
what  really  needs  to  be  done  is  to  delineate  the  lines  of  responsibil- 
ities clearer.  The  FBI  has  its  job,  the  CIA  has  its  job.  That  should 
be  made  absolutely  clear.  You  should  not  have  overlapping  roles 
and  responsibilities.  What  you  should  do,  however,  is  develop  a  co- 
ordinating mechanism  so  that  you  can  have  a  sharing  of  informa- 
tion within  the  constraints  and  the  authorities  that  are  granted  to 
both  agencies. 

On  a  related  point,  I  think  that  the  organizational  problem  which 
was  referred  to  in  responding  to  an  event  and  in  consequence  man- 
agement is  also  something  which  needs  a  lot  of  work.  You  have  to 
be  ready  to  react  when  a  crisis  comes.  The  response  to  the  event 
in  the  first  few  hours  is  often  the  key  element,  and  if  you  haven't 
trained  for  that,  if  you  don't  know  who  sits  where  at  the  table  and 
who  has  what  authority  to  do  anything,  then  you  are  in  terrible 
shape. 

I  personally  am  a  very  strong  supporter  of  law  enforcement  as 
a  deterrent  to  terrorism,  for  several  reasons.  One,  I  think  that  it 
is  something  which  terrorists  fear.  They  fear  being  brought  to  the 
United  States  and  put  before  the  United  States  justice  system.  Sec- 
ondly, I  think  it  is  appropriate  for  us  as  Americans  to  apply  the 
rule  of  law. 

Having  said  that,  I  think  that  you  certainly  have  to  hold  open 
other  policy  responses.  I  do  not  believe  that  law  enforcement  in  and 
of  itself  can  provide  the  solution  to  all  of  our  counter-terrorism 
problems.  Sometimes,  you  have  to  do  other  things.  Sometimes,  you 
have  to  make  some  very  difficult  choices,  as  was  made  in  the  pre- 
vious administration  with  the  bombing  of  Libya  in  response  to  the 
terrorist  attack  in  Germany.  These  kinds  of  responses  are  particu- 
larly appropriate  if  there  is  State  sponsorship  involved  or  if  the 
perpetrators  are  being  sheltered  overseas. 
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A  point  was  made  regarding  the  coordination  and  hand-off,  and 
I  would  like  to  say  that  I  think  one  of  the  problems  that  you  have, 
particularly  domestically,  in  terms  of  coordinating  a  response  is 
that  too  often  the  people  designated  as  the  lead  agency — and  in 
this  particular  instance  I  am  talking  about  the  FBI — have  tremen- 
dous operational  capabilities  of  their  own.  In  my  experience,  too 
often  they  interpret  "lead  agency"  as  being  "let's  get  everyone  else 
out  of  the  way  so  we  can  do  what  we  do",  and  I  don't  think  that 
is  what  the  concept  of  lead  agency  should  be  at  all. 

The  lead  agency  means  to  lead.  It  means  to  coordinate.  It  means 
to  ensure  that  you  are  bringing  the  full  power  of  the  United  States 
response  capability  to  bear.  Internationally,  in  my  experience,  we 
are  in  much  better  shape  on  that  particular  score,  part  of  the  rea- 
son being,  I  can  say  from  my  lofty  perch  as  an  ex-State  Department 
official,  because  the  State  Department  is  in  charge  and  they  don't 
have  any  real  operational  capability.  Their  job  is  to  "run"  every- 
body else,  and  over  the  years  they  have  developed  that  into  a  rath- 
er finely-honed  mechanism.  There  are  many  lessons  that  could  be 
learned  from  that  as  we  look  at  this  domestically. 

Senator  Nunn.  You  mean  because  the  FBI  has  significant  oper- 
ational capability,  when  they  are  designated  as  the  lead  agency  the 
temptation  is  for  them  not  to  be  the  leader  of  a  team,  but  rather 
the  whole  act? 

Mr.  Busby.  That  is  precisely  what  I  mean,  yes,  sir. 

I  also  think — and  it  perhaps  is  a  result  of  my  background  as  a 
military  officer — that  the  points  which  were  made  on  training  and 
exercise  are  precisely  on  the  mark.  I  would  make  one  observation, 
however,  on  what  was  said.  I  don't  think  it  should  come  as  any  sur- 
prise at  all  that  the  shortcomings  that  were  revealed  in  Mirage 
Gold  were  there.  You  can't  have  an  effective  exercise  program  if 
you  only  do  it  once  every  8  years. 

An  exercise  program  has  to  be  something  which  is  carefully 
thought  out,  which  is  coordinated,  and  which  proceeds  step  to  step 
from  various  levels.  An  exercise  program  is  of  no  use  to  you  if  you 
don't  train  the  people  that  are  participating.  I  think  one  of  the 
things  the  Committee  might  focus  on  is  not  the  shortcomings  that 
came  out  of  that  one  exercise,  but  rather  the  shortcomings  in  the 
fact  that  we  are  not  doing  these  exercises  in  a  coordinated  and  cor- 
rect fashion.  I  am  a  great  believer  in  training  and  exercises,  but 
I  think  it  has  to  be  done  correctly. 

As  I  said  earlier,  you  need  to  define  clearly  the  roles  and  respon- 
sibilities of  the  various  agencies.  In  many  cases,  that  has  been 
done,  but  if  you  have  turf  battles  going  on  while  you  are  trying  to 
manage  a  crisis,  then  you  are  doomed  to  failure.  Developing  those 
roles  and  responsibilities  is  a  progressive  and  constant  process.  You 
can't  simply  issue  a  PDD  or  some  other  statement  and  think  that 
it  is  going  to  work  forever.  Through  your  exercise  program,  through 
the  lessons  you  are  learning,  you  have  to  constantly  develop  and 
meet  the  threats  that  you  have. 

Finally,  I  would  say — and  I  certainly  don't  need  to  say  it  to  this 
Committee — none  of  this  can  happen  without  leadership.  Nothing 
ever  happens  in  our  Government  without  some  political  power 
being  put  behind  it  and  without  some  real  attention  being  given  to 
what  the  bureaucracy  is  doing.  This  is  an  issue  where  the  Presi- 
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dent  and  the  Congress  need  to  come  together.  I  think  you  need  to 
work  to  try  and  develop  it  into  a  true  bipartisan  issue  and  one 
which  occupies  a  place  of  priority  on  our  national  agenda. 

If  you  do  that,  you  need  to  put  some  money  against  it  and  you 
need  to  have  some  structure  to  the  budget.  The  way  things  are  cur- 
rently done,  it  is  somewhat  of  a  hit-or-miss  operation.  Each  of  the 
individual  agencies  who  have  responsibilities  are  taking  little  bits 
of  money  here,  there  and  elsewhere.  If  you  are  going  to  have  an 
effective  counter-terrorism  program  on  the  national  level,  you  need 
to  decide  who  you  are  going  to  give  that  money  to,  have  it  struc- 
tured in  an  appropriate  way,  and  above  all,  once  you  have  done 
that,  hold  them  accountable  for  what  they  do,  which  is  a  classic 
role  of  the  Congress. 

Sir,  I  would  like  to  thank  you  once  again.  It  is  always  an  honor 
to  appear  before  the  Congress  and  it  is  a  particular  pleasure  to  be 
here  today  with  you. 

Senator  NUNN.  Thank  you  very  much,  Mr.  Ambassador.  We  ap- 
preciate you  being  here. 

[The  prepared  statement  of  Mr.  Busby  follows:] 

PREPARED  STATEMENT  OF  MORRIS  D.  BUSBY 

I  am  pleased  to  appear  before  this  committee  today  to  offer  my  personal  thoughts 
on  the  capability  of  our  government  to  deal  effectively  with  the  threat  of  terrorism. 
Although  I  have  testified  before  Congress  many  times  in  an  official  capacity  I  ap- 
pear today  as  a  private  citizen.  My  comments  are  my  own,  based  on  my  previous 
experience.  I  served  in  the  U.S.  Navy  and  in  the  U.S.  Department  of  State,  for  a 
combined  total  of  34  years  of  government  service.  My  last  assignment  was  as  the 
U.S.  Ambassador  to  Colombia  (1991-1993)  where  I  directed  complex  inter-agency 
operations,  including  the  hunt  for  the  drug  kingpin,  Pablo  Escobar.  Prior  to  that  as- 
signment I  was  in  charge  of  the  U.S.  Government's  international  policy  to  combat 
terrorism  (U.S.  State  Department's  Coordinator  for  Counter  Terrorism  1989-1991). 

I  am  of  the  firm  view  that  solid  and  consistent  policies,  good  intelligence,  proper 
coordination  and  preparation,  and  competent  operations  are  the  key  elements  in  de- 
fending our  nation  against  terrorists  and  organized  crime.  The  successes  we  have 
enjoyed,  and  there  have  been  many,  have  been  a  direct  consequence  of  good  coordi- 
nation and  teamwork 

When  terrible  incidents  occur,  such  as  the  recent  terrorist  bombings  in  Israel  or 
last  year's  horrific  attack  in  Oklahoma  City,  it  is  natural  and  appropriate  for  the 
American  people  to  ask  whether  or  not  the  U.S.  Government  is  doing  everything  in 
its  power  to  protect  its  citizens  and  help  other  democratic  nations  defend  them- 
selves. 

The  answer  to  this  question  in  my  judgment,  is  a  qualified  yes.  I  say  qualified 
because  I  am  concerned  that  people  have  the  mistaken  belief  that  there  is  a  magic 
technology  or  program  that  can  end  such  threats.  Simple  solutions  do  not  exist.  Our 
country  has  the  best  technology  and  most  highly  trained  security  personnel  in  the 
world.  We  surely  should  continue  working  to  develop  new  technologies,  especially 
explosive  detection  equipment,  and  ensure  that  we  have  sufficient  military,  intel- 
ligence, or  law  enforcement  personnel  dedicated  to  the  mission.  Yet,  if  we  are  to  re- 
main strong  to  meet  the  threat  of  terrorism  we  should  avoid  the  temptation  to 
throw  money  at  programs  and  focus  more  attention  on  ensuring  that  this  issue  is 
a  priority  for  our  national  leaders. 

What  is  the  Threat? 

The  threat  of  terrorism,  whether  domestic  or  international,  has  changed  fairly 
dramatically  since  I  worked  in  the  field  and  especially  over  the  last  3  years.  To  re- 
main strong,  we  must  constantly  assess  whether  we  are  doing  the  right  things  and 
how  we  are  organized  to  deal  with  the  threat. 

During  the  1980s  terrorism  was  fueled  in  large  measure  by  groups  linked  directly 
and  indirectly  to  the  former  Soviet  Union  and  countries  closely  aligned  with  it. 
Starting  in  1987  the  United  States  made  cracking  down  on  state  sponsors  of  terror- 
ism a  top  priority  of  its  counter  terrorism  policy.  Through  a  combination  of  diplo- 
macy, intelligence  operations,  military  strikes,  and  law  enforcement  we  made  sub- 
stantial gains  in  reducing  the  ability  of  outlaw  states,  such  as  Iraq,  North  Korea, 
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Cuba,  Syria,  and  Libya,  to  engage  in  terrorism.  Statistically,  we  have  seen  signifi- 
cant declines  in  the  number  of  active  terrorist  groups  and  in  the  number  of  inter- 
national and  domestic  terrorist  incidents.  As  well,  groups  such  as  the  Irish  Repub- 
lican Army  or  the  Basque  Terrorist  Organization  (BTA)  have  reduced  their  level  of 
activity.  Things  indisputably  are  better  today  than  they  were  in  the  mid-eighties 
when  we  saw  airplanes  blown  from  the  sky,  embassies  bombed,  and  ships  hijacked. 

Yet  citing  statistical  declines  offers  no  comfort  to  those  who  lost  loved  ones  in  ter- 
rorist bombings  in  Israel,  Argentina,  and  Oklahoma  City,  or  the  sarin  gas  attack 
in  Tokyo.  For  these  people  terrorism  is  a  terrible  reality.  It  is  a  reality  we  must 
remain  prepared  to  confront. 

In  my  opinion  we  are  witnessing  a  fairly  significant  shift  in  the  terrorist  threat. 
Ten  years  ago  there  were  six  states  actively  sponsoring  terrorist  acts.  Today  there 
are  seven  states  identified  as  sponsors  of  terrorism — Iran,  Iraq,  Libya,  Sudan,  Syria, 
Cuba,  North  Korea.  Fortunately  the  number  that  are  willing  and  able  to  aggres- 
sively promote  terrorism  has  declined.  Iran  is  the  prime  culprit,  continuing  to  fund 
and  harbor  vicious,  violent  terrorist  groups  such  as  Hamas  and  Hezbollah.  These 
groups  are  fueling  enormous  bloodshed  in  places  like  Algeria,  Egypt,  Israel,  Turkey, 
and  Pakistan. 

We  should  take  little  comfort  in  the  narrowing  of  the  threat  because  the  violence 
today  seems  less  predictable  and  more  dangerous.  I  am  referring  to  extremist 
groups  that  are  guided  by  millennial  expectations  and  which  cite  religion  as  jus- 
tification for  their  actions.  While  conventional  wisdom  unfairly  tars  Islam,  we  have 
seen  this  kind  of  terrorism  carried  out  in  the  name  of  Christianity,  Judaism,  and 
Buddhism.  We  have  seen  this  phenomena  with  the  Aum  Shinryko  in  Japan,  with 
the  IRA  in  Ireland,  with  Hamas  and  Kach  in  Israel,  and  with  the  Armed  Islamic 
Group  in  Algeria. 

What  do  we  Need  to  Meet  the  Threat1? 

The  foundation  of  our  counter-terrorism  policy,  which  was  erected  in  1986,  re- 
mains solid.  There  are  four  basic  pillars: 

1.  Intelligence  collection  and  analysis; 

2.  Law  enforcement  and  prosecution; 

3.  Diplomacy  and  coordination; 

4.  Operations  and  training. 

Although  we  generally  think  of  these  as  relevant  to  international  terrorism,  I  be- 
lieve we  should  also  use  these  principles  to  guide  our  approach  to  domestic  terror- 
ism. Collecting  information  on  terrorist  groups  is  an  essential  element  in  our  ability 
to  track  and  defeat  them.  We  need  to  identify  the  members  of  these  groups,  learn 
how  they  get  their  money  and  who  provides  them  with  training  and  support,  track 
their  capabilities,  and  preempt  their  plans.  The  task  goes  beyond  simply  gathering 
facts.  Raw  intelligence  also  must  be  assembled,  analyzed,  and  used  for  operational 
or  other  purposes.  The  process  is  the  same  whether  the  targets  are  Hezbollah  guer- 
rillas in  Lebanon  or  domestic  terrorists  in  the  U.S.  The  value  of  this  process  was 
illustrated  by  the  Tiny  Star  incident.  Tiny  Star  was  a  ship  used  by  Libya  in  plan- 
ning and  carrying  out  a  sea  borne  attack  against  Israel  in  1990.  We  learned  the 
details  of  the  operation  through  intelligence  methods,  but  we  used  this  information 
to  convince  skeptical  U.S.  allies  in  Western  Europe  to  toughen  sanctions  against 
Libya. 

Along  with  intelligence  we  must  have  law  enforcement.  Arresting,  prosecuting, 
and  incarcerating  terrorists  has  occupied  center  stage  for  U.S.  efforts  in  recent 
years.  Last  year,  for  example,  the  FBI,  working  in  tandem  with  the  State  Depart- 
ment and  the  CIA  captured  and  returned  to  the  United  States  the  alleged  master- 
mind of  the  World  Trade  Center  bombing.  In  addition,  Sheik  Abdul  Rahman  was 
convicted  as  part  of  a  conspiracy  to  commit  a  series  of  terrorist  acts  in  the  New  York 
City  area.  Using  law  enforcement  as  a  tool  to  implement  counter  terrorism  policy 
produces  several  benefits.  First,  I  believe  it  has  a  clear  deterrent  effect.  At  a  mini- 
mum it  sends  a  signal  to  all  terrorists  that  attacks  against  the  United  States  will 
not  go  unpunished,  and  that  if  identified  and  caught  they  will  personally  pay  the 
price.  Second,  it  provides  a  clear  demonstration  of  what  separates  us  from  terrorists. 
Our  goal  as  a  country  is  to  seek  justice  rather  than  vengeance.  When  we  afford  ter- 
rorists the  right  of  due  process  we  are  making  a  powerful  statement  to  our  citizens 
as  well  as  the  terrorists.  We  hold  them  accountable  for  their  actions. 

Finding  and  arresting  terrorists  outside  the  United  States  is  a  significant  under- 
taking. It  requires  the  permission  of  foreign  governments  and  coordination  among 
a  variety  of  agencies.  The  arrest  of  the  alleged  mastermind  of  the  World  Trade  Cen- 
ter bombing,  Ramsi  Yousef,  is  a  case  in  point.  The  U.S.  Government  first  learned 
of  his  whereabouts  thanks  to  a  collaborator  who  walked  into  our  Embassy  in  Paki- 
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stan.  Elements  of  several  U.S.  Government  agencies  were  involved  in  vetting  the 
information  provided  by  the  source  and  putting  in  place  an  operation  to  apprehend 
Yousef.  In  addition,  the  United  States  asked  for  and  received  the  full  assistance  of 
the  Government  of  Pakistan  to  arrest  and  extradite  Yousef.  This  type  of  coordina- 
tion and  cooperation  is  characteristic  of  what  happens  when  things  go  well.  But 
these  events  do  not  happen  of  their  own  accord.  It  takes  preparation  and  often  years 
of  work  to  put  the  mechanisms  in  place.  Securing  such  cooperation  is  the  nuts  and 
bolts  of  diplomacy. 

The  use  of  diplomacy  in  fighting  terrorists  encompasses  more  than  assisting  law 
enforcement.  It  includes  reaching  international  consensus  on  how  to  handle  issues 
ranging  from  aviation  security  to  tagging  explosives  to  imposing  sanctions  on  state 
sponsors.  Most  importantly,  it  involves  developing  and  implementing  policy  re- 
sponses to  terrorism  or  the  threat  of  it.  In  many  cases  we  know  beyond  a  reasonable 
doubt  who  the  terrorists  are  and  who  bankrolls  and  sponsors  them.  But,  we  have 
no  chance  of  ever  apprehending  or  trying  them  in  a  court  of  law.  Other,  sometimes 
aggressive,  responses  are  necessary. 

The  principle  of  diplomacy  and  coordination  also  is  relevant  to  counter-terrorism 
efforts  inside  the  United  States.  Interactions  between  Federal,  state,  and  local  offi- 
cials can  be  just  as  complicated  and  sensitive  as  any  operation  conducted  overseas. 
Because  of  Constitutional  protections  that  exist  within  the  United  States  ensuring 
proper  coordination  among  the  different  law  enforcement  agencies  can  play  a  critical 
role  in  whether  or  not  a  prosecutable  case  against  a  terrorist  can  be  obtained. 

Finally,  to  rein  in  terrorists  we  must  have  personnel  with  the  skills  to  detect  and 
stop  them.  At  the  Munich  Olympics  in  1972  the  world  learned  a  painful  lesson.  The 
German  Government,  despite  having  one  of  the  best  military  and  police  forces  in 
the  world,  were  unprepared  and  ill-equipped  to  deal  with  the  Black  September  ter- 
rorist group  that  stormed  the  Israeli  apartments  at  the  Olympic  complex.  As  a  re- 
sult of  that  experience  we  and  other  developed  nations  embarked  on  a  fairly  exten- 
sive campaign  to  develop  and  maintain  counter  terrorism  strike  forces  and  police 
SWAT  teams. 

We  enjoy  a  wealth  of  resources  in  the  United  States,  both  at  the  national  and 
state  level,  for  dealing  with  terrorists.  The  U.S.  military  special  operations  forces 
are  the  best  in  the  world  and  provide  the  President  with  enormous  capabilities  for 
dealing  with  a  variety  of  terrorist  contingencies.  Closer  to  home  we  have  seen  the 
remarkable  capabilities  of  state  and  local  agencies  to  handle  the  aftermath  of  terror- 
ist incidents  at  the  World  Trade  Center  and  the  Federal  Building  in  Oklahoma  City. 

While  we  have  excellent  capabilities  for  dealing  with  some  terrorist  contingencies 
we  are  sorely  lacking  on  other  fronts.  We  are  very  good  at  resolving  hostage  barri- 
cade situations  but,  fortunately,  these  have  become  increasingly  rare  occurrences. 
They  are  especially  scant  on  the  international  front.  One  of  the  critical  areas  where 
our  country's  readiness  is  lacking,  one  highlighted  by  this  committee  in  a  previous 
hearing,  is  our  ability  to  handle  a  chemical  or  biological  attack  domestically.  The 
U.S  military  is  equipped  and  organized  to  deal  with  this  outside  the  United  States 
but  internally  we  are,  in  my  judgment,  ill-prepared.  Another  area  where  more  is 
needed  is  explosives  detection  equipment  that  works  reliably  and  efficiently  at  com- 
mercial airports. 

What  are  the  Problems  ? 

The  four  general  areas  I  have  highlighted  above  represent  a  formidable  package 
to  prevent  and  deter  terrorism  if  used  in  a  focused  coordinated  way.  Unfortunately 
there  are  some  significant  obstacles  that  hinder  the  cooperation  and  coordination  of 
these  elements.  I  see  three  key  areas  of  weakness  that,  if  left  uncorrected,  make 
this  country  very  vulnerable  to  terrorists  and  hamper  our  ability  to  detect: 

1.  Sharing  information  between  intelligence  and  law  enforcement; 

2.  Obtaining  and  recognizing  critical  intelligence  on  internationally  based 
groups  that  are  operating  within  the  United  States; 

3.  Conducting  multi-agency  operations; 

The  different  missions  of  the  intelligence  community  and  the  law  enforcement 
community  create  a  natural  friction  that  makes  it  difficult  to  fully  exploit  the  infor- 
mation that  each  collects  about  the  activities  and  plans  of  terrorist  groups.  The  in- 
telligence community  enjoys  the  luxury  of  being  able  to  gather  information  without 
having  to  worry  about  it  meeting  evidentiary  standards  for  use  in  a  court  case  in 
a  U.S.  jurisdiction.  While  the  CIA  and  other  intelligence  organizations  face  some 
constraints  in  collecting  information  internationally,  e.g.  not  targeting  U.S.  citizens 
unless  there  is  clear  evidence  that  the  person  is  involved  in  terrorist  or  narcotics 
activities,  the  only  real  limitations  are  those  imposed  by  the  quality  of  the  informa- 
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tion.  The  intelligence  collected  is  dictated  primarily  by  requirements  established 
through  a  comprehensive  inter-agency  process. 

The  FBI,  although  it  considers  itself  part  of  the  intelligence  community,  is  an  in- 
vestigative law  enforcement  organization.  The  information  it  collects  must  be  part 
of  an  open  case  that  is  intended  to  lead  ultimately  to  the  arrest  and  trial  of  the 
suspects.  Because  of  its  concerns  about  how  information  is  handled — improper  han- 
dling could  cause  a  good  case  to  be  thrown  out  in  court — the  Bureau  has  exercised 
extreme  caution  in  sharing  this  information. 

Unfortunately  the  legal  constraints  placed  on  it,  and  the  FBI's  natural  caution 
have  created  a  situation  in  which  valuable  intelligence  often  is  not  in  the  hands  of 
the  intelligence  community.  There  is  strong  concern  among  intelligence  profes- 
sionals about  the  lack  of  information  flow  from  the  FBI  and  other  law  enforcement 
agencies  to  the  intelligence  community. 

This  is  an  issue  that  goes  beyond  bureaucratic  turf  battles.  We  must  find  a  way 
to  bridge  the  gap  between  the  way  law  enforcement  agencies  and  intelligence  agen- 
cies view  their  respective  tasks  and  collect  and  handle  information.  The  law  enforce- 
ment agencies  are  very  good  at  investigating  cases  and  bringing  them  to  trial  but 
lack  expertise  and  analytical  perspective  that  the  national  intelligence  agencies  can 
bring  to  bear  on  issues.  A  good  example  is  the  fact  that  the  law  enforcement  commu- 
nity had  information  about  Aum  Shinryko  activities  in  the  U.S.  to  acquire  material 
for  chemical  warfare  but  did  not  have  a  system  in  place  for  flagging  this  as  a  poten- 
tial threat.  That  information  never  made  its  way  into  the  hands  of  the  intelligence 
analysts  who  were  better  prepared  to  assess  it  and  bring  it  to  the  attention  of  policy 
makers. 

Related  to  the  problem  of  sharing  information  is  the  more  difficult  issue  of  track- 
ing international  terrorists  who  move  their  operations  to  the  United  States.  There 
is  a  clear  demarcation  at  the  water's  edge.  Notwithstanding  the  Hollywood  myth  of 
intelligence  agencies  acting  unfettered  within  the  United  States,  the  reality  is  quite 
different.  The  CIA  operates  overseas  and  the  FBI  is  in  control  domestically.  In  my 
view  this  is  as  it  should  be,  but  we  need  to  have  a  broader  view  than  we  have  about 
groups  and  individuals  operating  domestically. 

The  FBI  and  other  law  enforcement  agencies  collect  information  in  field  offices  or, 
when  there  is  an  attack  against  Americans  overseas,  through  the  agents  dispatched 
to  investigate  the  crime  scene.  FBI  analysts  spend  most  of  their  time  servicing  the 
needs  of  the  Special  Agents  in  Charge  in  the  field  rather  than  combing  through  the 
information  that  is  collected  in  case  reports  for  strategic  intelligence.  At  present 
there  is  neither  the  incentive  nor  system  in  place  to  routinely  generate  intelligence 
that  could  be  used  to  warn  policy  makers  about  developing  threats,  such  as  groups 
like  Aum  Shinryko. 

I  recognize  that  putting  in  place  a  system  to  collect  and  analyze  domestic  intel- 
ligence in  the  manner  the  rest  of  the  intelligence  community  does  raises  some  legiti- 
mate constitutional  and  civil  rights  concerns.  I  am  not  suggesting  trampling  on  the 
rights  of  our  citizens..  However,  our  current  system  is  clearly  inadequate.  Inter- 
national terrorist  groups  exploit  loopholes  in  our  laws  that  essentially  makes  them 
untouchable. 

The  final  problem  I  see  on  the  horizon,  particularly  with  respect  to  our  domestic 
readiness,  is  the  training  and  preparation  to  conduct  multi-agency  operations.  On 
the  international  front  our  counter  terrorist  forces  regularly  plan  and  conduct  exer- 
cises with  other  departments,  such  as  the  Department  of  State,  the  Department  of 
Energy,  the  Federal  Aviation  Administration,  and  the  CIA.  These  exercise  programs 
serve  several  purposes.  First,  they  give  the  agencies  a  chance  to  test  their  readiness 
to  handle  future  contingencies.  Second,  they  allow  the  various  departments  and 
forces  to  become  familiar  with  each  other  and  to  learn  how  to  coordinate  and  work 
together  under  a  stressful  situation.  In  my  experience  you  cannot  wait  until  an  inci- 
dent occurs  to  figure  out  how  you  will  collectively  respond.  Finally,  these  kinds  of 
exercises  flag  problems  and  conflicts  that  require  a  solution  while  there  is  still  time 
to  fix  them. 

To  my  knowledge  we  do  not  have  such  a  system  in  place  to  prepare  a  coordinated 
response  to  domestic  events.  This  is  not  to  say  there  have  been  no  exercises — there 
have  been.  My  concern  is  that  we  do  not  see  the  type  of  planning  and  exercising 
domestically,  among  multiple  agencies  and  jurisdictions  at  the  state  and  federal 
level  that  will  truly  prepare  us  to  handle  the  unexpected. 

How  Do  We  Make  the  System  Work? 

As  I  said  at  the  outset  there  is  no  magic  bullet  or  program  that  can  get  this  coun- 
try fully  prepared  to  face  potential  threats.  But  I  do  believe  that  there  are  some 
practical  steps  we  could  take  that  would  improve  our  nation's  overall  level  of  readi- 
ness. First,  national  leaders  must  make  preparing  for  terrorism  and  putting  in  place 
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coordination  mechanisms  a  national  priority.  The  direction  for  taking  this  kind  of 
action  must  come  from  the  President  and  from  the  Governors  of  the  50  states.  It 
is  foolish  to  think  you  can  legislate  away  turf  battles.  As  long  as  you  have  different 
agencies  and  departments  you  will  have  different  missions  and  conflicts  over  who 
does  what. 

The  second  recommendation  is  to  clarify  who  is  in  charge  of  different  parts  of  the 
process  and  assign  clearly  defined  missions.  There  must  be  accountability  built  in 
to  this  process.  You  should  not  simply  commission  one  or  more  departments  to  han- 
dle a  potential  threat,  such  as  thwarting  chemical  and  biological  terrorism,  without 
also  ensuring  that  they  are  required  to  give  an  account  of  their  efforts. 

Third,  we  should  look  at  putting  in  place  new  mechanisms  to  bridge  the  gaps  be- 
tween the  domestic  and  international  arenas.  Ultimately  such  a  mechanism  should 
probably  reside  in  the  White  House  rather  than  being  put  in  one  of  the  major  de- 
partments. These  mechanisms  should  address  procedures  to  share  intelligence  infor- 
mation and  to  conduct  planning  and  training  for  multi-agency  crisis  response. 

Finally,  I  believe  that  policy  offices  for  combating  terrorism,  whether  domestic  or 
international,  should  have  the  budget  authority  to  match  resources  to  policies. 
Under  the  current  system  there  is  no  such  thing  as  budget  item  for  counter  terror- 
ism policy,  either  domestic  or  international  I  think  we  are  poorly  served  as  a  nation 
by  relying  on  an  ad  hoc  system  of  budgeting  money  to  deal  with  this  problem.  We 
should  consider  instead  a  more  disciplined  approach  where  we  identify  needs  and 
policies  and  clearly  define  required  to  meet  these. 

Let  me  reiterate  in  closing  that  I  remain  relatively  optimistic  about  our  national 
capabilities  to  combat  terrorism.  Prevention  and  preparation  can  pay  important 
dividends  when  the  unexpected  occurs.  I  want  to  thank  this  committee  for  taking 
the  time  to  explore  this  issue  and  for  working  to  ensure  the  safety  and  well  being 
of  the  citizens  of  the  United  States. 

Senator  NuNN.  Mr.  Sewell,  we  are  delighted  to  have  you  here. 
You  have  a  sense  of  history  about  this  entire  problem.  You  have 
been  one  of  our  real  leaders  and  we  are  proud  to  hear  what  is  on 
your  mind  and  any  suggestions  you  have. 

TESTIMONY  OF  DUANE  C.  SEWELL,  FORMER  ASSISTANT  SEC- 
RETARY, U.S.  DEPARTMENT  OF  ENERGY,  AND  ORIGINATOR 
OF  THE  NUCLEAR  EMERGENCY  SEARCH  TEAM  CONCEPT 

Mr.  Sewell.  First,  I  want  to  commend  you,  Senator  Nunn,  and 
Senator  Lugar  and  other  members  of  the  Committee  for  holding 
these  hearings.  I  think  one  of  the  key  things  that  needs  to  be  done 
is  to  educate  the  people  in  this  country  of  the  possibility,  in  the 
first  place,  of  these  events  happening  with  these  weapons  of  mass 
destruction,  and  secondly  not  to  go  into  a  complete  panic  if  and 
when — and  it  is  really  when  in  my  mind — we  are  faced  with  a  seri- 
ous disaster  of  this  kind. 

I  look  at  this  business  of  the  New  York  bombing  of  the  Trade 
Center,  and  people  were  telling  me  today  and  I  observed  there  was 
very  little  furor  over  that  in  this  country.  It  was  interesting  for  a 
day  or  two  and  then  the  interest  turns  to,  "what  is  the  headline 
for  the  next  day,"  and  not  much  feeling  of,  "my  gosh,  this  could 
happen  here  and  what  would  I  do  if  I  was  caught  in  such  a  situa- 
tion?" 

Let  me  comment,  I  have  seen  over  100  nuclear  weapons  explode 
and  I  will  tell  you,  every  time  I  have  seen  one  it  puts  an  empty 
feeling  in  the  pit  of  my  stomach.  They  really  scare  you;  they  are 
big.  You  look  at  New  York,  for  example,  a  few  pounds  of  explosive 
and  the  damage  it  did;  the  same  is  true  of  Oklahoma  City. 

A  lot  of  people  now  think,  as  far  as  I  can  tell — they  talk  about 
one  kiloton;  well,  it  is  only  one.  That  is  2  million  pounds  of  high- 
explosive  equivalent  and  that  can  really  do  a  lot  of  damage.  There 
would  have  been  hundreds  of  thousands  of  people  killed  in  New 
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York  City  if  that  had  been  even  a  small  nuclear  weapon.  The  peo- 
ple of  this  country,  I  think,  have  to  realize  that  and,  God  help  us, 
plan  for  it  because  I  think  between  now  and  the  year  2000  we  have 
a  high  probability  of  seeing  one  of  those  go  off  in  this  country.  This 
probability  is  increasing  every  day  with  the  availability  of  nuclear 
materials  that  seem  to  be  increasing  with  time,  and  the  attitude 
of  the  terrorists  which  has  gone  from  one  of  extortion  to  one  of  re- 
venge or  disruption  and  not  caring  how  many  hundreds  of  thou- 
sands or  millions  of  people  they  kill.  That  is  one  of  the  reasons  I 
am  so  interested  in  seeing  this  progress,  and  I  really  commend  you 
gentlemen  for  bringing  this  up. 

The  question  that  was  raised  here  a  moment  ago  of  training  and 
putting  together  a  group  of  people — I  think  NEST  in  the  Depart- 
ment of  Energy  has  done  very  well  at  bringing  together  those  peo- 
ple with  the  disciplines  that  are  required  to  analyze  and  handle  the 
technical  part,  but  they  also  put  together  a  good  communications 
system.  Now,  granted,  it  didn't  work  as  well  as  it  should  in  Mirage 
Gold.  I  think  a  lot  of  agencies  of  the  Government  learned  a  lot  from 
that.  I  know  the  FBI  did  and  has  taken  some  action.  Some  other 
agencies  have,  too. 

These  exercises  and  the  capability  to  carry  them  off  should  be  on 
a  more  frequent  basis — I  think  a  major  exercise  ought  to  be  carried 
off  at  least  once  every  2  years  and  the  minor  exercises  ought  to  be 
on  a  schedule  of  several  per  year.  The  DOE  has  started  on  some 
of  the  minor  exercises,  but  the  major  ones  cost  so  much  money  that 
there  just  aren't  the  resources  there  to  handle  them  frequently. 

The  capability  of  NEST  was  originally  set  up  to  go  out  and  pick 
up  the  remains  of  bomber  crashes  when  we  were  flying  nuclear  ex- 
plosives around  the  country  in  the  mid-part  of  this  century,  to  one 
that  has  gone  now,  to  find  and  disarm,  a  terrorist  nuclear  explo- 
sive. Today,  with  the  new  attitude  of  the  terrorist,  to  act  without 
notice  NEST  would  be  asked  after  the  fact,  to  assist  and  guide  the 
emergency  activities. 

I  believe  that  NEST  has  the  capability  of  doing  those  latter  two. 
The  coordination  and  communication  has  been  carefully  thought 
out  by  that  group,  and  it  didn't  work  as  well  as  it  should,  obvi- 
ously, in  Mirage  Gold,  but  it  worked  to  a  certain  extent  and  people 
were  impressed  that  they  need  to  have  better  coordination.  Cer- 
tainly, that  is  one  of  the  reasons  I  believe  the  FBI  has  taken  the 
action  that  it  has. 

The  question  of  what  to  do  about  it  as  far  as  the  future — the  first 
thing  you  have  to  recognize  is  that  you  must  have  a  capability  in 
any  of  these  high-tech  weapons  of  handling  them.  The  nuclear  ex- 
plosive is  pretty  well  described,  I  believe,  as  Senator  Lugar  men- 
tioned, so  that  people  are  capable,  if  they  can  get  the  material,  of 
creating  a  nuclear  yield. 

But  if  you  are  going  to  go  out  and  handle  either  the  situation  be- 
fore one  goes  off,  and  even  afterwards,  it  takes  a  good-sized  group 
of  trained  people,  scientists  in  nuclear  physics,  and  chemistry.  That 
is  dwindling  today,  and  that  worries  me.  That  is  one  of  my  greatest 
worries.  Either  through  the  cutback  in  the  weapons  program,  the 
downsizing  that  has  gone  on  there  in  the  nuclear  weapons  pro- 
gram, or  just  plain  retirements  and  deaths  of  those  people — many 
of  them  are  getting  along  in  years — evidence  sitting  before  you 
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here — and  are  dropping  out  of  the  picture.  It  is  important  that  a 
training  program,  which  was  emphasized  by  my  colleague  on  the 
right  here,  is  important. 

What  does  that  mean?  Well,  I  believe  it  means  that  you  are 
going  to  have  exercises  that  require  the  handling  high  explosives, 
certainly  going  that  far,  and  probably  the  Nevada  test  site  is  the 
only  place  that  that  can  be  handled  very  conveniently  today,  but 
you  have  got  to  have  hands  on  experience. 

The  other  thing  you  have  to  do — and  I  notice,  Senator  Nunn, 
that  you  mentioned  that  in  your  October  31  meeting  of  last  year 
that  you  need  to  do  research  and  development  because  certainly  we 
don't  have  all  the  capabilities  today  that  I  think  we  should  have 
and  I  think  we  could  have.  But  it  is  going  to  take  investment  in 
R&D  and,  as  you  said,  concentrating  on  that  to  improve  the  details 
it  is  something  that  isn't  for  sure  going  to  pay  off,  but  I  feel  con- 
fident it  will.  You  can't  say  where  it  is  going  to  pay  off,  but  I  feel 
confident  it  will  if  you  have  good  people,  trained  people,  profes- 
sional people  thinking  about  the  problem. 

Let  me  give  you  an  example  of  that.  Back  in  the  early  days  when 
we  first  started  the  NEST  concept  in  the  1960's,  there  occurred  the 
Thule  accident.  Many  of  you,  1"  am  sure,  remember  this  event 
where  a  bomber  carrying  four  thermonuclear  explosives  on  it,  one 
of  our  bombers,  crashed  in  Thule  in  northern  Greenland  in  the 
middle  of  winter.  We  were  sitting  here  and  said,  all  right,  what  are 
we  going  to  do  about  it;  what  are  we,  the  country,  going  to  do  about 
it. 

It  turned  out  at  that  time  in  the  NEST  R&D  program  that  we 
had  going  there  were  two  models  of  new  instruments  for  detecting 
plutonium  that  would  work  much  better  than  anything  we  had  at 
that  time.  We  quickly  winterized  those  so  that  they  would  operate 
at  50,  60  degrees  below  zero  and  sent  them  up  to  Thule  with  a  cou- 
ple of  technicians,  and  in  24  hours  they  had  the  plutonium  con- 
tamination laid  out  so  that  we  could  effectively  take  action. 

It  turned  out  that  one  of  the  Danish  people  that  was  there  for 
their  government,  a  scientist,  came  to  me  when  that  was  going 
on — and  incidentally  it  would  have  taken  many  days  or  weeks  to 
do  it  with  the  instruments  that  we  had  if  we  hadn't  had  the  new 
instrument.  He  came  to  me  and  said,  Duane,  you  realize  you  really 
saved  an  international  crisis  here  with  that  instrument  because 
we,  the  Danish  Government,  were  about  ready  to  blow  the  whistle 
on  the  U.S.  Government  because  we  knew  you  couldn't  find  that 
stuff  in  any  short  time.  That  is  the  type  of  thing  that  can  come  out 
where  you  can  make  big  advances  with  R&D,  and  big  advances  are 
certainly  open,  I  believe,  in  the  NEST  program  today  as  far  as  de- 
tection and  as  far  as  being  able  to  desensitize  or  disarm  a  nuclear 
explosive.  But  we  need  more  work  in  that  area  and  it  takes  more 
resources  to  do  that. 

The  R&D  also  does  another  thing.  If  you  are  going  to  bring  tech- 
nical people  into  the  NEST  program,  they  are  not  going  to  sit  on 
their  hands  and  wait  until  somebody  calls  when  you  have  an  inci- 
dent. You  have  to  have  something  useful  and  important  for  them 
to  do.  The  R&D  program,  I  think,  can  fulfill  that  so  that  you  can 
both  attract  and  keep  quality  people  ready  to  face  a  situation. 
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Finally,  of  course,  the  resources  are  needed  for  this  and  my  feel- 
ing is  they  are  woefully  short.  It  is  going  to  take  probably  a  factor 
of  5  to  10  to  make  a  major  difference  in  the  capability  and  achieve 
the  capability  that  the  country  needs.  I  recognize  you  can't  just 
throw  money  at  everything,  but  when  it  comes  down  to  the  final 
bottom  line  the  money  that  you  have  available  is  pretty  much  the 
regulating  factor  as  to  the  capability  that  you  have. 

I  thank  you  very  much,  Mr.  Chairman,  for  inviting  me  to  appear 
before  this  Committee.  As  you  can  see,  I  feel  strongly  about  this. 

Senator  NUNN.  Thank  you  very  much,  Mr.  Sewell,  for  your  years 
of  splendid  service  and  for  your  testimony  here  this  morning.  We 
appreciate  it  very  much. 

[The  prepared  statement  of  Mr.  Sewell  follows:] 

PREPARED  STATEMENT  OF  DUANE  C.  SEWELL 

It  is  a  privilege  for  me  to  appear  before  this  committee.  I  want  to  commend  the 
Honorable  Senator  William  V.  Roth  and  the  Honorable  Senator  Sam  Nunn  for  con- 
tinuing the  examination  of  the  threat  proposed  by  the  proliferation  of  weapons  of 
mass  destruction.  I  consider  this  to  be  one  of  the  gravest  threats  to  our  nation 
today. 

Since  most  of  you  do  not  know  me  I  will  give  you  some  background  on  my  experi- 
ence. I  started  in  the  nuclear  field  in  1940  just  a  year  after  nuclear  fission  was  dis- 
covered. As  a  graduate  student  at  the  University  of  California  Berkeley  I  started 
working  for  Professor  Ernest  O.  Lawrence,  the  inventor  of  the  Cyclotron.  When  the 
United  States  entered  World  War  II  in  1941  I  went  to  work  on  the  development  of 
a  process  to  separate  Uranium  235  from  natural  Uranium.  This  became  part  of  the 
Manhattan  Project  to  develop  a  nuclear  weapon.  I  remained  on  that  project  until 
the  end  of  the  war  in  1945  working  first  at  Berkeley,  CA  and  later  at  Oak  Ridge, 
TN. 

Then,  it  was  back  to  Berkeley  where  Ernest  Lawrence  asked  me  to  manage  the 
assembly  and  the  initial  start  up  of  the  184"  cyclotron.  In  1952  Ernest  asked  Her- 
bert York  and  me  to  join  Edward  Teller  and  a  small  group  to  start  a  branch  labora- 
tory at  Livermore,  CA.  Herb  took  care  of  the  scientific  side  of  the  new  lab  and  I 
managed  the  engineering/technician,  and  supporting  operations  including  safety  and 
nuclear  weapons  testing.  As  the  new  laboratory  became  more  involved  in  nuclear 
weapons  design  it  became  apparent  that  we  needed  a  capability  to  deploy  rapidly 
a  team  that  could  handle  accidents  involving  nuclear  warheads.  We  developed  such 
a  capability  in  the  early  1960's  and  deployed  our  mobile  laboratories  and  a  team 
of  experts  to  Thule,  Greenland  in  1968  to  assist  in  the  clean  up  that  was  required 
after  a  U.S.  Air  Force  bomber  crashed  with  four  thermonuclear  bombs  on  board. 
This  concept  later  grew  into  the  U.S.  Nuclear  Emergency  Search  Team  (NEST)  ca- 
pability which  today  is  the  responsibility  of  the  Department  of  Energy.  Since  then 
NEST  has  been  deployed  a  number  of  times. 

In  1978  I  resigned  as  Deputy  Director  of  the  Lawrence  Livermore  National  Lab- 
oratory to  fulfill  a  request  by  the  administration  to  accept  the  position  of  Assistant 
Secretary  for  Defense  Programs  in  the  newly  formed  Department  of  Energy.  After 
resigning  from  that  position  in  1981  I  ran  my  own  consulting  business  until  1989 
when  I  was  asked  by  the  Director  of  the  Livermore  Laboratory  to  once  again  become 
Deputy  Director.  In  1993  I  retired  from  the  Laboratory  and  went  back  to  my  own 
consulting  business. 

This  last  year  I  was  asked  by  the  Department  of  Energy  to  chair  a  team  to  assess 
the  readiness  of  the  Nuclear  Emergency  Search  Team  (NEST)  to  perform  its  in- 
tended function  in  case  of  an  emergency.  I  commend  the  Department  for  having  the 
foresight  and  willingness  to  examine  itself  in  a  forthright  manner.  Following  was 
the  charter  of  this  assessment  (followed  by  a  summary  statement  of  the  findings): 

•  Assess  the  strong  and  weak  points  of  the  program 

The  main  strength  of  the  program  is  the  group  of  dedicated  and  weapons 
knowledgeable  volunteers  who  are  committed  to  the  program.  The  weak 
point  is  the  dwindling  number  of  them  resulting  from  retirements  and 
deaths.  Also,  there  is  not  a  "pipeline"  of  younger  people  being  trained  in  the 
weapons  laboratories  to  fill  the  vacancies  because  of  downsizing  of  the 
weapons  development  program  and  because  of  limited  resources  to  devote 
to  training  and  full  scale  practice  exercises. 
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•  Determine  the  current  capability  of  NEST  to  respond  to  nuclear  incidents 

Currently  there  is  the  capability  to  field  in  a  few  hours  a  team  of  experts 
with  their  specialized  instruments  and  communication  systems. 

•  Assess  the  problems  and  strengths  of  the  technical  functions  of  the  NEST  pro- 
gram 

There  are  some  problems  which  require  further  research  and  development 
to  improve. 

•  Evaluate  the  management  structure 

An  appropriate  management  and  command  structure  is  defined,  however  it 
is  not  clear  how  well  it  will  function  under  stressful  field  condition  when 
field  actions  requiring  approval  at  national  command  level  could  have  far 
reaching  consequences. 

•  Assess  the  problems  and  strengths  of  the  interagency  agreements  and  postures 
of  the  NEST  program 

The  continued  absence  of  interagency  agreements  between  the  Department 
of  Energy  and  the  Federal  Bureau  of  Investigation  (FBI),  the  Department 
of  Defense  (DOD,  the  Department  of  State  (DOS)  and  others  has  been  and 
continues  to  be  a  deterrent  in  the  development  of  more  effective  working 
relationships  at  the  field  level. 

•  Evaluate  the  NEST  mission  today  and  in  the  future  based  upon  trends  in  na- 
tional and  international  events. 

The  mission  statement  in  effect  today  is  appropriate  for  the  present  and 
foreseeable  future.  It  requires  the  NEST  to  assist  the  FBI  in  the  conduct, 
direction,  and  coordination  of  search  and  recovery  operations  for  nuclear 
materials,  weapons  or  devices;  to  assist  in  the  identification  and  deactiva- 
tion of  an  Improvised  Nuclear  Device  or  a  Sophisticated  Improvised  Explo- 
sive Device,  and  to  render  advice  on  radiation  and  damage  probabilities  in 
the  event  of  a  detonation  of  such  a  device.  Also,  NEST  is  required  to  sup- 
port the  FBI  and  the  DOD  to  deal  with  Sophisticated  Improvised  Explosive 
Devices.  NEST  is  to  provide  the  same  level  of  technical  support  to  the  DOS 
as  requested  for  any  of  these  incidents  occurring  outside  the  United  States. 

•  Determine  whether  the  NEST  Program  is  properly  structured  and  prepared  to 
respond  effectively  to  the  changing  conditions. 

In  view  of  the  national  and  international  importance  of  the  NEST  program 
and  the  consequences  of  the  detonation  of  a  device  containing  some  form 
of  nuclear  material,  the  field  organizations  should  accelerate  research  and 
development  aimed  at  correcting  the  existing  technical  limitations. 

Since  our  assessment  was  completed  in  July  of  1995  I  have  heard  that  the  DOE 
is  in  the  process  of  making  changes  based  on  our  findings.  I  commend  them  for  tak- 
ing decisive  action  to  strengthen  the  NEST  program.  Also,  it  was  encouraging  to 
hear  that  the  DOE  has  decided  to  keep  the  NEST  program  as  part  of  the  overall 
nuclear  weapons  program.  I  believe  it  strengthens  both  programs  to  keep  them 
closely  associated. 

In  view  of  the  spread  of  ruthless  terrorism  in  today's  world,  I  am  convinced  that 
it  is  necessary  for  the  United  States  to  maintain  and  strengthen  the  NEST  capabil- 
ity. In  my  judgment  the  only  way  to  maintain  it  is  through  the  development  and 
support  of  a  system  that  creates  a  cadre  of  experts  plus  an  adequate  stream  of  re- 
placements. These  people  must  have  a  knowledge  of  nuclear  physics  and  chemistry 
particularly  as  it  relates  to  nuclear  explosives.  To  achieve  this  it  is  important  to 
keep  the  NEST  program  closely  associated  with  the  nuclear  weapons  program.  Also, 
a  sophisticated  training  program  must  be  developed  to  achieve  the  desired  results. 
This  training  program  requires  frequent  realistic  field  deployment  exercises.  It 
should  include  one  major  exercise  every  two  years  and  several  "no  notice"  partial 
call  outs  every  year.  Additional  resources  are  needed  annually  if  this  overall  pro- 
gram is  to  be  achieved. 

Also,  there  will  be  a  requirement  to  develop  a  program  that  will  keep  the  quality 
people  interested  in  and  committed  to  the  program.  These  people  cannot  just  sit  on 
their  hands  waiting  to  be  called  into  a  NEST  action.  They  must  be  kept  employed 
doing  useful  and  important  work.  In  the  past  this  has  been  accomplished  through 
the  nuclear  weapons  development  and  testing  program.  With  the  downsizing  in  this 
program  that  can  no  longer  be  relied  upon.  Fortunately,  there  is  a  need  for  research 
and  development  (R&D)  to  strengthen  the  NEST  program  that  I  believe  will  fulfill 
this  requirement.  This  R&D  program  should  be  structured  to  look  for  ways  to  re- 
solve or  mitigate  known  technical  limitations  that  exist  in  the  NEST  program  today. 
There  is  a  good  example  of  how  this  type  of  R&D  program  paid  off  in  the  past.  It 
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occurred  in  1968  at  the  time  of  the  Thule  bomber  crash.  A  new  instrument  for  the 
detection  of  plutonium  was  being  developed.  There  were  two  crude  models  of  this 
on  the  laboratory  bench  when  the  accident  occurred.  They  were  quickly  "winterized" 
to  operate  in  extreme  cold  and  sent  to  the  crash  site  along  with  skilled  technicians. 
This  enabled  the  U.S.  to  plot  quickly  the  location  of  the  plutonium  contamination. 
This  job  was  accomplished  in  24  hours  which  otherwise  would  have  required  many 
days  to  complete  with  the  instruments  that  existed  at  the  time.  Although  it  cannot 
be  guaranteed,  I  am  optimistic  that  with  proper  support,  skilled  people  can  accom- 
plish similar  achievements,  today. 

In  summary:  the  NEST  program  should  be  maintained;  new  young  technical  ex- 
perts must  be  acquired  for  an  ongoing  program;  an  R&D  program  to  develop  new 
Erogram  capabilities  must  be  expanded  to  improve  the  technical  capabilities  and  to 
eep  quality  people  committed  to  the  program;  and,  resources  must  be  provided  to 
accomplish  the  foregoing  without  diminishing  the  support  for  the  important  nuclear 
Stockpile  Stewardship  and  Management  Program. 

Senator  Nunn.  Dr.  Richardson,  we  are  delighted  to  have  you 
here  this  morning.  We  will  look  forward  to  your  comments. 

TESTIMONY  OF  BILL  RICHARDSON,  FORMER  DEPUTY 
ASSISTANT  TO  THE  SECRETARY,  DEPARTMENT  OF  DEFENSE 

Mr.  Richardson.  Thank  you,  Mr.  Chairman.  As  you  know,  I 
have  spent  most  of  life  in  chemical  and  biological  defense.  As  you 
said  earlier  this  morning,  that  has  pretty  much  been  oriented  to- 
ward military  chemical  and  biological  defense. 

My  objective  today  is  to  recommend  a  means  of  focusing  Depart- 
ment of  Defense  technical  expertise  to  better  address  the  threat  of 
chemical  and  biological  agent  use  by  terrorists  against  U.S.  citi- 
zens. Essentially,  I  am  going  to  make  a  sort  of  a  sales  pitch  to  you. 
Last  week,  Dr.  John  Deutch  told  you  that  we  are  very  poorly  pre- 
pared for  the  use  of  chemical  and  biological  agents  by  terrorists.  I 
would  add  four  points  to  that. 

Most  of  what  I  see  being  done  on  this  problem  at  the  Federal 
level  addresses  what  we  do  most  easily,  not  what  most  needs  to  be 
done.  I  don't  mean  to  depreciate  the  efforts  that  are  ongoing.  They 
are  valuable,  but  I  think  I  could  take  any  layman  in  the  street,  talk 
to  him  5  minutes,  and  come  up  with  a  priority  list  that  would  be 
somewhat  different  than  what  we  have  been  working. 

Some  of  what  is  portrayed  as  systematic  and  planned  is  really 
ad  hoc  and  makeshift.  Probably  the  biggest  thing  that  you  haven't 
heard  anything  on  this  morning  is  we  do  have  extensive  assets  we 
have  already  paid  for,  which  you  do  not  have  to  buy  again,  which 
you  could  not  buy  again  if  you  wanted  to,  and  we  can  make  use 
of  those  assets.  By  leveraging  those  assets,  you  can  make  imme- 
diate, significant  improvement. 

I  want  to  give  you  two  quotations.  First,  recently  I  heard  a  Mont- 
gomery County,  Maryland,  fire  chief  say,  "We  simply  are  not  pre- 
pared. We  have  neither  the  training  nor  the  resources.  If  we  had 
the  resources,  we  wouldn't  know  how  to  use  them.  I  worry  that  our 
first  responders  will  become  victims  rather  than  rescuers."  That 
was  said  2  weeks  ago  in  testimony  to  the  House  National  Security 
Committee. 

Now,  let  me  give  you  a  second  quotation.  "The  potential  applica- 
tion of  new  technologies,  whether  chemical,  biological  or  nuclear, 
requires  that  local  officials  be  familiar  with  the  basic  characteris- 
tics of  these  technologies.  This  knowledge  is  necessary  to  permit 
preliminary  identification  and  assessment  of  the  nature  of  the  at- 
tack. Local  officials  should  be  trained  in  procedures  and  mecha- 
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nisms  for  responding  to  high-technology  attacks.  Immediate  local 
actions  and  countermeasures  should  be  taught  on  a  recurring  basis, 
updating  training  as  new  characteristics  of  that  type  of  terrorism 
are  discovered  and  new  procedures  are  formulated."  The  remark- 
able thing  about  that  quote  is  it  comes  from  this  report  which  was 
done  20  years  ago  in  1976.  The  subject  of  that  report  is  virtually 
the  same  subject  as  this  hearing.  So,  you  know,  you  can  say  we  are 
creeping  up  on  the  problem.  [Laughter.] 

Mr.  Richardson.  What  I  am  submitting  to  you  today  is  a  way 
to  address  that  problem.  I  see  it  having  these  key,  salient  features. 
First,  it  has  no  posse  comitatus  implications  and  it  requires  no 
change  in  law.  It  requires  no  change  in  working  arrangements 
among  Federal,  State  and  local  agencies.  It  is  unobtrusive,  but  it 
will  have  deterrent  value  if  you  give  it  publicity.  It  can  help  define 
those  early  responder  equipment  needs  that  were  alluded  to  ear- 
lier. It  requires  a  philosophy  that  it  is  acceptable  to  provide  DOD 
technical  C/B  defense  support  to  civil  defense,  as  well  as  military 
defense.  It  requires  specific  mission  assignment  and  moderate 
funding. 

The  Department  of  Defense  has  been  addressing  C/B  defense  for 
80  years.  It  started  in  World  War  I.  More  than  $500  million  a  year 
over  the  last  15  years 

Senator  Nunn.  Just  so  everyone  will  know,  C/B  is  chemical/bio- 
logical. 

Mr.  Richardson.  I  am  sorry.  I  come  out  of  a  world  filled  with 
acronyms. 

Senator  Nunn.  Right.  That  includes  chemical  and  biological 
when  you  use  the  term  "C/B." 

Mr.  Richardson.  Exactly.  We  have  spent  more  than  $500  million 
a  year  in  that  area  over  the  last  15  years,  and  of  that  $500  million 
over  $200  million  has  been  in  R&D.  In  DOD,  there  are  two  organi- 
zations wholly  dedicated  to  that  area,  the  Chemical  and  Biological 
Defense  Command  and  the  U.S.  Army  Research  Institute  for 
Chemical  Defense.  There  are  many  others  that  make  major  con- 
tributions in  this — the  U.S.  Army  Research  Institute  for  Infectious 
Diseases,  the  Air  Force  Human  Systems  Command,  Navy  organiza- 
tions, and  others. 

Let  me  take  one  of  those,  the  Chemical  and  Biological  Defense 
Command,  and  let  me  acronym  that  one  to  CBDCOM  for  conven- 
ience. CBDCOM,  as  I  say,  is  dedicated  to  the  area.  Its  research 
arm  is  the  Edgewood  Research  Development  and  Engineering  Cen- 
ter. The  Edgewood  Research  Development  and  Engineering  Center, 
or  ERDEC,  has  in  it  1,147  people.  It  is  important  to  note  that  all 
of  those  people  are  dedicated  to  chemical  and  biological  defense. 

Among  those  people  are  122  chemists,  116  chemical  engineers, 
physicists,  mathematicians,  modelers,  and  other  sorts.  Among 
those  people  are  the  only  organic  chemists  who  have  made  nerve 
agents,  things  like  sarin.  In  that  organization,  there  are  30  sepa- 
rate, laboratories  set  up  with  the  special  precaution  to  deal  with 
these  highly  toxic  materials. 

In  the  implementation  of  the  Chemical  Weapons  Convention, 
there  is  provision  for  laboratories  to  support  the  Convention  and 
there  have  been  a  series  of  ongoing  competitions  internationally  on 
that.  In  the  last  3  years,  that  laboratory  has  been  unexcelled  in 
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world  competition.  They  have  experience  in  dealing  with  chemicals 
in  Russia,  chemicals  out  of  Iraq.  When  I  describe  that  organization, 
which  is  the  one  I  know  best  because  I  used  to  be  a  civilian  leader 
of  it,  I  am  slighting  many  other  organizations  that  are  equally 
good.  These  are  not  backwater  appendages  of  the  military  estab- 
lishment. They  are  front-edge  labs  without  equal. 

Some  of  these  assets  can  be  made  available  without  adverse  im- 
pact. I  would  not  be  here  this  morning  if  I  thought  what  I  propose 
would  diminish  our  military  chemical  and  biological  defense.  Appli- 
cation of  some  of  that  expertise,  I  believe,  will  strengthen  rather 
than  weaken  that  military  C/B  defense. 

Here  is  what  I  think  should  be  done.  The  approach  has  three 
basic  components — education  and  training,  a  resource  base,  and  a 
planned,  optimized  deployment  capability.  You  have  heard  a  lot 
about  education  and  training  this  morning.  Let  me  quickly  run 
through  some  examples  of  what  that  might  include  and,  of  course, 
my  contention  is  the  chemical  and  biological  warfare  defense  ex- 
perts have  the  knowledge  to  train  those  local  people,  the  first  re- 
sponder  personnel. 

You  can  do  a  set  of  short  courses,  and  I  envision  this  as  1-  to 
3-day  courses.  One  type  is  peer  level  training.  Large  metropolitan 
areas  typically  have  a  few  chemists.  Those  chemists  can  be  trained 
by  other  chemists  who  have  specialized  in  this  area  of  business. 
They  can  be  given  texts,  videotape,  multi-media  material  to  take 
back  for  others.  You  can  have  training  tailored  for  the  non-chemist 
on  protective  equipment,  decontamination  techniques,  that  sort  of 
thing. 

For  law  enforcement,  you  can  have  training  on  recognizing  the 
materials  and  facilities  that  might  be  used  to  make  these  things. 
Now,  that  is  tough  because  there  is  a  lot  of  variety,  but  you  would 
rather  try  to  diminish  the  chance  that  a  law  enforcement  officer 
can  stumble  over  these  things  and  not  know  what  he  is  looking  at. 

Facility  managers — civil  preparedness  personnel  could  be  trained 
on  how  do  you  protect  facilities,  where  are  the  vulnerabilities  of 
your  facility.  Assistance  could  be  provided — and  it  is  not  a  big 
training  drill,  but  you  could  provide  assistance  from  the  DOD  in 
training  911  operators  so  that  they  know  what  symptoms  to  listen 
for  and  what  questions  to  ask. 

In  the  Army,  at  Fort  McClellan,  Alabama,  you  have  what  is 
called  the  Chemical  Defense  Training  Facility.  That  is  used  for 
what  is  called  confidence  training  in  which  military  personnel  are 
brought  in  and  they  use  their  protective  equipment,  detectors,  that 
sort  of  thing,  in  an  actual  agent  environment.  I  believe  that  facility 
could  be  made  available  on  a  non-interference  basis  for  a  few  of  the 
local  responders  to  come  in  and  get  that  kind  of  experience.  By  con- 
fidence training,  what  I  mean  is  they  then  go  back  to  their  commu- 
nity and  say,  I  know  this  works  because  I  saw  it  work  in  my  hands 
when  I  was  in  the  agent. 

A  critical  point  on  this  training  is  it  ought  to  be  centrally  funded. 
When  you  have  got  cities  and  metropolitan  areas  with  current 
major  problems — drive-by  shootings,  drugs,  and  so  on — it  is  not 
reasonable  to  think  they  are  going  to  be  able  to  take  money  aside 
for  this  kind  of  problem  that  may  happen.  If  you  do  this  training 
of  early  responders,  it  will  have  more  impact  than  any  other  action 
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you  could  do.  Much  of  our  assistance  that  comes  from  the  Federal 
area  comes  only  after  the  fact.  Oklahoma  City  illustrates  it  can  be 
sudden  and  without  warning. 

The  second  item  is  the  resource  base.  I  had  my  notes  checked  by 
local  responders  as  a  sanity  check,  that  I  was  portraying  their  in- 
terest. They  are  aware  of  the  threat.  They  are  concerned;  they  are 
sensitized.  One  of  the  things  you  can  do  in  this  area  for  a  resource 
base  is  an  800  number,  not  just  to  say  I  have  had  something  go 
off,  but  for  the  guy  who  is  setting  up  training,  doing  training,  doing 
exercises.  Will  this  work?  I  tried  that  and  what  else  can  I  do;  a 
dial-in  password-controlled  computer  data  base  on  potential  agents, 
raw  materials,  delivery  means,  effect  if  employed;  an  equipment 
reference  collection.  An  equipment  reference  collection  is  like  a  li- 
brary, except  instead  of  books  you  have  got  equipment.  You  have 
masks,  protection  devices,  that  people  can  see.  You  also  have 
source  lists,  maintenance  information,  shelf  life,  information. 

You  would  have  access  to  chemical  and  biological  experts  for  vul- 
nerability assessment  of  facilities.  You  would  have  a  small  applica- 
tions program,  a  technology  transfer  program,  wherein  people  who 
work  this  on  the  Federal  side  work  with  the  local  people.  One  thing 
that  might  be  done  in  this  area  is  for  people  who  work  this  on  the 
Federal  side  to  work  with  the  Metro  Strike  Teams  being  set  up 
here  in  town.  You  could  equip  them  and  see  how  it  works.  It  is 
really  an  R&D  effort  to  do  that,  but  if  you  get  through  it,  you  have 
got  a  prototype  for  the  rest  of  the  country.  I  would  say  that  is  not 
all  new  equipment.  I  was  in  a  discussion  yesterday  with  some  of 
these  people  where  it  was  pointed  out  that  foams  they  can  get  will 
help  contain  agent. 

You  could  have — and  it  could  be  done  other  places,  but  you  could 
develop  it  under  this  effort — a  small  on-scene  commander's  data 
base  that  tells  him  the  Federal  assets  he  can  call  on  to  augment 
his  own  assets,  a  disk  that  would  go  on  a  laptop  computer.  Finally, 
in  this  area  I  would  have  a  requirements  panel.  I  don't  think  you 
want  something  as  cumbersome  as  the  military  requirement  sys- 
tem, but  you  need  something  for  an  ongoing  sanity  check  that  the 
things  you  are  doing  here  meet  the  needs  of  guys  like  these.  An  ex- 
ample panel  might  have  four  early  responder  reps  and  then  reps 
of  FEMA,  DOD,  and  so  on.  The  resource  base  and  the  training  ini- 
tiative should  be  done  together.  We  shouldn't  do  one  without  the 
other. 

Finally,  on  deployable  assets,  I  think  you  deploy  in  this  area  for 
a  couple  of  reasons.  One  is  event  deployment,  for  a  high-visibility 
event  of  some  sort — a  papal  visit,  a  political  event,  etc.  You  take 
precautionary  deployment.  Another  is  emergency  deployment 
where  you  have  had  a  coercive  threat.  Somebody  is  blackmailing, 
extortion,  or  you  had  an  emergency  occur. 

I  heard  the  Chairman  of  the  House  National  Security  Committee 
2  weeks  ago  ask,  "Can  we  have  a  NEST- type  team  on  chemical  and 
biological?"  The  answer  to  that  is,  yes,  you  can  have  a  team  similar 
in  general  concept.  Certainly,  we  do  not  have  such  a  team  now;  we 
do  it  ad  hoc.  I  see  two  great  strengths  in  NEST.  It  relies  on  the 
large  base  of  scientific  personnel  in  the  DOE  National  labs.  Sec- 
ondly, it  is  planned,  organized,  and  makes  use  of  its  pre-qualified 
talent. 
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In  the  chemical  and  biological  area,  that  large  base  of  scientific 
personnel  is  in  the  Department  of  Defense.  They,  too,  can  be  pre- 
qualified,  set  up,  put  on  an  alert  list,  have  the  shots,  and  be  ready 
to  make  you  a  team  that  can  go  out  and  do  something. 

Chemical  and  biological  is  very  different  from  nuclear.  You  can- 
not search  for  chemical  and  biological  things  the  way  you  can  for 
nuclear  material  that  gives  off  radiation.  Except  in  the  very  un- 
likely scenario  where  a  terrorist  is  going  to  have  a  leaking  device 
and  still  survive,  you  don't  get  a  signal,  a  signature,  until  it  is  ac- 
tually deployed,  so  the  team  is  very  different  in  how  you  use  it. 

This  deployment  set  should  include  that  on-call  cadre  of  profes- 
sionals and  they  have,  personal  reliability  qualifications,  immuni- 
zations, beepers  for  some  people,  transportable  analytical  and  diag- 
nostic laboratory  equipment  that  is  designed  and  tailored  for  this 
purpose.  We  have  prototypes.  They  are  designed  for  other  purposes 
and  they  are  used  for  other  purposes — a  mobile  emergency  support 
center  that  would  have  data  bases,  have  links  back  to  big  data 
bases  at  the  home  station. 

As  I  look  at  what  goes  on  now  in  the  Department  of  Defense,  I 
see  that  as  one  goes  down  the  chain  of  command  there  is  ambiguity 
and  uncertainty  about  what  is  permissible  to  do  in  this  area.  There 
is  certainly  nothing  that  clearly  specifies  a  mission.  There  is  no  de- 
fined budget  for  direct  assistance  to  the  civil  community,  as  we 
have  talked  about.  PDD-39,  Presidential  Directive  39,  was  men- 
tioned this  morning.  It  says  very  clearly  what  the  Federal  agencies 
do  on  counter-terrorism  comes  out  of  their  hide. 

The  approach  I  have  described  will  go  down  most  smoothly  if  it 
is  perceived  as  having  advantages  to  the  military.  I  think  more 
thought  needs  to  be  given  to  that,  but  I  have  already  heard  some. 
I  got  an  electronic  mail  message  over  the  weekend  from  a  lab  direc- 
tor saying,  I  hope  you  can  get  this  done;  I  think  it  will  be  good  for 
morale  in  my  place,  and  retention  of  personnel.  He  said,  with  budg- 
ets static  or  declining  and  salaries  going  up  outside,  it  is  harder 
and  harder  to  keep  good  people;  I  think  this  would  help. 

I  would  say  people  up  and  down  the  chain  feel  a  moral  obligation 
to  do  this  kind  of  thing.  I  think  if  you  do  this,  you  can  have  pilot 
training  courses  in  place  for  the  local  responders  within  90  days. 
You  can  have  a  rudimentary  tailored  deployment  system  in  place 
in  6  months.  In  3  years,  that  could  have  been  made  routine,  exer- 
cised, and  be  fully  functioning. 

My  reasonable  guess  at  what  that  might  cost  would  be  $12  mil- 
lion the  first  year,  $60  million  over  3  years,  and  about  $28  million 
every  year  thereafter.  I  realize  particularly  in  Senator  Dirksen's 
building — and  he  is  the  one  who  said  a  billion  here  and  a  billion 
there  and  pretty  soon  it  adds  up  to  real  money — what  I  have  just 
said  doesn't  sound  like  a  lot  of  money.  I  think  it  is  within  the  ball 
park;  it  is  not  low.  The  $12  million  the  first  year  is  because  you 
usually  get  money  mid-year,  if  you  are  lucky,  so  you  don't  need  as 
much  that  first  year  to  start. 

I  think  it  ought  to  be  put  in  a  Defense  line  with  oversight  at  the 
assistant  secretary  or  deputy  assistance  secretary  level.  I  think  the 
Congress  has  been  evolving  toward  positive  action  in  this  area.  In 
1994,  you  stated  a  sense  of  Congress  saying  you  think  the  Presi- 
dent ought  to  plan  more  on  this.  This  year,  you  required  a  report 
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on  what  DOD  is  doing  and  you  clarified  some  of  the  language  on 
giving  things  to  State  and  locals.  The  next  logical  step  is  authoriza- 
tion and  appropriation  of  funds,  with  language  that  fences  those 
funds  and  assigns  a  mission.  Gentlemen,  I  respectfully  recommend 
what  I  have  said  to  you  as  an  approach  that  I  hope  very  much  you 
will  undertake. 

Thank  you. 

Senator  Nunn.  Thank  you  very  much,  Dr.  Richardson,  for  your 
very  interesting  and  useful  suggestions,  which  we  will  certainly 
take  into  account  as  we  draft  some  framework  legislation.  It  is  very 
easy  to  see  you  have  had  years  of  experience  because  you  are  mak- 
ing very  practical  suggestions  and  you  have  anticipated  a  lot  of 
problems  and  you  have  moved  it  right  out  there  to  where  it  is  both 
understandable  and  makes  a  great  deal  of  sense. 

[The  prepared  statement  of  Mr.  Richardson  follows:] 

PREPARED  STATEMENT  OF  DR.  BILL  RICHARDSON 

ABSTRACT 

This  statement  recommends  to  the  Subcommittee  a  course  of  action  to  better  as- 
sist local  and  federal  agencies  in  countering  the  possible  use  of  chemical  and  biologi- 
cal agents  by  terrorists.  The  approach  would  make  use  of  unique  Department  of  De- 
fense expertise  in  chemical  and  biological  defense  that  has  been  accrued  over  80 
years  and  which  cannot  be  duplicated.  It  would  improve  local  capabilities,  make  ex- 
pert resources  more  readily  available  to  the  civilian  community,  and  enhance  assets 
that  could  be  deployed  for  periods  of  heightened  preparedness  or  in  times  of  emer- 
gency. The  approach  consists  of  three  interrelated  components: 

•  education  and  training 

•  a  chemical-biological  information  resource  base 

•  a  set  of  event-  and  emergency-deployable  assets 

The  approach  leverages  much  larger  investments  that  have  already  been  made. 
It  appears  to  have  no  posse  comitatus  implications  and  requires  no  change  in  laws 
or  working  arrangements  among  federal,  State,  and  local  organizations.  Implemen- 
tation will  require  mission  assignment  and  a  moderate  level  of  funding. 

Introduction 

Mr.  Chairman  and  members  of  the  Committee,  I  applaud  your  interest  in  the  pro- 
liferation of  weapons  of  mass  destruction,  and  especially  your  concerns  on  the  pos- 
sible terrorist  use  of  chemical  and  biological  agents  against  U.S.  citizens.  In  past 
years  I  came  to  these  hearing  rooms  as  a  representative  of  the  administration,  most 
often  to  support  the  President's  Defense  budget  for  chemical  and  biological  matters. 
Today  I  am  here  as  a  private  citizen,  better  informed  on  these  matters  than  most, 
and  more  conscious  of  the  harsh  reality  of  the  threat  of  chemical  and  biological 
agents  to  unprotected  and  unsuspecting  civilians. 

In  past  years  I  initiated  the  Air  Force  technology  and  advanced  development  pro- 
grams in  chemical  defense,  then  served  as  technical  director  of  the  organization  that 
has  become  the  U.S.  Army's  Chemical  and  Biological  Defense  Command,  as  the 
Army's  Program  Executive  Officer  for  Chemical  and  Nuclear  Matters,  and  as  a  Dep- 
uty Assistant  to  the  Secretary  of  Defense.  To  those  outside  the  chemical-biological 
defense  community,  I  am  typecast  as  a  specialist  in  an  area  that  was  once  consid- 
ered only  an  insurance  policy  for  our  armed  forces.  To  those  within  the  community 
I  am  a  generalist,  more  experienced  in  management  than  at  the  bench,  but  with 
a  good  grasp  of  the  nation's  assets  and  capabilities  in  this  challenging  domain.  I 
have  spent  most  of  my  career  in  efforts  to  protect  people  from  the  threat  of  chemical 
and  biological  agents. 

Your  committee  has  for  over  a  year  grappled  with  the  difficult  issues  of 
counterproliferation  and  means  to  counter  the  possible  use  of  chemical  and  biologi- 
cal agents  by  terrorists.  The  President,  too,  has  been  absolutely  clear  in  his  dedica- 
tion to  eliminating  the  terrorist  threat.  Much  has  been  done,  and  the  multiplicity 
of  initiatives,  plans,  and  task  forces  can  be  confusing  to  even  the  most  dedicated 
observer.  Yet,  if  you  were  to  say,  "I  want  the  best  protection  of  our  citizenry  that 
money  can  buy,"  I  would  respond  that — 
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— we  are  very  poorly  prepared  to  defend  against  the  possible  use  of  chemical 
and  biological  weapons  by  terrorists; 

— we  are  not  making  use  of  extensive  assets  that  we  have  already  paid  for,  as- 
sets which  you  do  not  have  to,  and  indeed  cannot,  buy  again; 

— we  can  leverage  those  assets  with  a  moderate  level  of  new  investment; 

— we  can  significantly  reduce  the  threat  that  your  own  staff  have  characterized 
as  a  matter  of  not  if,  but  when. 

Objective 

My  objective  today  is  to  recommend  to  you  a  means  of  focusing  available  Depart- 
ment of  Defense  technical  expertise  to  better  assist  local  as  well  as  federal  agencies 
in  countering  the  possible  use  of  chemical  and  biological  agents  against  U.S.  citi- 
zens. If  you  act  on  it  you  will  have  a  significant,  near-immediate  impact  on  our  abil- 
ity to  cope  with  the  threat  of  chemical  and  biological  terrorism. 

Department  of  Defense  Technical  Assets 

Representative  Capabilities.  The  Department  of  Defense  has  been  involved  in  the 
defense  of  personnel  against  chemical  and  biological  agents  for  almost  80  years. 
Over  the  past  15  years  the  investment  in  this  area  has  been  more  than  $500  million 
every  year.  Of  that,  more  than  $200  million  each  year  has  gone  into  research  and 
development.  (For  1997  the  budget  requests  are  $505  million  total  and  $297  million 
for  RDT&E.)  It  is  reasonable  to  estimate  that  the  investment  in  facilities  easily  ex- 
ceeds $1  billion.  Two  organizations,  the  U.S.  Army  Chemical  and  Biological  Defense 
Command,  or  CBDCOM,  and  the  U.S.  Army  Medical  Research  Institute  for  Chemi- 
cal Defense,  are  wholly  dedicated  to  this  area.  The  U.S.  Army  Medical  Research  In- 
stitute for  Infectious  Diseases,  the  Naval  Medical  Research  Institute,  the  Dugway 
Proving  Ground,  the  Air  Force  Human  Systems  Command,  and  others  too  numerous 
to  mention  here,  make  major  contributions  to  the  area.  People  and  their  expertise 
are  the  great  asset. 

Considering  just  the  one  organization  I  am  most  familiar  with,  as  I  was  once  its 
senior  civilian  employee,  the  CBDCOM  has  as  its  research  and  development  arm  the 
Edgewood  Research  and  Development  Center,  or  ERDEC.  The  ERDEC  has  a  staff 
of  1147  people.  That  number  includes  122  chemists  and  116  chemical  engineers,  as 
well  as  numerous  mechanical  engineers,  environmental  scientists,  toxicologists,  bi- 
ologists, and  mathematicians.  It  is  important  to  remember  that  all  of  these  work 
on  some  aspect  of  defending  people  against  chemical  and  biological  agents.  This  sin- 
gle organization  has  more  than  30  laboratories  certified  to  work  with  highly  toxic 
chemicals,  and  the  only  organic  chemists  in  the  U.S.  who  have  experience  in  the 
synthesis  of  organophosphorus  agents,  the  so-called  nerve  agents.  Because  chemical 
warfare  agents  are  more  demanding  than  industrial  chemicals,  and  because  we  have 
generally  taken  the  position  that  even  a  single  chemical  warfare  casualty  would  be 
unacceptable,  these  scientists  and  engineers  have  steadily  pressed  the  state  of  the 
art  in  detection  and  protection  technologies.  Some  have  experience  in  dealing  with 
operational  settings  such  as  Russia  and  Iraq.  Appropriate  portions  of  the  labora- 
tories have  attained  or  are  undergoing  quality  certification  under  International 
Standards  Organization  guidelines.  In  comparative  challenge  tests  among  the 
world's  laboratories  that  may  be  called  on  to  support  the  Chemical  Weapons  Con- 
vention, this  one  has  been  unexcelled  in  each  of  the  last  3  years.  The  in-house  capa- 
bility is  buttressed  by  a  network  of  experienced  contractors  and  an  array  of  collabo- 
rating laboratories,  including  the  Communicable  Disease  and  Prevention  Center  and 
the  Department  of  Energy  national  laboratories. 

The  situation  is  much  the  same  for  the  other  DOD  laboratories  that  support  the 
chemical  and  biological  defense  program.  These  are  not  backwater  appendages  of 
the  military  establishment,  but  front  edge,  mostly  civilian  organizations  without 
equal  in  the  world. 

Present  Utilization  in  Anti-Terrorism.  A  small  fraction  of  the  DOD  chemical  and 
biological  defense  technical  establishment  is  being  used  in  efforts  to  counter  the  use 
of  chemical  and  biological  agents  by  terrorists.  E.g.,  the  Final  Interim  Health  and 
Human  Services  Support  Plan  for  the  Federal  Response  to  Acts  of  Chemical/Biologi- 
cal Terrorism — a  quality  document  published  in  November,  1995,  by  the  HHS  Office 
of  Emergency  Preparedness — calls  for  the  assemblage  of  a  Chemical/Biological 
Rapid  Deployment  Team.  Of  the  approximately  23-person  team,  16  would  come  from 
the  DOD:  two  from  the  U.S.  Army  Medical  Research  Institute  for  Infectious  Dis- 
eases, two  from  the  U.S.  Army  Medical  Research  Institute  for  Chemical  Defense, 
eight  from  the  CBDCOM's  Technical  Escort  Unit,  two  from  the  Naval  Medical  Re- 
search Institute,  and  two  from  the  ERDEC. 
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The  CBDCOM's  Technical  Escort  Unit  is  a  specialized  Army  unit  with  missions 
of  escorting  the  movement  of  chemical  or  biological  materiel  and  securing  or  de- 
stroying in  place  "found"  chemical  and  biological  munitions.  Efforts  are  underway 
to  clarify  its  optimal  role  in  the  anti-terrorism  effort. 

In  1985,  while  I  was  technical  director  of  what  is  now  CBDCOM,  we  established 
a  small  cell  of  people  to  address  the  possibility  of  chemical  and  biological  terrorism. 
This  was  outside  the  normal  mission  of  the  organization,  but  it  was  small  and  we 
funded  it  with  exploratory  development  funds,  for  which  the  director  has  some  lati- 
tude. We  anticipated  it  would  receive  "customer"  funding,  and  I  suspect  it  simply 
made  sense  to  our  reviewers.  In  1986  it  began  receiving  funds  from  the  Technical 
Support  Working  Group,  through  the  Office  of  Special  Operations/Low  Intensity 
Conflict,  and  in  1995  it  received  about  $1.5  million.  That  cell  still  exists  today:  it 
consists  of  seven  people,  including  the  secretary.  I  understand  the  total  funding  dis- 
tributed by  the  Technical  Support  Working  Group  is  about  $12  million  for  all 
counter-terrorism — conventional,  nuclear,  chemical,  or  biological — and  it  is  intended 
for  "fast  track"  research  and  development. 

The  majority  of  provisions  for  DOD  support  to  anti-terrorism  activity  under  past 
arrangements  called  for  support  that  would  be  made  available  after  the  event  and 
upon  request.  That  situation  has  been  modified  by  Section  378  of  the  1996  Defense 
Authorization  Act: 

".  .  .  the  Secretary  may  provide  an  item  referred  to  paragraph  (2)  to  a  Fed- 
eral, State,  or  local  law  enforcement  agency  or  emergency  response  agency 
to  prepare  for  or  respond  to  an  emergency  involving  chemical  or  biological 
agents  if  the  Secretary  determines  that  the  item  is  not  reasonably  available 
from  another  source. 

(2)  An  item  referred  to  in  paragraph  (1)  is  any  material  or  expertise  of  the 
Department  of  Defense  appropriate  for  use  in  preparing  for  or  responding 
to  an  emergency  involving  chemical  or  biological  agents,  including  the  fol- 
lowing: (A)  Training  facilities;  (B)  Sensors;  (C)  Protective  clothing;  (D)  Anti- 
dotes." 

The  language  of  Section  378  appears  to  "expand  the  envelope"  to  include  efforts  to 
prevent  or  minimize  the  impact  of  anticipated  incidents,  as  might  be  done  in  coer- 
cive scenarios  or  with  credible  intelligence  on  a  planned  terrorist  strike.  It  could  be 
viewed  more  liberally  as  endorsing  the  use  of  unique  Defense  expertise  to  assist  civil 
agencies  in  preparing  for  the  general  threat,  which  so  far  has  been  done  only  in  lim- 
ited ways. 

Department  of  Defense  policies  and  practices  are  most  clear  in  the  defense  of  its 
own  personnel  and  their  dependents  against  terrorism.  The  Department  also  trains 
personnel  of  other  nations  in  combating  terrorism,  and  one  could  speculate  on 
whether  we  provide  assistance  to  other  nations  greater  than  that  which  been  made 
available  to  our  own  populace.  In  my  experience,  as  one  goes  down  the  chain  of  com- 
mand there  is  at  least  anecdotal  ambiguity  and  uncertainty  about  what  support  is 
permissible,  and  who  the  real  customer  is.  There  appears  to  be  nothing  that  clearly 
specifies  a  mission  for  such  things  as  the  training  and  preparation  of  the  local  per- 
sonnel who  will  be  the  first  to  deal  with  a  chemical  or  biological  incident. 

Availability  of  Technical  Assets.  Department  of  Defense  technical  resources  that 
were  put  in  place  for  enhancement  of  our  military  chemical  and  biological  defense 
posture  can,  in  my  judgment,  be  used  to  better  assist  anti-terrorism  efforts  without 
impact  on  the  primary  mission.  First,  the  basic  principles  are  the  same  for  the  civil- 
ian setting  as  for  the  military  one.  Second,  although  chemical  and  biological  defense 
budgets  have  been  relatively  protected  from  the  general  downward  trend  of  the  na- 
tional defense  budget,  they  have  nevertheless  declined  20  percent  over  the  past  3 
years.  This  frees  up  capabilities  that  can  be  used  in  other  ways.  Finally,  the  mili- 
tary finds  itself  increasingly  engaged  in  scenarios  short  of  war,  and  the  differences 
in  the  support  needed  for  military  operations  and  anti-terrorism  are  narrowing.  Ap- 
plication of  some  of  the  available  resources  to  the  anti-terrorism  problem  will,  I  be- 
lieve, strengthen  rather  than  detract  from  the  essential  effort  to  protect  the  Armed 
Forces  from  a  still-growing  chemical  and  biological  warfare  threat. 

The  United  States  has  considerable  expertise  and  technology  to  greatly  improve 
the  deterrence,  prevention,  and  mitigation  of  the  terrorist  use  of  chemical  and  bio- 
logical warfare  agents.  We  have  not  brought  these  capabilities  to  bear.  By  doing  so 
we  can  achieve  economies  of  scale  and  ameliorate  the  resource  shortfalls  of  local  and 
regional  agencies. 
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What  Can  Be  Done 

The  approach  presented  here  will  improve  local  capabilities,  make  resources  read- 
ily available  to  the  civilian  community,  and  enhance  event  deployable  and  emer- 
gency deployable  assets.  It  can,  if  necessary,  be  established  incrementally.  It  re- 
quires no  changes  in  law,  and  it  will  make  optimal  use  of  the  expertise  that  has 
accrued  over  decades  in  the  defense  against  chemical  and  biological  weapons.  The 
approach  consists  of  three  interlinked  components:  education  and  training,  an  on- 
call  resource  base,  and  a  planned,  optimized  capability  to  deploy  laboratory  and  ana- 
lytical assistance. 

Education  and  Training.  Two  weeks  ago,  in  a  hearing  before  the  House  National 
Security  Committee  Subcommittee  on  Research  and  Development,  a  Montgomery 
County,  Maryland,  fire  chief  said,  "We  simply  are  not  prepared.  We  have  neither 
the  training  nor  the  resources.  ...  I  worry  that  our  first  responders  will  become 
victims  rather  than  rescuers.  The  Washington  strike  team  we  have  set  up  is  a  great 
first  step." 

In  a  study  done  on  the  same  subject  as  this  hearing,  but  20  years  ago,  it  was  said 
that,  "The  potential  application  of  .  .  .  new  technologies  (chemical,  biological  and 
nuclear)  requires  that  local  officials  be  familiar  with  the  basic  characteristics  of 
these  technologies.  This  knowledge  is  necessary  to  permit  preliminary  identification 
and  assessment  of  the  nature  of  the  attack.  .  .  .  Local  officials  should  be  trained 
in  procedures  and  mechanisms  for  controlling  and  responding  to  high  technology  at- 
tacks. First  aid,  immediate  local  actions  and  counter-measures  should  be  taught  on 
a  recurring  basis,  updating  training  as  new  characteristics  of  that  type  of  terrorism 
are  discovered  and  new  procedures  formulated."1 

Chemical  and  biological  warfare  defense  experts  have  the  knowledge  to  educate 
and  train  local  first  responder  personnel  in  the  nature  and  effects  of  chemical  and 
biological  agents,  and  in  how  to  deal  with  those  agents  if  they  must.  A  set  of  short 
(1-  to  3-day)  courses  can  be  established  for  regional  and  municipal  personnel.  The 
course  material  must  include  traditional  chemical  and  biological  warfare  agents  but 
also  must  encompass  industrial  chemicals  and  other  materials  which  might  be  used 
to  threaten  civilian  populations.  The  courses  could  include  the  following: 

•  Large  cities  and  metropolitan  areas  typically  have  one  or  more  professional 
chemists  as  a  part  of  their  emergency  response  system.  These  individuals  can 
receive  "peer  level"  training  from  chemists,  biologists,  and  toxicologists  who 
have  specialized  in  chemical  and  biological  agents.  They  can  also  be  provided 
text,  videotape,  or  multimedia  material  to  facilitate  their  training  of  other 
personnel. 

•  Emergency  response  personnel  could  receive  training,  tailored  to  the  non- 
chemist,  on  the  nature,  control,  and  mitigation  of  chemical  and  biological 
agents. 

•  Law  enforcement  personnel  could  be  trained  to  recognize  the  diverse  types  of 
materials  and  facilities  that  might  be  used  to  produce  chemical  and  biological 
agents,  and  on  potential  employment  means. 

•  Emergency  response  teams,  facility  managers,  and  civil  preparedness  person- 
nel can  be  trained  in  the  principles,  applications,  and  procedures  for  collective 
(i.e.,  building,  vehicle)  and  individual  protection,  agent  detection  and  monitor- 
ing (all  clear),  and  mitigation  techniques. 

•  To  the  extent  it  is  available,  the  U.S.  Army  Chemical  School's  Chemical  De- 
fense Training  Facility  might  be  used  for  confidence  training  of  selected  mu- 
nicipal personnel  on  the  use  of  protection,  detection,  and  mitigation  equip- 
ment in  an  agent  environment. 

•  Assistance  can  be  provided  in  training  911  operators  in  symptoms  to  listen 
for  and  questions  to  ask. 

A  significant  aspect  of  the  training  task  is  the  magnitude  of  the  requirement. 
(There  are,  for  example,  some  32,000  fire  departments  across  the  country.)  This  can 
be  dealt  with  in  part  by  "training  trainers",  who  then  train  others  at  their  home 
stations.  The  primary  approach,  however,  should  be  to  focus  initial  attention  on 
about  20  of  the  30  largest  metropolitan  areas.  Chemical  and  biological  agents  attack 
people,  and  dense  populations  are  the  most  likely  targets  for  those  agents  as  well 
as  for  terrorism  in  general. 

The  cost  of  the  training — i.e.,  the  minimal  expenses  for  travel,  lodging,  must  be 
centrally  funded  .  In  reviewing  my  notes  for  this  hearing,  one  coordinator  for  emer- 
gency services  wrote.  "Many  local  governments  are  reorganizing  and  cutting  and 
therefore  are  attempting  to  do  more  with  less,  including  funding  for  any  new  pro- 
grams regardless  of  their  importance."2  Confronted  with  ongoing  problems — drive- 
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by  shootings,  drugs,  etc. — local  organizations  have  little  ability  to  fund  future,  po- 
tential problems  areas,  including  this  one." 

Training  of  local  early  responders  will  have  more  beneficial  impact  than  any  other 
action  that  might  be  undertaken.  Much  of  the  effort  ongoing  among  the  federal 
agencies  addresses  assistance  that  comes  into  play  most  often  only  well  after  the 
event.  There  are  coercive  and  good-intelligence  scenarios  where  advance  deployment 
can  be  done,  but  the  Oklahoma  City  bombing  illustrates  that  terrorist  attack  can 
be  sudden  and  without  warning.  Agents  such  as  sarin,  or  agent  GB,  cause  death 
or  illness  within  minutes.  In  most  possible  scenarios  the  local,  on-site  responders 
will  have  to  rely  on  their  own  abilities  to  identify  the  agent,  control  it,  and  treat 
victims  for  a  period  of  at  least  several  hours. 

Chemical-Biological  Anti-Terrorism  Resource  Base.  Local  and  regional  agencies 
and  personnel  need,  and  will  continue  to  need,  advice,  guidance,  and  consultative 
assistance.  A  defined,  systematic  resource  base  will  allow  them  to  call  on  an  array 
of  experts  and  information.  The  resource  base  should  include  such  things  as — 

•  An  800  number  hotline  for  expert  and  consultative  and  follow-on  assistance  on 
agent  characteristics,  detection,  protection,  and  remediation  measures. 

•  A  dial-in,  password  controlled  computer  online  data  base  on  potential  agents 
and  their  raw  materials,  potential  delivery  means,  and  possible  effects  if  em- 
ployed. This  should  be  an  exhaustive  resource — by  definition  databases  contain- 
ing a  few  hundred  chemicals  are  incomplete — and  it  can  make  use  of  informa- 
tion already  in  Army,  Chemical  Manufacturers  Association,  and  other  data 
bases,  realigned  for  this  application.  The  Chemical-Biological  Information  and 
Analysis  Center  has  the  mission  of  permanently  maintaining  such  databases 
and  is  a  possible  site  for  this  one. 

•  A  protective  equipment  reference  collection  and  source  list,  with  information  on 
maintenance,  testing,  and  shelf  life. 

•  Access  to  chemical  and  biological  experts  for  on-site  vulnerability  assessments 
(e.g.,  of  buildings  and  facilities),  assistance  in  training  exercises,  and  guidance 
on  the  design  and  protection  of  facilities  containing  large  numbers  of  personnel 
or  critical,  visible  assets  such  as  large  computers,  nuclear  material,  etc. 

•  A  modest  applications  program,  limited  to  stated  needs,  to  extend  the  use  of 
equipment  developed  for  military  purposes  and  to  test  new  applications  or  modi- 
fications of  existing  municipal  equipment  that  may  have  use  in  chemical  or  bio- 
logical incidents. 

•  Periodic,  by-invitation  workshops  of  national,  regional,  and  municipal  players 
and  an  on-going  systems  analysis  to  insure  a  unified,  systematic  approach. 

•  A  small  data  base  on  disk  for  use  with  a  laptop  or  personal  computer  to  display 
federal  assets  the  local,  on-scene  manager  can  call  on  to  augment  his  own  re- 
sources. 

•  A  requirements  panel  to  advise  and  guide  the  efforts  on  training,  resource  base, 
and  deployable  assets.  This  might  include,  e.g.,  three  or  four  local  emergency 
preparedness  and  immediate  responder  representatives  and  representatives  of 
the  FBI,  FEMA,  OSD,  and  the  Public  Health  Service.  One  of  the  complexities 
of  current  counter-terrorism  efforts  is  the  absence  of  a  requirements  system. 
There  is  no  need  to  duplicate  the  cumbersome  system  used  in  military  require- 
ments, but  this  panel  is  an  essential  "sanity  check"  to  insure  linkage  between 
efforts  and  user  needs. 

The  resource  base  and  the  training  effort  should  be  done  in  consonance;  i.e.,  one 
should  not  be  undertaken  without  the  other:  the  agent  threat  changes,  training  can 
never  be  all-encompassing,  questions  will  arise,  and  there  will  be  requirements  for 
on-site  consultation. 

Event-Deployable  and  Emergency -Deployable  Assets.  In  a  hearing  on  this  subject 
2  weeks  ago,  the  Chairman  of  the  House  National  Security  Committee  Subcommit- 
tee on  R&D  asked,  "Can  we  have  a  NEST-type  team  for  CB?"  There  are  several  an- 
swers to  that  question:  (1)  Yes,  we  can  have  a  team  that  is  similar  in  general  con- 
cept; (2)  What  we  have  now  that  is  sometimes  claimed  to  be  "NEST-like"  is  an  ad 
hoc  assemblage  of  resources  designed  and  used  for  other  purposes;  and  (3)  the  very 
different  nature  of  the  chemical-biological  threat  dictates  that  the  appropriate  team 
and  its  equipment  be  very  different  from  NEST. 

The  Nuclear  Emergency  Search  Team,  NEST,  was  established  in  1975  in  response 
to  a  coercive  scenario  in  which  an  individual  alleged  he  would  detonate  a  nuclear 
device  in  the  city  of  Boston  if  he  were  not  paid  $200,000.  The  disparity  between  the 
nuclear  situation  and  the  chemical-biological  one  is  best  illustrated  by  the  word 
"search":  nuclear  materials  give  off  radiation,  usually  even  through  their  containers, 
and  large  teams  of  personnel  can  be  deployed  with  monitoring  equipment  to  search 
for  such  radiation.  Chemical  and  biological  agents  give  off  no  such  signature  until 
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they  are  disseminated.  The  possibility  that  a  terrorist  will  have  or  emplace  a  leak- 
ing chemical  or  biological  device  stretches  the  likely  scenarios,  and  the  deployment 
of  a  thousand  or  more  searchers  as  can  be  done  with  NEST  would  only  encumber 
operations.  Infra  red  or  laser  standoff  chemical  detectors  suitable  for  the  open  bat- 
tlefield are  less  suitable  for  urban  terrain,  and  "point"  detectors  depend  on  actual 
contact  with  the  agent.  For  biologicals,  detection  is  even  more  difficult,  depending 
in  its  simplest  form  on  colorimetric  dipsticks  or  similar  test  kits.  Only  in  locating 
production  facilities,  surfaced  through  intelligence,  might  detection  search  be  suc- 
cessful, and  in  that  case  it  would  best  be  done  with  elaborate  collection  and  analyt- 
ical equipment  by  skilled  scientists  who  would  actually  look  for  escaped  precursors 
or  byproducts.  For  the  coercive  or  known-threat  scenario  of  chemical  or  biological 
agent  use,  appropriate  actions  might  include  the  predeployment  of  a  mobile  labora- 
tory to  the  area  and,  so  far  as  possible,  the  unobtrusive  deployment  of  for  "event 
deployment",  e.g.,  for  events  which  might  present  likely  targets — the  Olympics,  inau- 
gurations, Superbowl  games,  etc. 

Emergency  deployment,  done  when  a  chemical  or  biological  incident  has  occurred 
or  is  believed  imminent,  would  serve  several  purposes.  E.g.,  it  is  not  sufficient  to 
simply  know  that  an  attack  has  been  made  with  nerve  agent:  sarin  is  relatively  non- 
persistent;  soman,  or  agent  GD,  is  more  persistent,  more  difficult  to  treat,  and  pre- 
sents different  decontamination  needs;  agent  VX  is  more  difficult  still;  and  the  situ- 
ation is  even  more  complex  with  biologicals.  For  large  scale,  outdoor  attacks  the  de- 
fining of  safe-unsafe  areas  will  be  needed. 

The  chemical-biological  situation  is  similar  to  NEST  in  that  there  should  be  a 
planned,  organized,  optimized,  prequalified  set  of  personnel  and  equipment  on  call 
for  immediate  use.  Because  of  the  national  investment  already  made  in  military 
chemical-biological  defense,  and  to  a  lesser  extent  in  preparation  for  implementation 
of  the  Chemical  Weapons  Convention,  the  chemical-biological  response  team  can  be 
established  and  maintained  at  a  significantly  lower  cost  than  has  been  necessary 
for  NEST.  It  should  encompass  the  following — 

•  An  on-call  cadre  of  senior  professional  chemists  and  biologists  skilled  in  the  de- 
tection, analysis  and  control  of  chemical  and  biological  agents,  prequalified  in 
such  ways  as  baseline  cholinesterase  determinations,  immunizations,  and  the 
agent  personnel  reliability  program. 

•  A  transportable  analytic  laboratory  and  diagnostic  center  equipped  with 
deployable  air  samplers,  detectors,  and  a  state  of  the  art  laboratory  module.  A 
prototype  exists  in  the  form  of  a  mobile  laboratory  developed  for  Chemical 
Weapons  Convention  applications,  but  it  is  not  optimized  for  this  use  and  it  has 
its  own  use  in  treaty  operations. 

•  A  mobile  emergency  support  center  equipped  with  chemical-biological  data 
bases,  ability  to  access  home  station  data  bases,  dispersion  and  hazard  pre- 
diction modules,  and  secure  communications  equipment.  Rough  prototype  equip- 
ment is  in  the  mock-up  stage. 

A  significant  part  of  the  skills  base  for  this  response  capability  is  at  Aberdeen 
Proving  Ground,  MD,  and  much  of  the  balance  is  at  Fort  Dietrick,  MD.  Aberdeen 
has  two  airfields,  capable  of  receiving  any  type  of  aircraft,  making  it  a  logical  can- 
didate operating  base  for  the  response  set.  At  some  additional  cost  an  adjunct  can- 
didate operating  base  for  the  response  set.  At  some  additional  cost  an  adjunct  capa- 
bility could  be  maintained  at  Dugway  Proving  Ground,  UT,  also  a  chemical  and  bio- 
logical laboratory  site,  for  more  rapid  deployment  to  western  continental  locations. 
In  certain  circumstances  consideration  could  be  given  to  use  of  the  response  teams 
who  already  exist  at  the  eight  continental  chemical  weapons  storage  sites;  in  some 
instances  they  might  be  useful  as  a  rapidly  deployable  augmentation  to  local  hazard 
response  personnel. 

Salient  Features  of  the  Approach 

•  It  has  no  posse  comitatus  implications  and  requires  no  change  in  law. 

•  It  requires  no  change  in  working  arrangements  among  federal  agencies  or  be- 
tween the  federal,  State  and  local  governments. 

•  It  does  not  address  the  cost  of  specialized  equipment  for  of  local  responders 
though  it  will  aid  in  refining  those  needs. 

•  It  requires  display  of  a  philosophy  under  which  it  is  acceptable  to  provide 
DOD  technical  support  not  only  to  military  but  to  civil  defense  against  chemi- 
cal and  biological  agents  at  all  levels  of  government,  even  in  the  absence  of 
crisis. 

•  It  has  deterrent  value,  and  other  than  for  information  on  the  synthesis  and 
deployment  of  agents,  it  should  be  publicized. 
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•  It  requires  moderate  funding,  mission  assignment,  and  mission  acceptance. 

Implementation 

Development  and  implementation  could  begin  immediately  upon  mission  assign- 
ment and  funding.  Initial  pilot  training  courses  could  be  taught  within  90  days.  A 
rudimentary  deployment  system  could  be  available  within  6  months.  A  fully  func- 
tional, routinely  operating  system  can  be  in  place  within  3  years.  Depending  on  the 
pace  desired,  $12  million  is  a  reasonable  level  of  funding  for  the  start-up  year,  $60 
million  over  3  years,  and  $28  million  per  year  on  a  continuing  basis.  On  the  prin- 
ciple that  money  is  most  efficiently  used  when  it  is  placed  as  near  as  possible  to 
the  user,  such  funding  might  best  be  handled  in  the  Defense  authorization  and  ap- 
propriation bills,  for  management  by  OSD  Acquisition,  secretary  level,  with  input 
from  OSD  Policy.  Direct  management  should  be  by  means  of  a  civilian  program  di- 
rector appointed  by  the  lead  performing  organization. 

Congressional  Action 

The  Congress  has  been  evolving  toward  definitive  action  of  the  sort  described 
here,  e.g., 

•  In  the  1994  Defense  Authorization  Act,  under  the  Title  XVII  portion  of  the 
Act  dealing  with  chemical  and  biological  weapons  defense,  you  expressed  the 
sense  of  Congress  that  ".  .  .  the  President  should  strengthen  Federal  inter- 
agency planning  by  the  FEMA  and  other  Federal,  State,  and  local  agencies 
for  development  of  a  capability  for  early  detection  and  warning  of  and  re- 
sponse to— (1)  potential  terrorist  use  of  chemical  or  biological  agents  or  weap- 
ons; and  (2)  emergencies  or  natural  disasters  involving  industrial  chemicals 
or  the  widespread  outbreak  of  disease." 

•  In  Sections  378  and  379  of  the  1996  National  Defense  Authorization  Act  you 
clarified  United  States  Code  on  provision  of  assets  in  emergencies  involving 
chemical  and  biological  agents,  and  you  required  a  joint  report  from  the  DOD 
and  DOE  on  DOD  preparedness  to  respond  to  emergencies  resulting  from  a 
chemical,  biological,  radiological,  or  nuclear  attack. 

A  logical  next  step  would  be  authorization  and  appropriation  of  funds,  with  lan- 
guage defining  the  purpose  of  those  funds  for  direct  support  such  as  I  have  de- 
scribed. Mr.  Chairman,  members  of  the  Committee,  I  respectfully  suggest  you  ask 
your  staff  to  consult  with  Administration  officials  and  craft  appropriate  language  to 
table  an  approach  such  as  this  one  for  legislative  action.  You  will  hear  others  say 
that  we  have  never  had  such  a  chemical  or  biological  event.  You  yourself,  Mr.  Chair- 
man, have  stated  that  even  one  terrorist  event  is  unacceptable.  I  have  no  doubt  that 
the  actions  I  have  recommended  to  you  can  significantly  contribute  to  ensuring  that 
we  will  not  meet  at  some  future  time  in  hearings  to  assess  the  aftermath  of  such 
an  event. 

Thank  you  for  your  attention. 
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Senator  NUNN.  Chief  Lamont  Ewell  is  the  President  of  the  Inter- 
national Association  of  Fire  Chiefs  and  will  testify,  I  guess,  on  their 
behalf,  but  also  as  the  fire  chief  in  Oakland,  California. 

Chief,  we  are  glad  to  have  you  today. 

TESTIMONY  OF  P.  LAMONT  EWELL,  PRESIDENT, 
INTERNATIONAL  ASSOCIATION  OF  FIRE  CHIEFS 

Chief  Ewell.  Thank  you,  Senator,  and  with  my  colleagues  let  me 
also  thank  you  on  behalf  of  the  IAFC,  the  International  Association 
of  Fire  Chiefs,  for  the  opportunity  to  be  here  to  address  you  on 
what  we  believe  to  be  a  very  critical  subject.  Let  me  also  take  the 
opportunity  to  just  thank  you  on  behalf  of  the  32,000  fire  depart- 
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ments  throughout  this  country  who  also  are  concerned  about  this 
issue. 

The  fire  and  emergency  service  community  realizes  that  our  se- 
curity and  intelligence  will  not  always  be  successful  in  preventing 
a  terrorist  attack,  but  it  is  equally  clear  to  us  that  the  local  fire 
and  emergency  services  agencies  are  neither  trained  nor  equipped 
to  deal  with  a  chemical,  biological  or  nuclear  terrorist  incident. 
Clearly,  there  is  a  new  generation  of  science  and  the  increase  of 
use  and  accessibility  of  chemical  and  biological  agents  as  tools  for 
mass  destruction  now  pose  significant  problems  to  the  fire  service 
community,  and  it  is  because  we  serve  as  the  first  line  of  respond- 
ers  and  America's  first  line  of  defense  in  terrorist  activities. 

We  have  heard  some  comments  regarding  FEMA,  and  just  for 
the  record  I  would,  in  fact,  like  to  just  state  that  as  a  user  of 
FEMA's  system  in  1991,  the  City  of  Oakland  suffered  perhaps  one 
of  the  worst  fires  in  U.S.  history,  with  over  3,000  homes  lost  and 
25  deaths.  We  waited  a  few  days  before  we  were  able  to  get  FEMA 
assistance,  but  if  we  compared  that  ability  to  today,  it  is  like  night 
and  day.  So  I  really  want  to  underscore  the  fact  that  FEMA  has 
made  a  dramatic  change  in  their  ability  to  respond  to  the  needs  of 
the  fire  service  and  I  don't  want  to  minimize  that. 

Yet,  I  have  to  also  say  that  when  the  national  and  international 
terrorist  preventive  intelligence-gathering  efforts  are  subverted, 
local  and  fire  emergency  services  organizations  are  going  to  be  the 
ones  who  have  to  pick  up  the  pieces.  With  that  in  mind,  as  I  said 
before,  it  is  unfortunate  that  it  is  the  local  fire  and  law  enforce- 
ment agencies  who  are  the  least  prepared  to  deal  with  these  types 
of  disasters. 

As  demonstrated  in  Tokyo,  London  and  Tel  Aviv,  Jerusalem,  the 
public  has  very  high  expectations  for  the  government's  response 
after  a  terrorist  incident.  In  the  first  few  critical  hours  after  a  ter- 
rorist incident,  the  public  perception  of  the  overall  government 
anti-terrorist  response  depends  entirely  on  the  organization  and  ef- 
fectiveness of  the  local  emergency  services  provider  and  their  ac- 
tions during  the  incident. 

There  is  an  urgent  need  for  appropriate  institutions  of  the  Fed- 
eral Government  to  take  immediate  and  decisive  actions  to 
proactively  train  and  equip  local  fire  and  emergency  service  agen- 
cies so  that  we  may  be  better  able  to  deal  with  chemical  and  bio- 
logical terrorist  incidents.  The  traditional  Government  approach  to 
problem-solving  through  existing  funding  and  training  programs 
will  not  provide  adequate  preparation  before  terrorism  occurs  on 
American  soil  again,  and  I  think  we  are  all  in  agreement  it  is  just 
a  matter  of  time  before  that  does,  in  fact,  happen.  For  this  reason, 
we  believe  that  a  rapid  solution  is  therefore  necessary. 

The  identification  of  targets  for  terrorist  activities  shows  that  the 
Nation's  120  largest  cities  are  at  greatest  risk  for  terrorism,  and 
they  should  therefore  be  the  focus  for  rapid,  short-term  response 
solutions.  We  believe  that  by  adequately  preparing  these  120  met- 
ropolitan areas,  the  majority  of  the  United  States  population  base 
will  be  covered. 

In  the  fall  of  1995,  fire  and  emergency  service  leaders  from  75 
of  such  cities  and  counties  joined  together  at  a  worldwide  con- 
ference to  strengthen  the  fire  and  emergency  response  to  terrorism 
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at  Mt.  Weather  Emergency  Assistance  Center.  This  conference  was 
sponsored  by  FEMA  and  by  the  International  Association  of  Fire 
Chiefs.  A  number  of  recommendations  emerged  from  that  meeting 
and  I  would  like  to  very  briefly  share  them  with  you  and  at  least 
share  the  top  five  priorities  that  we  believe  are  important  to  this 
morning's  discussion. 

Number  one,  we  believe  that  the  Federal  Government  should 
fund  intensive  and  immediate  anti-terrorist  chemical  and  biological 
training  for  the  fire  and  emergency  services  agencies  in  the  120 
largest  cities  and  counties  within  the  United  States.  This  training 
should  focus  on  enhancing  the  capabilities  of  existing  hazardous 
materials  emergency  response  teams  with  new  information  and 
equipment  for  response  to  chemical  and  biological  incidents. 

We  believe  that  this  could  be  accomplished  by  the  passage  of  the 
comprehensive  Anti-Terrorism  Act  of  1995,  H.R.  2703,  which  in- 
cludes Representative  McCollum's  firefighter  and  emergency  serv- 
ices training  amendment.  It  is  this  amendment  that  authorizes  pri- 
mary funding  for  appropriate  terrorism  response,  training  and 
equipment  for  metropolitan  fire  and  emergency  services  organiza- 
tions. 

Number  two,  we  believe  that  military  and  non-military  Federal 
agencies  should  provide  local  fire  and  emergency  services  access  to 
training  and  resources  through  existing  chemical  and  biological 
training  programs  to  further  prepare  for  specialized  terrorist 
threats,  such  as  decontamination  procedures  for  nuclear,  biological 
and  chemical  agents;  for  deployment  and  training  with  military 
chemical  and  biological  units;  and  direct  provision  of  chemical  and 
biological  detection  and  protective  equipment  to  local  fire  and 
emergency  services  agencies  after  appropriate  training  has  oc- 
curred. 

Appropriate  Federal  agencies  must  move  to  be  proactive  in  pro- 
viding both  chemical  and  biological  training  and  equipment  to  the 
targeted  jurisdictions.  The  current  burden  is  on  the  local  fire  and 
emergency  services  agencies  to  work  the  system  the  best  way  that 
they  can  to  attempt  to  pry  this  training  and  equipment  out  of  the 
Federal  agencies. 

Appropriate  Federal  agencies  should  also  be  directed  to  provide 
a  rapid  assessment  and  technical  consultation  of  chemical  and  bio- 
logical concerns.  Ideally,  this  resource  should  be  available  within 
the  first  hour  of  a  suspected  chemical  or  biological  incident. 

The  Federal  Government  should  continue  to  promote  a  new  gen- 
eration of  research  and  development  based  on  existing  military  and 
commercial  systems  which  focuses  on  customizing  and  improving 
research  tools  and  techniques  which  will  be  helpful  to  the  local  fire 
and  emergency  response  agencies.  We  believe  that  this  effort 
should  include  the  distribution  of  critical  information  to  end  users 
at  local  fire  and  emergency  service  departments.  For  example,  per- 
sonnel from  the  Edgewood  Research  Development  and  Engineering 
Center  within  the  United  States  Army  spoke  to  this  Subcommittee 
in  the  fall  of  1995  and  they  are  currently  working  on  a  number  of 
specialized  projects  that  will  allow  local  fire  and  emergency  service 
departments  to  respond  to  incidents  of  chemical  and  biological  ter- 
rorism. 
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The  third  recommendation  is  that  the  Federal  Government  con- 
tinue to  advocate  the  integrated  emergency  management  system 
and  the  use  of  the  unified  command  structure  to  properly  prepare 
and  manage  acts  of  terrorism.  Terrorism  response  requires  the  co- 
ordination of  many  agencies  at  many  levels  of  government,  includ- 
ing the  local,  the  State  and  the  Federal  levels,  but  I  should  just  say 
to  you  this  morning  that  irrespective  of  those  integrated  levels  of 
participation,  it  is  also  important  to  remember  that  it  is  the  local 
agency  that  will  be  that  first  responder.  So  it  is  critical  that  we 
have  the  training  so  that  coordination  can,  in  fact,  take  place,  but 
that  immediate  action  takes  place  on  behalf  of  the  constituents 
that  we  are  serving. 

The  fourth  area  is  that  the  Federal  Urban  Search  and  Rescue 
Program  should  continue  to  receive  support  from  the  Federal 
Emergency  Management  Agency.  We  believe  that  the  urban  search 
and  rescue  teams  should  be  adequately  trained  for  response  to  ter- 
rorist activities  and  should  be  equipped  with  the  necessary  knowl- 
edge and  equipment  to  operate  at  terrorist  incidents  where  explo- 
sions, building  collapses  and  structural  failures  have  occurred.  This 
may  involve  an  expansion  of  the  current  program  and  would  re- 
quire additional  Federal  funding,  but  we  have  something  that 
works.  We  have  seen  it  works,  as  Chief  Marrs  will  speak  to  later 
with  respect  to  Oklahoma,  and  as  we  can  attest  to  other  incidents 
throughout  this  country  where  the  urban  search  and  rescue  teams 
were  utilized.  So  in  maximizing  on  what  is  already  in  place,  we  be- 
lieve that  additional  training  would  also  assist  in  this  regard. 

The  fifth  and  final  area  is  the  November  1995  "Worldwide  Con- 
ference on  Strengthening  the  Fire  and  Emergency  Response  to  Ter- 
rorism," the  one  that  was  jointly  sponsored  by  FEMA  and  the 
International  Association  of  Fire  Chiefs,  should  be  followed  by  an- 
nual educational  updates.  The  conference  would  include  partici- 
pants from  the  120  largest  cities  and  counties,  with  specific  rep- 
resentation from  fire  and  emergency  services  organizations,  law  en- 
forcement agencies  and  emergency  management  organizations. 
This  educational  event  should  also  include  participation  from  for- 
eign fire  and  emergency  service  professionals  who  can  offer  prag- 
matic teaching  based  on  their  expertise  with  terrorism  experience. 

On  behalf  of  the  fire  and  emergency  services  across  the  country, 
I  too  again  want  to  thank  you  for  the  opportunity  to  address  you. 
I  would  ask  that  if  you  will  indulge  us  after  Chief  Marrs  speaks, 
we  would  actually  like  to  show  you  the  visual  equipment  that  we 
have  brought  with  us  today  to  demonstrate  to  you  our  inability  to 
respond  at  the  local  level  based  on  today's  capabilities  to  any  type 
of  chemical  or  biological  event. 

Thank  you,  sir. 

Senator  Nunn.  Thank  you  very  much,  Chief  Ewell. 

[The  prepared  statement  of  Mr.  Ewell  follows:] 

PREPARED  STATEMENT  OF  CHIEF  P.  LAMONT  EWELL,  PRESIDENT, 
INTERNATIONAL  ASSOCIATION  OF  FIRE  CHIEFS 

The  fire  and  emergency  service  community  must  face  the  stark  reality  that  our 
security  and  intelligence  will  not  always  be  successful  in  preventing  a  terrorist  at- 
tack. It  is  equally  clear  that  local  fire  and  emergency  service  agencies  are  neither 
trained  nor  equipped  to  deal  with  a  chemical,  biological  or  nuclear  terrorist  incident. 
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A  new  generation  of  science  and  the  increased  use  and  accessibility  of  chemical 
and  biological  agents  as  tools  for  mass  destruction  pose  significant  problems  to  the 
fire  and  emergency  service  community  as  first  responders  and  America's  first  line 
of  defense  in  terrorism  attacks. 

After  all  national  and  international  anti-terrorist  preventive  intelligence  gather- 
ing efforts  are  subverted,  local  fire  and  emergency  service  organizations  are  going 
to  be  the  ones  who  pick  up  the  pieces  after  terrorist  incidents.  Of  the  overall  govern- 
ment efforts  to  prevent  and  respond  to  terrorist  incidents,  these  local  fire,  law  en- 
forcement and  emergency  medical  services  agencies  are  the  least  prepared  to  re- 
spond to  a  chemical  or  biological  terrorist  incident. 

As  demonstrated  in  Tokyo,  London  and  Tel  Aviv-Jerusalem,  the  public  has  very 
high  expectations  for  the  government's  response  after  a  terrorist  incident.  Once  a 
security  failure  or  penetration  has  occurred,  and  civilian  casualties  have  resulted, 
the  public  demands  an  extraordinary  effort  be  put  into  the  initial  emergency  re- 
sponse. In  the  first  three  critical  hours  after  a  terrorist  incident,  the  public  percep- 
tion of  the  overall  government  anti-terrorist  response  depends  entirely  on  the  orga- 
nization and  effectiveness  of  the  local  emergency  service  providers  and  their  actions 
during  the  incident. 

There  is  an  urgent  need  for  appropriate  institutions  of  the  Federal  Government 
to  take  immediate  and  decisive  actions  to  pro-actively  train  and  equip  local  fire  and 
emergency  service  agencies  to  deal  with  chemical  and  biological  terrorist  incidents. 
The  traditional  government  approach  to  problem-solving  through  existing  funding 
and  training  programs  will  not  provide  adequate  preparation  before  terrorism  occurs 
again  on  American  soil.  A  rapid  solution  is  necessary. 

Identification  of  targets  for  terrorist  activities  shows  that  the  nation's  120  largest 
cities  are  at  greatest  risk  for  acts  of  terrorism.  They  should,  therefore,  be  the  focus 
of  attention  for  rapid,  short-term  response  solutions.  By  adequately  preparing  these 
120  metropolitan  areas,  the  majority  of  the  United  States'  population  base  will  be 
covered.  These  120  major  metropolitan  areas  also  contain  the  largest  fire  and  emer- 
gency service  departments  with  specialized  resources,  such  as  hazardous  materials 
and  bomb  disposal  units. 

Fire  and  emergency  service  leaders  from  75  of  these  cities  and  counties  joined  to- 
gether at  a  Worldwide  Conference  to  Strengthen  the  Fire  and  Emergency  Response 
to  Terrorism  at  the  Mt.  Weather  Emergency  Assistance  Center  in  the  fall  of  1995. 
This  conference  was  sponsored  jointly  by  the  Federal  Emergency  Management  Agen- 
cy and  the  International  Association  of  Fire  Chiefs.  From  this  conference  came  a 
number  of  recommendations  from  many  different  groups,  including  the  fire  and 
emergency  service  community,  the  law  enforcement  community  and  the  Federal 
Government. 

We  have  reviewed  the  results  from  the  Mt.  Weather  conference.  The  five  priority 
recommendations  are: 

1.  The  Federal  Government  should  fund  intensive  and  immediate  anti-terrorist 
chemical  and  biological  training  for  the  fire  and  emergency  services  agencies 
in  the  120  largest  cities  and  counties  in  the  United  States. 

This  training  should  focus  on  enhancing  the  capabilities  of  existing  hazardous 
materials  emergency  response  teams  with  new  information  and  equipment  for 
response  to  chemical  and  biological  incidents. 

This  can  be  best  accomplished  by  the  passage  of  The  Comprehensive 
Antiterrorism  Act  of  1995  (HR  2703),  which  includes  Representative  McCol- 
lum's  Fire  Fighter  and  Emergency  Services  Training  Amendment.  This  amend- 
ment authorizes  preliminary  funding  for  appropriate  terrorism  response  train- 
ing and  equipment  for  metropolitan  fire  and  emergency  service  organizations. 

2.  Military  and  non-military  federal  agencies  should  provide  local  fire  and  emer- 
gency service  agencies  access  to  training  and  resources  through  existing  chemi- 
cal and  biological  training  programs  to  further  prepare  for  specialized  terrorist 
threats  such  as: 

a.  decontamination  procedures  for  nuclear/biological/chemical  agents; 

b.  deployment  and  training  with  military  chemical  and  biological  units;  and 

c.  direct  provision  of  chemical  and  biological  detection  and  protective  equip- 
ment to  local  fire  and  emergency  services  agencies  after  appropriate  train- 
ing. 

Appropriate  federal  agencies  must  move  to  be  pro-active  in  providing  both 
chemical  and  biological  training  and  equipment  to  the  targeted  jurisdictions. 
The  current  burden  is  on  the  local  fire  and  emergency  services  agencies  to 
"work  the  system"  the  best  that  they  can  to  "pry"  this  training  and  equipment 
out  of  the  federal  agencies. 
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Appropriate  federal  agencies  should  also  be  directed  to  provide  a  rapid  assess- 
ment and  technical  consultation  of  chemical  and  biological  concerns.  Ideally, 
this  resource  should  be  available  within  the  first  hour  of  a  suspected  chemical 
or  biological  incident. 

The  Federal  Government  should  continue  to  promote  a  new  generation  of  re- 
search and  development  based  on  existing  military  and  commercial  systems 
which  focuses  on  customizing  and  improving  response  tools  and  techniques 
which  will  be  helpful  to  the  local  fire  and  emergency  response  agencies.  This 
effort  should  include  the  distribution  of  critical  information  to  end  users  at 
local  fire  and  emergency  service  departments.  For  example,  personnel  from  the 
Edgewood  Research,  Development  and  Engineering  Center  within  the  United 
States  Army  spoke  to  this  Subcommittee  in  the  fall  of  1995.  They  are  currently 
working  on  a  number  of  specialized  projects  that  will  allow  local  fire  and  emer- 
gency service  departments  to  respond  to  incidents  of  chemical  and  biological 
terrorism. 

3.  The  Federal  Government  should  continue  to  advocate  the  Integrated  Emer- 
gency Management  System  and  the  use  of  a  unified  command  structure  to 
properly  prepare  for  and  manage  acts  of  terrorism.  Terrorism  response  requires 
the  coordination  of  many  agencies  at  many  levels  of  government  including 
local,  State,  and  federal. 

4.  The  Federal  Urban  Search  and  Rescue  program  should  continue  to  receive  sup- 
port from  the  Federal  Emergency  Management  Agency.  Urban  Search  and  Res- 
cue teams  should  be  adequately  trained  for  response  to  terrorist  activities  and 
should  be  equipped  with  the  necessary  knowledge  and  equipment  to  operate  at 
a  terrorist  incident  where  explosions,  building  collapses  or  structural  failures 
have  occurred.  This  may  involve  an  expansion  of  the  current  program  and 
would  require  additional  federal  funding. 

5.  The  November  1995  Worldwide  Conference  on  Strengthening  the  Fire  and 
Emergency  Response  to  Terrorism  should  be  followed  by  annual  educational 
updates.  The  conference  would  include  participants  from  the  120  largest  cities 
and  counties  with  specific  representation  from  fire  and  emergency  service  orga- 
nizations, law  enforcement  agencies  and  emergency  management  organiza- 
tions. This  educational  event  should  also  include  participation  from  foreign  fire 
and  emergency  service  professionals  who  can  offer  pragmatic  teachings  based 
on  their  experience  with  terrorism  response. 

On  behalf  of  the  fire  and  emergency  service  agencies  across  the  country,  I  thank 
you  for  the  opportunity  to  present  this  information  to  you  today. 


[REPRINTED  WITH  PERMISSION  FROM  FIREHOUSE  MAGAZINE,  JANUARY  1996] 

TERRORISM 
by  Andrea  A.  Walter  and  Michael  Forgy1 

As  we  look  toward  the  21st  century  we  can  see  that  the  fire  and  emergency  serv- 
ices face  new  and  different  threats. 

Gone  are  the  days  when  emergency  management  was  only  for  natural  disasters 
and  nuclear  preparedness.  We  now  face  technology  and  politically  based  hazards 
that  demand  the  attention  of  the  emergency  management  community.  New  threats 
include  hazardous  material  releases,  civil  disorders  and  terrorism. 

The  fire  and  emergency  services  may  try  to  convince  themselves  that  terrorism 
is  not  a  significant  threat  in  the  United  States,  but  that  is  no  longer  the  case.  From 
1983  to  1991  the  Federal  Bureau  of  Investigation  (FBI)  identified  110  terrorist  acts 
in  the  United  States,  and  that  number  has  the  potential  to  grow  in  the  coming 
years.  Although  North  America  has  one  of  the  lowest  numbers  of  terrorist  incidents 
in  the  world,  the  United  States  stands  among  the  leading  international  targets  of 
terrorism. 

The  fire  and  emergency  services  must  face  the  fact  that  United  States  security 
and  intelligence  will  not  always  succeed  in  preventing  a  terrorist  attack.  It  is  up 
to  the  emergency  services  to  be  there  when  the  terrorist  incidents  occur.  They  also 


1  Andrea  A.  Walter  is  special  products  coordinator  for  the  International  Association  of  Fire 
Chiefs  (IAFC)  and  Forgy  is  assistant  to  the  organization's  executive  director.  Both  were  respon- 
sible for  the  planning,  coordination  and  on-site  operations  for  the  "First  Worldwide  Conference 
on  Strengthening  the  Fire  and  Emergency  Response  to  Terrorism. "  Walter  is  a  member  of  the 
Sterling,  VA  Rescue  Squad  and  Forgy  belongs  to  the  Fairfax,  VA,  Volunteer  Fire  Department. 
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must  understand  the  ramifications  of  responding  to  a  terrorist  incident.  It  is  not  the 
same  as  traditional  large-scale  emergencies. 

The  safety  of  emergency  responders  is  at  stake  and  must  be  an  early  consider- 
ation. The  media  will  also  take  an  active  interest  in  the  incident,  from  start  to  fin- 
ish. The  public  has  high  expectations  for  the  government  in  a  terrorist  situation  and 
demands  extraordinary  effort.  The  Federal  Government  depends  directly  on  local 
emergency  service  providers  and  their  actions  during  such  an  incident.  There  are 
lots  of  eyes  watching,  and  emergency  commanders  and  workers  should  be  aware  of 
this  and  prepared  to  deal  with  the  media. 

To  help  the  fire  and  emergency  services  deal  with  the  response  to  terrorism,  the 
International  Association  of  Fire  Chiefs  (IAFC),  in  a  partnership  with  the  Federal 
Emergency  Management  Agency  (FEMA),  sponsored  the  "First  Worldwide  Con- 
ference on  Strengthening  the  Fire  and  Emergency  Response  to  Terrorism"  at  the 
Mount  Weather  Emergency  Assistance  Center  in  Berryville,  VA,  Nov.  6-9,  1995. 
The  conference  was  a  result  of  a  14-year  effort  by  IAFC  Executive  Director  Garry 
L.  Briese  to  gain  government  attention  to  the  problems  of  fire  and  emergency  per- 
sonnel as  "first  responders"  to  terrorist  incidents. 

The  conference  brought  together  two-person  teams  from  more  than  75  of  the  larg- 
est metropolitan  fire  departments  in  the  United  States.  The  moderator  was  Chief 
Fire  Officer  Jeff  Godfredson  of  the  Melbourne,  Australia  Fire  Brigade,  who  opened 
the  conference  along  with  Carrye  B.  Brown,  administrator  of  the  United  States  Fire 
Administration  (USFA).  The  sessions  included  faculty  members  from  six  countries 
who  presented  case  studies  on  terrorism  preparedness  and  response  and  offered 
practical  solutions.  The  case  study  presentations  included  Israel;  London,  England; 
New  York  City;  Northern  Ireland;  Oklahoma  City;  Paris,  France;  and  Tokyo,  Japan. 
The  purpose  of  the  international  faculty  was  to  show  the  attendees  the  problems 
facing  terrorist-plagued  areas  and  how  fire  and  emergency  departments  cope. 

Assistant  Chief  Fire  Officer  Ken  Harper  of  the  Northern  Ireland  Fire  Brigade  re- 
lated his  experiences  in  dealing  with  bombings  during  the  times  of  social  unrest  in 
Belfast.  Harper  told  the  group  how  terrorists  would  plant  secondary  devices  known 
as  "sucker  punches"  to  harm  rescue  workers.  The  terrorists  would  even  go  as  far 
as  planting  bombs  in  front  of  fire  stations  or  holding  emergency  crews  hostage  to 
impede  the  response  to  the  original  bombing  site. 

It  was  these  types  of  presentations  that  proved  to  the  attendees  that  the  United 
States  fire  service  is  not  prepared  for  the  caliber  of  terrorist  acts  other  countries 
are  already  experiencing.  Commandant  Frank  David  from  the  Fire  Service  College 
(United  Kingdom)  and  Deputy  Chief  Fire  Officer  Martin  Coffey  of  the  London  Fire 
Brigade  reinforced  this  point  with  examples  of  terrorist  acts  that  have  occurred  in 
London. 

Two  case  studies  focused  on  terrorism  as  it  relates  to  the  transportation  infra- 
structure, particularly  underground  railways.  Lieutenant  Colonel  Dominique  Parisse 
of  the  Paris  Fire  Brigade  and  Chief  Takiji  Komiya  of  the  Tokyo  Fire  Department 
presented  information  about  their  departments'  responses  to  subway  attacks.  The 
French  presentation  also  included  information  about  "The  Red  Plan,"  a  major  inci- 
dent response  to  terrorism.  The  French  concluded  with  Lieutenant  Colonel  Lionel 
Le  Clei  of  the  Ministry  of  the  Interior,  who  discussed  the  relationships  that  emer- 
gency responders  in  his  country  have  with  the  media. 

Haifa,  Israel,  Region  Fire  Chief  Moshe  Vardi,  Operations  Division  Head  Moshe 
Karadi  of  the  Israeli  Border  Police  and  Chief  Commander  Hal  Adiv  of  the  Israeli 
Defense  Forces  discussed  the  terrorist  danger  they  confront.  With  Israeli  bomb 
squads  checking  on  350  bomb  threats  a  day  and  the  ever-present  possibility  of  a  sui- 
cide bombing  attack,  these  men  showed  what  it  is  like  to  have  to  deal  with  terror- 
ism on  a  daily  basis. 

Komiya  and  Chief  Hiroyuki  Kamakura  of  the  Tokyo  Fire  Department  presented 
their  response  to  a  sarin  gas  attack  in  the  Tokyo  subway.  Komiya  detailed  the  re- 
sponse and  resulting  changes  in  breathing  apparatus  and  hazardous  material  detec- 
tion equipment. 

Oklahoma  City  Fire  Chief  Gary  Marrs,  New  York  City  Fire  Commissioner  How- 
ard Safir  and  FDNY  Battalion  Chief  Ray  Downey  brought  the  topic  closer  to  home 
with  presentations  on  the  most  recent  acts  of  terrorism  on  American  soil.  Marrs  re- 
counted the  Oklahoma  City  Fire  Department  response  to  the  bombing  of  the  Alfred 
P.  Murrah  Federal  Building  on  April  19,  1995.  Through  the  use  of  graphic 
audiovisuals  and  personal  recollections,  Marrs  showed  the  attendees  that  no  fire  de- 
partment can  be  immune  to  terrorism.  Safir  and  Downey  echoed  that  point,  reinforc- 
ing the  need  for  increased  preparedness  by  all  departments. 

The  conference  provided  attendees  with  many  other  educational  presentations  on 
terrorism  preparedness  and  response.  The  FBI  was  represented  by  faculty  members 
who  lent  their  expertise  on  terrorist  incidents  involving  hostages,  media  relations, 
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responding  to  a  large  crime  scene  and  a  general  overview  of  the  terrorist  threat  in 
the  United  States.  The  global  perspective  on  the  terrorist  threat  was  covered  by  a 
representative  from  the  State  Department. 

A  recurrent  theme  was  the  need  for  better  relationships  between  fire  and  emer- 
gency departments  and  their  law  enforcement  counterparts  both  in  preparation  for 
terrorism  and  during  the  actual  response.  This  concept  was  mentioned  by  a  number 
of  faculty  members  during  the  course  of  the  conference,  and  was  further  reinforced 
in  a  presentation  by  Bob  Mathis  of  the  International  Association  of  Chiefs  of  Police 
(IACP).  He  stressed  the  need  for  an  integrated  management  system  in  major  inci- 
dent response,  and  the  new  partnership  between  the  IAFC  and  the  IACP  to  educate 
fire  and  police  officials  on  the  concept  of  cooperation  and  coordinated  management 
structures. 

Other  topics  included  a  presentation  by  Assistant  Chief  Frank  Borden  of  the  Los 
Angeles  City  Fire  Department  on  urban  search  and  rescue  considerations  in  terror- 
ism, EMS  response  to  terrorism,  Nuclear  Emergency  Search  Teams  (NEST),  mili- 
tary resources  and  response  to  terrorism.  Hal  Bruno,  ABC  News  political  director 
and  a  Firehouse®  contributing  editor,  and  Peter  Kendall,  executive  news  producer 
for  CNN,  gave  a  presentation  on  media  coverage  and  media  relations  in  terrorist 
incidents. 

The  last  day  of  the  conference  saw  the  attendees  placed  in  small  groups  to  discuss 
problems  and  solutions  to  issues  as  they  relate  to  terrorism  preparedness  and  re- 
sponse. 

The  conference  concluded  with  praise  from  Kay  Goss,  associate  director  of  FEMA's 
Preparedness,  Training  and  Exercise  Directorate.  She  noted  that  the  fire  and  emer- 
gency services,  as  the  nation's  "first  responders,"  must  be  prepared  for  terrorism. 

The  IAFC  will  continue  to  educate  members  and  the  fire  and  emergency  services 
about  terrorism  preparedness  and  response.  Contact  the  Terrorism  Conference 
Team,  International  Association  of  Fire  Chiefs,  4025  Fair  Ridge  Drive,  Fairfax,  VA 
22033-2868  (fax  703-273-9363). 

The  IAFC's  Internet  address  is:  IAFCHQ@CONNECTINC.COM. 

Senator  Nunn.  Chief  Gary  Marrs,  Fire  Chief  of  Oklahoma  City, 
who  has  been  there  and  who  has  experienced  a  real  tragedy  and 
who  is  going  to  give  his  firsthand  experience  and  the  benefit  of  his 
suggestions. 

Chief  Marrs? 

TESTIMONY  OF  GARY  MARRS,  CHIEF,  OKLAHOMA  CITY  FIRE 
DEPARTMENT,  OKLAHOMA  CITY,  OK 

Chief  Marrs.  Thank  you,  Senator.  I  appreciate  the  opportunity. 
I  have  to  look  down  the  table  at  the  credentials  and  experience  and 
kind  of  wonder  what  I  am  doing  here.  You  will  probably  get  the 
shortest  testimony  here,  anyway,  but  I  would  like  to  give  you  just 
a  few  brief  comments  on  a  local's  perspective  to  this  and  what  I 
have  heard  today. 

The  local  communities  are  not  equipped  to  handle  these  types  of 
incidents,  the  weapons  of  mass  destruction.  I  can  tell  you  that  first- 
hand. Had  there  been  chemical  or  biological  or  nuclear  material  in- 
volved in  that  bomb  in  Oklahoma  City,  a  large  area  of  population 
would  have  been  exposed  to  that  agent  and  the  repercussions  of 
that  agent  long  before  we  would  have  had  the  opportunity  to  detect 
it  or  try  to  figure  out  how  to  handle  it. 

It  is  critical  that  training  and  detection  of  those  agents  is  what 
the  first  responders  need  when  they  arrive.  It  should  be  known  to 
most  folks  that  when  an  incident  like  that  occurs,  the  training  to 
detect  it,  the  training  on  how  to  set  up  the  beginning  of  the  mitiga- 
tion of  it  and  how  to  get  the  community  in  the  best  way  to  respond 
to  it  has  to  happen  the  first  minute  or  two.  It  has  to  happen  when 
the  first  responders  get  there.  That  has  to  start.  You  can't  wait  for 
that  to  come  in  either  from  the  State  or  Federal  level  and  expect 
that  you  are  going  to  help  the  community  any  because  the  commu- 
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nity  is  going — number  one,  the  first  responder  is  not  going  to  sit 
back  and  wait.  They  have  to  be  able  to  react  and  serve  their  com- 
munity. 

Now,  how  you  activate  help  to  mitigate  it  long-term  is  something 
that  can  come  in  from  either  a  regional  or  Federal  level,  but  that 
training  in  detection  and  the  equipment  to  do  that  has  to  arrive 
with  the  first  responders  to  get  the  best  service  to  the  citizens  in 
those  communities. 

A  couple  of  other  quick  comments.  Some  of  the  things  that  I 
heard  today,  to  follow  up  on  Senator  Lugar's  statement  earlier 
about  who  is  in  charge  at  these  incidents,  by  necessity  the  local  re- 
sponders are  going  to  be  in  charge  of  that  incident  when  it  first 
happens.  Hopefully,  they  will  set  up  an  emergency  management 
system  or  an  incident  command  system  that  will  allow  them  to  re- 
main in  charge  and  successfully  handle  that  incident  no  matter 
how  large  it  grows. 

I  don't  know  that  the  answer  is  some  agency  that  rolls  in  and 
declares  they  are  in  charge  that  is  not  part  of  that  local  community 
because  I  know  in  Oklahoma  City,  I  am  not  sure  the  citizens  of 
Oklahoma  City  would  have  allowed  somebody  to  roll  in  and  man- 
date that  they  were  in  charge  and  negate  the  local  response  effort 
and  the  local  first  responders.  It  is  just  something  that  I  am  not 
sure  would  have  ever  worked. 

I  will  say  in  Oklahoma  City,  Director  Witt  of  FEMA  and  his  peo- 
ple rolled  in  from  the  very  beginning  with  one  single  message,  and 
that  was  they  were  there  to  support  the  Oklahoma  City  effort  and 
give  us  in  the  local  community  and  myself  as  the  fire  chief  what- 
ever support  they  could  give  me  and  whatever  help  I  needed.  I 
never  got  the  impression  that  they  had  rolled  in  town  to  take  over 
or  take  charge. 

I  also  have  heard  here  today  a  lot  of  talk  about  interagency  com- 
munication and  cooperation  and  non-talking.  I  feel  very  strongly 
that  one  of  the  things  that  happened  in  Oklahoma  City  that  was 
very  beneficial  in  those  first  few  minutes  was  that  the  local  re- 
sponders— specifically,  myself;  the  local  police  chief,  Sam  Gonzalez; 
and  the  local  FBI  agent-in-charge,  Bob  Ricks — knew  each  other 
ahead  of  time.  We  talked,  we  communicate  with  each  other.  There 
were  no  egos  or  turf  battles  involved  in  any  of  that  down  there,  and 
we  met  within  the  first  few  minutes  and  hours  and  lined  out  the 
responsibilities  of  each  of  our  agencies  in  response  efforts  and  got 
very  comfortable  with  the  fact  that  none  of  us  were  going  to  try  to 
command  or  dictate  to  the  others  in  their  areas  of  responsibility. 

It  was  clearly  identified  that  the  fire  department  would  take  care 
of  the  rescue  and  recovery  operations.  The  local  police  department 
would  take  care  of  that  incident  in  scene  security  and  perimeter 
control  and  controlling  that  site,  and  the  FBI  was  going  to  handle 
the  crime  scene  and  evidence  recovery.  We  worked  for  the  next  17 
days  in  that  mode.  I  never  commanded  the  FBI,  never  wanted  to, 
and  probably  would  not  have  been  able  to,  but  the  aspect  is  that 
we  communicated  and  knew  each  other  ahead  of  time  and  those 
things  were  lined  out  before  it  ever  happened,  and  that  is  what  has 
got  to  happen  in  every  local  community. 

I  heard  some  comments  this  morning  about  we  need  to  make  the 
agencies  at  the  Federal  level  be  more  open  with  each  other.  I  think 
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that  is  certainly  true,  but  if  all  of  that  doesn't  filter  down  to  where 
the  agencies  at  the  local  level  are  not  talking  also,  then  that  inci- 
dent when  it  occurs  in  the  first  few  minutes  and  hours  is  not  going 
to  get  set  up  such  that  those  things  are  happening. 

I  think  when  the  other  agencies  from  the  Federal  and  State  lev- 
els started  coming  into  Oklahoma  City,  had  we  not  had  those  lines 
of  communication  and  cooperation  open  ahead  of  time,  we  probably 
would  have  spent  a  lot  of  time  in  those  first  few  days  trying  to 
work  those  things  out  and  it  just  wouldn't  have  best  served  the 
people  in  Oklahoma  City. 

So  I  think  it  is  very  important  that  we  stress  that  it  is  the  local 
community  that  is  going  to  have  to  handle  these  incidents.  It  is 
nice  to  say  that  there  are  a  lot  of  Federal  things  that  are  going  to 
happen,  there  are  regional  things  that  are  going  to  be  set,  that  you 
can  call  these  numbers,  that  you  can  get  this  equipment  shipped 
in  to  you  by  plane.  But  let's  not  lose  sight  of  the  fact  that  when 
the  explosion  happens  or  the  agent  is  dispersed,  or  whatever  hap- 
pens in  terrorism,  those  first  few  minutes  and  hours  it  is  going  to 
be  the  local  people  that  are  going  to  have  to  handle  it  and  if  they 
are  not  equipped  or  trained  or  don't  handle  it  properly,  then  your 
efforts  are  going  to  be  for  naught  because  you  will  have  lost  control 
of  that  scene  and  of  the  community  long  before  the  other  people 
can  get  in. 

That  is  really  about  all  I  have  to  say. 

Senator  Nunn.  Thank  you,  Chief  Marrs.  We  appreciate  you  being 
here  and  commend  you  on  your  efforts  in  this  tragedy  that  your 
people  went  through,  which  certainly  was  the  focus  of  attention  in 
this  country  and  got  the  deep  admiration  and  sympathy  of  the  peo- 
ple of  America  for  the  way  you  handled  it. 

[The  prepared  statement  of  Mr.  Marrs  follows:! 

PREPARED  STATEMENT  OF  FIRE  CHIEF  GARY  MARRS 
OKLAHOMA  CITY  FIRE  DEPARTMENT 

I  would  like  to  make  the  following  comments  regarding  the  preparedness  of  the 
nation's  fire  and  emergency  service  community  for  terrorism.  My  city  has  gained  a 
great  deal  of  experience  in  responding  to  terrorism,  and  I  would  like  to  offer  these 
recommendations  as  they  pertain  to  the  incident,  and  the  resulting  activities,  in 
Oklahoma  City. 

Funds  for  training  and  equipment  for  first  responders  in  the  metro  areas 

Everyone  should  be  aware  by  now  that  the  local  responders  are  going  to  be  con- 
fronted with  handling  terrorism  incidents  in  the  first  hours  and  days  until  any  re- 
gional/national response  agencies  can  get  on  site  to  assist  with  equipment,  expertise, 
and/or  personnel.  It  is  imperative  that  the  local  responders  be  given  training  to  help 
them  identify  terrorist  activities  and  have  available  any  equipment  currently  devel- 
oped to  deal  with  the  types  of  dangers  that  terrorist  activities  will  expose  them  to. 

In  the  days,  weeks,  and  months  following  the  Murrah  Federal  Building  explosion, 
a  number  of  things  were  brought  to  the  local  fire  department's  attention  that  would 
probably  have  altered  the  response  activities  in  the  first  minutes  and  hours.  A  few 
examples  are: 

1.  The  department  was  made  aware  that  experience  around  the  world  shows 
that  in  a  high  percentage  of  terrorist  explosions  there  is  a  secondary  device 
designed  to  take  out  the  rescuers.  The  extremely  high  number  of  people  that 
were  allowed  to  enter  the  structure  in  the  first  hours  would  have  been  much 
more  restricted  until  a  secondary  device  could  have  been  ruled  out. 

2.  It  would  have  been  possible  for  the  people  responsible  for  the  device  to  put 
radioactive  materials  in  the  bomb  vehicle  to  provide  exposure  to  all  the  peo- 
ple who  were  there  when  the  bomb  went  off — and  those  who  responded  to 
the  incident.  Being  impossible  to  detect,  the  radioactive  material  would  have 
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life  threatening  consequences  long  before  being  detected.  Even  knowing  of 
the  possibility  now,  most  first  responders  are  carrying  only  outdated  radi- 
ation detection  equipment  created  for  Civil  Defense  shelter  purposes  many 
years  ago. 
3.  The  chemical  attacks  around  the  world  in  recent  times  involve  agents  that 
most  local  hazardous  materials  teams  cannot  detect;  they  would  not  have  the 
protective  equipment  to  handle  even  if  detection  were  possible. 

Federal  agencies'  interaction  with  local  responders 

Some  of  the  items  previously  discussed  should  point  out  that  local  jurisdictions 
do  not  have  the  equipment  or  training  to  deal  with  some  of  the  possibilities  in  ter- 
rorism. Federal  agencies,  both  military  and  non-military,  should  be  directed  to  inter- 
act with  and  support  local  communities  with  new  technologies,  equipment,  and 
training  they  have  available,  especially  when  those  items  were  purchased  with  tax- 
payer dollars  from  the  communities  the  local  responders  protect.  When  local  re- 
sponders are  only  made  aware  of  the  availability  of  these  items  after  a  disaster  hap- 
pens, the  planning  and  contingency  process  is  faulted  and  the  public  is  not  well 
served. 

Integrated  Emergency  Management  System 

Part  of  the  success  of  the  operations  surrounding  the  Oklahoma  City  incident  can 
be  attributed  to  the  use  of  the  Incident  Command  System  by  the  Oklahoma  City 
Fire  Department  and  the  coordination  of  that  system  in  the  Integrated  Emergency 
Management  System.  Many  agencies  from  all  levels  of  government  were  involved  in 
the  daily  activities  of  the  incident,  and  the  use  of  a  command  system  that  was  famil- 
iar to  all  those  involved  was  extremely  beneficial.  A  required  use  of  the  system  for 
all  responders,  for  response  to  all  levels  of  incidents,  would  very  positively  impact 
the  ability  to  deal  with  the  next  incident  of  terrorism  wherever  it  may  occur. 

The  Urban  Search  and  Rescue  Program 

One  of  the  most  beneficial  aspects  of  the  federal  response  to  the  Oklahoma  City 
incident  was  the  Urban  Search  and  Rescue  program.  Not  only  does  it  bring  in  a 
high  level  of  equipment  and  expertise,  it  brings  in  a  group  of  people  who  are  highly 
trained  first  responders  in  their  own  community.  Such  teams  are  dedicated  on  a 
daily  basis  to  provide  a  high  level  of  service  to  the  public  we  serve.  Their  attitudes 
and  emotions  immediately  blend  with  the  local  responders,  because  they  are  one 
and  the  same,  and  the  local  community  gains  more  of  their  own. 

If  the  program  is  not  allowed  to  remain  and  grow  with  the  increasing  need,  local 
communities  will  be  forced  to  either  maintain  those  skills  and  equipment  caches,  or 
not  have  the  ability  to  effectively  serve  the  citizens.  When  the  types  of  incidents 
they  respond  to  are  reviewed,  it  is  the  most  cost  effective  help  the  federal  govern- 
ment can  provide  for  the  local  communities.  It  should  be  a  high  priority  in  the  Fed- 
eral Emergency  Management  Agency  to  fund  and  maintain  the  Urban  Search  and 
Rescue  program.  Is  it  a  system  constantly  begging  for  money  because  the  workers 
within  the  program — the  backbone  of  the  system — are  not  the  federal  employees 
who  allot  the  dollars.  When  the  communities  are  willing  to  maintain  the  labor  force 
ready  for  activation,  what  better  use  of  federal  dollars  is  there? 

The  Worldwide  Conference  on  Strengthening  Response  to  Terrorism 

The  November  1995  conference  held  jointly  by  the  International  Association  of 
Fire  Chiefs  and  the  Federal  Emergency  Management  Agency  was  the  first  time  I 
can  remember  that  many  major  city  responders,  and  many  other  response  agencies, 
together  in  one  area  at  the  same  time. 

The  next  conference  should  be  expanded  to  include  local  law  enforcement,  federal 
law  enforcement  agencies,  and  the  emergency  management  agencies.  That  way  ev- 
eryone who  will  have  to  deal  with  the  next  terrorist  event  will  have  at  least  met 
each  other  and  discussed  how  the  response  will  happen.  Sadly,  this  does  not  happen 
even  at  the  local  level  in  some  communities.  When  everyone  realizes  that  it  will 
take  a  coordinated  effort  on  from  all  agencies  to  handle  the  problem,  the  citizens 
are  best  served.  Response  to  terrorist  activities  is  not  about  egos  and  turf  battles, 
it  is  about  providing  the  best  response  and  service  to  the  citizens  we  all  serve.  When 
you  lose  sight  of  that,  you  lose  the  reason  we  are  all  here. 

Senator  Nunn.  Chief  Ewell,  I  believe  you  want  to  make  a  dem- 
onstration here  and  we  will  let  you  introduce  it. 

Chief  Ewell.  Yes,  Senator,  and  again  I  thank  you  for  your  indul- 
gence. We  have  two  young  American  firefighters  with  us  today.  A 
young  man  named  Oren  Briese  is  going  to  demonstrate  to  you  the 
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conventional  firefighting  gear  or  bunker  gear,  as  it  is  typically  re- 
ferred to,  and  this  is  typical  of  what  is  found  at  the  local  level.  It 
is  turn-out  pants  and  jacket,  along  with  a  self-contained  breathing 
apparatus  and  the  helmet. 

Now,  this  gear  certainly  works  very  well  with  respect  to  fire  sup- 
pression, but  if  used  in  terrorist  activity,  especially  those  that  were 
involving  chemical  or  biological  agents,  this  particular  gear  would 
have  absolutely  no  effect  at  all.  It  is  important  to  note  that  agents 
such  as  mustard  gas,  sarin,  hydrogen  cyanide  and  others  will  easily 
penetrate  this  type  of  clothing  immediately,  and  particularly 
through  the  hose. 

I  should  also  just  point  out  for  you  that  sarin  is  a  good  example 
of  a  chemical  agent  that  was  recently  used  in  terrorist  activities 
and  that  type  of  agents,  as  well  others,  can  easily  be  purchased 
commercially.  So  with  this  type  of  clothing,  even  though  it  is  very 
effective  in  fire  suppression,  it  has  absolutely  no  application  to  ter- 
rorist activities. 

Thank  you. 

Senator  Nunn.  Thank  you  very  much,  Oren.  We  appreciate  you 
being  here. 

Chief  Ewell.  The  other  gentleman  is  David  Gudinas  and  he  is 
demonstrating  to  you  the  hazardous  materials  suit.  This  is  perhaps 
the  closest  thing  that  we  have  to  working  in  a  terrorist-type  attack 
involving  chemicals.  This  suit  is  designed  for  hazardous  materials 
operations,  and  while  the  suit  works  well  for  hazardous  materials 
situations,  it  is  also  expensive  and  it  requires  a  great  deal  of  train- 
ing. It  is  not  readily  available  to  many  of  the  fire  departments 
throughout  the  country,  and  even  where  there  are  resources  avail- 
able, the  first-line  responders  will  not  have  these  suits  on  their  ap- 
paratus. They  are  carried  on  specialized  equipment  that  is  called 
out  when  we  know  for  a  fact  that  there  is  a  hazardous  material. 

Senator  Nunn.  Do  you  have  those  available  in  some  of  the  large 
cities,  a  few  of  them? 

Chief  Ewell.  Yes.  In  most  of  the  large  cities,  we  do  have  hazard- 
ous materials  response  units  who  respond  to  hazardous  material 
spills  and  they  would  be  donned  in  this  type  of  suit.  But,  again,  I 
would  point  out  that  many  of  the  chemicals  involved  in  terrorist  ac- 
tivities and  the  biological  agents  actually  will  cause  contamination 
of  these  suits,  and  without  the  proper  training,  without  people 
being  aware  of  how  to  properly  perform  when  exposed  to  biological 
agents  and  certain  types  of  chemicals,  then  they  themselves  could 
actually  be  exposed  through  contamination.  If  the  equipment  is  not 
properly  taken  care  of  because  of  a  lack  of  training,  then  you  could, 
in  fact,  be  exposing  the  rest  of  the 

Senator  Nunn.  You  are  saying  you  have  a  limited  amount  of  this 
equipment,  but  you  do  not  have  adequate  training  in  most  areas? 

Chief  Ewell.  We  have  adequate  training  for  most  commercial- 
type  hazardous  material  spills,  but  nothing 

Senator  Nunn.  Nothing  for  chemical  and  biological? 

Chief  Ewell.  Nothing  at  all. 

Senator  NUNN.  So  this  would  not  be  adequate  for  chemical  and 
biological  either,  the  material  itself  or  the  training? 
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Chief  Ewell.  The  material  itself  may  help  to  retard  it  from  en- 
tering the  body,  but  it  will  not  help  us  with  respect  to  contamina- 
tion and  exposing  the  person  inside  once  they  take  it  off. 

Senator  Nunn.  Is  this  commercial  acquisition  here? 

Chief  Ewell.  Yes,  sir. 

Senator  Nunn.  Have  you  had  a  chance  to  compare  this  to  the 
military  and  what  they  would  have  on  the  battlefield  to  deal  with 
chemical  and  biological? 

Chief  Ewell.  The  military  carries  something  similar  to  this,  but 
then  they  have  equipment  that  is  much  more  superior  to  this  as 
well  that  we  have  no  access  to. 

Senator  Nunn.  So  this  doesn't  come  close  to  what  the  military 
has  in  terms  of  capability  against  chemical  and  biological? 

Chief  Ewell.  Not  to  my  knowledge,  no,  sir. 

Senator  Nunn.  Senator  Lugar? 

Senator  L.UGAR.  Chief,  just  out  of  curiosity,  how  much  training 
is  required  even  to  use  this  equipment  of  the  individual  so  that  he 
is  able  to  function  with  this? 

Chief  Ewell.  I  can  give  you  an  average  because  throughout  each 
State  the  requirements  are  somewhat  different,  but  on  an  average 
about  250  hours  of  specialized  training  to  properly  don  this  equip- 
ment and  to  operate  in  a  chemically  hazardous  environment. 

Chief  MARRS.  If  I  can  make  a  quick  comment,  Senator? 

Senator  Nunn.  Yes,  sir. 

Chief  Marrs.  The  suits  that  you  are  looking  at  here — the  depart- 
ments that  have  staffed  and  trained  hazardous  materials  teams, 
and  we  have  one  in  Oklahoma  City,  still  for  budgetary  reasons  can 
only  staff  up  to  4,  8,  12  suits,  maximum,  for  a  department.  If  you 
take  the  Oklahoma  City  Murrah  Building  incident,  we  had  over 
200  firefighters  respond  in  those  first  few  minutes.  If  we  had  even 
been  able  to  detect  some  type  of  chemical  or  biological  and  that  suit 
would  have  been  compatible  for  it,  I  still  could  have  only  put  8  to 
12  responders  in  it  to  go  in  and  handle  an  incident  of  that  size.  It 
is  just  something  that  the  departments  can't  carry.  Certainly,  all 
firefighters  are  equipped  like  the  one  that  you  first  saw,  but  we 
don't  have  the  ability  to  equip  all  firefighters  to  this  extent  also. 

Senator  Nunn.  Does  that  mean  we  need  special  teams  that  can 
be  brought  in  in  more  than  one  city?  Are  we  going  to  be  able  to 
afford  to  have,  let's  say,  the  fire  department  of  Oklahoma  City 
equipped  with  chemical  and  biological?  Can  we  afford  that  kind  of 
thing  and  duplicate  it  all  over  the  United  States? 

Chief  Marrs.  I  don't  know  that  you  could,  Senator,  to  tell  you 
the  truth,  because  of  the  sheer  cost  of  the  equipment.  The  changes 
in  technology  happen  to  rapidly.  We  have  identified  that  most  of 
the  suits  that  are  carried  around  the  country  on  HAZMAT  teams 
are  not  compatible  with,  say,  the  sarin  gas  out  of  the  Tokyo  inci- 
dent. So  if  you  detected  sarin  gas,  we  couldn't  even  put  them  in 
these  types  of  suits  to  go  in. 

Senator  Nunn.  When  the  Oklahoma  tragedy  first  occurred,  did 
you  go  in  and  test  whether  there  was  any  chemical  or  biological 
agent  in  the  air  or  used? 

Chief  Marrs.  Not  initially  in  those  first  few  minutes,  no,  but 
when  we  did,  we  still  have  only  the  equipment  and  the  type  of 
suits  for  what  we  traditionally  have  done  in  HAZMAT,  and  that  is 
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the  industrial  chemicals,  hydrocarbons,  that  type  of  thing,  nothing 
in  the  chemical/biological  mass  destruction  type  of  thing. 

Senator  Nunn.  You  say  you  didn't  test  it  the  first  few  hours.  Did 
you  test  it  later  on  or  did  you  have  to  wait  on  the  feds  to  come  in 
on  that  testing? 

Chief  Marrs.  No.  Once  we  got  out  of  that  initial  blast  response 
mode,  we  actually  did  get  the  limited  equipment  we  do  have  out 
and  did  some  testing. 

Chief  Ewell.  Senator,  just  very  briefly,  the  type  of  equipment 
that  Chief  Marrs  is  referring  to  is  these  two  items  here  on  the 
table.  They  allow  you  to  test  initially  the  gas.  They  are  gas  indica- 
tors that  tell  you  the  type  and  the  levels  of  material  you  are  deal- 
ing with.  They  are  limited  also  in  the  type  of  materials  that  they 
will  actually  be  able  to  detect. 

Chief  Marrs.  That  is  why  I  stressed  earlier  that  training  in  de- 
tection on  those  first  responders  is  what  I  think  is  critical  because 
the  first  thing  you  have  to  do  is  identify  it  is  there.  If  you  have  the 
ability  to  detect  it,  then  the  communities  can  ahead  of  time  set  up 
their  response  and  the  way  they  are  going  to  handle  that  incident 
and  try  to  get  those  plans  laid  in  place.  So  an  incident  commander 
would  already  have  some  indication  of  what  decisions  he  was  going 
to  have  to  make  when  the  detection  occurred,  and  then  if  you  have 
regional  teams,  State  teams,  Federal  teams  available,  you  can  deal 
with  the  mitigation  at  some  point.  But  the  training  and  equipment 
to  detect  and  handle  those  first  few  minutes  and  hours  is  what  is 
critical  in  the  local  communities. 

Senator  NUNN.  Senator  Lugar? 

Senator  Lugar.  Mr.  Chairman,  your  question  and  the  chiefs 
comments  just  now  sort  of  highlight  a  problem  we  won't  be  able  to 
solve  today,  but  is  really  critical  to  this.  The  chief  is  saying  the 
first  few  minutes  are  very,  very  important  in  terms  of  initial  re- 
sponse, and  as  you  have  pointed  out,  if,  in  fact,  this  equipment, 
which  even  then  may  be  inadequate,  plus  200  hours  of  training  per 
individual,  are  not  available  in  Oklahoma  City  or  Oakland,  or 
wherever,  this  denotes  probably  the  need  for  a  Federal  team  that 
goes  there,  but  obviously  is  not  going  to  be  there  in  the  first  few 
minutes  and  probably  not  in  the  first  few  hours. 

That  seems  to  me  to  be  a  critical  gap,  although  maybe  in  terms 
of  the  expense,  even  if  we  were  to  think  of  a  construct  which  makes 
more  sense  than  what  we  have  now,  you  probably  have  to  think  in 
terms  of  specialists  who  are  at  the  state  of  the  art  who  have  the 
equipment  and  training  who  can  go  wherever  terrorism  strikes,  but 
figure  out  who  keeps  the  finger  in  the  dike  in  the  meanwhile  at  the 
local  level.  That  seems  to  be  highlighting  an  extremely  critical 
problem. 

Senator  Nunn.  We  are  going  to  have  to  think  through  this  be- 
cause the  question  at  the  local  level  is  can  we  afford  it  all  over  the 
country,  and  the  question  then  is  should  we  do  it  at  the  State  level 
so  it  is  closer  to  home,  rather  than  having  somebody  in  Washington 
having  to  fly  all  the  way  to  Oakland,  California. 

The  third  question  is  if  it  is  at  the  State  level,  what  is  the  prop- 
er— is  it  law  enforcement  or  is  it  something  like  the  National 
Guard,  since  the  National  Guard  is  virtually  in  every  State  and  has 
some  presence  in  most  major  cities.  Would  it  make  sense  for  our 
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military,  being  part  of  the  same  thing,  to  train  the  National  Guard 
and  have  the  National  Guard  interrelate  through  the  State  all  over 
each  State?  I  think  we  have  got  to  think  through  what  the  proper 
response  is  here. 

Dr.  Richardson,  I  think,  clearly  sees  a  role  for  DOD.  Do  you  want 
to  comment  on  what  you  have  heard,  Dr.  Richardson? 

Mr.  Richardson.  Yes. 

Senator  NUNN.  I  think  we  have  to  ask  Oren  and  David  how  long 
they  have  been  in  these  outfits  and  how  long  they  can  stay  in 
them.  I  don't  want  to  hold  them  there  too  long.  We  appreciate  both 
of  you  being  here.  I  have  had  something  similar  on  with  a  chemical 
military  uniform,  and  that  was  down  at  Fort  Stewart,  Georgia,  in 
about  98-degree  weather  with  a  lot  of  humidity.  I  didn't  last  long. 
I  know  that  is  not  comfortable,  so  we  appreciate  both  of  you  all 
being  here. 

Dr.  Richardson? 

Mr.  Richardson.  I  absolutely  agree  with  you  that  it  is  something 
to  be  thought  through.  What  the  one  gentleman  seems  to  be  wear- 
ing is  what  I  used  to  know  in  the  past  as  a  full-face  firefighter's 
mask.  When  we  first  started  putting  chemical  defense  equipment 
on  fighter  pilots,  we  didn't  have  dedicated  masks  for  fighter  pilots. 
A  full-face  firefighter's  mask  hooked  up  to  the  oxygen  system  was 
what  we  used.  In  that  system,  as  long  as  you  have  got  supplied  air 
hooked  up  to  it,  it  is  pretty  good  breathing  protection,  oral-nasal 
protection.  The  problem  with  that  system  is  the  tank  is  good  for 
maybe  an  hour,  depending  on  how  fast  the  guy  is  working. 

For  Sarin,  what  you  really  need  is  respiratory  protection.  You 
don't  need  a  full  garment.  That  is  also  true  for  the  biological  agents 
pretty  much.  There  are  things  where  you  do  need  skin  protection. 
If  you  get  into  an  agent  VX,  which  is  relatively  unlikely  as  a  terror- 
ist agent,  but  it  is  conceivable,  then  you  need  skin  protection. 
There  are  things  like  that  to  be  sorted  through  if  you  get  the  guys 
out  there  that  know  their  business  and  the  guys  that  know  the 
chemical  defense  business  working  together.  I  worry  often  in  the 
chemical  and  biological  defense  business  that  we  make  it  seem  so 
tough  that  you  throw  up  your  hands  and  go  away,  and  that  is  not 
necessary  here. 

Mr.  Sewell.  Mr.  Chairman,  I  have  got  a  comment  on  Senator 
Lugar's  comments  that  he  made  earlier  with  respect  to  the  re- 
sponse time.  That  is  obviously  very  critical,  and  NEST  is  set  up 
with  the  people  prepared — passports,  shots,  everything  that  allows 
them  essentially  to  go  anywhere  in  the  world  in  the  matter  of  a  few 
hours  and  to  be  at  a  local  airfield  of  the  military.  The  military  can 
supply  the  aircraft  so  that  the  mobile  laboratories  and  the  experts 
are  ready  to  go  within  just  a  few  hours,  and  then  whatever  it  takes 
to  fly  to  the  location.  That,  I  think,  is  essential,  but  it  takes  a  lot 
of  planning  and  it  takes  resources  to  keep  that  capability. 

Senator  Nunn.  Mr.  Sewell,  does  the  NEST  example  with  the  nu- 
clear— do  you  think  that  is  applicable  as  the  way  we  ought  to  ap- 
proach this  with  the  chemical  and  biological  by  having  a  Federal 
unit,  or  do  you  think  we  ought  to  think  in  terms  of  disseminating 
at  least  some  of  this  expertise  and  equipment  in  a  broader  fashion? 

Mr.  Sewell.  I  think  the  first  action  that  should  be  taken  is  at 
a  Federal  level  because  I  think  you  can  put  that  together  in  a 
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much  shorter  time.  Granted,  it  won't  give  you  all  that  you  want, 
but  I  believe  it  can  be  done  in  a  much  shorter  time,  and  time  is 
of  the  essence,  I  think,  for  this  country  to  be  prepared  to  handle 
a  potential  disaster. 

Senator  Nunn.  You  might  take  that  as  a  first  step  and  then 
build  on  that  at  the  local  level? 

Mr.  Sewell.  Yes. 

Senator  Nunn.  Ambassador  Busby? 

Mr.  Busby.  If  I  could  just  comment  on  that,  I  think,  first,  the  cre- 
ation of  a  C/B  team  along  the  lines  of  NEST  is  an  excellent  idea, 
and  I  think  the  suggestions  that  Dr.  Richardson  has  put  before  us 
really  are  something  that  should  be  followed  up  on. 

Secondly,  on  the  broader  issue  of  what  does  the  Department  of 
Defense  and  the  military  have  that  could  be  used  at  the  local  level, 
there  is  some  work  being  done  on  that.  I  had  the  opportunity  to 
sit  on  a  panel  that  was  chaired  by  General  Alavre,  who  used  to  be 
the  Commandant  of  the  Marine  Corps,  in  which  we  looked  at  dual- 
use  technologies.  What  is  there  currently  in  the  hands  of  the  mili- 
tary that  could  be  used  by  local  law  enforcement? 

The  results  of  that  study  were  that  there  is  a  lot  of  technology 
which  the  military  has  which,  with  some  adaptive  engineering, 
could  be  used  by  local  law  enforcement.  There  were  a  number  of 
recommendations  that  came  out  of  that,  not  the  least  of  which  was 
to  create  some  regional  centers  that  local  law  enforcement  and 
local  responders  could  go  to  for  the  kind  of  expensive  expertise  that 
they  can't  afford  themselves.  But,  clearly,  that  got  into  a  lot  of  po- 
litical problem,  the  idea  of  using  DOD  to  help  local  law  enforce- 
ment, but  I  think  it  is  an  excellent  thing  to  follow  up  on. 

Chief  Ewell.  Senator,  may  I  just  make  one  final  comment? 

Senator  NUNN.  Yes,  sure. 

Chief  EWELL.  Thank  you,  sir.  First  of  all,  I  again  want  to  thank 
this  distinguished  body  for  allowing  us  the  opportunity  to  speak  on 
this  subject.  I  can  tell  you — and  I  know  that  I  speak  clearly  for  all 
of  the  firefighters  throughout  this  country  and  the  fire  chiefs 
throughout  the  world  who  have  an  equal  stake  and  concern  in  this 
matter.  If  there  is  any  sense  of  urgency  that  I  can  exhibit,  it  is  the 
fact  that  at  the  local  level  we  are  not  prepared,  and  because  we  are 
not  prepared  we  perhaps  have  a  greater  sense  of  urgency  than  oth- 
ers above  us.  It  is  because  we  are  that  first  line  of  defense  and  we 
realize  that  in  rolling  into  these  incidents,  we  are  just  not  going  to 
be  capable  of  properly  protecting  the  public. 

Senator  Nunn.  Chief  Ewell,  when  did  you  come  to  this  conclu- 
sion? Is  this  something  that  was  reinforced  by  the  Aum  Shinrikyo 
attack  in  Tokyo?  Have  you  all  been  worried  about  for  years  and 
years?  What  has  heightened  your  concern? 

Chief  Ewell.  Certainly,  the  most  recent  incidents  have  height- 
ened that  concern,  but  it  is  not  something  that  has  been  foreign  to 
us.  We  have  been  concerned  about  such  incidents  and  the  need  for 
training  at  the  local  level  for  many,  many  years,  and  it  wasn't  until 
recent  that — and  it  is  unfortunate,  because  of  these  incidents,  that 
we  did,  in  fact,  get  that  support  that  we  have  been  asking  for  for 
a  number  of  years. 

But  even  if  we  focused  on  the  120  largest  departments  in  this 
country,  I  would  urge  you  to  keep  in  mind  that  they  actually  pro- 
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tect  up  to  60  to  70  percent  of  this  Nation's  populace,  and  so  we 
would  be  covering — just  by  focusing  on  those  120  largest  depart- 
ments, we  would  be  covering  a  large  percentage  of  our  population 
in  this  country. 

A  woman  in  the  back  of  me  did  some  quick  figures  and  they 
pointed  out  that  if  we  were  just  to  fund  50  people  within  each  of 
the  120  major  departments  of  this  country  with  respect  to  outfit- 
ting them  for  chemical  or  biological  suits,  it  would  cost  about  $2.5 
million  to  outfit  the  120  largest  cities. 

Senator  Nunn.  How  much? 

Chief  Ewell.  $2.5  million,  so  we  are  not  really  talking  about  a 
great  deal  of  money  when  you  consider  the  potential  of  better  pro- 
tecting a  number  of  people  so  that  they  can,  in  fact,  provide  protec- 
tion to  a  large  number  of  people. 

Senator  Nunn.  We  need  to  check  that  arithmetic.  We  up  here 
aren't  accustomed  to  dealing  with  millions.  [Laughter.] 

Senator  Nunn.  It  sounds  like  it  is  a  rather  low  figure,  but  we 
would  like  to  get  those  numbers  from  you. 

Chief  Marrs.  Feel  free  to  add  any  zeroes  you  want  to  the  end 
of  that.  [Laughter.] 

Mr.  Richardson.  I  told  him  more  money  falls  off  the  table  here 
than  that  amounts  to. 

Senator  Nunn.  Senator  Lugar,  do  you  have  any  other  questions? 

Senator  Lugar.  No.  I  think  this  is  a  tremendously  important 
panel  and  discussion,  and  hopefully  it  will  stimulate  our  activities 
to  try  to  follow  through  on  that. 

Senator  Nunn.  Senator  Lugar,  I  have  got  to  step  out  for  about 
10  or  12  minutes.  Would  you  like  to  go  ahead  and  convene  the  next 
panel  and  let  me  come  back  in?  Could  you  stay  for  that  period  of 
time? 

Senator  Lugar.  I  would  be  very  pleased  to  do  that,  Mr.  Chair- 
man. 

Senator  Nunn.  That  would  be  very  good. 

I  thank  all  of  you  for  being  here.  Senator  Lugar  and  I  are  going 
to  join  Senator  Roth  and  try  to  get  our  friend,  Senator  Domenici, 
who  has  worked  so  much  on  the  lab-to-lab  program,  and  others  and 
try  to  put  together  a  legislative  framework  for  all  of  this,  plus  some 
suggestions  to  the  executive  branch  that  don't  require  legislation. 
So  as  we  move  along  with  this  over  the  next  few  weeks,  we  would 
welcome  any  of  your  further  comments  that  you  may  come  up  with. 
We  have  been  the  beneficiaries  of  your  whole  testimony  this  morn- 
ing, as  has  the  whole  Senate.  Thank  you. 

Senator  Lugar  [presiding].  Let  me  now  call  our  distinguished 
panel  that  will  follow.  Mr.  Robert  Blitzer,  Section  Chief  for  Domes- 
tic Terrorism  and  Counter-Terrorism  of  the  Federal  Bureau  of  In- 
vestigation; Mr.  Victor  Reis,  Assistant  Secretary  for  Defense  Pro- 
grams, Department  of  Energy;  Ambassador  H.  Allen  Holmes,  As- 
sistant Secretary  of  Defense  for  Special  Operations  and  Low-Inten- 
sity Conflict  of  the  Department  of  Defense;  and  Clay  Hollister,  the 
Deputy  Associate  Director  for  Response  and  Recovery  of  the  Fed- 
eral Emergency  Management  Agency,  FEMA. 

Gentlemen,  would  you  come  to  your  positions?  Gentlemen,  before 
you  are  seated,  let  me  ask  you  to  take  the  oath  as  witnesses. 

[Witnesses  sworn.] 
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Senator  Lugar.  We  will  proceed  with  the  testimony,  first  of  all, 
of  Mr.  Blitzer.  As  Chairman  Nunn  has  suggested  to  the  previous 
panel,  we  have  extremely  complex  matters  and  you  have  already 
submitted  extraordinarily  important  testimony.  If  you  could  sum- 
marize that  as  much  as  possible,  we  would  be  most  appreciative. 

Mr.  Blitzer,  would  you  please  proceed? 

TESTIMONY  OF  ROBERT  M.  BLITZER,  CHIEF,  DOMESTIC  TER- 
RORISMS OUNTERTERRORISM  PLANNING  SECTION,  FED- 
ERAL BUREAU  OF  INVESTIGATION 

Mr.  Blitzer.  Good  afternoon,  Senator  Lugar.  Thank  you  for  this 
opportunity  to  address  the  Committee  on  our  ability  to  respond  to 
a  nuclear,  biological  or  chemical  incident  should  one  occur  in  the 
United  States. 

Last  week,  we  discussed  the  threat  posed  by  NBC  weapons — and 
I  will  refer  to  it  as  "NBC" — to  the  security  of  the  United  States. 
Today,  as  part  of  this  hearing,  we  will  address  the  FBI  role  as  part 
of  the  hearing  as  the  lead  Federal  agency  in  the  crisis  management 
of  a  domestic  NBC  incident. 

One  of  the  things  that  I  wanted  to  indicate  at  the  beginning  of 
my  testimony  is,  in  talking  about  the  Mirage  Gold  exercise,  that 
exercise  was  devised  as  a  crisis  management  exercise,  not  a  con- 
sequence management  exercise.  I  wanted  to  tell  you  that,  not  that 
there  weren't  a  lot  of  things  in  that  exercise  that  needed  correcting, 
but  just  to  set  the  tone  on  it,  at  least  from  our  perspective. 

In  June  of  1995,  President  Clinton  signed  a  presidential  decision 
directive  regarding  "U.S.  policy  on  counter-terrorism,"  which  re- 
affirmed the  FBI's  lead  law  enforcement  and  crisis  management 
role  in  response  to  a  domestic  terrorist  incident.  While  this  direc- 
tive encompasses  all  aspects  of  the  U.S.  Government's  role  in 
counter-terrorism,  it  also  specifically  addresses  terrorism  involving 
the  use  of  weapons  of  mass  destruction  (WMD)  and  requires  the 
FBI  to  organize  and  manage  an  interagency  domestic  emergency 
support  team  (DEST). 

Pursuant  to  the  PDD,  the  FBI  is  finalizing  guidelines  for  the  de- 
ployment of  the  DEST  team  and  we  have  enhanced  our  interaction 
with  other  Federal  agencies  who  have  a  role  in  responding  to  a 
major  terrorist  or  WMD  incident  either  in  support  of  the  FBI  for 
crisis  management  or  FEMA  for  consequence  management. 

A  WMD  terrorist  incident  involving  nuclear/radiological,  or  chem- 
ical/biological (C/B)  agents  or  weapons  would  result  in  the  FBI  acti- 
vating its  nuclear  incident  contingency  plan  or  its  chemical/biologi- 
cal incident  contingency  plan.  In  addition  to  other  FBI  crisis  man- 
agement plans,  these  documents  identify  Federal  interagency  sup- 
port which  is  being  encompassed  in  the  DEST  concept. 

The  primary  agencies  who  would  be  called  upon  for  assistance  in 
the  event  of  a  major  domestic  terrorist  or  WMD  incident  include 
the  Department  of  Defense  (DOD),  the  Department  of  Health  and 
Human  Services,  the  Public  Health  Service,  the  Department  of  En- 
ergy (DOE),  the  Federal  Emergency  Management  Agency  (FEMA), 
and  the  Environmental  Protection  Agency. 

On  recent  occasions,  the  FBI  has  responded  to  communicated 
threats  of  NBC  terrorist  attacks.  The  FBI's  responsibility  entails 
the  initiation  of  a  threat  credibility  assessment  in  accordance  with 
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our  guidelines  as  set  forth  in  the  operational  nuclear  and  chem/bio 
incident  contingency  plans.  If  warranted,  the  FBI  directs  an  oper- 
ational response.  The  threat  assessment  process  entails  close  co- 
ordination with  other  entities  of  the  U.S.  Government  who  possess 
expertise  in  NBC  matters  to  examine  available  information  on  the 
threat  and  determine  its  viability  from  a  technical,  operational  and 
behavioral  standpoint.  To  date,  all  of  the  threats  we  have  encoun- 
tered have  been  determined  not  to  be  credible. 

As  an  example,  in  April  of  last  year,  a  videotape  was  delivered 
to  the  security  department  of  a  large  private  complex.  This  tape 
forecasted  a  poison  gas  attack  to  be  dispersed  on  the  grounds  of  the 
complex  in  the  near  future.  The  FBI  opened  an  investigation  of  the 
threat  and  immediately  coordinated  the  interagency  threat  assess- 
ment based  upon  the  videotape  information. 

In  accordance  with  the  FBI's  C/B  incident  contingency  plan,  our 
interagency  team  of  specialized  assets  was  deployed  and  pre-posi- 
tioned  near  the  alleged  incident  site.  That  was  done,  Senator,  with- 
in about  24  hours  of  receipt  of  the  initial  information.  Fortunately, 
the  attack  did  not  occur.  The  deployment  did,  however,  illustrate 
the  effectiveness  of  our  incident  plan  and  the  fact  that  we  could 
marshall  the  effective  resources  quickly  and  deploy  them. 

These  contingency  plans  which  have  been  in  effect  since  the  late 
1980's  are  continually  updated  and  revised,  most  recently  in  Feb- 
ruary of  1996.  The  plans  are  designed  to  marshall  the  appropriate 
Federal  tactical,  technical,  scientific  and  medical  support  resources 
needed  to  bolster  the  FBI's  investigative  and  crisis  management 
abilities. 

It  just  made  me  think,  Senator.  On  the  incident  that  we  re- 
sponded to,  one  of  the  key  things  that  the  Public  Health  Service 
did  is  immediately  contact  local  authorities  and  organize  that  as- 
pect, that  consequence  management  aspect,  should  we  have  needed 
to  have  ambulances,  hospitals  and  some  kind  of  effect.  So  we  did 
engage  immediately  with  local  authorities  for  the  medical  support 
resources  needed  to  bolster  the  FBI's  investigative  and  crisis  man- 
agement abilities  and  to  augment  local  and  State  resources  in  ad- 
dressing consequence  management  in  an  NBC  incident. 

The  contingency  plans  emphasize  coordination  between  all  par- 
ticipants and  are  particularly  concerned  with  the  bridge  between 
the  law  enforcement  crisis  management  activities  and  the  con- 
sequence management  implications  of  the  crisis.  Many  of  the 
things  that  we  have  learned  since  the  Mirage  Gold  exercise  I  am 
going  to  go  into  now  and  basically  discuss  many  of  the  things  we 
have  done  to  try  and  improve  from  the  standpoint  of  the  FBI's  lead 
agency  responsibilities. 

With  respect  to  our  proactive  programs  and  initiatives,  earlier 
this  year  FBI  headquarters  tasked  its  56  domestic  FBI  field  offices 
to  conduct  C/B  terrorism  exercises  in  each  of  their  regions  in  ac- 
cordance with  guidelines  set  forth  in  the  C/B  contingency  plan. 
This  includes  coordination  and  participation  by  other  public  safety 
agencies  who  would  be  involved  in  a  C/B  incident,  including  first 
responders,  regional  offices  of  supporting  Federal  agencies,  and 
State  emergency  management  agencies  who  would  be  involved  in 
consequence  management  in  such  an  incident.  Each  of  these  56 
field  offices  has  taken  action  in  response  to  this  tasking  and  are 
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in  the  process  of  planning  and  conducting  C/B  exercises.  To  date, 
37  of  our  field  offices  have  completed  these  exercises,  which  are  ta- 
bletop-type  exercises. 

Additionally,  all  FBI  field  offices  with  DOE  or  Nuclear  Regu- 
latory Commission  facilities  within  their  territories  maintain  site- 
specific  nuclear  contingency  plans  which  are  updated  annually. 
These  plans  ensure  that  the  FBI  possesses  all  necessary  informa- 
tion regarding  each  DOE  or  NRC  site  to  enable  an  effective  FBI  re- 
sponse to  an  incident  at  any  of  these  sites. 

The  DOE,  as  we  have  heard,  manages  the  nuclear  search  team 
(NEST),  which  supports  the  FBI  as  lead  Federal  agency  in  provid- 
ing technical  expertise  in  a  malevolent  nuclear  threat  or  other 
criminal  act  involving  nuclear  material.  To  date,  30  FBI  field  of- 
fices, including  the  largest  metropolitan  divisions,  have  received 
NEST  briefings,  with  additional  field  offices  being  briefed  each 
month. 

A  current  training  initiative  planned  by  FBI  headquarters  is  for 
over  100  FBI  field  agents  and  supervisors  to  attend  a  one-week  in- 
service  to  be  held  in  the  fall  of  this  year  on  NBC  proliferation  and 
terrorism  matters.  Additionally,  the  FBI  is  mandated  to  participate 
in  the  planning  and  operation  of  interagency  nuclear  crisis  man- 
agement training  exercises.  The  FBI  participated  in  a  series  of  ex- 
ercises which  culminated  in  a  major  multi-agency  full  field  exercise 
involving  close  to  1,000  participants  in  New  Orleans  in  October, 
which  was  identified  as  Mirage  Gold. 

Following  the  completion  of  Mirage  Gold,  the  FBI,  in  coordina- 
tion with  other  participating  agencies,  prepared  an  after  action  re- 
port. This  report  critically  evaluated  the  FBI's  performance  as  cri- 
sis manager  for  a  nuclear  incident.  Twenty-six  recommendations 
were  made  based  upon  identified  shortfalls  in  FBI  operations.  I 
have  grouped  those  into  three  major  categories  Senator;  number 
one,  interagency  coordination  in  intelligence  flow;  number  two, 
interagency  coordination  of  forensic  matters;  and,  number  three,  in- 
formation management  and  technical  support. 

These  recommendations  have  served  as  the  building  blocks  for 
revising  and  updating  the  FBI  crisis  management  plans,  particu- 
larly as  they  relate  to  the  FBI's  management  and  coordination  of 
a  multi-agency  response  to  include  consequence  management  ele- 
ments. 

To  address  interagency  coordination  on  intelligence  flow,  the 
Critical  Incident  Response  Group  (CIRG),  which  is  headquartered 
at  Quantico,  has  implemented  a  comprehensive  crisis  management 
training  program  for  senior  FBI  officials  which  emphasizes  the 
Joint  Operations  Center  concept,  and  this  is  one  of  the  important 
points  that  I  wanted  to  make  that  we  clearly  recognized  there  were 
some  breakdowns  at  the  command  level  in  New  Orleans  and  this 
group  had  been  developed  not  only  for  that,  but  for  several  other 
crisis  management-type  problems.  One  of  the  key  things  we  wanted 
to  do  was  improve  drastically  on  how  we  interact  at  the  command 
level  in  a  crisis,  and  I  believe  we  have  made  a  heck  of  a  lot  of 
progress  in  that  area. 

Secondly,  the  FBI  laboratory,  in  conjunction  with  the  Depart- 
ment of  Energy,  has  developed  a  forensic  operations  standard  oper- 
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ating  procedure  which  details  evidence  preservation  and  collection 
protocols  to  be  followed. 

The  remaining  shortfall  was  addressed  through  the  refinement  of 
the  rapid  start  computerized  data  base  and  the  inclusion  of  crisis 
response  team  communication  support  at  the  incident  site.  That  is 
a  stand-alone  computer  system  that  we  can  hook  in  at  any  crisis 
site  and  immediately  activate  and  use  for  a  variety  of  things. 

In  addition,  since  Mirage  Gold,  our  Crisis  Incident  Response 
Group  has  participated  in  NEST  operational  training.  In  November 
of  last  year,  CIRG  hosted  NEST  operators  at  a  command  post  co- 
ordination seminar  to  enhance  interoperability.  To  provide  more  ef- 
fective crisis  management,  the  results  of  these  and  other  training 
exercises  are  being  continually  reviewed  by  the  FBI. 

The  Mirage  Gold  exercise  was  the  first  full-scale  nuclear  exercise 
in  which  the  FBI  participated  in  8  years — much  too  long.  I  concur 
with,  I  think,  everyone  else  you  have  heard  here.  You  can't  exercise 
once  every  8  years  in  a  full  field  environment  and  expect  not  to 
have  problems.  The  DOE  budget  for  the  exercise  was  approxi- 
mately $11  million — extremely  costly.  These  exercises  require  ex- 
tensive funding  and  resources  and  are  manpower-intensive.  For  ex- 
ample, a  recent  Olympic-related  command  post  exercise  alone  cost 
$500,000.  It  is  anticipated  that  a  no-notice  nuclear  exercise  would 
cost  approximately  $10  million. 

In  January  of  this  year,  a  new  unit  was  established  in  the 
Counterterrorism  Branch  at  FBI  headquarters  that  is  exclusively 
devoted  to  NBC  matters  and  exercises.  This  unit  will  provide  even 
greater  focus  and  coordination  of  our  crisis  management  respon- 
sibilities. In  addition,  the  FBI  laboratory  has  expanded  its  capabili- 
ties and  is  creating  a  hazardous  materials  unit  within  the  Scientific 
Analysis  Section  to  deal  with  the  forensic  aspects  of  NBC  issues. 

Strengthening  existing  laws  and  implementing  new  legislation 
concerning  C/B  weapons  and  their  precursors  will  enhance  our  abil- 
ity to  investigate  and  fight  C/B-related  terrorism.  The  Chemical 
Weapons  Convention  (CWC)  bans  the  development,  production,  ac- 
quisition, stockpiling,  retention  and  transfer  of  chemical  weapons. 
Although  the  CWC  was  not  designed  to  prevent  chemical  terrorism, 
certain  aspects  of  the  Convention,  including  its  implementing  legis- 
lation and  non-proliferation  provisions,  will  augment  existing  law 
enforcement  efforts  to  fight  chemical  terrorism. 

The  FBI  is  actively  pursuing  intelligence  collection,  criminal  in- 
vestigation, analysis  and  proactive  programs  to  prevent  and  to  re- 
spond to  an  NBC  incident.  Through  our  investigations  and  active 
cooperative  exchanges  with  the  U.S.  and  international  intelligence 
and  law  enforcement  communities,  we  remain  alert  for  terrorist 
groups,  State  sponsors  of  terrorism,  or  criminal  attempts  to  acquire 
or  employ  weapons  of  mass  destruction. 

Through  active  coordination  with  supporting  Federal  agencies, 
we  are  improving  our  capabilities  to  respond  to  threats  of  the  use 
of  WMDs.  We  are  continuing  to  develop,  plan  and  deliver  NBC-re- 
lated training  and  we  are  forging  stronger  ties  with  our  colleagues 
in  the  consequence  management  community  to  analyze  the  results 
of  the  exercises  conducted  to  date. 

That  concludes  my  remarks,  Senator. 

Senator  Lugar.  Thank  you  very  much,  Mr.  Blitzer. 
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[The  prepared  statement  of  Mr.  Blitzer  follows:] 

PREPARED  STATEMENT  OF  ROBERT  ML  BLITZER 

Thank  you  for  this  opportunity  to  address  the  committee  on  our  ability  to  respond 
to  a  nuclear,  biological  or  chemical  (NBC)  incident  should  one  occur  in  the  United 
States. 

Last  week  we  discussed  the  threat  posed  by  NBC  weapons  to  the  security  of  the 
United  States.  Today  as  part  of  this  hearing  we  will  address  the  FBI  role  as  the 
lead  Federal  agency  in  the  crisis  management  of  a  domestic  nuclear,  biological,  or 
chemical  incident. 

In  June,  1995,  President  Clinton  signed  a  presidential  decision  directive  regarding 
"U.S.  Policy  on  Counter-terrorism,"  which  reaffirmed  the  FBI's  lead  law  enforcement 
and  crisis  management  role  in  response  to  a  domestic  terrorist  incident.  While  this 
directive  encompasses  all  aspects  of  the  U.S.  Government's  role  in  countering  terror- 
ism, it  also  specifically  addresses  terrorism  involving  use  of  weapons  of  mass  de- 
struction (WMD).  This  directive  mandates  that  appropriate  Federal  agencies  will 
make  available  to  the  FBI  their  unique  expertise  and  capabilities  in  response  to  a 
major  domestic  terrorist  incident,  including  one  which  involves  WMD.  At  the  re- 
quest of  the  FBI  on-scene  commander,  these  Federal  agencies  will  provide  necessary 
personnel  and  equipment  for  advice  or  assistance  as  warranted  by  the  situation. 
This  rapidly  deployable  interagency  support  is  organized  and  managed  by  the  FBI 
under  the  domestic  emergency  support  team  (DEST)  concept. 

Pursuant  to  the  PDD,  the  FBI  is  finalizing  guidelines  for  the  deployment  of  the 
DEST  and  we  have  enhanced  our  interaction  with  other  Federal  agencies  who  have 
a  role  in  responding  to  a  major  terrorist  or  WMD  incident,  either  in  support  of  the 
FBI  (for  crisis  management)  or  FEMA  (for  consequence  management).  A  WMD  ter- 
rorist incident  involving  nuclear/radiological  or  chemical/biological  (C/B)  agents  or 
weapons  would  result  in  the  FBI  activating  its  nuclear  incident  contingency  plan. 
In  addition  to  other  FBI  crisis  management  plans,  these  documents  identify  Federal 
interagency  support  which  is  being  encompassed  in  the  DEST  concept.  The  primary 
agencies  who  would  be  called  upon  for  assistance  in  the  event  of  a  major  domestic 
terrorist  or  WMD  incident  include:  the  Department  of  Defense  (DOD);  Department 
of  Health  and  Human  Services,  Public  Health  Service;  the  Department  of  Energy, 
the  Federal  Emergency  Management  Agency  (FEMA);  and  the  Environmental  Pro- 
tection Agency. 

Threat  Assessment  Process 

On  recent  occasions,  the  FBI  has  responded  to  communicated  threats  of  NBC  ter- 
rorist attacks.  The  FBI's  responsibility  entails  the  initiation  of  threat  credibility  as- 
sessments in  accordance  with  guidelines  set  forth  in  our  operational  nuclear  and 
chemical/biological  incident  contingency  plans.  If  warranted,  the  FBI  directs  an 
operational  response.  The  threat  assessment  process  entails  close  coordination  with 
other  entities  of  the  U.S.  Government  who  possess  expertise  in  NBC  matters  to  ex- 
amine available  information  on  the  threat  and  determine  its  viability  from  a  tech- 
nical, operational,  and  behavioral  standpoint.  To  date,  all  of  the  threats  we  have  en- 
countered have  been  determined  to  be  not  credible  (i.e.,  hoaxes). 

One  such  threat  occurred  in  May,  1995,  when  an  embassy  in  Washington,  D.C. 
and  a  broadcasting  company  each  received  a  letter  mailed  from  San  Diego.  These 
letters  were  similar  in  format  and  content  and  alluded  to  the  release  of  biological 
agents  at  different  locations  throughout  the  world.  The  letters  were  evaluated  on 
a  technical,  operational,  and  behavioral  basis  by  the  FBI  and  other  entities  of  the 
U.S.  Government,  in  accordance  with  the  chemical/biological  incident  contingency 
plan.  Pursuant  to  investigation  by  the  San  Diego  field  office  in  coordination  with 
the  FBI  laboratory,  the  author  of  the  letters  was  identified,  and  in  fact  had  a  history 
of  sending  such  hoax  letters  dating  back  to  the  late  1970's. 

In  another  case,  in  April,  1995,  a  video  tape  was  delivered  to  the  security  depart- 
ment of  a  large  private  complex.  This  tape  forecasted  a  poison  gas  attack  to  be  dis- 
persed on  the  grounds  of  the  complex  in  the  near  future.  The  FBI  opened  an  inves- 
tigation of  the  threat  and  immediately  coordinated  the  interagency  threat  assess- 
ment based  on  the  videotape  information.  In  accordance  with  the  FBI's  chemical/ 
biological  incident  contingency  plan,  an  interagency  team  of  specialized  assets  was 
deployed  and  prepositioned  near  the  alleged  incident  site.  Fortunately,  the  attack 
did  not  occur.  The  deployment  did  however,  illustrate  the  effectiveness  of  the  FBI's 
chemical/biological  incident  contingency  plan  in  marshaling  Federal  resources  in  re- 
sponse to  an  NBC  terrorist  threat  or  incident. 

While  the  above  two  examples  relate  to  chemical  and  biological  threats,  a  similar 
assessment  process  would  be  used  in  evaluating  and  responding  to  a  nuclear  threat. 
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Crisis  Management  I  Response  Capability:  Nuclear  and  Chemical  I  Biological  Incident 
Contingency  Plans 

These  contingency  plans,  which  have  been  in  effect  since  the  late  1980s,  are  con- 
tinually updated  and  revised,  most  recently,  in  February,  1996.  The  plans  are  de- 
signed to  marshall  the  appropriate  Federal  tactical,  technical,  scientific,  and  medical 
support  resources  needed  to  bolster  the  FBI's  investigative  and  crisis  management 
abilities,  and  to  augment  local  and  state  resources  in  addressing  consequence  man- 
agement in  an  NBC  incident.  The  contingency  plans  emphasize  coordination  be- 
tween all  participants,  and  are  particularly  concerned  with  the  bridge  between  the 
law  enforcement  crisis  management  activities  and  the  consequence  management  im- 
plications of  the  crisis. 

Our  first  priorities  are  public  safety  and  the  preservation  of  life.  In  a  terrorist  or 
criminal-related  NBC  incident,  the  FBI  will  assume  the  lead  investigative  and  crisis 
management  role,  in  close  coordination  with  local  law  enforcement  authorities,  to 
successfully  resolve  the  incident. 

Based  on  the  specific  details  of  an  incident,  when  law  enforcement  responsibilities 
are  resolved  or  no  longer  a  principal  priority,  FEMA  will  assume  consequence  man- 
agement responsibility  for  the  incident.  This  is  coordinated  between  the  FBI  on- 
scene  commander  and  the  FEMA  Federal  Coordinating  Officer  on  site.  The  FBI's 
NBC  incident  contingency  plans  and  DEST  guidelines  clarify  and  address  this  issue 
and  provide  guidance  regarding  the  Federal  management  transition  from  the  FBI 
to  FEMA  in  this  context. 

Proactive  Programs  and  Initiatives 

With  respect  to  FBI  proactive  programs  and  initiatives,  earlier  this  year,  FBI 
headquarters  tasked  its  56  domestic  FBI  field  offices  to  conduct  C/B  terrorism  exer- 
cises in  each  of  their  regions  in  accordance  with  guidelines  set  forth  in  the  C/B  inci- 
dent contingency  plan.  This  includes  coordination  with  and  participation  by  other 
public  safety  agencies  who  would  be  involved  in  a  C/B  incident;  including  first  re- 
sponders,  regional  offices  of  supporting  Federal  agencies,  and  state  emergency  man- 
agement agencies  who  would  be  involved  in  consequence  management  at  such  an 
incident.  Each  of  the  56  field  offices  has  taken  action  in  response  to  this  tasking 
and  are  in  the  process  of  planning  and  conducting  C/B  exercises.  To  date,  37  of  the 
field  offices  have  completed  these  exercises. 

Additionally,  all  FBI  field  offices  with  DOE  or  Nuclear  Regulatory  Commission 
(NRC)  facilities  within  their  territories  maintain  site-specific  nuclear  contingency 
plans  which  are  updated  annually.  These  plans  ensure  that  the  FBI  possesses  all 
necessary  information  regarding  each  DOE  or  NRC  site  to  enable  an  effective  FBI 
response  to  an  incident  at  any  of  these  sites. 

The  DOE  manages  the  nuclear  emergency  search  team  (NEST),  which  supports 
the  FBI,  as  lead  Federal  agency,  in  providing  technical  expertise  in  a  malevolent 
nuclear  threat  or  other  criminal  act  involving  nuclear  material.  NEST  would  be  de- 
ployed in  accordance  with  guidelines  set  forth  in  the  FBI's  nuclear  incident  contin- 
gency plan.  Through  an  ongoing  cooperative  FBI/DOE  program,  nuclear-related 
briefings  are  provided  by  NEST  personnel  at  FBI  field  offices  throughout  the  coun- 
try. As  part  of  this  program,  the  field  offices  invite  State  and  local  law  enforcement 
agencies,  as  well  as  first  responders,  to  these  briefings.  Through  these  briefings, 
participants  are  made  aware  of  the  resources  available,  and  are  provided  with  an 
overview  of  how  the  Federal  Government  investigates,  manages,  and  responds  to  a 
nuclear  crisis.  To  date,  30  FBI  field  offices,  including  the  largest  metropolitan  divi- 
sions, have  received  NEST  briefings,  with  additional  field  offices  being  briefed  each 
month. 

A  current  training  initiative  planned  by  FBI  headquarters  is  for  over  100  FBI 
field  agents,  and  supervisors  to  attend  a  one-week  in-service  to  be  held  in  the  fall 
of  1996,  on  nuclear,  biological,  and  chemical  proliferation  and  terrorism  matters. 

Additionally,  the  FBI  is  mandated  to  participate  in  the  planning  and  operation 
of  interagency  nuclear  crisis  management  training  exercises.  The  FBI  participated 
in  a  series  of  exercises  which  culminated  in  a  major  multi-agency  full  field  exercise 
involving  close  to  1000  participants  in  New  Orleans  in  October  1994,  identified  as 
"Mirage  Gold."  Following  the  completion  of  "Mirage  Gold",  the  FBI,  in  coordination 
with  the  other  participating  agencies,  prepared  a  detailed  after-action  report.  This 
report  critically  evaluated  the  FBI's  performance  as  crisis  manager  for  a  nuclear  in- 
cident. Twenty-six  recommendations  were  made  based  on  identified  shortfalls  in 
FBI  operations.  The  major  shortfalls  identified  were  in  the  following  areas:  1)  inter- 
agency coordination  and  intelligence  flow;  2)  interagency  coordination  of  forensic 
matters;  and  3)  information  management  and  technical  support.  These  recommenda- 
tions have  served  as  the  building  blocks  for  revising  and  updating  the  FBI  crisis 
management  plans,  particularly  as  they  relate  to  the  FBI's  management  and  coordi- 
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nation  of  a  multi-agency  response,  to  include  consequence  management  elements.  To 
address  interagency  coordination  and  intelligence  flow,  the  critical  incident  response 
group  (CIRG),  headquartered  at  Quantico,  Virginia,  has  implemented  a  comprehen- 
sive crisis  management  training  program  for  senior  FBI  officials,  emphasizing  the 
joint  operations  center  concept.  Secondly,  the  FBI  laboratory,  in  conjunction  with 
the  DOE,  has  developed  a  forensic  operations  standard  operating  procedure,  which 
details  evidence  preservation  and  collection  protocols  to  be  followed.  The  remaining 
shortfall  was  addressed  through  the  refinement  of  the  rapid  start  computerized 
database,  and  the  inclusion  of  crisis  response  team  communications  support  at  the 
incident  site.  In  addition,  since  "Mirage  Gold",  CIRG  has  participated  in  NEST  oper- 
ational training.  In  November,  1995,  CIRG  hosted  NEST  operators  at  a  command 
post  coordination  seminar  to  enhance  interoperability.  To  provide  more  effective  cri- 
sis management,  the  results  of  these  and  other  training  exercises  are  continually 
reviewed  by  the  FBI. 

The  "Mirage  Gold"  exercise  was  the  first  full  scale  nuclear  exercise  which  the  FBI 
participated  in  8  years.  The  DOE  budget  for  this  exercise  was  approximately  $11 
million.  These  exercises  require  extensive  funding  and  resources,  and  are  manpower 
intensive.  For  example,  a  recent  Olympics-related  command  post  exercise  cost 
$500,000.  It  is  anticipated  that  a  "no-notice"  nuclear  exercise  would  cost  approxi- 
mately $10  million. 

In  preparation  for  the  1996  centennial  Olympic  games,  the  FBI  planned  a  series 
of  NBC  counterterrorism  exercises,  including  tabletop,  command  post  and  full  field 
exercises.  To  date,  the  tabletop,  and  command  post  exercises  have  been  completed, 
with  a  full  field  exercise  scheduled  to  take  place  prior  to  the  Olympics.  This  full  field 
exercise  will  be  a  comprehensive  3-day  combination  exercise,  involving  table-top, 
command  post,  and  full  field  phases  involving  both  crisis  and  consequence  manage- 
ment aspects. 

In  addition,  the  FBI  has  actively  participated  in  several  interagency  exercises  spe- 
cifically in  preparation  for  the  Olympics  which  have  focused  on  possible  terrorist  in- 
cidents, and  included  NBC  scenarios,  two  of  which  have  taken  place  within  the  last 
two  weeks.  These  exercises  have  taken  place  in  Atlanta,  as  well  as  the  other  venue 
sites  hosting  Olympic  events.  In  addition,  the  FBI  has  participated  in  two  DOD  C/ 
B  exercises  since  August,  1995,  and  is  currently  participating  with  FEMA  and  other 
Federal  agencies  in  planing  a  C/B  related  command  post  exercise  in  fiscal  year  1997. 
The  FBI  is  also  co-chair  and  an  active  member  of  an  interagency  planning  group 
for  the  coordination  of  joint  exercises  between  Federal  agencies. 

In  support  of  international  cooperative  initiatives,  the  FBI  is  a  participant  in  the 
annual  "trilateral  conference  in  response  to  chemical  and  biological  terrorism", 
which  includes  representatives  from  intelligence  and  law  enforcement  agencies  of 
the  United  States,  Canada,  and  United  Kingdom.  Trilateral  projects  currently  under 
development  on  which  the  FBI  has  input  include  the  chemical/biological  terrorism 
database  and  the  chemical/biological  threat  indicators  list. 

In  January  1996,  a  new  unit  was  established  in  the  counterterrorism  branch  of 
FBI  headquarters  that  is  exclusively  devoted  to  NBC  matters  and  exercises.  This 
unit  will  provide  even  greater  focus  and  coordination  of  our  crisis  management  re- 
sponsibilities. In  addition,  the  FBI  laboratory  has  expanded  its  capabilities  by  the 
creation  of  a  hazardous  materials  unit  within  the  scientific  analysis  section  to  deal 
with  NBC  forensic  issues. 

Closing  Statement 

The  FBI  is  actively  pursuing  intelligence  collection,  criminal  investigations,  analy- 
sis and  proactive  programs  to  prevent  and/or  respond  to  an  NBC  incident.  Through 
our  investigations  and  active  cooperative  exchanges  with  the  U.S.  and  international 
intelligence  and  law  enforcement  communities,  we  remain  alert  for  terrorist  groups, 
state  sponsors  of  terrorism,  or  criminal  attempts  to  acquire  or  employ  weapons  of 
mass  destruction.  Through  active  coordination  with  supporting  Federal  agencies,  we 
are  improving  our  capabilities  to  respond  to  threats  of  use  of  WMD.  We  are  continu- 
ing to  develop,  plan,  and  deliver  NBC-related  training  and  we  are  forging  stronger 
ties  with  our  colleagues  in  the  consequence  management  community  to  analyze  the 
results  of  exercises  conducted  to  date. 

Senator  Lugar.  Dr.  Reis. 

TESTIMONY  OF  VICTOR  H.  REIS,  ASSISTANT  SECRETARY  FOR 
DEFENSE  PROGRAMS,  U.S.  DEPARTMENT  OF  ENERGY 

Dr.  Reis.  Good  afternoon,  Senator  Lugar.  I  am  pleased  to  be  here 
today.  With  me  is  Ms.  Lisa  Gordon-Haggerty,  who  is  the  director 
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of  our  nuclear  emergency  response  activities,  and  several  members 
of  her  team. 

The  Department  of  Energy  is  responsible  for  providing  the  na- 
tional technical  expertise  to  resolve  any  major  radiological  or  nu- 
clear emergency  within  the  United  States  and  abroad.  DOE  pos- 
sesses a  unique  and  substantial  capability  to  respond  to  acts  of  nu- 
clear terrorism.  Over  the  past  50  years,  the  nuclear  weapons  re- 
search and  development  activities  have  provided  the  foundation  for 
today's  emergency  response  program. 

The  weapons  designers,  engineers,  physicists  and  equipment  of 
Los  Alamos,  Sandia  and  Lawrence  Livermore  National  laboratories 
form  the  core  of  the  all-volunteer  nuclear  emergency  response  pro- 
gram. Their  current  work  on  the  science-based  stockpile  steward- 
ship and  management  program  furnishes  the  technical  basis  to 
carry  out  our  emergency  response  mission. 

We  have  a  fully  integrated  program  comprised  of  seven 
deployable  assets,  providing  a  full  range  of  specialized  capabilities 
which  can  be  tailored  to  deal  specifically  with  accidents  involving 
nuclear  materials  and  nuclear  weapons  or  terrorist  incidents  in- 
volved improvised  nuclear  devices  and  radiological  dispersal  de- 
vices. 

These  seven  include  the  Accident  Response  Group  which  provides 
the  technical  expertise  in  the  resolution  of  a  U.S.  nuclear  weapons 
accident;  the  Aerial  Measurement  System,  state-of-the-art  remote 
sensing  equipment  and  specially  equipped  aircraft  to  perform  aerial 
surveys  of  a  wide  variety  of  nuclear  emergencies;  the  Atmospheric 
Release  Advisory  Committee,  a  computer-based  emergency  pre- 
paredness and  response  predictive  capability  which  provides  rapid 
predictions  of  the  transport,  diffusion  and  deposition  of 
radionucleides  released  into  the  atmosphere;  the  Federal  Radiologi- 
cal Monitoring  and  Assessment  Center  which  coordinates  the  Fed- 
eral response  efforts  when  there  is  an  actual  or  potential  accident 
or  incident  that  may  involve  a  major  release  of  radioactive  material 
within  the  United  States  or  its  territories;  the  Radiological  Assist- 
ance Program,  or  RAP,  which  is  located  in  eight  regions  throughout 
the  United  States,  and  the  RAP  teams  provide  first  responder 
training  and  the  initial  capability  in  response  to  requests  for  radio- 
logical assistance  from  State  and  local  authorities;  the  Radiation 
Emergency  Assistance  Center  and  Training  Site,  a  capability  to  re- 
spond to  medical  or  health  problems  associated  with  radiological 
accidents  on  a  local,  national  or  global  scale;  and,  finally,  the  Nu- 
clear Emergency  Search  Team,  or  NEST,  whose  mission  is  to  locate 
and  render  safe  a  nuclear  device.  We  have  already  heard  a  lot  of 
discussion  about  NEST,  so  I  won't  go  into  any  more  detail  right 
now. 

In  response  to  the  increasing  threat  of  nuclear  terrorism,  DOE 
is  refocusing  NEST  so  as  to  best  employ  NEST's  wide  variety  of  sci- 
entific and  technical  resources  to  neutralize  potential  weapons  or 
devices  aimed  at  United  States'  interests  by  proliferating  States  or 
terrorist  groups.  This  substantial  capability  includes  detecting,  lo- 
cating, diagnosing  and  disabling  such  weapons.  It  also  provides  the 
capability  to  mitigate  the  effects  of  a  non-nuclear  detonation. 

As  a  result  of  the  interagency  Mirage  Gold  exercise  held  in  1994, 
we  conducted  a  detailed  review  of  the  differences  between  the 
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threat  of  nuclear  extortion  within  the  continental  United  States 
and  the  threat  of  nuclear  terrorism  and  determined  how  NEST 
must  be  altered  to  specifically  deal  with  terrorism.  We  have  heard 
a  lot  of  Mirage  Gold  today  as  well. 

In  addition,  we  have  embarked  on  an  ambitious  program  to  de- 
velop plans  and  procedures  to  counter  acts  of  nuclear  terrorism 
that  may  originate  outside  the  United  States.  The  breakup  of  the 
Soviet  Union  and  the  proliferation  of  nuclear  technology  has  caused 
us  to  look  more  critically  at  our  capabilities  in  an  attempt  to  iden- 
tify shortfalls  associated  with  the  shift  from  an  internal  threat  to 
a  more  global  one. 

I  believe  that  by  challenging  ourselves  with  difficult  exercise  and 
training  programs,  we  can  identify  and  correct  the  operational 
weaknesses  before  we  encounter  an  actual  nuclear  device.  We  in- 
tend to  continue  along  this  path  of  a  more  rigorous  training  and 
readiness  program  to  ensure  that  this  asset  of  dedicated  people  and 
world-class  equipment  is  truly  ready  to  respond  when  the  security 
of  the  United  States  is  at  risk. 

Again,  I  thank  the  Committee  for  the  opportunity  to  testify  be- 
fore you  today  and,  of  course,  would  be  pleased  to  answer  any  ques- 
tions that  you  might  have. 

Senator  Lugar.  Thank  you  very  much,  Secretary  Reis.  Your 
statement,  as  well  as  all  of  you  gentlemen,  are  extensive  and  I 
would  simply  note  that  they  will  be  made  part  of  this  record  in 
their  entirety. 

[The  prepared  statement  of  Dr.  Reis  follows:] 

PREPARED  STATEMENT  OF  VICTOR  H.  REIS 

Combating  Nuclear  Terrorism 

Growing  concerns  about  the  availability  of  materials  for  nuclear  weapons  has 
brought  increased  attention  to  the  problem  of  responding  to  the  threat  presented  by 
an  adversary  who  employs  an  improvised  nuclear  device,  a  radiological  dispersal  de- 
vice, or  a  nuclear  weapon  stolen  from  another  nation's  stockpile.  The  common  de- 
nominator in  terrorism  is  the  use  of  tactics  that  fall  outside  traditional  military 
methods.  Typical  approaches  used  by  terrorists  include:  civilian  bombings,  assas- 
sination, smuggling,  and  extortion.  The  motives  behind  such  acts  often  include  a 
broad  mixture  of  terror,  ethnic  or  religious  fanaticism,  and  revenge.  These  types  of 
threats  strain  the  detection  capability  of  the  intelligence  community  and  the  ability 
of  law  enforcement  to  intervene,  as  witnessed  by  the  1993  bombing  of  the  New  York 
World  Trade  Center. 

The  ability  of  the  U.S.  Government  to  maintain  security  within  its  borders,  as 
well  as  protect  our  interests  throughout  the  world,  could  be  placed  in  jeopardy  by 
a  nuclear-capable  terrorist  or  rogue  nation.  When  the  destructive  potential  of  a  nu- 
clear device  is  taken  into  account,  successful  intervention  to  neutralize  this  threat 
is  vital  to  ensure  the  safety  of  U.S.  citizens  and  national  security  interests. 

Resident  Nuclear  Technical  Expertise 

An  effective  defense  against  the  nuclear  threat  is  the  U.S.  Governments  ability 
to  field  an  integrated  response  with  the  appropriate  mix  of  infrastructure,  tech- 
nology, and  operational  capabilities.  As  a  result  of  Department  of  Energy's  respon- 
sibility to  maintain  the  nuclear  weapon  complex,  it  is  both  logical  and  prudent  that 
DOE,  provide  the  technical  expertise  to  respond  to  malevolent  nuclear  incidents. 
This  unique  technical  expertise  exists  exclusively  at  the  three  DOE  nuclear  weapon 
laboratories:  Los  Alamos,  Sandia,  and  Lawrence  Livermore  National  Laboratories. 
This  responsibility  makes  DOE  uniquely  qualified  and  prepared  to  support  and  re- 
spond to  nuclear  terrorist  incidents  both  in  the  U.S.  and  abroad. 

As  a  result  of  the  moratorium  on  underground  nuclear  weapon  testing  and  in  an- 
ticipation of  a  zero-yield  Comprehensive  Test  Ban  Treaty,  the  Department  of  Energy 
has  developed  the  Stockpile  Stewardship  and  Management  Program  (SSMP)  to  en- 
sure the  continued  safety  and  reliability  of  the  nation's  nuclear  weapons  stockpile, 
and  to  preserve  the  core  intellectual  and  technical  competencies  of  the  United  States 
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in  nuclear  weapons  design,  production,  and  dismantlement.  In  doing  so,  SSMP  con- 
tinues to  provide  the  necessary  expertise  from  which  the  DOE  nuclear 
counterterrorism  response  program  draws. 

It  is  precisely  this  nuclear  weapon  expertise  and  the  computational  simulations 
and  experimental  validation  provided  by  the  SSMP  that  are  required  to  identify  and 
assess  the  nature  and  seriousness  of  a  nuclear  terrorist  device.  The  effectiveness  of 
many  technical  operations  can  only  be  validated  by  the  laboratory  technical  staff 
supported  by  computer  simulations  and  experimental  validation  programs  supported 
by  SSMP. 

The  experimental  aspects  of  SSMP  can  also  provide  a  crucial  capability  in  combat- 
ing nuclear  terrorism.  Subcritical  experiments  and  above-ground  hydrodynamic  test- 
ing could  help  to  validate  the  methods  that  we  would  use  to  defeat  a  terrorist  nu- 
clear device. 

DOE's  Technical  I  Operational  Capabilities  to  Combat  Nuclear  Terrorism 

I  would  now  like  to  focus  on  the  Department  of  Energy's  technical  capabilities 
available  to  respond  to  nuclear  terrorism.  The  DOE  Emergency  Response  Program, 
the  operational  arm  of  the  Department,  under  the  direction  of  the  Deputy  Assistant 
Secretary  for  Military  Application  and  Stockpile  Management,  is  responsible  for 
day-to-day  program  management  of  the  Department's  nuclear  counterterrorism  pro- 
gram. The  Department  of  Energy's  Nuclear  Emergency  Search  Team,  more  com- 
monly known  as  NEST,  provides  the  technical  expertise  and  support  to  other  Fed- 
eral agencies  as  needed.  If  a  nuclear  terrorist  incident  occurs  in  the  United  States, 
the  lead  Federal  agency  responsibility  resides  with  the  Federal  Bureau  of  Investiga- 
tion; the  Department  of  State  would  take  the  lead  should  the  incident  occur  over- 
seas. 

Made  up  of  several  components,  NEST  capabilities  include  search  and  identifica- 
tion of  nuclear  materials,  diagnostics  and  assessment  of  suspected  nuclear  devices, 
and  disablement  and  containment  programs.  NEST  personnel  and  equipment  are 
deployable  at  all  times.  They  can  be  quickly  transported  by  military  or  commercial 
aircraft  to  any  location  worldwide.  NEST  possesses  the  capability  to  render  a  rogue 
device  safe  and  package  it  for  transport  to  a  secure  location  for  follow-on  disassem- 
bly operations.  The  program  consists  of  an  all-volunteer  community  composed  of  sci- 
entists, engineers,  and  technicians  from  the  nuclear  weapons  design  laboratories. 
The  operational  capability  deployed  in  response  to  an  incident  of  nuclear  terrorism 
varies  in  size  from  a  five  person  advisory  team  that  supports  specialized  classified 
programs,  to  a  NEST  deployment  with  as  many  as  800  searchers  and  scientists, 
complemented  by  their  technical  and  logistical  equipment.  We  have  developed  oper- 
ational programs  tailored  to  meet  the  needs  of  our  customers:  the  FBI,  and  the  De- 
partments of  State  and  Defense.  We  have  continuously  updated  and  modified  those 
operational  programs  as  the  threat  and  needs  of  the  supported  agencies  have 
evolved. 

Our  capabilities  must  constantly  evolve  commensurate  with  the  available  tech- 
nology. Further,  we  must  ensure  that  our  operational  capabilities  are  not  limited 
by  the  capabilities  of  our  computational  or  experimental  testing  programs. 

History  of  NEST 

Established  in  the  mid-seventies,  NEST  was  originally  designed  to  respond  to  in- 
cidents of  nuclear  extortion  in  support  of  the  FBI.  The  extortion  scenario  allowed 
for  planning  and  operations  to  be  conducted  over  a  period  of  several  days  because 
the  intelligence  and  law  enforcement  communities  believed  that  the  extortionist 
would  allow  time  for  negotiations.  The  idea  that  a  nuclear  device  would  fall  into  the 
hands  of  terrorists  and  be  detonated  without  notice  was  not  deemed  credible  at  that 
time.  Consequently,  the  NEST  capabilities  were  developed  and  based  on  large-scale 
deployments.  This  process  was  slow  but  very  thorough,  because  it  was  assumed 
there  would  be  sufficient  time  to  deploy  all  NEST  assets  to  meet  the  technical  chal- 
lenge. 

In  August,  1980  a  sophisticated,  improvised  explosive  device  was  detonated  in 
Harvey's  Casino  in  State  Line,  Nevada.  The  device  was  exploded  by  a  failed  attempt 
to  render  it  safe.  While  this  particular  device  was  not  nuclear,  it  offered  many  of 
the  problems  that  our  scientists  and  analysts  feared  could  be  encountered  in  a  nu- 
clear device.  It  was  the  most  sophisticated  device  of  its  type  that  the  U.S.  had  en- 
countered to  date  and  thus  became  a  benchmark  for  the  development  of  new  equip- 
ment and  techniques  to  render  safe  similar  devices. 

In  the  years  that  followed,  the  nuclear  threat  remained  relatively  constant  and 
the  capabilities  of  the  NEST  program  continued  to  be  enhanced.  Nonetheless,  the 
NEST  organization  continued  to  believe  that  time  was  on  their  side  when  respond- 
ing to  nuclear  threats.  This  led  to  an  exercise  program  with  multimillion  dollar, 
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large-scale  deployments  of  personnel  and  equipment.  Such  exercises  became  cost- 
prohibitive,  and  digressed  from  field  exercises  with  challenging  scenarios,  to  grand 
scale  training  evolutions.  But,  I  am  pleased  to  report  that  things  have  changed  for 
the  better. 

Current  Counterterrorism  Strategy 

In  early  1992,  based  on  intelligence  estimates,  the  Department's  operational  plan- 
ners reevaluated  the  nuclear  incident  scenarios.  While  the  threat  of  nuclear  extor- 
tion did  not  go  away,  a  new  threat  had  emerged:  nuclear  terrorism.  We  now  know 
that  terrorists  are  willing  and  able  to  use  large  explosive  devices,  and  devices  that 
disburse  chemical  agents,  without  warning.  We  must  therefore  assume  that  nuclear 
terrorist  devices  could  be  placed  and  detonated  without  warning. 

As  a  result  of  this  assumption,  the  focus  of  DOE's  efforts  to  combat  terrorism  has 
broadened.  While  DOE  has  not  given  up  its  technical  capability  to  respond  to  an 
extortion  scenario,  we  have  re-directed  deployment  readiness  and  training  require- 
ments to  respond  more  rapidly  to  an  act  of"  terrorism  where  time  is  not  on  our  side. 
It  is  now  commonplace  for  the  Office  of  Emergency  Response  to  plan  and  execute 
no-notice  deployments  of  NEST  assets.  These  deployment  challenges  are  designed 
to  provide  a  realistic  technical  exercise  and  the  ability  to  mobilize  rapidly.  These 
no-notice  exercises  are  coordinated  with  other  federal  agencies  to  familiarize  them 
with  DOE  emergency  response  capabilities  and  procedures.  The  training  program 
has  been  expanded  to  include  exercising  our  capabilities  against  a  non-U.S.  nuclear 
weapon  that  falls  into  terrorists  hands,  or  against  a  homemade  nuclear  device. 

The  Department's  current  counterterrorism  strategy  is  to  tailor  our  operational 
assets,  as  necessary,  to  respond  where  nonproliferation  measures  fail.  This  strategy 
employs  a  wide  variety  of  scientific  and  technical  expertise  to  neutralize  nuclear 
weapons  or  devices  aimed  at  United  States  interests  by  rogue  states,  extra-national 
entities,  and  terrorist  groups.  DOE's  substantial  capability  includes  detecting,  locat- 
ing, identifying,  diagnosing,  and  disabling  such  weapons.  DOE  also  has  the  capabil- 
ity to  mitigate  the  blast  effects  of  non-nuclear  disablement  activity. 

NEST  teams  now  practice  a  wide  variety  of  deployment  scenarios  from  table  top 
exercises  to  long  range  deployments  to  remote  locations.  In  conjunction  with  the 
FBI,  State  and  DOD,  we  conduct  smaller  and  more  focused  terrorism  related  exer- 
cises more  frequently  than  in  the  past.  The  NEST  exercise  program  has  re-focused 
its  efforts  to  support  rapid  and  customized  deployment  to  a  wide  range  of  nuclear 
threats.  As  a  result  of  these  exercises,  we  have  enhanced  interagency  coordination 
and  streamlined  command  and  control  during  an  incident. 

Counterterrorism  community 

DOE's  exercises  and  training  programs  are  coordinated  routinely  with  other  gov- 
ernment agencies.  This  is,  however,  not  the  only  area  in  which  the  counterterrorism 
community  interacts.  The  community  is  unique  in  several  ways.  It  is  small  and 
tightly  knit;  we  operate  as  a  team  without  parochial  interests  in  developing  plans 
and  procedures  and  are  in  daily  contact  with  one  another.  In  the  last  four  years, 
a  core  team  of  terrorism  experts  has  emerged  that  have  studied  the  nation's  capabil- 
ity to  respond  to  acts  of  terrorism,  and  DOE  has  been,  and  continues  to  be,  an  inte- 
gral part  of  that  team.  DOE  routinely  provides  staff  support  to  the  other  agencies' 
counter  terrorism  working  groups  to  assist  in  internal  operational  planning,  and 
this  courtesy  is  reciprocated  whenever  requested.  DOE  is  committed  to  interagency 
cooperation  and  will  continue  to  support  strongly  and  provide  any  assistance  nec- 
essary to  ensure  our  operational  planners  have  every  emergency  response  assets 
available  to  successfully  resolve  any  nuclear  incident. 

President  Clinton  has  recognized  the  need  for  a  coordinated  interagency  response 
to  terrorism  in  a  Presidential  Directive.  In  it,  the  President  has  assigned  to  DOE 
and  other  agencies,  specific  responsibilities  and  readiness  requirements  in  respond- 
ing to  acts  of  nuclear  terrorism.  We  have  fully  aligned  our  nuclear  emergency  re- 
sponse program  with  the  President's  Directive  and  stand  ready  to  respond. 

Senator  LUGAR.  Mr.  Hollister,  would  you  testify  now?  Your  state- 
ment is  even  more  extensive  than  some  of  the  others  and  if  you 
could  summarize,  we  would  appreciate  it. 

TESTIMONY  OF  G.  CLAY  HOLLISTER,  DEPUTY  ASSOCIATE  DI- 
RECTOR, RESPONSE  AND  RECOVERY  DIRECTORATE,  FED- 
ERAL EMERGENCY  MANAGEMENT  AGENCY 

Mr.  Hollister.  Yes,  sir,  I  will.  I  have  a  summary.  Thank  you  for 
asking  us  here  to  discuss  the  role  of  FEMA  in  such  an  event. 
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FEMA  is  the  coordinator  of  the  Federal  resources  that  can  be  used 
to  assist  State  and  local  government  to  reduce  loss  of  life  and  dam- 
age to  property  from  all  hazards,  to  include  a  terrorist  event. 
FEMA  has  been  designated  by  the  President  as  the  lead  agency  for 
the  consequence  management  of  such  an  event. 

FEMA  brings  four  things  to  the  table  in  all  hazard  response;  one, 
a  management  structure  for  multi-agency  coordination;  two,  a 
funding  source,  the  Disaster  Relief  Fund;  three,  the  authority  to 
task  other  Federal  departments  and  agencies;  and,  four,  an  estab- 
lished relationship  with  State  and  local  government,  particularly 
the  emergency  management  community. 

What  FEMA  provides  for  the  consequences  of  a  terrorist  event  is 
essentially  what  we  provide  for  the  consequences  of  all  hazards 
that  we  work.  Our  management  structure  and  plan  is  the  Federal 
Response  Plan.  Through  this  plan,  28  Federal  departments  and 
agencies  and  the  American  Red  Cross  work  together  to  bring  all 
Federal  resources  to  the  response  requirement  for  all  hazards,  and 
this  includes  the  Department  of  Defense  resources. 

FEMA  does  not  duplicate  those  capabilities  that  lie  within  the 
other  agencies  of  the  Federal  Response  Plan,  such  as  EPA  or  DOE 
or  DOD,  of  course.  The  Federal  Response  Plan  is  not  theoretical. 
It  is  a  proven,  tested  and  well-exercised  activity.  Since  it  was 
signed  in  1992,  we  have  responded  with  the  Federal  Response  Plan 
and  these  agencies  to  over  100  Federal  disasters  and  emergencies, 
to  include  the  Northridge  earthquake,  the  great  floods  of  1993, 
Oklahoma  City,  Hurricanes  Marilyn  and  Opal,  and  many  others.  It 
is  a  system  that  has  a  proven  track  record  and  it  is  well  understood 
by  our  Federal  counterparts,  as  well  as  State  and  local  government. 

Four  agencies  would  be  key  in  a  response  to  the  consequences  of 
a  terrorist  event  with  us.  First  is  the  Department  of  Health  and 
Human  Services'  Public  Health  Service.  They  are  the  lead  agency 
in  the  Federal  Response  Plan  for  medical,  health  and  health-relat- 
ed response.  They  would  bring  extensive  capability  to  such  an  oc- 
currence, not  only  under  their  own  authority  and  with  their  own 
mission,  but  also  with  those  of  the  agencies  that  support  them, 
such  as  the  Veterans  Administration. 

Some  of  the  things  that  would  come  in  with  Public  Health  under 
the  Federal  Response  Plan  would  be  the  disaster  medical  assist- 
ance teams,  which  have  been  deployed  in  any  number  of  events  al- 
ready; disaster  mortuary  assistance  teams,  which  were  in  Okla- 
homa City  supporting  the  chief;  the  Centers  for  Disease  Control 
and  their  extensive  capability,  as  well  as  the  Veterans  Affairs  hos- 
pital system. 

The  Environmental  Protection  Agency  would  lead  decontamina- 
tion activities  if  the  terrorist  incident  involved  chemical  or  nerve 
agents.  They  would  provide  an  on-scene  commander,  as  well  as  spe- 
cialized, highly  capable  units  under  the  agency's  environmental  re- 
sponse team. 

The  Department  of  Energy,  among  other  technical  functions, 
would  provide  Federal  monitoring  and  assessment  capabilities  in  a 
nuclear  event.  My  colleague  just  addressed  that. 

The  Department  of  Defense  would  provide  a  critical  supporting 
role  to  the  entire  Federal  effort.  The  Army  could  activate  its  tech- 
nical escort  unit.  DOD  could  provide  specialists  for  chemical  and  bi- 
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ological  detection  and  decontamination.  In  conjunction  with  Public 
Health  and  the  Department  of  Veterans  Affairs,  DOD  would  pro- 
vide medical  assistance  to  victims  of  any  type  of  incident,  and  the 
military's  transportation  system  would,  of  course,  support  not  only 
the  evacuation  of  patients,  but  the  transportation  of  assets  in  and 
out  of  the  scene. 

Unfortunately,  on  April  19,  1995,  we  had  the  first  requirement 
to  implement  the  Federal  Response  Plan  in  a  terrorist  incident, 
and  the  chief  talked  about  this  in  some  detail.  As  horrible  as  this 
situation  was,  this  event  demonstrated  that  we,  the  Federal  agen- 
cies, can  provide  a  rapidly  coordinated  and  effective  response. 

The  Federal  Bureau  of  Investigation,  under  its  own  authorities, 
was  responsible  for  pursuing  criminal  matters  related  to  the  inci- 
dent. FEMA  and  the  Federal  Response  Plan  agencies  executed  the 
responsibilities  associated  with  consequence  management  in  sup- 
port of  State  and  local  requirements.  Using  the  structure  of  the 
Federal  Response  Plan,  we  supported  the  fire  chief  and  the  State 
emergency  management  community  with  response  operations  of  24 
other  non-law-enforcement  agencies,  principally  the  Public  Health 
Service,  GSA,  DOD,  the  Corps  of  Engineers  and  the  Red  Cross. 

We  have  a  number  of  ongoing  activities  to  improve  Federal  pre- 
paredness for  such  an  event.  The  President  directed  FEMA  and  the 
Federal  Response  Plan  agencies  in  PDD-39  to  assess  the  adequacy 
of  the  FRP  for  a  nuclear,  biological  or  chemical-related  terrorist 
event.  That  assessment  is  ongoing  and  will  include  specific  assess- 
ments of  stockpiling  of  antidotes  and  other  medicines,  the  capabili- 
ties of  the  national  disaster  medical  system,  procedures  for  direct 
Department  of  Defense  support  for  medical  facilities,  and  the  re- 
sources of  the  EPA.  That  full  report  is  due  to  the  President  this 
July. 

We  are  developing,  with  the  FBI  primarily,  a  Terrorist  Annex  to 
the  Federal  Response  Plan.  This  annex  is  in  draft.  We  are  testing 
it  currently  in  the  last  exercises  that  we  held,  the  Mirrored  Image 
and  I-TRAP  series.  This  annex  will  be  completed  in  July  of  1996. 

We  continue  to  work  with  and  support  the  Public  Health  Service 
in  its  lead  role  as  the  medical  responder  for  the  FRP.  We  are  very 
supportive  of  their  chemical  and  biological  rapid  deployment  team 
and  of  the  proposed  metro  medical  strike  teams.  We  consider  those 
strike  teams  a  significant  asset  in  a  major  metropolitan  area  for 
medical  management  and  public  health  consequence  response. 

FEMA  is  providing  technical  assistance  and  guidance  to  State 
and  local  governments  for  terrorism  and  consequence  management. 
These  are  forums  with  the  National  Governors'  Association,  and 
the  fire  chief  mentioned  the  conference  we  had  with  them  in  No- 
vember. We  have  training  courses  going  on  now  in  mass  casualty 
and  emergency  response,  as  well  as  one  being  developed  now  in 
rescue  operations  at  a  crime  scene.  We  have  run  two  extensive 
week-long  exercises  in  the  State  of  Georgia  for  the  Olympics  and 
training  for  the  Atlanta  officials.  We,  of  course,  are  participating  in 
exercises  with  the  FBI  and  the  other  agencies. 

In  conclusion,  FEMA  and  the  Federal  agencies  have  an  agreed- 
upon  mechanism,  the  Federal  Response  Plan,  which  is  designed  to 
respond  to  the  consequences  of  any  disaster,  even  a  terrorist  event. 
The  plan  has  been  tested  in  catastrophic  disasters  as  we  know 


113 

them  today.  The  President  has  directed  an  in-depth  assessment  of 
the  Federal  Response  Plan  capabilities  to  deal  with  the  con- 
sequences of  weapons  of  mass  destruction  and  that  assessment  will 
be  completed  in  July. 

We  know  that  State  and  local  capability  to  respond  to  such  an 
incident  is  limited.  We  are  focusing  our  limited  training  resources 
and  our  exercise  program  more  sharply  on  this  problem  and  we 
will  be  working  with  the  National  Governors'  Association  and  other 
groups  to  conduct  a  strategic  review  of  State  and  local  capabilities 
for  such  a  response. 

FEMA,  the  FRP  agencies  and  the  FBI  have  made  significant  im- 
provements in  our  ability  to  work  together  since  the  Mirage  Gold 
exercise.  From  our  headquarters  to  our  regions,  through  exercises, 
briefings  and  planning  sessions,  FEMA  and  the  Bureau  are  aggres- 
sively building  the  policy  and  operational  links  we  need,  and  we 
have  deployed  together  in  Oklahoma  City  and  we  are  now  focusing 
very  sharply  on  the  Olympic  Games.  We  know  we  have  much  to  do, 
but  we  do  have  much  in  place. 

Thank  you,  sir. 

[The  prepared  statement  of  Mr.  Hollister  follows:] 

PREPARED  STATEMENT  OF  G.  CLAY  HOLLISTER 

Mr.  Chairman  and  Members  of  the  Committee: 

I  am  pleased  to  appear  before  you  today  to  discuss  the  role  of  the  Federal  Emer- 
gency Management  Agency  in  responding  to  the  consequences  of  a  terrorist  incident 
in  the  United  States  that  involves  a  weapon  of  mass  destruction. 

I  am  G.  Clay  Hollister,  Deputy  Associate  Director  for  Response  and  Recovery  with 
the  Federal  Emergency  Management  Agency. 

Introduction 

The  Federal  Emergency  Management  Agency,  or  FEMA,  is  the  central  coordinat- 
ing agency  for  emergency  management  in  the  Federal  Government.  FEMA  is 
charged  with  establishing  Federal  policies  for  and  coordinating  the  emergency  plan- 
ning, management,  mitigation  and  assistance  functions  of  the  executive  agencies  of 
the  Federal  Government. 

Interagency  emergency  planning  and  experience  over  the  years  has  established  a 
significant  base  of  capability  at  the  local,  State  and  Federal  levels  of  government 
for  responding  to  natural  and  technological  disasters,  including  those  involving  nu- 
clear and  chemical  materials.  However,  we  realize  that  while  there  is  a  baseline  ca- 
pability there  also  is  an  extraordinary  challenge  associated  with  an  effective  re- 
sponse to  an  intentional  nuclear,  biological,  or  chemical  disaster.  The  potential  mag- 
nitude, the  public  fear,  and  the  myriad  of  simultaneous  response  operations  that 
would  be  required  constitute  a  formidable  management  responsibility.  The  marriage 
of  traditional  consequence  management  with  both  law  enforcement  and  highly  tech- 
nical scientific  and  medical  response  is  new  ground  on  which  we  are  making  delib- 
erate and  significant  progress. 

The  Federal  Response  Plan 

FEMA's  role  is  in  the  management  of  the  consequences  of  our  nation's  disasters 
and  emergencies.  This  includes  terrorist  events.  FEMA  is  the  coordinator  of  the  Fed- 
eral resources  that  can  be  used  to  assist  State  and  local  governments  in  carrying 
out  their  responsibilities  to  reduce  the  loss  of  life  and  damage  to  property  from  all 
hazards. 

FEMA  provides  the  management  structure  for  consequence  management,  a  fund- 
ing source  in  the  Disaster  Relief  Fund,  authority  to  task  other  Federal  departments 
and  agencies,  and  an  established  relationship  with  State  and  local  emergency  man- 
agers. What  FEMA  provides  for  the  consequences  of  a  terrorist  event  is,  essentially, 
what  we  provide  for  all  other  emergencies  and  disasters. 

Consequence  management  includes  measures  to  restore  essential  government 
services,  protect  public  health  and  safety,  and  provide  emergency  assistance  to  af- 
fected governments,  businesses,  and  individuals. 
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•  We  do  this  through  a  management  structure  which  extends  from  headquarters 
to  the  field.  The  mechanism  for  this  is  the  Federal  Response  Plan  (FRP). 

•  Through  the  Federal  Response  Plan  and  with  FEMA  leadership,  28  Federal  de- 
partments and  agencies  as  well  as  the  American  Red  Cross  and  national  vol- 
untary agencies  work  together  to  facilitate  the  timely  coordination  and  applica- 
tion of  all  Federal  resources,  including  those  of  the  Department  of  Defense,  in 
response  to  all  hazards. 

•  FEMA  provides  the  management  structure  in  the  Federal  Response  Plan. 

•  FEMA  and  the  member  agencies  of  the  Federal  Response  Plan  bring  their  own 
programs  and  special  areas  of  expertise  to  each  response  operation.  FEMA,  as 
the  coordinator,  does  not  duplicate  the  expertise  that  lies  with  the  member 
agencies  of  the  Federal  Response  Plan,  such  as  the  Environmental  Protection 
Agency,  the  Public  Health  Service  of  the  Department  of  Health  and  Human 
Services,  the  Department  of  Energy  and  the  Department  of  Defense;  nor  does 
it  replicate  services  that  are  available  through  voluntary  agencies,  such  as  the 
American  Red  Cross. 

The  Federal  departments  and  agencies  successfully  used  the  Federal  Response 
Plan  for  the  Northridge  Earthquake  disaster,  the  Great  Midwest  Floods  of  1993,  the 
Oklahoma  City  Bombing,  Hurricanes  Marilyn  and  Opal,  and  over  100  other  Federal 
disasters  and  emergencies  since  the  Plan  was  signed  in  1992.  It  is  a  system  that 
has  a  proven  track  record,  and  one  which  works  and  is  understood  at  the  Federal, 
State  and  local  levels  of  government. 

The  Federal  Response  Plan  is  built  on  the  principle  of  functionality. 

•  We  have  identified  the  twelve  primary  areas  in  which  Federal  support  may  be 
necessary  in  a  disaster  operation. 

•  Each  of  these  twelve  support  functions  is  arranged  with  a  lead  Federal  depart- 
ment or  agency  to  coordinate  operations  within  that  area  of  expertise. 

•  Federal  resources  are  grouped  into  12  Emergency  Support  Functions.  Each  is 
headed  by  a  primary  agency.  For  example: 


FUNCTION 

LEAD  AGENCY 

Transportation 

DOT 

Communications 

NCS 

Public  Works  and  Engineering 

DOD,  Army  Corps  of  Engineers 

Firefighting 

USDA,  Forest  Service 

Information  and  Planning 

FEMA 

Mass  Care 

American  Red  Cross 

Resource  Support 

GSA 

Health  and  Medical  Services 

DHHS,  Public  Health  Service 

Urban  Search  and  Rescue 

FEMA 

Hazardous  Materials 

EPA 

Food 

USDA,  Food  and  Nutrition  Service 

Energy 

DOE 

•  In  addition,  I  think  that  it  is  important  to  note  the  unique  and  critical  role 
played  by  the  Department  of  Defense  under  the  Federal  Response  Plan.  With 
its  expertise,  and  ability  to  mobilize  a  wide  variety  of  resources  rapidly,  Depart- 
ment of  Defense  provides  highly  important  support  to  all  functional  areas  under 
the  Plan. 

This  response  mechanism  is  not  theoretical.  It  is  functionally  effective  and  effi- 
cient. Within  the  framework  of  the  Federal  Response  Plan,  FEMA  and  the  other 
Federal  departments  and  agencies  have  already  gained  a  great  deal  of  valuable  ex- 
perience through  dealing  with  a  wide  range  of  emergencies  and  disasters.  We  work 
very  hard  to  incorporate  the  insight  we  gain  from  our  experience  in  our  consequence 
management  planning  and  preparedness  efforts. 

How  We  Would  Respond  Today 

I  would  like  to  spend  a  few  minutes  on  the  actual  process  of  how  we  would  re- 
spond if  an  event  were  to  occur  today. 

In  a  terrorist  incident  the  Federal  Bureau  of  Investigation  (FBI)  under  its  own 
authorities,  would  be  responsible  for  pursuing  criminal  matters  related  to  the  inci- 
dent. By  the  direction  of  the  President,  the  FBI  is  the  lead  Agency  for  crisis  man- 


115 

agement.  Crisis  management  involves  all  the  measures  to  confirm  the  threat,  inves- 
tigate, gather  evidence,  locate  and  capture  the  terrorists  and  their  weapons,  and 
prosecute  the  terrorists  under  Federal  law. 

Also  by  direction  of  the  President,  FEMA  is  the  lead  Agency  for  consequence  man- 
agement of  a  terrorist  event.  Consequence  management  involves  coordinating  the 
use  of  Federal  assets  and  providing  a  focal  point  for  voluntary  organizations  in  sup- 
port of  the  affected  community. 

Both  crisis  management  and  consequence  management  are  supported  by  the  tech- 
nical assessments,  counsel,  and  potential  deployment  and  operation  of  all  appro- 
priate Federal  departments  and  agencies. 

With  this  in  mind,  the  following  would  be  the  actions  taken,  many  concurrently, 
in  response  to  a  terrorist  incident  that  occurred  with  no  warning: 

•  As  in  any  emergency,  the  primary  initial  response  would  come  from  local  emer- 
gency services  personnel  who  will  respond  to  provide  medical,  fire,  and  law  en- 
forcement assistance  and  assess  the  nature  of  what  has  occurred. 

•  State  and  local  emergency  management  organizations  would  activate  their 
emergency  plans  and  procedures  to  respond  to  the  consequences  of  the  event. 

•  The  FEMA  Director  would  consult  with  the  Governor  of  the  affected  State  to 
determine  the  scope  and  extent  of  the  incident  and  the  nature  of  support  re- 
quired. 

•  FEMA  would  utilize  its  emergency  authorities  to  notify  the  Federal  depart- 
ments and  agencies,  activate  the  Federal  Response  Plan  elements,  begin  coordi- 
nating the  delivery  of  Federal  assistance,  establish  liaison  operations  with  the 
FBI  at  headquarters  and  in  the  field,  and  establish  liaison  with  the  State  and 
affected  local  governments. 

•  Concurrently,  the  President,  under  the  authority  of  the  Robert  T.  Stafford 
Emergency  Assistance  and  Disaster  Relief  Act,  would  declare  an  emergency  or 
major  disaster  and  designate  a  Federal  Coordinating  Officer  (FCO)  to  coordi- 
nate Federal  consequence  management  operations; 

•  As  soon  as  there  is  sufficient  information  to  act  upon,  there  would  be  a  deploy- 
ment of  the  rapid  response  teams  managed  by  FEMA  and  the  other  depart- 
ments and  agencies.  These  teams  are  rostered  and  ready  to  deploy  on  notice. 
The  teams  managed  by  FEMA  include  the  national  Emergency  Response  Team 
(that  will  establish  a  Disaster  Field  Office  and  manage  the  Federal  involvement 
in  consequence  management),  the  Initial  Response  Resources  with  its  logistics 
support,  the  Mobile  Emergency  Response  Support  detachments  with  their  com- 
munications and  power  generation  equipment  and  additional  logistics  support, 
and  the  Urban  Search  and  Rescue  Teams. 

•  We  would  quickly  establish  a  joint  information  center  and  begin  providing  es- 
sential emergency  information  to  the  public. 

Four  Federal  agencies  would  play  key  roles  in  any  response  to  a  terrorist  incident: 

•  The  Department  of  Health  and  Human  Services,  Public  Health  Service,  through 
both  its  agency  specific  missions  and  as  the  lead  agency  under  the  Federal  Re- 
sponse Plan  for  health,  medical,  and  health-related  social  services  and  organiza- 
tions, would  bring  extensive  capabilities  for  patient  care,  disease  prevention  and 
control,  and  management  of  the  health  consequences  of  environmental  contami- 
nation. This  would  include  the  capabilities  resident  in  the  Disaster  Medical  As- 
sistance and  Disaster  Mortuary  Assistance  Teams. 

•  The  Environmental  Protection  Agency,  among  other  technical  functions,  would 
lead  decontamination  activities  if  the  terrorist  incident  involved  chemical  or 
nerve  agents. 

— In  the  event  of  a  terrorist  act  involving  chemicals,  an  Environmental  Pro- 
tection Agency  On-Scene  Coordinator  could  be  deployed  to  supplement 
local  government  response  efforts,  and  help  determine  the  nature,  scope, 
and  magnitude  of  any  chemical  contamination. 

— The  Environmental  Protection  Agency  On-Scene  Coordinator  would  re- 
quest assistance  from  specialized  units  within  the  Environmental  Protec- 
tion Agency,  such  as  the  Agency's  Environmental  Response  Team,  and 
would  begin  coordination  with  other  National  Response  Team  agencies, 
such  as  the  Department  of  Defense  and  the  Public  Health  Service  of  the 
Department  of  Health  and  Human  Services. 

•  The  Department  of  Energy,  among  other  technical  functions,  would  provide  Fed- 
eral monitoring  and  assessment  capabilities  in  a  nuclear  event. 

•  The  Department  of  Defense  would  provide  a  critical  supporting  role  to  the  en- 
tire Federal  effort. 
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— The  Army  could  activate  its  Technical  Escort  Unit  to  conduct  reconnais- 
sance of  the  incident  site,  and  assist  with  recovery,  sampling,  and  dis- 
posal operations  of  chemical  and  biological  material; 

— The  Department  of  Defense  could  provide  support  personnel  and  equip- 
ment for  chemical  and  biological  detection  and  decontamination; 

— In  conjunction  with  the  Public  Health  Service  and  the  Department  of  Vet- 
erans Affairs,  it  could  provide  medical  assistance  to  victims  of  any  type 
of  terrorist  incident; 

— Also,  the  military's  transportation  resources  would  be  called  upon  for  pa- 
tient evacuation  and  transportation. 

In  the  event  of  a  warning  of  a  credible  threat,  FEMA  would  be  notified  by  the 
FBI  and  would  exchange  liaison  personnel  at  headquarters  and  at  the  location. 

•  At  the  FBI's  request,  FEMA  and  selected  other  Federal  agencies  (e.g.,  the  De- 
partment of  Defense,  the  Department  of  Energy,  the  Public  Health  Service  of 
the  Department  of  Health  and  Human  Services,  and  the  Environmental  Protec- 
tion Agency)  would  join  the  FBI  threat  assessment  team  and  advise  the  FBI  on 
areas  within  their  expertise. 

•  As  appropriate  and  as  coordinated  with  the  FBI,  FEMA  would  notify  Federal 
Response  Plan  agencies  and  begin  planning  for  the  management  of  potential 
consequences  of  the  specific  situation,  including  consideration  of  pre-deployment 
of  selected  essential  Federal  assets. 

•  In  coordination  with  the  FBI,  FEMA  would  coordinate  anticipated  needs  with 
the  State  Governor  and  State  Emergency  Director. 

The  Oklahoma  City  Bombing 

Unfortunately,  on  April  19,  1995,  we  had  the  first  requirement  to  implement  the 
Federal  Response  Plan  for  an  actual  terrorist  incident  at  the  Alfred  P.  Murrah  Fed- 
eral Building  in  Oklahoma  City,  Oklahoma. 

As  horrible  as  this  situation  was,  this  event  demonstrated  that  we,  the  Federal 
agencies,  can  rapidly  provide  a  coordinated  and  effective  response. 

In  what  follows,  please  understand  that  I  am  describing  Federal  response  activi- 
ties. The  true  "first  responders"  were  the  Oklahoma  City  Fire  Department,  Emer- 
gency Medical  Services,  and  Police. 

The  First  Day 

When  the  explosion  occurred  at  9:02  a.m.  on  April  19,  our  initial  consultation  and 
Federal  Response  Plan  procedures  were  immediately  activated  by  FEMA  Director 
James  L.  Witt. 

•  Within  an  hour  after  the  blast,  FEMA  dispatched  a  liaison  to  the  Oklahoma 
City  Emergency  Operations  Center  to  begin  coordinating  with  the  State  and 
local  officials,. and  the  Federal  Response  Plan  agencies  were  alerted. 

•  We  sent  a  liaison  to  the  FBI  Operations  Center  to  begin  coordination  activities. 

•  By  4:00  p.m.  that  afternoon,  FEMA  Director  Witt  was  en  route  with  a  senior 
management  team  to  coordinate  response  activities. 

•  At  approximately  5:15  p.m.,  the  President  had  declared  an  emergency  under 
Title  V  of  the  Stafford  Act. 

•  The  appropriate  Federal  departments  and  agencies  mobilized  immediately 
under  both  their  own  and  FEMA  authorities  to  assemble  a  constellation  of  capa- 
bilities to  support  the  State  of  Oklahoma.  Under  the  Federal  Response  Plan, 
FEMA  activated  eight  of  the  twelve  Emergency  Support  Functions: 

#2  (communications) 

#3  (public  works  and  engineering) 

#4  (firefighting) 

#5  (information  and  planning) 

#6  (mass  care) 

#7  (resource  support) 

#8  (health  and  medical  services) 

#9  (urban  search  and  rescue) 

•  FEMA's  Mobile  Emergency  Response  Support  detachment  from  Denton,  Texas, 
arrived  on-site  at  7:52  p.m.  to  provide  critical  communications,  logistics,  and  life 
support  to  the  operations  at  hand.  This  proved  critical  to  the  establishment  of 
joint  operations  in  the  field. 

•  And  using  airframes  provided  by  the  Department  of  Defense,  at  7:26  p.m.  and 
9:24  p.m.  that  same  day,  respectively,  the  first  two  FEMA  Urban  Search  and 
Rescue  Task  Forces  (Phoenix  and  Sacramento)  were  deployed  to  Oklahoma  City 
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to  begin  sorting  through  the  rubble,  searching  for  victims  of  the  blast.  We  even- 
tually deployed  11  Urban  Search  and  Rescue  Task  Forces. 

All  of  this  activity  occurred  on  the  first  day  of  this  crisis. 
On-going  Response 

The  Federal  Bureau  of  Investigation,  under  its  own  authorities,  was  responsible 
for  pursuing  criminal  matters  related  to  the  incident.  FEMA  and  the  Federal  Re- 
sponse Plan  agencies  executed  the  responsibilities  associated  with  consequence  man- 
agement. As  a  result  of  these  different  responsibilities,  FEMA  and  the  FBI  coordi- 
nated closely,  both  at  headquarters  and  in  the  field. 

Using  the  structure  of  the  Federal  Response  Plan,  FEMA  coordinated  the  re- 
sponse operations  of  24  other  non-law  enforcement  Federal  departments  and  agen- 
cies— over  2,000  personnel  on-scene — in  this  event. 

Among  those  responders: 

— The  Department  of  Defense,  U.S.  Army  Corps  of  Engineers  assisted  with 
debris  removal,  offered  air  transportation  for  personnel  and  resources  to 
and  from  the  disaster  area,  and  provided  structural  engineers  to  monitor 
the  stability  of  the  Federal  Building; 

— The  American  Red  Cross  provided  food,  shelters,  mental  health  services, 
and  other  mass  care  needs  to  support  both  victims  and  emergency  respond- 
ers; 

— The  Public  Health  Service  was  instrumental  in  this  operation  by  activating 
a  Disaster  Mortuary  Assistance  Team  to  assist  with  victim  identification. 
The  Public  Health  Service  also  provided  crisis  counseling  services,  and 
monitored  conditions  on-scene  to  ensure  emergency  workers  were  protected 
from  disease  and  other  medical  hazards; 

— The  Small  Business  Administration  provided  163  disaster  loans  for  over  $7 
million  to  affected  individuals  and  businesses  so  that  they  could  obtain  the 
funds  needed  to  recover  from  this  horrible  event;  and 

— The  General  Services  Administration  was  able  to  rapidly  meet  resource 
needs  on-site,  and  identified  alternate  work  locations  for  many  of  the  Fed- 
eral offices  that  were  damaged  or  destroyed. 

This  list  stands  as  only  a  small  sample  of  what  was  done  at  the  Federal  level  to 
respond  to  the  consequences  of  the  Oklahoma  City  bombing.  We  demonstrated  that 
our  plans  worked,  and  our  efforts  to  coordinate  an  effective  response  were  success- 
ful. 

ACTIVITIES  TO  IMPROVE  FEDERAL  PREPAREDNESS  FOR  TERRORIST  CONSEQUENCE 

MANAGEMENT 

Preparedness  for  terrorism  is  not  a  challenge  for  just  the  Federal  Government.  It 
is  a  national  problem  which  requires  full  national  partnership  and  cooperation.  At 
FEMA,  we  have  emphasized  the  importance  of  additional  planning,  training,  and 
practice  for  all  levels  of  government  so  that  we  will  better  prepared  for  the  awful 
consequences  of  a  terrorist  act. 

A  Terrorism  Annex  to  the  Federal  Response  Plan  was  written  to  define  the  rela- 
tionship of  the  Federal  Response  Plan  to  other  existing  interagency  plans  in  which 
terrorism  is  involved.  It  defines  the  responsibilities  and  relationships  among  the  re- 
sponding agencies  and  defines  the  mechanism  for  coordination  between  crisis  man- 
agement and  consequence  management  operations.  The  draft  annex  is  being  tested 
and  refined  in  current  exercises. 

The  President  directed  FEMA,  with  appropriate  Federal  Response  Plan  agencies, 
to  report  on  the  status  of  efforts  to  achieve  an  adequate  response  capability  for  nu- 
clear, biological,  and  chemical  (NBC)  related  terrorism  incidents.  That  assessment 
will  include  specific  assessments  of:  stockpile  of  antidotes  and  other  medicines;  the 
National  Disaster  Medical  System,  and  procedures  for  direct  Department  of  Defense 
support  for  medical  facilities  and  decontamination.  The  full  report  is  due  to  the 
President  in  July  1996. 

We  continue  to  work  with  and  support  the  Public  Health  Service  of  the  Depart- 
ment of  Health  and  Human  Services  in  its  very  challenging  job  of  preparing  to  lead 
the  health  and  medical  response  to  nuclear,  biological,  and  chemical  threats.  In  our 
view  the  Public  Health  Service-led  planning  for  the  interagency  health  and  medical 
response  operation  constitutes  a  significant  improvement  in  the  Federal  Response 
Plan.  We  also  believe  that  the  proposed  Chemical/Biological  Rapid  Deployment 
Teams  and  the  proposed  Metro  Medical  Strike  Teams,  when  funded  and  constituted, 
would  constitute  a  significant  asset  in  major  metropolitan  areas  for  medical  man- 
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agement  and  public  health  consequence  response.  We  are  especially  encouraged 
with  the  progress  to  date  for  a  Washington  Metropolitan  Area  Medical  Strike  Team. 

We  meet  frequently  with  the  FBI  to  complete  the  draft  Annex  to  the  Federal  oper- 
ations in  general  and,  in  particular,  for  the  upcoming  Olympic  Games  in  Atlanta, 
Georgia. 

FEMA  is  providing  a  wide  variety  of  technical  assistance  and  guidance  to  State 
and  local  governments  for  terrorism  consequence  management.  This  includes: 

•  The  Chemical  and  Biological  Information  Network  (CABIN).  We  will  provide  a 
data  base  which  can  reside  on  a  portable  computer  that  can  be  used  for  incident 
response  to  more  than  200  chemical  and  biological  agents  and  compounds.  In- 
formation will  be  available  on  symptoms,  treatment,  decontamination,  and  pro- 
tective equipment  for  agents  that  might  be  used  in  terrorist  incidents.  We  cur- 
rently are  pilot  testing  this  project  in  Boston,  New  York,  Atlanta,  Miami,  Chi- 
cago, Detroit:  Los  Angeles:  and  San  Francisco  to  ensure  that  it  meets  the  needs 
of  emergency  managers. 

•  Forums  for  Governors'  Senior  Staff.  In  conjunction  with  the  National  Governors 
Association,  FEMA  will  sponsor  2-3  forums  for  senior  State  staff  on  the  terror- 
ism threat  and  the  roles  and  responsibilities  of  the  State  government  in  plan- 
ning for  and  responding  to  such  an  incident.  The  Governor's  Guide  to  Emer- 
gency Management  will  be  updated  to  address  the  terrorist  threat. 

•  Working  with  the  U.S.  Army  Corps  of  Engineers,  FEMA  is  developing  a  guide 
for  local  governments  on  how  to  identify  potential  targets  for  terrorism  in  a 
community.  It  will  include  strategies  for  protecting  such  facilities  and/or  making 
them  less  vulnerable  to  terrorist  attack. 

•  Information  Dissemination  and  Networking.  FEMA  routinely  interacts  with  all 
aspects  of  State  and  local  government  on  issues  related  to  emergency  manage- 
ment and  has  a  number  of  established  mechanisms  for  exchanging  information 
with  our  customers.  One  example  in  the  State  and  Local  Emergency  Manage- 
ment Data  Users  Group  (SALEMDUG),  which  is  a  nation-wide  computer  bul- 
letin board.  When  terrorists  struck  the  Tokyo  subway  system  with  sarin  gas 
last  year,  we  used  the  SALEMDUG  bulletin  board  to  distribute  information  to 
State  and  local  emergency  managers  regarding  protective  measures  and  other 
related  issues. 

FEMA  has  a  number  of  training  activities  which,  although  not  directly  targeted 
at  terrorism,  support  terrorism  consequence  management.  These  include  courses  on 
handling  mass  casualty  incidents,  radiological  response  training,  hazardous  mate- 
rials response,  and  use  of  the  Incident  Command  System  and  other  disaster  man- 
agement response  approaches.  Training  developed  to  support  the  Chemical  Stockpile 
Emergency  Preparedness  Program  (CSEPP),  which  address  characteristics  and  pro- 
tective actions  for  chemical  agents  that  might  be  used  in  an  attack,  also  is  available 
to  State  and  local  governments.  A  number  of  training  activities  related  directly  to 
terrorism  have  been  developed  or  are  under  development.  These  include: 

•  On  November  6-9,  1995,  a  joint  FEMA/International  Association  of  Fire  Chiefs 
conference  was  convened  for  fire  chiefs  from  the  75  largest  metropolitan  fire  de- 
partments and  European  and  Japanese  fire  chiefs.  It  was  held  to  share  lessons 
learned  from  recent  terrorist  events  here  and  abroad.  Results  from  the  con- 
ference will  be  integrated  by  the  FEMA  Emergency  Management  Institute  and 
the  National  Fire  Academy  into  a  course  for  field  delivery. 

•  A  course  on  how  to  conduct  rescue  operations  at  crime  scenes  is  under  develop- 
ment and  will  be  offered  in  the  coming  year. 

•  An  Integrated  Emergency  Management  Course  (IEMC)  which  focuses  on  the 
terrorism  threat  has  been  developed.  This  course  addresses  the  roles  and  re- 
sponsibilities of  all  of  the  various  elements  of  a  response,  including  those  of  fire, 
law  enforcement,  public  works,  law,  medicine,  etc.,  and  culminates  in  a  1-day 
exercise.  Two  of  these  courses  have  been  held  to  help  Georgia  prepare  for  the 
Olympics.  Other  courses  incorporating  a  terrorism  scenario,  including  one  for 
the  District  of  Columbia,  are  planned. 

•  The  Emergency  Management  Institute  has  already  developed  a  number  of 
courses  for  on-scene  management  for  responders.  These  include  the  courses  on 
Mass  Fatalities  and  the  Community  Emergency  Response  Team. 

The  disaster  scene  is  not  the  place  for  emergency  management  personnel  to  either 
be  meeting  for  the  first  time,  or  reading  plans  to  determine  what  must  be  done.  For 
this  reason,  we  participate  in,  and  host,  exercises  that  bring  together  all  responders 
who  must  work  together.  Terrorism  is  just  one  of  the  hazards  addressed  by  our 
Comprehensive  Exercise  Program.  However,  many  of  the  response  functions  (evacu- 
ation, search  and  rescue,  sheltering,  etc.)  are  similar  regardless  of  the  particular 
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cause  of  the  disaster.  Recent  exercises  relating  specifically  to  the  terrorism  threat 
include: 

•  FEMA  has  participated  in  exercises  to  prepare  for  contingencies  surrounding 
past  Olympic  Games,  Presidential  Inaugurations,  and  other  high  profile  events 
in  the  United  States. 

•  In  1993,  we  participated  in  an  exercise  known  as  CIVEX,  which  involved  a  bio- 
logical terrorist  incident  (anthrax)  in  the  New  York  City  subways.  In  this  exer- 
cise, the  Federal  departments  and  agencies  under  the  Federal  Response  Plan 
and  State  and  City  officials  worked  through  the  issues  that  would  surround 
such  an  event. 

•  Exercise  MIRAGE  GOLD  was  a  joint  Federal,  State,  and  local  technical  field 
exercise  of  the  National  Emergency  Search  Team.  This  exercise  focused  pri- 
marily on  the  Crisis  Management  phase  of  a  terrorist  event. 

•  I-TRAP  is  a  series  of  table-top  exercises  sponsored  by  the  Department  of  De- 
fense to  address  policy  level  coordination  issues  associated  with  the  response  to 
terrorist  events  within  the  United  States  and  abroad. 

•  A  series  of  exercises  being  held  in  preparation  for  the  1996  Olympic  Games  in- 
cludes Exercise  MIRRORED  IMAGE,  sponsored  by  the  Defense  Nuclear  Agency; 
Exercise  OLYMPIC  CHARLIE,  sponsored  by  the  FBI;  and  Exercise  CALYPSO 
WIND,  sponsored  by  First  U.S.  Army. 

•  FEMA  will  be  sponsoring  Exercise  ILL  WIND  in  the  coming  year  to  test  and 
evaluate  the  ability  of  Federal,  State,  and  local  governments  to  respond  effec- 
tively to  a  biological  terrorist  event.  This  exercise  will  focus  on  the  transition 
from  crisis  to  consequence  management  and  will  be  the  first  major  test  of  the 
terrorism  annex  to  the  Federal  Response  Plan.  A  series  of  table  top  exercises 
are  planned  prior  to  Exercise  ILL  WIND,  beginning  with  an  internal  FEMA  ex- 
ercise this  Spring  for  senior  FEMA  management. 

Conclusions 

A  nuclear,  biological,  or  chemical  attack  by  a  terrorist  is  a  disaster  in  the  worst 
sense.  While  it  is  a  national  security  and  law  enforcement  problem,  it  also  is  a 
human  problem  because  of  its  devastating  effects  on  our  people  and  institutions. 

FEMA  and  the  other  Federal  agencies  have  an  agreed-upon  mechanism,  the  Fed- 
eral Response  Plan,  which  is  designed  to  respond  in  conjunction  with  other  Federal 
plans  to  the  consequences  of  any  disaster,  even  a  terrorist  event.  The  plan  has  been 
tested  in  catastrophic  disasters  as  we  know  them  today.  And  the  President  has  di- 
rected an  in-depth  assessment  of  its  capability  to  deal  with  the  consequences  of 
weapons  of  mass  destruction.  That  assessment  will  be  completed  in  July  1996. 

We  know  that  the  state  and  local  capabilities  to  respond  to  a  significant  incident 
involving  CBR  weapons  of  mass  destruction  are  limited.  We  are  working  with  the 
National  Governor's  Association  and  other  groups  to  conduct  a  strategic  review  of 
state  planning  and  capabilities  for  responding  to  such  incidents. 

FEMA  will  continue  to  work  at  an  accelerated  pace  with  the  FBI,  the  other  Fed- 
eral Response. Plan  departments  and  agencies,  volunteer  agencies,  and  State  and 
local  emergency  management  authorities,  to  ensure  that  procedures  are  in  place  for 
timely  and  effective  response,  that  tools  are  identified,  and  that  training  and  exer- 
cises provide  opportunities  to  practice  response  skills. 

We  have  a  great  deal  more  to  do  to  ensure  that  we  have  covered,  as  best  as  pos- 
sible, all  contingencies.  In  the  meantime,  emergency  management  teams  are  ready 
to  deploy  and  a  response  plan  is  in  place. 

Thank  you  for  this  opportunity  to  provide  information  on  FEMA's  role  in  coordi- 
nating the  Federal  response  to  the  consequences  of  a  terrorist  incident. 

Senator  Nunn  [presiding].  Just  on  the  subject  of  the  Olympic 
Games,  which  I  have  a  keen  interest  in,  being  in  Georgia  this  year, 
how  do  you  feel  the  coordination  is  going  between  the  Federal 
agencies  working  on  security  on  the  Olympic  Games? 

Mr.  HOLLISTER.  Well,  on  security,  sir,  I  would  refer  to  the  FBI, 
On  the  consequence  management,  we  are  doing  very  well,  sir.  We 
are  working  with  our  counterparts  in  the  other  Federal  Response 
Plan  agencies.  We  will  have  a  standby  disaster  field  office  estab- 
lished down  there  ready  to  go,  if  needed.  An  element  of  our  urban 
search  and  rescue  teams  will  be  pre-deployed.  We  are  working  ag- 
gressively in  this  arena,  sir. 
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Senator  Nunn.  How  about  on  security,  Mr.  Blitzer? 

Mr.  Blitzer.  Senator,  in  terms  of  the  security  issue,  I  think  we 
are  doing  well.  The  FBI  has  worked  extremely  hard  with  local  au- 
thorities and  the  State  authorities  in  terms  of  the  law  enforcement 
aspects  of  the  Games  and  I  think  we  are  prepared.  The  overall  se- 
curity— there  are  still  things  that  I  think  need  to  be  done  that  per- 
haps go  beyond  law  enforcement.  I  think  there  are  resources  that 
are  needed  and  I  know  that  we  are  working  closely  with  DOD  to 
obtain  some  of  those  resources  that  will  be  helpful  to  us.  We  are 
almost  there,  Senator.  We  have  got  some  things  to  work  on,  but  we 
are  moving  along  very  smartly. 

Senator  Nunn.  The  coordination  is  there,  then? 

Mr.  Blitzer.  Yes,  sir. 

Senator  Nunn.  Who  do  you  consider  to  be  the  lead  agency  on  the 
coordination  aspects?  Is  that  the  FBI? 

Mr.  Blitzer.  It  has  been  a  bifurcated  effort  between  the  local 
law  enforcement  authorities  and  the  FBI.  However,  we  are  on  the 
same  committees.  Whether  it  is  tactical  response  or  traffic  manage- 
ment, or  whatever  it  is,  in  terms  of  security  we  basically  have 
worked  as  a  team.  We  have  had  good  cooperation. 

Senator  Nunn.  Ambassador  Holmes,  do  you  concur  in  that? 

Mr.  Holmes.  I  certainly  do.  As  a  matter  of  fact,  anticipating  your 
question,  I  address  it  in  my  opening  remarks. 

Senator  NUNN.  OK.  Well,  why  don't  you  go  ahead  with  your  testi- 
mony and  we  will  come  back  with  questions. 

TESTIMONY  OF  H.  ALLEN  HOLMES,  ASSISTANT  SECRETARY  OF 
DEFENSE  FOR  SPECIAL  OPERATIONS  AND  LOW-INTENSITY 
CONFLICT,  DEPARTMENT  OF  DEFENSE 

Mr.  Holmes.  Rather  than  summarize  the  extensive  statement 
that  I  have  submitted  for  the  record,  I  would  like  to  highlight  some 
things  and  bring  you  up  to  date  from  last  Friday  when  we  had  an 
important  exercise. 

I  would  like  to  thank  you  for  this  opportunity  to  discuss  DOD's 
role  in  the  interagency  effort  to  counter  terrorism  and,  in  particu- 
lar, dealing  with  weapons  of  mass  destruction.  Our  efforts  in  this 
regard  are  not  new.  The  administration  inherited  a  good,  function- 
ing CT  process  from  the  Bush  administration.  However,  world 
events  caused  DOD,  along  with  our  interagency  counter-terrorism 
colleagues,  to  review  their  procedures  and  to  concentrate  their 
focus  on  two  new  dimensions  of  combatting  terrorism — weapons  of 
mass  destruction  and  domestic  terrorism. 

DOD's  review  indicated  that  responding  to  WMD  terrorist  inci- 
dents was  indeed  very  different  from  the  classic  hostage  barricade 
situations  and  presents  new  tactical,  technical  and  policy  chal- 
lenges. The  Chairman  of  the  Joint  Chiefs  of  Staff  directed  DOD 
counter-terrorism  units  to  focus  on  tactical  and  technical  issues 
through  training,  exercises  and  R&D  efforts.  For  the  past  3  years, 
our  counter-terrorism  units  have  worked  hard  and  successfully  at 
correcting  technical  and  tactical  shortfalls. 

Our  units  have  worked  with  DOE's  Defense  Programs  Direc- 
torate to  train  our  operators  to  deal  with  nuclear  terrorism.  We 
have  conducted  numerous  exercises  focused  on  nuclear  terrorism, 
including  no-notice  exercises  with  DOE's  NEST  team.  We  are  pro- 
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gressing  in  a  similar  vein  with  DOD  experts  in  chemical  and  bio- 
logical matters.  We  are  finding  new  challenges  in  these  areas,  but 
are  making  progress. 

These  efforts  have  been  tied  together  at  the  interagency  level 
through  a  series  of  tabletop  exercises  we  have  sponsored  in  SOLIC 
called  I-TRAP,  the  Interagency  Terrorism  Response  and  Awareness 
Program.  These  exercises  validate  established  or  proposed  inter- 
agency CT  procedures.  They  involve  players  from  the  decisionmak- 
ing level  to  the  tactical  level.  There  have  been  five  such  exercises, 
beginning  in  1993.  Almost  all  have  focused  on  weapons  of  mass  de- 
struction, and  recently  on  domestic  terrorism.  The  most  recent  was 
conducted  last  Friday. 

There  were  other  exercises.  In  particular,  Mirage  Gold,  held  in 
the  fall  of  1994,  showed  the  degree  to  which  our  response  proce- 
dures needed  revision.  The  counter-terrorism  community  noted  the 
following  problems:  a  lack  of  synergy  in  interagency  procedures,  a 
disconnect  between  crisis  management  and  consequence  manage- 
ment, a  failure  to  understand  that  there  would  be  senior  adminis- 
tration involvement  in  such  incidents. 

Senator  NUNN.  Was  that  exercise,  Mirage  Gold,  a  consequence 
management  exercise  as  well  as  a  response,  or  was  it  not  con- 
sequence management? 

Mr.  Holmes.  No.  It  was  crisis  response. 

Senator  Nunn.  When  was  the  last  time  we  had  a  consequence 
management  exercise? 

Mr.  Holmes.  Well,  we  are  doing  it  all  the  time  in  the  I-TRAP 
exercises.  We  have  brought  the  consequence  management  into  di- 
rect connection  with  the  crisis  management,  and  all  the  required 
players— FEMA,  the  Public  Health  Service,  EPA,  the  Federal  Avia- 
tion Agency — are  there  working  as  a  team. 

Senator  Nunn.  But  consequence  management  was  not  part  of 
Mirage  Gold? 

Mr.  Holmes.  No. 

Senator  Nunn.  Well,  then,  when  was  the  last  major  exercise  we 
had  that  consequence  management  was  part  of? 

Mr.  Hollister.  Mirrored  Image,  we  just  had. 

Senator  Nunn.  When  was  the  last  full  field  exercise  we  had 
where  consequence  management  was  part  of  it?  I  am  told  it  was 
1986.  Is  that  correct? 

Mr.  Blitzer.  Yes,  that  is  correct. 

Senator  Nunn.  Mr.  Blitzer  mentioned  that  he  has  been  critiqued 
for  not  bringing  in  local  and  State  law  enforcement  in  that,  and 
emergency  personnel.  Well,  if  it  has  been  since  1986  since  we  have 
had  a  consequence  management  full  field  exercise,  that  tells  us 
something,  doesn't  it? 

Mr.  Holmes.  It  shows  that  until  recently  we  had  not  lashed  to- 
gether the  crisis  management  and  consequence  management  part 
of  our  government,  which  we  now  have. 

If  I  am  not  mistaken,  Clay,  in  the  FBI  exercise  next  month, 
which  springs  from  the  I-TRAP  exercise  we  had  on  Friday,  you  will 
be  testing  a  lot  of  those 

Mr.  Blitzer.  We  are  going  to  have  a  very  extensive  3-day  exer- 
cise in  Atlanta,  Olympic-related,  where  we  are  going  to  test  all  of 
this,  Senator.  I  might  mention  to  you  that  in  the  series  of  I-TRAPS 
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that  we  have  had,  and  at  least  two  that  I  have  participated  in, 
heavy  focus  on  consequence  management  in  terms  of  the  tabletop, 
which  were  very  good  complex  exercises. 

Senator  Nunn.  But  not  field  exercises? 

Mr.  Blitzer.  No,  sir,  not  field.  This  one  down  in  Atlanta  will  be. 

Senator  Nunn.  Well,  the  I-TRAP  exercises  where  you  get  into 
consequence  management — how  much  are  you  plugging  in  State 
and  local  emergency  response  teams? 

Mr.  HOLMES.  We  are  doing  that  basically  through  FEMA  and  the 
Public  Health  Service. 

Senator  Nunn.  Well,  I  will  ask  FEMA  that  question. 

Mr.  HOLLISTER.  Yes,  sir. 

Senator  Nunn.  Are  you  plugging  in  State  and  local  teams? 

Mr.  HOLLISTER.  They  are  not  at  the  table  in  these  exercises.  We 
are  representing  the  Federal  consequence  part,  and  the  concerns  to 
keep  the  issue  of  notifying  the  governor  and  State  authorities  on 
the  table  and  in  the  forefront  during  these 

Senator  NUNN.  But  aren't  they  going  to  have  to  do  most  of  the 
response?  I  mean,  you  have  got  your  hospitals  in  the  local  area;  you 
have  got  the  doctors,  you  have  got  the  nurses,  you  have  got  the  po- 
lice, you  have  got  the  firemen.  How  in  the  world  is  the  Federal 
Government  going  to  respond  to  this  kind  of  consequence  when  we 
don't  have  the  resources  there? 

Mr.  HOLLISTER.  We  are  going  to  have  a  specific  exercise  to  deal 
with  the  crisis  transition  to  consequence  management  in  1997,  sir. 
We  are  proposing  that. 

Senator  Nunn.  But  the  last  time  we  have  done  this  was  1986. 
That  is  10  years. 

Mr.  HOLLISTER.  Yes,  sir. 

Senator  Nunn.  That  gap  seems  to  me  to  be  unexplainable. 

Mr.  HOLMES.  My  understanding  is  that  the  Public  Health  Service 
is  already  in  touch  with  local  medical  authorities  in  the  Atlanta 
area  in  preparation  for  the  Olympic  Games.  Whether  they  have 
specifically  exercised  that,  I  can't  say,  but  I  know  that  they  are 
working  very  closely  in  preparation  for  the  Games  to  be  able  to  re- 
spond to  contingencies. 

Senator  Nunn.  Well,  I  am  not  talking  about  specifically  Atlanta 
nor  specifically  the  Olympics.  In  our  staff  report,  in  their  dealing 
with  State  and  local  officials  all  over  the  country,  they  ran  into  just 
almost  unanimous  opinion  that  the  feds  were  not  plugging  them  in 
and  that  they  were  ill-equipped  to  deal  with  consequence  manage- 
ment and  that  nobody  was  really  coordinating  that  in  terms  of  field 
exercises,  in  terms  of  advance  planning,  in  terms  of  them  knowing 
how  to  get  in  touch,  in  terms  of  expertise,  and  in  terms  of  training. 

Mr.  Hollister? 

Mr.  Hollister.  Yes,  sir.  Certainly,  we  have  not  had  a  full  field 
exercise  in  the  consequence  management  of  terrorism,  but  we  do 
have  training  activities  going  on  and  awareness  activities.  The  fire 
chief  mentioned  one  with  the  International  Association  of  Fire 
Chiefs.  That  is  one.  We  are  field-testing  right  now  a  software  sys- 
tem for  computers  for  first  responders  called  CABIN,  the  Chemical 
and  Biological  Information  Network.  It  will  sit  on  a  portable  com- 
puter. I  saw  it  yesterday.  It  provides  information  on  more  than  200 
chemical  and  biological  agents  and  lists  the  symptoms  and  precur- 


123 

sors  for  agents  that  might  be  used  in  terrorist  incidents.  You  can 
type  in  and  get  a  response  right  on  the  computer  as  to  what  this 
particular  agent  is  you  are  looking  at.  That  is  being  field  tested 
right  now. 

We  have  courses  in  development  on  rescue  operations  at  a  crime 
scene.  We  have  a  course  going  on  in  mass  casualties  and  the  Inte- 
grated Emergency  Management  Course,  sir,  which  we  offered  to 
your  State  twice  for  the  Olympics.  The  participants  are  State  and 
local  emergency  managers — fire,  police.  The  course  is  on  terrorism, 
and  we  just  had  that  in  February.  We  are  focusing  in  on  it,  but  cer- 
tainly in  the  exercise  arena,  it  is,  as  you  know,  very  costly  to  do 
a  full  field  exercise,  as  mentioned  earlier.  We  have  not  done  that. 

Senator  Nunn.  Mr.  Ambassador,  I  know  I  interrupted  you.  Go 
ahead. 

Mr.  Holmes.  Mirage  Gold  did  indicate  there  were  these  defi- 
ciencies, and  I  am  pleased  to  report  that  since  then  the  interagency 
group  has  largely  corrected  the  deficiencies.  The  Presidential  Deci- 
sion Directive  39  has  been  signed  which  clearly  delineates  the  re- 
sponsibilities, authorities  and  procedures  for  the  agencies  that 
make  up  the  NSC  body  charged  with  combatting  terrorism  here 
and  abroad. 

Domestic  interagency  procedures  are  being  put  into  place  which 
mirror  those  already  in  effect  for  responding  to  terrorism  overseas. 
As  I  said  earlier,  we  have  brought  the  consequence  management 
side  of  the  Government  into  the  counter-terrorism  community.  One 
procedure  validated  during  an  I-TRAP  exercise  was  used  during 
the  U.S.  Government's  response  to  the  Oklahoma  City  bombing. 
The  counter-terrorism  community  has  been  focusing  hard  on  chem- 
ical and  biological  terrorism  for  some  time. 

DOD  has  also  made  substantial  changes.  The  Secretary  of  De- 
fense directed  in  May  of  last  year  that  a  study  be  conducted  on  how 
DOD  provides  assistance  to  domestic  civil  authorities,  in  particular 
focusing  on  counter-terrorism.  The  study  resulted  in  the  most  sig- 
nificant changes  in  DOD  emergency  response  since  1968.  The  Sec- 
retary of  Defense  will  personally  oversee  DOD  involvement  in  ter- 
rorism incidents,  whether  overseas  or  in  the  United  States.  The 
chairman  will  assist  the  Secretary  of  Defense  in  such  incidents. 
There  are  revised  DOD  procedures  to  respond  to  disasters  and  civil 
disturbances.  The  Secretary  of  Defense's  involvement  in  a  number 
of  areas  is  greater  than  it  ever  has  been  in  the  past. 

Last  Friday,  we  conducted  the  fifth  I-TRAP  exercise  focused  pri- 
marily on  potential  weapons  of  mass  destruction  terrorism  and,  in 
particular,  how  it  would  be  handled  at  the  Atlanta  Olympics.  We 
worked  through  a  series  of  incidents  that  might  face  local,  State 
and  Federal  agencies.  We  reviewed  procedures  for  crisis  and  con- 
sequence management  and  how  they  tie  together.  We  validated  im- 
provements and  noted  areas  that  needed  continued  focus  and,  I 
might  add,  identified  very  few  new  issues  that  need  immediate  at- 
tention. 

The  participants  involved  were  from  all  the  relevant  Federal 
agencies,  the  Atlanta  SAC,  as  well  as  tactical  units  from  the  FBI 
and  DOD  charged  to  assist  the  Atlanta  SAC  in  various  responses. 
As  I  said  earlier,  the  results  will  be  used  by  the  FBI  in  conducting 
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their  own  exercise  with  local  community  responders  in  Atlanta  next 
month. 

At  the  end  of  the  day,  the  interagency  group  reported  its  findings 
and  recommendations  to  the  Vice  President,  who  attended  a  "hot 
wash"  of  the  exercise  with  the  Deputy  Attorney  General  and  the 
Deputy  Director  of  the  FBI.  The  Vice  President  charged  us  to  make 
necessary  corrections  and  to  look  into  a  few  additional  areas.  The 
exercise  showed  that  there  is  still  some  work  to  be  done.  We  are 
working  to  make  the  corrections. 

Thank  you. 

Senator  Nunn.  Thank  you  very  much,  Ambassador  Holmes. 

[The  prepared  statement  of  Mr.  Holmes  follows:] 

PREPARED  STATEMENT  OF  H.  ALLEN  HOLMES 

Thank  you,  Mr.  Chairman  for  this  opportunity  to  discuss  the  Department  of  De- 
fense's (DOD)  role  in  Combatting  Terrorism;  specifically  a  domestic  terrorist  threat 
involving  a  nuclear,  chemical,  or  biological  weapon  of  mass  destruction  (WMD).  As 
the  Assistant  Secretary  of  Defense  for  Special  Operations  and  Low-Intensity  Con- 
flict, I  am  responsible  for  policy  and  oversight  of  activities  related  to  combatting  ter- 
rorism. These  hearings  provide  a  positive  step  in  educating  the  public  on  the  nature 
of  the  threat  and  how  the  U.S.  Government  will  respond.  I  would  like  to  organize 
my  remarks  in  the  following  manner:  first,  to  address  the  reality  of  the  threat;  sec- 
ond, to  give  a  general  overview  of  DOD's  Combatting  Terrorism  program;  and  finally 
to  discuss  the  specific  measures  DOD  is  taking  toward  countering  the  potential  use 
of  nuclear,  chemical,  or  biological  weapons  of  mass  destruction. 

The  Threat 

Earlier  this  month  you  held  hearings  and  heard  testimony  regarding  both  the 
supply  and  demand  for  nuclear  materials,  technologies,  and  technicians  of  the 
former  Soviet  Union.  I  am  sure  you  are  also  aware  of  the  low  cost,  easy  availability 
of  components,  low  technical  requirement,  and  difficulty  in  detecting  chemical  and 
biological  weapons  of  mass  destruction.  The  Federal  Bureau  of  Investigation  (FBI), 
as  the  primary  agency  for  foreign  counterintelligence  and  counterterrorism  within 
the  United  States,  has  provided  comment  on  the  current  threat  of  domestic  nuclear, 
chemical,  or  biological  terrorism.  There  is  no  denying  "the  threat  is  real."  However, 
we  should  not  let  ourselves  exaggerate  the  nature  of  that  threat.  The  ability  to  cre- 
ate mass  casualties  with  a  weapon  of  mass  destruction  depends  on  many  factors, 
to  include  weaponization  of  the  substance,  an  accomplishment  that  would  challenge 
any  terrorist  group.  The  acquisition  of  proper  material  and  technology  as  well  as 
the  development  of  an  effective  delivery  means  would  further  challenge  a  terrorist 
group. 

A  more  significant  concern  for  the  U.S.  is  the  psychological  fear  of  a  WMD  attack. 
The  anxiety  generated  by  such  fear  may  pose  far  more  difficult  problems  than  the 
physical  threat  itself.  The  public  must  be  made  aware  of  the  many  limitations  of 
the  WMD  threat  and  that  there  are  methods  of  protection.  A  WMD  presents  difficult 
challenges,  but  the  U.S.  Government  is  working  hard  to  deter  or  prevent  use,  and 
to  minimize  the  effects  by  providing  effective  consequence  management  We  believe 
with  proper  planning,  coordination,  focused  research  and  development,  and  intel- 
ligence support,  the  U.S.  Government  can  respond  to  this  threat.  DOD  is  working 
diligently  within  the  combatting  terrorism  community  to  focus  this  effort. 

DOD's  Combatting  Terrorism  Effort 

DOD's  Combatting  Terrorism  effort  is  part  of  a  coordinated  U.S.  Government 
interagency  team  response.  No  single  federal  agency  possesses  all  the  authorities  or 
resources  needed  to  effectively  conduct  the  full  range  of  operations  to  deter,  prevent, 
or  resolve  a  terrorist  incident.  This  is  the  reason  the  U.S.  Government  established 
a  "lead  agency"  program  for  combatting  terrorism.  In  June,  1995,  President  Clinton 
signed  Presidential  Decision  Directive-39  (PDD-39),  "U.S.  Policy  on  Counter- 
terrorism,"  which  reaffirmed  the  lead  agency  concept  with  Department  of  State 
(DOS)  responsible  overseas  and  Department  of  Justice  (DOJ),  acting  through  the 
FBI,  responsible  for  domestic  crisis  management  response  operations.  All  other 
agencies  will  support  the  lead  agency  with  personnel  and  equipment  to  assist  in  res- 
olution of  a  terrorist  incident.  DOD  assets  provide  a  significant  supporting  role  to 
the  lead  federal  agency.  Domestically  we  support  the  FBI  lead  in  crisis  resolution 
with  all  the  advice  or  assistance  requested.  DOD  assets  also  support  State  and  local 
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agencies  with  crisis  resolution  through  the  FBI  Domestic  Emergency  Support  Team 
(DEST)  and  with  consequence  management  through  the  Federal  Emergency  Man- 
agement Agency  (FEMA). 

The  Department  of  Defense  is  mandated  by  law,  executive  order,  and  National  Se- 
curity Directives  to  have  an  effective  Combatting  Terrorism  Program.  In  November 
of  1988,  the  Secretary  of  Defense  designated  the  Office  of  the  Assistant  Secretary 
of  Defense  for  Special  Operations  and  Low-Intensity  Conflict  (OASD(SO/LIC)  as  the 
office  responsible  for  DOD  policy  and  oversight  on  combatting  terrorism.  Since  its 
inception,  OASD(SO/LIC)  has  represented  DOD  as  a  key  member  of  the  U.S.  Gov- 
ernment's interagency  counterterrorism  effort.  OASD(SO/LIC)  routinely  meets  with 
other  federal  agencies  to  discuss,  plan,  and  coordinate  the  U.S.  Government  re- 
sponse to  terrorism.  This  interagency  combatting  terrorism  team  has  been  in  exist- 
ence since  the  mid-1980s. 

In  DOD,  we  divide  Combatting  Terrorism  into  two  components;  Antiterrorism 
(AT)  and  Counterterrorism  (CT).  AT  includes  all  defensive  measures  employed  to 
protect  personnel  and  facilities  against  a  terrorist  incident.  CT  is  our  offensive  capa- 
bility. 

Antiterrorism:  It  is  DOD  policy  to  protect  its  personnel,  their  family  members,  fa- 
cilities, and  equipment  from  terrorist  acts.  Toward  that  end,  DOD  routinely  budgets 
for  security  at  military  installations  and  DOD  Dependent  schools.  To  assist  in  the 
AT  effort,  OASD(SO/LIC)  published  DOD  Directive  0-2000.12,  "DOD  Combatting 
Terrorism  Program"  in  August  1990.  This  directive  assigns  specific  responsibilities 
to  various  DOD  elements  for  briefing  personnel  on  any  known  or  suspected  terrorist 
threats  and  informing  them  of  security  measures  to  be  taken,  as  well  as,  ensuring 
prompt  dissemination  of  intelligence  information  on  terrorist  threats,  including  spe- 
cific warning  of  threats  against  DOD  personnel  and  their  family  members. 

Additionally,  in  February  1993,  OASD(SO/LIC)  published  DOD  0-2000. 12-H, 
"Protection  of  DOD  Personnel  and  Activities  Against  Acts  of  Terrorism  and  Political 
Turbulence."  This  directive  provides  a  comprehensive  reference  for  all  DOD  compo- 
nents on  antiterrorism  awareness,  education,  and  training  activities.  To  highlight 
AT  awareness  and  importance,  OASD(SO/LIC)  sponsors  an  annual  DOD  Worldwide 
Antiterrorism  Conference  which  serves  as  a  forum  for  DOD  and  other  U.S.  Govern- 
ment antiterrorism  specialists  from  throughout  the  United  States  and  abroad  to 
identify  key  issues  and  to  reach  consensus  on  possible  solutions.  The  ASD(SO/LIC) 
also  established  an  awards  program  in  1993  to  recognize  and  praise  those  who  work 
quietly  behind  the  scenes  to  protect  DOD  personnel  and  installations;  sensitize  U.S. 
military  members  and  their  families  to  the  nature  and  dangers  of  terrorism;  and 
deter  and  prevent  terrorist  acts. 

DOD  also  provides  antiterrorism  training.  In  this  regard,  DOD  complements  the 
Department  of  State's  program  for  Antiterrorism  Training  Assistance  by  providing 
training  to  foreign  military  counterparts  which  may  take  the  form  of  small  unit  ex- 
changes or  participation  in  joint  training  and  exercises.  A  detailed  accounting  of  the 
training  that  is  provided  to  foreign  governments  is  discussed  in  the  DOD  portion 
of  State  Department's  Annual  Antiterrorism  Report  to  the  Congress.  This  classified 
report  is  mandated  under  provisions  of  the  Omnibus  Diplomatic  Security  and 
Antiterrorism  Act  of  1986. 

DOD  also  works  routinely  with  the  Department  of  State  in  distributing  travel 
advisories  for  DOD  members  and  families.  DOD  follows  the  U.S.  Government  policy 
on  "no  double  standard"  regarding  availability  of  threat  information.  This  dictates 
that  American  Government  officials  cannot  benefit  from  receipt  of  information  which 
might  equally  apply  to  the  public  but  is  not  available  to  the  public. 

Counterterrorism:  Counterterrorism  is  DOD's  support  for  U.S.  policy  to  deter,  de- 
feat, and  respond  vigorously  to  all  terrorist  attacks  against  U.S.  interests  wherever 
they  may  occur.  DOD  supports  the  initiatives  of  the  lead  agencies  in  carrying  out 
U.S.  counterterrorism  policy.  For  example,  my  office  supports  the  State  Depart- 
ment's Coordinator  for  Counter  Terrorism  in  consultations  with  foreign  govern- 
ments, or  in  the  deployment  of  a  Foreign  Emergency  Support  Team  (FEST)  at  the 
request  of  an  American  Ambassador  to  assist  a  host  government.  We  also  assist  the 
Department  of  Justice  in  the  extradition  or  rendition  of  indicted  terrorists.  In  addi- 
tion, DOD  largely  funds  the  Technical  Support  Working  Group  (TSWG)  an  inter- 
agency body  responsible  for  the  research  and  development  of  CT  technologies. 

While  it  is  DOD's  policy  not  to  discuss  the  capabilities,  designation,  mission  and 
locations  of  DOD  counterterrorism  special  units  in  a  public  forum,  I  would  like,  how- 
ever, to  briefly  outline  how  DOD  responds  to  a  terrorist  incident.  During  such  an 
incident,  as  the  ASD(SO/LIC),  I  have  two  primary  roles.  I  am  the  principle  civilian 
advisor  to  the  Secretary  of  Defense.  Additionally  I  serve  as  his  representative  to  the 
interagency  crisis  coordinating  body,  which  will  handle  the  counterterrorism  re- 
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sponse.  The  Joint  Staff  provides  a  representative  as  well.  I  provide  policy  advice 
while  the  Joint  Staff  representative  provides  operational  comment  and  advice. 

An  Interagency  Working  Group  on  Counterterrorism  coordinates  and  exercises  the 
U.S.  Government  counterterrorism  response  capabilities  routinely,  from  the  tactical 
to  the  national  level.  DOD  special  mission  units  frequently  train  and  exercise  with 
foreign  CT  units.  Whether  supporting  lead  agency  efforts  or  receiving  assistance 
which  enhances  tactical  capabilities  from  other  government  agencies,  DOD  is  an  in- 
tegral part  of  a  well  organized  and  functional  U.S.  counterterrorism  community. 

DOD's  Capability  to  Counter  Weapons  of  Mass  Destruction  (WMD) 

DOD  has  plans  for  the  recovery  of  a  lost  or  stolen  U.S.  nuclear  weapon.  The  con- 
cern over  use  of  a  nuclear  weapon  as  a  WMD  during  a  terrorist  incident,  however, 
became  a  DOD  issue  in  early  1991.  At  that  time  efforts  were  undertaken  to  prepare 
response  capabilities  in  the  event  of  a  nuclear  terrorist  incident.  This  started  as  a 
DOD  effort,  with  the  cooperation  of  several  non-DOD  agencies.  By  early  1993  it  was 
realized  this  effort  required  an  expanded  effort,  and  a  coordinated  interagency  work- 
ing group  was  established  specifically  to  address  the  issue. 

This  working  group  examined  existing  plans,  interagency  procedure,  and  capabili- 
ties to  ensure  the  U.S.  Government  had  the  ability  to  respond  to  a  nuclear  weapon 
related  terrorist  contingency.  The  working  group  identified  several  concerns  and  rec- 
ommended responsibility  for  crisis  management  and  coordination  of  a  federal  re- 
sponse to  a  nuclear  terrorist  incident  be  conducted  in  accordance  with  national  com- 
batting terrorism  policy.  The  group  recognized  that  procedural  guidelines  required 
amendment  to  specifically  cover  a  nuclear  terrorist  incident  and  to  replace  an  exist- 
ing MOU  between  DOD/Department  of  Energy  (DOE)/DOS. 

As  the  interagency  group  focused  on  the  identified  issues,  DOD  and  DOE,  in  close 
cooperation,  progressed  with  efforts  to  ensure  the  U.S.  Government  had  the  oper- 
ational capability  to  respond  to  a  nuclear  terrorist  incident.  DOD's  efforts  focused 
on  tactical  recovery,  complementing  DOE's  Nuclear  Emergency  Search  Team 
(NEST)  capability.  I  have  hosted  a  series  of  five  senior  level  interagency  table  top 
exercises,  the  Interagency  Terrorism  Response  Awareness  Program  (I-TRAP),  sev- 
eral of  which  were  focused  on  weapons  of  mass  destruction.  The  Chairman  of  the 
Joint  Chiefs  of  Staff  and  operational  units  have  also  sponsored/conducted  an  in- 
creasing number  of  tactical  field  and  command  post  exercises,  coordinated  through 
the  interagency,  focused  on  a  nuclear  terrorist  threat  scenario.  DOD  participated  in 
the  DOE  MILE  SHAKEDOWN  exercise  series,  to  include  exercise  MIRAGE  GOLD. 
The  training  objectives  of  these  exercises,  held  at  both  the  tactical  and  national  lev- 
els, focused  on  many  of  the  issues  mentioned  in  the  DOD/DOS  report  to  the  NSC 
and  have  identified  limitations  and  requirements  with  regard  to  policy,  procedures, 
and  technology.  The  combatting  terrorism  community  is  addressing  each  of  these 
concerns  and  working  to  improve  the  U.S.  Government  response  capability. 

As  work  progressed  it  became  apparent,  however,  that  the  terrorist  WMD  threat 
went  beyond  the  threat  of  a  nuclear  terrorist  incident.  Concern  grew  over  the 
threats  posed  by  chemical  and  biological  weapons.  This  concern  was  validated  with 
the  Aum  Shinrikyo  sarin  gas  attack  of  the  Tokyo  subway  on  March  20,  1995.  The 
combatting  terrorism  community  further  recognized  that  even  though  all  WMD  had 
some  common  points;  production,  delivery,  countermeasures,  and  expertise  required 
to  resolve  a  WMD  terrorist  incident  varied  significantly  with  each  threat.  The  com- 
batting terrorism  community  thus  separated  the  three  types  to  better,  focus  its  ef- 
forts at  identifying  the  best  available  capability  and  procedures  for  responding  to 
each  unique  threat. 

Presidential  Decision  Directive/NSC-39,  "U.S.  Policy  on  Counterterrorism,"  was 
signed  June  21,  1995.  This  directive  incorporated  many  of  the  recommendations 
made  by  the  DOD/DOS  report  to  the  NSC  of  July  6,  1993.  The  PDD  reinforces  the 
interagency  process  for  combatting  terrorism  and  directs  lead  agency  responsibilities 
and  support  requirements  for  both  the  response  to  domestic  and  overseas  terrorist 
incidents.  A  significant  new  requirement  identified  in  PDD-39  is  the  requirement 
for  coordination  between  crisis  and  consequence  management  in  resolving  a  terrorist 
WMD  incident  The  Federal  Emergency  Management  Agency  (FEMA)  is  identified 
as  responsible  for  ensuring  the  Federal  Response  Plan  is  adequate  in  responding  to 
the  consequences  of  terrorism,  to  include  terrorism  involving  WMD.  DOD  possesses 
significant  assets  that  could,  at  the  onset  of  a  domestic  terrorist  WMD  incident,  sup- 
port a  coordinated  federal  resolution  effort.  DOD  will  provide  response  assistance 
to  the  FBI  for  crisis  response  and  to  FEMA  for  consequence  management  In  re- 
sponse to  Section  379,  of  the  National  Defense  Authorization  Act  for  Fiscal  Year 
1996,  the  Principal  Director,  Emergency  Preparedness  Policy,  Office  of  the  Deputy 
to  The  Under  Secretary  of  Defense  (Policy)  for  Policy  Support  is  preparing  a  report 
addressing  DOD  support  to  an  attack-related  civil  defense  emergency. 
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Another  DOD  program  within  the  interagency  CT  community  is  the  Technical 
Support  Working  Group  (TSWG)  which  provides  fast-track  research  and  develop- 
ment of  CT  equipment.  The  TSWG  is  currently  engaged  in  twelve  projects  aimed 
specifically  at  enhancing  our  response  capability  for  nuclear,  chemical,  or  biological 
terrorist  incidents.  Recently,  we  began  a  review  of  all  TSWG  projects  to  ascertain 
if  acceleration  of  these  projects  with  additional  funding  could  bring  equipment  on- 
line faster  for  use  by  our  response  units. 

Mr.  Chairman,  we  are  confident  of  our  capability  to  respond  quickly  to  terrorist 
acts,  to  include  those  involving  a  weapon  of  mass  destruction.  There  remain  many 
technical  challenges  in  responding  to  the  use  of  weapons  of  mass  destruction  and 
I  assure  you  that  the  interagency  CT  community  is  working  hard  each  day  to  solve 
those  challenges.  We  are  committed  to  working  closely  with  you  to  see  that  Amer- 
ican people  are  protected  against  the  menace  of  international  terrorism  wherever 
and  whenever  it  may  arise. 

Senator  Nunn.  In  the  Mirrored  Image  exercise,  the  after  action 
report  of  the  Defense  Nuclear  Agency 1  says  here,  "Federal  oper- 
ational plans  and  guidance  are  not  fully  integrated  to  provide  a  co- 
ordinated response  to  a  weapons  of  mass  destruction  incident."  Are 
you  familiar  with  that? 

Mr.  Holmes.  I  am  familiar  with  the  charge,  and  today  that  situ- 
ation has  been  corrected. 

Senator  Nunn.  You  are  saying  that  has  been  corrected  since  this 
incident? 

Mr.  HOLMES.  Yes,  it  has. 

Senator  Nunn.  This  was  done  in  March  of  1996. 

Mr.  HOLMES.  Oh,  I  am  sorry.  I  thought  you  were  talking  about 
the  other  one. 

Senator  Nunn.  This  is  March  of  1996. 

Mr.  HOLMES.  I  am  sorry.  I  was  thinking  about  Mirage  Gold. 

Senator  Nunn.  So  we  have  got  a  way  to  go,  then. 

Mr.  HOLLISTER.  We  have  not  seen  that,  sir. 

Senator  NUNN.  You  have  not  seen  this  report? 

Mr.  Hollister.  No,  sir,  FEMA  has  not  seen  it. 

Senator  NUNN.  Well,  maybe  you  can  answer  that  for  the  record 
and  take  that  for  the  record. 

Mr.  HOLMES.  We  will  take  it  for  the  record. 

Senator  Nunn.  Mr.  Blitzer,  you  described  the  FBI's  recent  re- 
sponse to  a  threatened  chemical  attack  at  an  industrial  park.  Our 
staff  was  told  by  the  fire  chief  in  that  local  community  that,  "his 
office  was  not  advised  of  the  pre-warn  threat  until  after  troops  and 
the  FBI  had  been  mobilized,  and  that  then  it  was  only  a  courtesy 
call."  He  said  he  was  the  last  to  know.  I  know  you  cited  this  as 
an  example  of  coordination,  but  that  is  not  the  local  perspective. 

Mr.  BLITZER.  Again,  I  kind  of— I  don't  kind  of— I  divide  it  into 
two  different  sides.  In  this  particular  case,  we  had  a  responsibility 
of  getting  in  there  with  the  crisis  team  and  preventing  this  thing 
from  happening,  which  we  did.  On  the  consequence  team — and  I 
see  it  more  in  the  consequence;  that  could  be  a  potential  con- 
sequence— we  did  work  extremely  closely  with  Public  Health  and 
the  other  consequence  agencies  on  that  particular  situation.  Why 
the  fire  chief  wasn't  advised,  I  can't  answer  that  question.  I  don't 
know  the  answer. 

Senator  Nunn.  If  you  don't  test  consequence  management  during 
the  test  of  crisis  management,  how  do  you  determine  really  when 
the  hand-over  occurs?  This  has  been  pointed  out  consistently  as  a 


1  Exhibit  #19  is  retained  in  the  files  of  the  Subcommittee. 
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key  question  that  has  to  be  worked  on,  is  how  you  hand  over  from 
an  investigative  and  prevention  mode  to  consequence  management. 
How  do  you  do  that  if  you  don't  put  those  two  things  together  in 
the  exercise? 

Mr.  Blitzer.  One  of  the  things  I  think  we  have  tried  to  do — and 
I  think  we  have  talked  about  it  heFe  today,  Senator.  Since  Mirage 
Gold,  that  was  one  of  the  key  things  that  was  identified  and  all  of 
our  efforts  since  that  time  have  been  to  bring  us  together  at  the 
beginning  of  an  incident;  whether  it  is  an  exercise  or  a  real-time 
incident,  get  us  into  the  tent  together  at  the  beginning  and  then 
move  through  the  crisis  together  so  that  we  can  make  a  decision 
when  the  times  comes  to  hand  over. 

Each  case  can  be  different,  Senator.  You  know,  as  the  chief  ex- 
plained, I  think,  out  in  Oklahoma,  I  think  he  did  a  real  good  job 
of  discussing  with  you  how  things  happened  there  back  and  forth 
between  the  key  commanders,  both  local  and  FBI.  That  is  what  we 
have  tried  to  do,  and  tried  to  do  in  that  incident  with  FEMA.  We 
were  right  in  the  middle  of  a  consequence  management  case  there. 
FEMA  was  right  in  the  tent  with  us  making  decisions  about  how 
the  building  should  be  secured,  where  we  could  go,  where  we 
couldn't  go,  and  we  listened  to  them  every  step  of  the  way. 

There  are  other  instances  when  we  could  get  in,  like  the  complex, 
and  not  be  in  the  crisis  management  mode,  but  then  something 
happens  and  immediately  we  are  going  to  be  in  a  crisis  manage- 
ment mode  and  those  two  commanders  are  going  to  have  to  make 
a  decision  on  scene  to  move  into  the  consequence  mode  because  of 
the  situation.  It  will  drive  that  decision. 

Senator  NUNN.  But  doesn't  that  lend  itself  to  the  suggestion  that 
you  try  to  blend  these  things  together  in  exercises  and  not  separate 
them? 

Mr.  BLITZER.  Absolutely.  I  totally  agree  with  you.  They  have  to 
be  blended  together.  It  is  extremely  important. 

Senator  Nunn.  Is  that  what  you  are  going  to  be  doing  now  in  the 
future  in  exercises? 

Mr.  Blitzer.  Absolutely,  and  that  is  one  of  the  main  things  I 
think  we  have  learned  out  of  the  Mirage  Gold  case.  I  mentioned  the 
I-TRAP  exercises  that  we  have  had  and  I  think  that  has  been  one 
of  the  things  that  we  have  diligently  tried  to  play  in  those  exer- 
cises. 

Senator  Nunn.  I  think  you  were  here,  Mr.  Blitzer,  when  Ambas- 
sador Busby  expressed  his  concern  that  because  of  the  FBI's  very 
strong  and  broad  operational  capability,  when  you  become  the  lead 
agency  you  have  not  yet  learned  how  to  lead,  that  you  basically 
consider  it  your  operational  challenge  instead  of  leading  other 
agency  as  the  team  captain.  How  do  you  respond  to  that? 

Mr.  Blitzer.  Well,  Senator,  I  have  been  through  a  couple  of 
major  cases  since  I  have  been  in  the  counter-terrorism  arena,  both 
the  World  Trade  Center  bombing  and  the  Oklahoma  City  bombing. 
In  both  of  those  cases,  I  think  we  did  an  excellent  job.  I  think  we 
worked  extremely  well.  The  concept  in  both  of  those  cases,  Senator, 
was  to  bring  all  of  the  law  enforcement  and  consequence  manage- 
ment resources  to  bear,  and  we  did  that,  and  we  did  it  successfully. 
At  the  same  time,  we  were  able  to  identify  the  perpetrators  and 
bring  people  to  trial. 
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Ambassador  Busby  has  been  on  the  international  scene  and  I 
think  he  is  more  experienced  in  that  aspect  than  he  is  on  the  do- 
mestic scene.  So  I  would  respectfully  differ 

Senator  Nunn.  That  is  a  charge  we  hear  frequently  from  a  lot 
of  different  sources  about  the  FBI.  Maybe  it  is  a  bad  rap,  but  it 
sure  is  repeated  a  lot. 

Mr.  Blitzer.  Well,  I  will  just  offer  those  cases  to  you,  and  I 
would  offer  the  chiefs  testimony  earlier  today  and  what  he  thought 
of  the  FBI  in  the  Oklahoma  City  bombing. 

Senator  Nunn.  That  was  well  done. 

Let  me  ask  anybody  on  the  panel  this  question.  What  was  your 
overall  assessment  of  Mirage  Gold  and  the  lessons  learned  from 
that  experience,  and  what  have  you  done  about  it? 

Mr.  Hollister.  Well,  if  I  may  address  that  from  the  FEMA  per- 
spective, Senator,  three  areas  in  Mirage  Gold — and  I  have  not  seen 
the  report  that  you  showed,  so  these  comments  from  Mirrored 
Image  are  from  my  staff  in  terms  of  what  we  found  in  relation  to 
it. 

The  Mirage  Gold  concern,  which  was  addressed  here  about  the 
Joint  Operations  Center  being  exclusively  an  FBI  world,  is  not  at 
all  the  case  in  Mirrored  Image.  It  was  an  entirely  different  experi- 
ence for  us.  We  were  in  there  from  the  beginning,  as  we  were  in 
Oklahoma  City,  and  it  was  a  whole  different  experience,  entirely 
collegial.  Decisionmaking  was  participatory.  Consequence  manage- 
ment was  there,  if  we  were  needed. 

The  other  point  is  the  Joint  Information  Center.  In  Mirage  Gold, 
there  was  concern  there  in  the  after-action.  Mr.  Sopko  briefed  part 
of  that.  There  was  a  concern  about  control  of  information  and  who 
would  be  the  spokesman  and  where  were  the  consequence  people. 
In  Mirrored  Image,  the  special-agent-in-charge  down  there  as- 
signed the  JIC  to  everybody.  We  were  all  in  it.  There  was  a  spokes- 
man, but  there  was  a  spokesman  for  the  consequence  people  as 
well.  There  was  not  any  attempt  to  muzzle  or  control;  rather,  the 
complete  reverse  of  that. 

Finally,  in  terms  of  State  and  local  involvement  in  Mirage  Gold, 
as  pointed  out,  there  was  no  State  and  local  involvement.  In  Mir- 
rored Image,  there  certainly  was.  This  was  in  Atlanta.  Officials 
from  Atlanta  were  there  in  the  emergency  community  with  us  on 
our  regional  team — a  very  different  experience,  I  think.  It  is  a 
quantum  leap  in  improvement  between  those  two  exercises. 

Senator  Nunn.  Let  me  ask  this  question.  I  know  that  FEMA1 
and  Energy2  did  a  critical  after  action  report.  The  FBI  in  its  state- 
ment indicates  that  it  did  a  critical  after  action  report  after  Mirage 
Gold  took  place.3  Did  FEMA  see  the  FBI  report?  Did  the  FBI  see 
the  FEMA  report?  Did  Energy  see  the  reports?  Do  you  swap  these 
reports  around? 

Mr.  Hollister.  Yes,  sir,  we  saw  the  report. 

Senator  Nunn.  Did  you  see  the  FBI  report? 

Mr.  Hollister.  Well,  I  think  we  saw  enough  of  it  to  know  that 
when  we  wrote  ours  we  knew  what  their  positions  were,  and  we 


1  See  Exhibit  #8  which  appears  on  page  155. 

2  Exhibit  #l(b)  is  retained  in  the  files  of  the  Subcommittee. 

3  See  Exhibit  #9(b)  which  appears  on  page  183. 
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have  talked  about  them,  Mr.  Blitzer  and  I  have,  and  Mr.  O'Neill. 
We  have  reacted  since  Mirage  Gold  to  change  our  relationships. 

Senator  Nunn.  How  about  Energy?  Did  Energy  see  the  FEMA 
report  and  FBI  report,  or  do  you  share  yours  with  the  FBI  and 
FEMA? 

Dr.  Reis.  We  shared  ours.  We  saw  the  FEMA  report.  I  under- 
stand we  did  not  see  the  FBI  report. 

Senator  Nunn.  Is  there  a  reason  the  FBI  doesn't  share  its  re- 
ports? 

Mr.  Blitzer.  No  reason.  I  don't  know  why  it  wasn't  shared,  Sen- 
ator. 

Senator  Nunn.  Could  you  check  on  that  for  the  record? 

Mr.  Blitzer.  Sure,  I  will  check  on  it. 

Senator  Nunn.  It  seems  to  me  that  is  the  value  of  the  reports, 
is  the  candid  assessment. 

You  say,  Mr.  Hollister,  you  didn't  see  it  either,  but  you  heard 
about  it  and  heard  parts  of  it.  Is  that  right? 

Mr.  HOLLISTER.  I  don't  know.  Certainly,  I  will  get  back  to  you  for 
the  record,  but  I  know  we  at  least  orally  heard  parts  of  it,  anyway. 

Senator  NUNN.  Well,  Mr.  Blitzer,  you  don't  have  a  policy  of  not 
sharing  your  after  action  reports? 

Mr.  Blitzer.  There  is  no  policy. 

Senator  Nunn.  It  just  happens,  right? 

Mr.  BLITZER.  It  just  happened  that  way.  I  can't  answer  the  ques- 
tion, Senator.  I  just  don't  know  the  answer  to  it,  but  I  will  find  out. 

Senator  NUNN.  OK.  The  Department  of  Energy  has  the  NEST 
program  and  we  have  heard  that,  generally  speaking,  it  gets  good 
marks  and  has  done  a  lot  of  good  things.  What  is  the  U.S.  Govern- 
ment equivalent  for  chemical  and  biological?  Mr.  Hollister? 

Mr.  Hollister.  Well,  sir,  I  don't  believe  we  have  one  other  than 
what  DOD  has — DOD  assets,  the  Technical  Escort  Unit,  and  the 
like. 

Senator  Nunn.  There  is  no  chemical  and  biological  equivalent  to 
what  we  do  in  the  nuclear  area,  then? 

Mr.  Hollister.  No. 

Mr.  Holmes.  In  the  Department  of  Defense,  the  capabilities  to 
form  up  such  a  team  are  there.  They  are  scattered  throughout  the 
Department  of  Defense  and  we  are,  I  would  call  it,  in  the  nascent 
stage  of  developing  a  full  chemical  and  biological  NEST-like  capa- 
bility. 

Senator  Nunn.  Have  you  been  designated  as  the  agency  to  do 
that  by  the  President  or  this  something  DOD  has  taken  on  its  own 
initiative? 

Mr.  Holmes.  I  am  not  sure  whether  we  have  been  designated  of- 
ficially or  not,  but  we  are  working  on  it.  We  think  we  need  to  do 
that,  and  our  colleagues  in  the  interagency  agree  with  that  and 
there  is  a  lot  of  capability.  As  was  noted,  I  thought,  very  well  in 
the  statement  by  Dr.  Richardson  in  the  earlier  panel,  he  outlined 
a  lot  of  those  capabilities,  which  are  quite  accurate. 

Senator  NUNN.  Did  you  agree  with  his  prescriptions,  Dr.  Richard- 
son's, generally  speaking?  Could  you  comment  on  each  one  of  them 
for  the  record,  but  just  what  is  your  general  impression? 

Mr.  HOLMES.  My  general  impression  is  that  his  prescriptions  are 
in  the  same  direction  that  we  want  to  move.  However,  I  would  add 
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this  point.  I  think  it  is  absolutely  critical  that  we  have  a  Federal- 
State-local  partnership,  and  this  means  that  everybody  has  got  to 
put  their  shoulder  to  the  wheel.  There  is  no  single  agency  or  level 
of  government  that  can  do  it  alone,  but  we  have  some  capability. 

Senator  Nunn.  But  you  have  probably  95  percent  of  the  Nation's 
capability  in  DOD  in  this  chemical  and  biological,  don't  you? 

Mr.  Holmes.  I  don't  know  if  you  are  speaking  in  terms  of  quan- 
tity of  people,  but  certainly  I  think  you  are  correct  in  terms  of  ex- 
pertise, though  I  don't  know  if  it  is  95  percent.  We  certainly  have 
the  lion's  share.  But  one  thing  I  would  like  to  note,  because  I 
thought  it  was  interesting  from  the  point  of  view  of  the  training 
that  is  going  on.  We  are  already  providing  a  certain  amount  of 
training  to  local  first  responders. 

The  Army  Chemical  and  Biological  Defense  Command  has  been 
training  people  in  Maryland,  Indiana,  Oregon,  Alabama,  Colorado, 
Utah,  Washington  and  Illinois — as  they  work  on  destruction  of 
chemical  weapons.  They  have  trained  approximately  500  local  re- 
sponders in  each  of  those  communities,  and  the  biggest  one  has 
been  in  Alabama  where  they  have  trained  2,500  people. 

Senator  Nunn.  To  do  what,  what  kind  of  training? 

Mr.  Holmes.  Training  in  dealing  with  chemical  weapons  and 
chemical  materials. 

Senator  Nunn.  Are  these  State  and  local  people  you  are  training? 

Mr.  Holmes.  These  are  local  people,  including  firefighters  and 
police. 

Senator  Nunn.  Is  this  to  deal  with  an  accident? 

Mr.  Holmes.  That  is  one  of  the  purposes  of  the  training.  What 
I  thought  was  significant  was  that  the  largest  number  is  in  Ala- 
bama which,  of  course,  would  be  very  useful  in  terms  of  providing 
first  responders  if  there  was  a  requirement  in  Atlanta. 

Senator  Nunn.  This  is  near  the  stockpile  areas,  right? 

Mr.  Holmes.  That  is  right. 

Senator  Nunn.  I  mean,  this  is  focused  on  where  the  transpor- 
tation and  stockpile  impacts  would  occur  if  there  were  an  accident. 

Mr.  Holmes.  What  you  have  here  is  the  beginning  of  an  impor- 
tant contribution  to  local  first  responders.  Now,  we  can't  do  it  all. 
We  can  help  and  I  think  the  idea  of  train  the  trainers  that  was  in 
Dr.  Richardson's  statement  is  a  good  idea.  I  am  concerned  that  the 
Nation  not  get  the  idea  that  we  have  the  capability  to  train  every- 
body. It  really  does  have  to  be  a  local-federal  partnership. 

For  example,  Health  and  Human  Services  has  funded  some 
projects,  and  I  know  of  one  in  Washington,  D.C.  The  Public  Health 
Service  is  working  to  set  up  a  metropolitan  response  unit.  There 
has  to  be  more  of  that  coming  from  the  metropolitan  areas  and 
from  State  authorities  to  work  with  the  Federal  Government  so 
that  together  we  can  face  this  challenge. 

Senator  Nunn.  Could  you  comment  for  the  record  on  Dr.  Rich- 
ardson's other  suggestions?  If  you  could  just  number  them  1 
through  whatever — he  made  a  number  of  them — and  just  let  us  get 
a  DOD  response  to  those  because  most  of  them  concerned  DOD. 

Mr.  Holmes.  We  will  do  that. 

Senator  Nunn.  That  will  be  very  helpful  as  we  try  to  put  to- 
gether a  framework  here. 

Senator  Nunn.  Mr.  Hollister? 
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Mr.  HOLLISTER.  Senator,  I  would  like  to  refer  back  to  your  ques- 
tion about  a  rapid  response  capability.  I  believe  Admiral  Young  tes- 
tified before  you  earlier.  He  has  a  proposal  on  the  table  which  we 
certainly  support  called  a  Chemical/Biological  Quick  Reaction 
Team,  which  would  come  out  of  Washington  and  which  would  be 
made  up  of  experts  from  Energy  and  Defense  and,  the  Public 
Health-CDC  environment,  which  would  go  out — of  course,  they 
wouldn't  be  there  in  the  first  few  minutes,  but  they  would  bring 
significant  Federal  expertise  to  the  area. 

His  first-few-minutes  solution  in  the  public  health  arena  is,  as 
the  ambassador  pointed  out,  the  Metro  Medical  Strike  Teams 
which  are  being  prototyped  here  in  the  Washington  area.  We  think 
this  is  an  analog,  if  you  like,  to  urban  search  and  rescue  in  this 
environment  and  we  very  much  support  this  concept. 

Senator  NUNN.  Is  the  administration  going  to  come  up  on  the  net 
in  favor  of  Admiral  Young's  proposal? 

Mr.  HOLLISTER.  It  is  under  consideration  now,  sir. 

Senator  Nunn.  When  he  testified  before  us — and  I  think  this  is 
still  the  same  status  because  we  still  don't  have  a  budget  for  1996, 
as  you  know — his  whole  office  had  been  eliminated,  the  funding  for 
his  entire  office,  which  is  the  center  of  the  response.  Last  time  he 
testified  in  the  House,  they  had  eliminated  all  the  funding  that  he 
had.  Is  the  administration  coming  up  on  the  net  on  that? 

Mr.  HOLLISTER.  I  don't  know  the  answer  to  that,  sir. 

Senator  Nunn.  Could  you  check  on  it? 

Mr.  HOLLISTER.  Yes,  sir. 

[The  information  referred  to  follows:] 

INSERT  FOR  THE  RECORD 

The  Public  Health  Service,  Office  of  Emergency  Preparedness  was  funded  for  fis- 
cal year  1996.  In  addition  to  their  operating  funds,  PHS  received  $5  million  for  ac- 
tivities concerning  terrorism. 

Senator  NUNN.  I  know  you  have  got  a  lot  of  other  things  you  are 
looking  at,  but  to  me  this  is  a  real  priority.  I  guess  you  would 
agree. 

Mr.  Hollister.  Yes,  sir. 

Senator  Nunn.  That  is  the  focal  point  for  response,  isn't  it,  in 
terms  of  medical  for  the  whole  Federal  Government? 

Mr.  Hollister.  Yes,  sir.  Under  the  Federal  Response  Plan,  yes, 
the  Public  Health  Service  has  the  lead. 

Senator  Nunn.  What  would  be  the  consequences  of  having  Admi- 
ral Young's  office  basically  be  zeroed  out  in  funding  in  terms  of  this 
country's  ability  to  respond  to  the  medical  aspects  of  a  chemical  or 
biological  attack? 

Mr.  Hollister.  Well,  I  guess  from  FEMA's  perspective  we  would 
need  the  leadership  that  they  provide  in  that  support  function  for 
our  consequence  management  work.  Now,  whether  it  would  go  to 
the  Centers  for  Disease  Control  or  to  DOD,  I  don't  know,  sir.  I 
don't  know  the  answer  to  that.  It  would  be  of  concern.  That  mission 
has  to  be  done. 

Mr.  BLITZER.  Senator,  for  us,  he  plays  a  critical  role  in  the  threat 
assessment  process,  he  and  his  staff,  and  they  have  for  some  time. 
From  the  FBI's  point  of  view,  we  have  relied  very  heavily  on  Frank 
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Young  and  his  staff  in  many  of  the  things  that  we  have  been  doing 
in  the  last  couple  of  years. 

Senator  Nunn.  So  you  know  of  no  ready  replacement  if  this  gets 
zeroed  out? 

Mr.  Blitzer.  I  don't  personally,  and  I  certainly  would  hate  to  see 
that  occur. 

Senator  Nunn.  Mr.  Blitzer,  what  in-house  capabilities  should  the 
FBI  have  for  the  chemical  and  biological  capability?  Are  you  trying 
to  develop  more  there?  Are  you  learning  from  DOD? 

Mr.  Blitzer.  We  are,  Senator.  There  are  a  number  of  things  that 
we  think  need  to  happen  in  terms  of  the  Bureau.  Like  many  of  the 
other  first  responders,  we  will  end  up  in  a  first  responder  kind  of 
situation  at  the  field  level,  and  none  of  our  special  weapons  and 
tactics  teams  and  none  of  our  evidence  response  teams  at  this  point 
have  the  training  or  equipment  to  function  in  a  C/B  environment. 
So  this  is  a  problem  for  us. 

What  we  have  right  now  is  some  aging  equipment  and  some 
equipment  that  is  frankly  out  of  date  that  our  hostage  rescue  team 
has  in  Quantico  that  gives  us  a  limited  capability  to  respond.  How- 
ever, they  are  here,  frankly;  they  are  here  at  Quantico,  and  if 
something  happens  in  Denver  or  San  Diego,  it  is  going  to  be  hours 
before  they  can  get  out  there  and  function,  and  it  is  a  small  team, 
as  you  know.  So  I  really  believe  that  we  feel  very  strongly  about 
getting  our  own  people  trained  and  equipped  to  work  with  our 
counterparts  who  are  our  first  responders. 

Senator  Nunn.  In  trying  to  determine  how  we  handle  this  chemi- 
cal and  biological,  and  particularly  how  we  get  expertise  and  train- 
ing and  equipment  to  the  local  level  where  the  first  responders 
would  be  at  this  stage,  as  we  have  heard  very  vividly,  in  real  trou- 
ble if  something  happened  in  the  near  term — in  trying  to  determine 
that,  how  much  of  this  role  should  DOD  play,  versus  the  FBI? 
Have  you  all  thought  through  that  yet  in  terms  of  training  and 
equipping  and  coordinating  with  local  people?  The  FBI  right  now 
wouldn't  have  that  capability,  would  you? 

Mr.  Blitzer.  We  would  not,  Senator,  and  it  is  important  that  I 
think  we  get  that  capability  because  we  can  bring  some  training  to 
the  table,  as  can  DOD.  I  think  DOD  could  certainly  bring  great 
training  to  the  table. 

Senator  Nunn.  But  the  FBI  is  never  going  to  have  the  budget  re- 
sources in  this  area  to  stay  out  in  front  with  the  R&D  and  the 
equipment  and  the  threat  assessment  and  all  of  that.  I  mean,  DOD 
is  always  going  to  have  to  play  the  lead  role  in  this  particular  area. 

Mr.  Blitzer.  Absolutely.  We  rely  very  heavily  on  DOD  assets,  as 
you  know,  in  this  kind  of  a  situation.  When  we  respond,  frankly, 
to  incidents — as  we  have  on  a  number  of  occasions  responded  with 
DOD  assets.  They  have  been  very  supportive.  They  have  state-of- 
the-art  stuff  and  they  have  the  scientific  and  technical  ability  that 
we  need  to  bring  to  the  table. 

Now,  I  would  mention  to  you,  as  I  mentioned  in  my  testimony, 
that  one  of  the  things  we  are  doing  is  putting  together  a  unit  in 
the  lab  that  will  be  able  to  bring  something  to  the  table  in  respect 
of  forensic  collection  of  evidence  and  identification.  Again,  they  are 
working  extremely  closely  with  various  components  of  DOD,  so  it 
is  a  real  partnership  here,  Senator,  and  it  needs  to  continue. 
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Senator  Nunn.  Do  you  need  a  lead  agency  here  in  this  chemical 
and  biological?  It  seems  to  us,  having  reviewed  it,  there  is  a  real 
vacuum  here  in  terms  of  leadership.  If  you  do  need  a  lead  agency 
designated,  is  DOD  the  right  agency?  Does  anybody  want  to  an- 
swer that?  Mr.  Holmes? 

Mr.  Holmes.  As  you  pointed  out,  in  terms  of  our  capability,  we 
probably  are  the  lead  agency,  although,  as  you  know,  we  consider 
ourselves  a  support  agency  with  the  FBI  in  the  lead  on  domestic 
terrorism  and  the  State  Department  overseas.  I  think  that  we 
could  look  into  jump-starting  a  train  the  trainers  program. 

Senator  Nunn.  I  am  thinking  of  lead  agency  in  terms  of  training 
and  in  terms  of  expertise  in  terms  of  equipment. 

Mr.  Holmes.  We  have  R&D  programs.  We  need  to  share  the  re- 
sults of  that  research  with  state  and  local  authorities.  Once  the  cor- 
rect equipment  has  been  identified  for  local  authorities,  then  state 
and  local  authorities  are  going  to  have  to  fund  the  purchase  of  that 
equipment  for  their  own  metropolitan  response  teams. 

Senator  Nunn.  Let's  assume  something  happened  in  a  large  city 
in  America  in  the  next  2  weeks — a  chemical  attack  in  a  subway, 
something  like  happened  in  Japan.  Let's  assume  that  the  delivery 
system  was  better  and  you  had  a  real  catastrophe  and  all  of  a  sud- 
den the  local  people  called  the  Federal  Government  and  said  we 
have  got  to  have  help. 

Ambassador  Holmes,  what  is  your  understanding  about  what  the 
Department  of  Defense  and  our  military  services  could  do  in  that 
situation?  What  is  your  understanding  of  the  law?  Can  the  Presi- 
dent, on  is  own,  find  exception  to  the  posse  comitatus  statute  and 
send  our  forces  out  with  the  necessary  equipment  to  deal  with  that 
situation?  Could  the  DOD  play  a  role  under  the  present  law? 

Mr.  Holmes.  The  DOD  could  play  a  role  under  the  present  law. 
The  waiving  of  posse  comitatus  would  only  come  into  play  if  special 
mission  units  were  designated  to  actually  respond  to  terrorists  with 
weapons  and  that  sort  of  thing.  If  it  were  nuclear,  we  already  have 
a  provision  in  law  that  just  requires  consultation  between  the  At- 
torney General  and  the  Secretary  of  Defense. 

Senator  NUNN.  That  is  what  we  were  trying  to  do  in  this  anti- 
terrorist  bill  with  the  chemical  and  biological,  put  it  on  the  same 
level  as  the  nuclear. 

Mr.  Holmes.  Right. 

Senator  Nunn.  And  you  are  still  for  that,  right? 

Mr.  HOLMES.  We  don't  think  that  we  need  that.  I  had  a  discus- 
sion on  Friday  at  our  I-TRAP  with  a  representative  of  the  Depart- 
ment of  Justice  and  he  showed  me  the  model,  presidential  procla- 
mation and  accompanying  directive  which  could  be  put  into  effect 
very  quickly  to  achieve  the  same  purpose. 

Senator  Nunn.  Without  having  a  change  in  the  law? 

Mr.  Holmes.  We  feel  we  have  the  capability  to  do  that  now, 
which  would,  in  fact,  lift  or  suspend  posse  comitatus  for  that  pur- 
pose. But  for  most  of  the  response  to  chemical  or  biological  situa- 
tions, we  have  an  elaborate  system  for  helping  civil  authorities  and 
I  don't  think  posse  comitatus  would  apply  in  most  cases  where  we 
could  send  emergency  response  teams  to  help  local  authorities. 

Senator  Nunn.  What  about  in  a  continuing  saga  of  local  police 
and  firemen  trying  to  stop  the  dissemination  of  a  chemical  weapon 
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and  the  people  who  are  doing  it  are  still  on  the  scene?  Do  you  have 
the  right  to  come  in  and  help  them  make  arrests  without  a  posse 
comitatus  waiver? 

Mr.  Holmes.  No,  we  don't.  We  do  not. 

Senator  Nunn.  Is  that  what  is  in  this  anti-terrorism  bill? 

Mr.  HOLMES.  No.  It  is  no  longer  in  the  anti-terrorism  bill. 

Senator  Nunn.  It's  not  in  the  House. 

Mr.  Holmes.  As  I  said,  we  feel  that  the  Department  of  Justice 
can  move  very  quickly  with  the  necessary  presidential  proclama- 
tion and  accompanying  directive  to  allow  that  to  happen. 

Senator  Nunn.  Have  you  coordinated  this  view  with  the  Depart- 
ment of  Justice?  I  mean,  are  you  speaking  for  the  administration 
on  this? 

Mr.  Holmes.  Yes,  I  think  I  can  speak  for  the  administration  on 
that. 

Senator  Nunn.  Have  you  all  revised  your  opinion  since  the  anti- 
terrorism bill  was  submitted?  Have  the  conferees  been  informed  of 
this  position? 

Mr.  Holmes.  I  am  not  certain  about  that,  but  I  am  able  to  say 
that  we  do  support  the  President's  bill  and  we  would  like  to  see  it 
passed  as  constituted. 

Senator  Nunn.  Well,  there  is  some  authority  being  requested  in 
that  bill  that  you  are  saying  you  don't  need  now.  It  seems  to  me 
the  administration  needs  to  clarify  that  and  get  Justice  and 

Mr.  Holmes.  Well,  we  can  do  what  needs  to  be  done  under  the 
procedure  that  I  outlined  to  you  with  respect  to  chemical  and  bio- 
logical. 

Senator  Nunn.  You  could  not  make  arrests,  though,  right,  with- 
out a  waiver  of  posse  comitatus? 

Mr.  Holmes.  If  posse  comitatus  is  waived,  then  we  can  make  ar- 
rests. 

Senator  Nunn.  But  does  the  President  have  the  authority  to 
waive  posse  comitatus  under  the  existing  law  vis-a-vis  a  chemical 
or  biological  attack?  I  know  he  does  under  nuclear,  but  how  about 
chemical 

Mr.  Holmes.  He  would  have  to  issue  a  special  proclamation  and 
an  accompanying  directive  to  achieve  that  for  chemical  or  biologi- 
cal. 

Senator  Nunn.  But  he  could  do  that  under  existing  law? 

Mr.  HOLMES.  It  is  my  understanding  that  he  can. 

Mr.  Blitzer.  That  is  my  understanding,  also. 

Mr.  Holmes.  Yes,  but  not  under  the  same  provisions  of  the 
law 

Senator  Nunn.  Not  under  the  same  provisions,  but  with  a  spe- 
cial  

Mr.  Holmes  [continuing].  That  give  the  power  to  the  Attorney 
General  and  the  Secretary  of  Defense  together  to  decide  on  waiving 
it  for  a  nuclear  incident.  That  is  a  different  provision  of  law. 

Senator  Nunn.  Does  anybody  else  want  to  comment  on  that?  Mr. 
Hollister? 

Mr.  Hollister.  On  that,  assuming  that  that  was  a  consequence 
request  and  it  went  through  the  Stafford  Act  procedure — in  other 
words,  the  governor  requested  a  presidential  declaration  of  an 
emergency  or  a  disaster — and  if  that  was  granted,  which  I  am  sure 
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it  would  be  in  an  hour  or  so,  we  then  would  have  authority,  FEMA, 
to  mission-assign  EPA  and  the  support  agency,  Defense,  to  come  in 
and  do  the  necessary  consequence  work,  which  in  this  case  would 
be  decontamination,  fencing  off  the  area,  in  conjunction  with  local 
authorities. 

They  would  come  in  in  support  of  the  request  of  someone  like 
Chief  Marrs,  which  is  how  we  worked  in  Oklahoma  City,  or  the 
medical  examiner  for  the  State.  They  would  define  the  require- 
ments and  we  would  mission-assign  DOD  and  EPA  to  come  in  and 
take  that  lead,  with  Public  Health,  of  course. 

Senator  Nunn.  Mr.  Hollister,  I  note  that  FEMA  recommends  on 
page  A-3  of  its  after  action  report — and  this  is  regarding  Mirage 
Gold — that,  "All  planners  should  have  security  clearances  appro- 
priate to  all  consequences  of  the  exercise."  Has  this  been  done? 

Mr.  HOLLISTER.  I  don't  know,  sir.  All  planners  that  work  with  me 
on  this  issue  have  clearances  right  now. 

Senator  Nunn.  We  understand  there  was  a  significant  problem, 
since  everyone  had  different  clearances  and  agencies  did  not  recog- 
nize each  other's  clearances.  Could  you  check  into  that  for  us? 

Mr.  HOLLISTER.  Yes,  sir,  I  will  submit  that  for  the  record. 

[See  Exhibit  #32,  Q/A  #10.] 

Senator  Nunn.  The  Sewell  report  found  that  the  Department  of 
Energy's  intelligence  and  threat  assessment  organization  had  never 
been  invited  to  be  an  active  participant  in  a  field  deployment.  Since 
they  have  the  expertise,  as  well  as  the  linkages  to  the  government- 
wide  intelligence  network,  Mr.  Sewell  thought  that  they  would 
have  the  resources  to  provide  effective  support  capability  to  the 
field  teams. 

Why  has  the  threat  assessment  organization  not  been  previously 
included,  and  are  there  plans  to  include  them?  Mr.  Reis? 

Dr.  Reis.  I  will  have  to  get  back  to  you  on  that.  It  certainly 
seems  to  me  they  certainly  should  have  been  involved  in  that. 

INSERT  FOR  THE  RECORD 

The  DOE  Headquarters  Office  of  Threat  Assessment  (NN-62)  provides  a  conduit 
for  the  FBI  to  gain  access  to  DOE  technical  expertise  at  the  National  Laboratories 
to  analyze  a  communicated  threat  prior  to  a  NEST  deployment.  Once  NEST  deploys, 
the  administrative  functions  performed  by  the  Threat  Assessment  Program  Man- 
agers in  NN-62  are  not  required  in  the  field. 

However,  many  of  the  members  of  the  threat  assessment  team  at  the  National 
Laboratories  who  participate  in  threat  assessment  prior  to  NEST  deployment  are 
deployed,  as  part  of  the  NEST  response,  transitioning  to  roles  within  the  NEST  in- 
telligence, diagnostics  and  device  assessment  groups.  These  groups  participate  in  all 
NEST  deployments  and  have  been  key  players  in  all  major  exercises. 

The  management  structure  that  NN-62  uses  to  coordinate  the  FBI  and  laboratory 
interface  is  not  required  for  field  operations.  Any  assessments  of  communicated 
threats  in  the  field  during  a  deployment  are  conducted  under  the  guidance  of  the 
NEST  intelligence  group,  which  includes  all  of  the  expertise  from  the  national  lab- 
oratories that  is  used  for  threat  assessment  during  the  predeployment  phase.  There 
are  no  plans  to  include  the  headquarters  threat  assessment  organization  in  future 
NEST  deployments.  The  headquarters  threat  assessment  organization  does  support 
headquarters  emergency  operations  center  responses. 

Senator  Nunn.  If  you  looked  at  an  organization  chart  for  the 
whole  Government,  Mr.  Hollister,  or  whoever  would  like  to  com- 
ment on  this,  who  is  in  charge  of  the  overall  counter-terrorism  ef- 
fort? What  senior  official  in  the  administration  besides  the  Presi- 
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dent  ensures  that  the  interagency  effort  is  synergized  and  the  di- 
rectives are  both  coordinated  and  implemented? 

Mr.  Holmes.  If  it  is  an  overseas  event,  the  lead  agency  would  be 
the  Department  of  State  and  the  other  agencies  would  be  in  sup- 
port of  responding  to  that  event.  If  it  is  a  domestic  incident,  then 
the  Department  of  Justice,  particularly  the  FBI,  would  be  the  lead 
agency  and  we  would  be  in  support  of  them.  In  certain  situations, 
a  hijacking  either  in  the  air  or  on  the  ground  and  the  door  is  closed 
at  that  point,  it  is  my  understanding  that  the  Federal  Aviation 
Agency  would  take  charge. 

Senator  Nunn.  Who  is  in  charge  of  the  interagency  process?  Is 
that  all  through  the  NSC  staff? 

Mr.  Holmes.  The  interagency  process  is  under  the  President, 
under  his  Cabinet,  and  staff  officers  of  the  National  Security  Coun- 
cil chair  the  various  levels  of  the  counter- terrorism. 

Mr.  BLITZER.  Senator,  there  is  a  very  effective  group  in  the  NSC, 
particularly  in  the  international  arena,  the  Coordinating  Subgroup 
for  Terrorism,  chaired  by  an  NSC  official,  that  we  sit  on  and  it  has 
been  extremely  effective  in  terms  of  a  variety  of  things  that  occur 
outside  the  United  States.  We  have  gotten  great  support  from  them 
in  a  number  of  cases  abroad,  particularly  fugitive  cases  and  other 
criminal  investigations  that  we  have  conducted.  We  work  very 
closely  together  and  most  of  the  significant  terrorism  issues  are 
aired,  discussed.  That  is  where  the  PDD  was  written.  It  is  very 
good. 

Senator  NuNN.  Mr.  Blitzer,  since  the  Aum  Shinrikyo  attack 
about  a  year  ago,  has  the  law  enforcement  coordination  with  Japan 
improved,  to  your  knowledge? 

Mr.  Blitzer.  Senator,  I  think  I  mentioned  to  you  last  time  we 
met  that  it  needs  some  improvement,  and  I  would  stand  by  that. 

Senator  Nunn.  Do  you  think  that  is  true  with  Customs  and  the 
agencies  over  in  Treasury? 

Mr.  Blitzer.  I  think  it  is  and  I  think  they  would  tell  you  that. 

Senator  Nunn.  Is  somebody  at  the  higher  level  pursuing  that?  Is 
Director  Freeh  talking  to  his  counterpart  in  Japan?  What  is  being 
done  to  improve  the  coordination? 

Mr.  Blitzer.  I  don't  know  if  he  is  pursuing  it  personally,  but  I 
told  him  about  our  last  discussion,  Senator. 

Senator  Nunn.  OK.  Does  anyone  else  have  any  other  sugges- 
tions? You  have  got  some  questions  for  the  record  as  we  have  gone 
along  and  I  particularly  would  like  to  get  the  answers  to  the  sug- 
gestions that  were  made  by  the  first  panel  this  morning  relating 
to  how  we  improve  the  situation  and  get  your  responses,  particu- 
larly DOD,  on 

Mr.  Holmes.  Richardson's— 

Senator  Nunn.  Dr.  Richardson,  right. 

Mr.  Holmes.  Yes. 

Senator  NUNN.  Any  other  comments  from  the  panel?  Dr.  Reis? 

Dr.  Reis.  Senator,  I  just  wanted  to  give  you  my  impression,  lis- 
tening to  much  of  the  discussion  here  today.  The  NEST  work  really 
started  out  with  accidents  and  we  have  grown  into  terrorism,  and 
I  think,  listening  to  my  colleagues  from  the  Defense  Department, 
you  can  see  them  essentially  going  through  that  same  process.  We 
work  a  lot  with  the  local  communities  on  accidents  when  we  have 
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these  RAP  teams,  and  that  grows  and,  you  know,  we  have  found 
that  to  be  a  very  successful  way  to  do  it. 

Of  course,  the  difference  between  counter-terrorism  and  acci- 
dents is  the  timing  is  very,  very  different,  but  many  of  the  proce- 
dures you  go  through  in  terms  of  the  expertise  you  need  in  terms 
of  working  with  the  local  people  are  very,  very  similar  and  I  think, 
you  know,  "we  have  found  that  to  be  a  very  helpful  experience. 

Senator  NUNN.  I  think  that  is  a  good  point.  I  think  the  other  key 
distinction  between  accidents  and  terrorism  is  the  terrorist  uses  a 
locale  and  in  accidents  you  have  an  idea  in  advance  where  they 
might  occur  because  of  the  location  of  various  materials.  Is  that 
right? 

Dr.  Reis.  That  is  correct. 

Senator  Nunn.  That  would  be  true  in  nuclear,  as  well  as  chemi- 
cal and  biological.  That  is  a  big  difference.  Trying  to  protect  50 
cities  and  120  cities,  let  alone  several  hundred  more,  is  totally  dif- 
ferent than  protecting  around  the  sites  of  certain  key  areas,  which 
is  a  much  bigger  job. 

I  thank  all  of  you  for  being  here.  We  appreciate  your  good  work 
and  we  welcome  your  suggestions  as  we  try  to  put  together  an 
overall  legislative  framework  package.  Thank  you. 

I  would  like  to  thank  staff  for  an  excellent  job.  You  all  have  put 
a  very  significant  series  of  hearings  together  and  a  tremendous 
amount  of  information,  and  I  know  a  lot  of  late  nights  and  a  lot 
of  weekends  of  work.  So  we  thank  all  the  staff. 

[Whereupon,  at  1:48  p.m.,  the  Subcommittee  was  adjourned.] 


APPENDIX 


PREPARED  STATEMENT  OF  SENATOR  ROTH 

Our  hearing  today  opens  another  volume  in  the  Subcommittee's  series  on  weapons 
of  mass  destruction.  In  our  previous  hearings,  we  have  learned  that  the  potential 
demand  for  nuclear,  chemical  and  biological  weapons  extends  from  rogue  nations  to 
terrorist  groups  to  criminal  organizations  and  even  to  individuals;  and  we  have  ana- 
lyzed the  successes  and  failures  of  our  nation's  efforts  to  control  both  weapons  and 
potential  buyers. 

Today,  the  Subcommittee  will  focus  on  response — specifically,  on  the  ability  of  our 
federal,  state  and  local  authorities  to  handle  a  nuclear,  chemical  or  biological  inci- 
dent. 

Two  years  ago,  we  began  this  series  of  hearings  on  the  global  proliferation  of 
weapons  of  mass  destruction.  At  our  first  hearing,  the  FBI  Director,  Louis  Freeh, 
offered  the  following  words  of  caution:  "The  time  to  move  against  such  threats  as 
nuclear  weapons  in  the  hands  of  terrorists  is  now,  not  after  there  has  been  an  inci- 
dent of  mass  destruction  in  our  country."  This  statement — meant  to  describe  the 
FBI's  mission  in  preventing  terrorist  activity — is  also  an  appropriate  opening  for 
this  morning's  hearing.  It  is  a  distillation  of  the  testimony  to  follow,  warning  us  of 
the  imperative  to  counter  the  threat  of  nuclear,  chemical  and  biological  weapons  be- 
fore there  is  an  incident. 

We  will  hear  today  from  those  federal  agencies  primarily  responsible  for  crisis  and 
consequence  management  following  a  terrorist  incident  involving  a  weapon  of  mass 
destruction.  In  the  aftermath  of  such  an  event,  the  degree  of  coordination  among 
these  various  agencies  will  largely  determine  their  effectiveness.  Thus,  it  is  essential 
that  all  agencies  work  together  to  carry  out  this  mission.  Bureaucratic  turf  battles 
have  no  place  where  the  lives  of  Americans  are  at  stake. 

We  will  also  hear  from  representatives  of  those  who  would  be  called  upon  first 
to  respond  to  such  an  incident — local  emergency  personnel.  I  would  like  to  single 
out  one  particular  witness  who  deserves  our  praise  and  respect.  He  is  Gary  Marrs, 
Chief  of  the  Oklahoma  City  Fire  Department.  From  the  efforts  of  Chief  Marrs  and 
countless  others  in  the  aftermath  of  the  tragic  bombing  of  the  federal  building  last 
spring,  we  learned  invaluable  lessons  not  found  in  any  handbook,  manual,  or  train- 
ing exercise.  We  learned  that  local,  state  and  federal  responders  can  successfully 
work  together  to  manage  the  consequences  of  a  terrible  disaster.  We  also  learned 
to  provide  for  the  unexpected,  such  as  the  complicated  coordination  required  by  the 
fact  that  the  disaster  site  in  Oklahoma  City  was  also  a  crime  scene.  Perhaps  most 
importantly,  we  learned  humility  at  the  terrorist's  hand.  And,  inspired  by  this  les- 
son, we  must  now  make  certain  that  our  crisis  and  consequence  management  capa- 
bilities are  equal  to  the  task. 

Our  nation  has  not  faced  a  terrorist  attack  involving  a  nuclear  weapon  or  the  in- 
troduction of  a  deadly  biological  or  chemical  toxin.  Nevertheless,  we  must  not  allow 
good  fortune  to  breed  complacency.  And  leadership  must  come  at  the  federal  level, 
where  the  expertise  and  ability  to  coordinate  efforts  reside. 

No  state  can  afford  to  ignore  this  problem.  Sean  Mulhern,  the  Emergency  Director 
in  my  home  state  of  Delaware,  has  voiced  concerns  similar  to  those  we  will  hear 
from  witnesses  today.  He  has  advised  that  federally-sponsored  training  and  aware- 
ness programs  are  important  steps  towards  effective  preparedness,  but  that  they 
must  be  expanded,  particularly  in  the  biological  and  chemical  areas.  Mr.  Mulhern 
also  has  observed  that  work  needs  to  be  done  drafting  and  fine-tuning  response 
plans  and  acquiring  the  equipment  necessary  to  confront  incidents  involving  weap- 
ons of  mass  destruction. 

While  there  is  work  to  do,  there  are  also  people  willing  to  roll  up  their  sleeves 
and  apply  their  ideas  to  the  tasks  at  hand.  Our  job  is  to  ensure  that  these  dedicated 
individuals,  like  Delaware's  Emergency  Director,  and  like  those  from  whom  we  will 
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hear  today,  be  provided  the  tools  and  training  they  need  to  do  their  jobs.  They  are 
working  for  all  of  us;  what  they  tell  us  today  demands  our  attention. 

Again,  let  me  thank  my  colleague,  Senator  Nunn,  and  his  staff  for  elevating  this 
issue  to  its  proper  level  of  importance.  I  look  forward  to  working  with  Senator 
Nunn,  Senator  Lugar  and  others  in  developing  and  implementing  solutions  to  the 
exigent  problems  this  series  of  hearings  has  exposed.  The  time  to  move  is  now. 
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tufc)£CT:     NUCLEAR  EMERGENCY  SEARCH  TEAM 


Senate  Permanent  Subcommittee 
an  Investigations 

EXHIBIT  #  2 


rot  Manager,  Nevada  Operations  Office 

One  of  the  critical  missions  of  the  Department  of  Energy  (DOE)  is  to  provide 
timely  and  effective  technical  response  to  major  radiological  emergencies. 
An  element  of  this  program  is  the  operational/technical  support  that  the 
Nuclear  Emergency  Search  Team  (NEST)  provides  in  our  efforts  to  support  the 
United  States  Government's  (USG)  policy  and  commitment  to  combatting 
terrorism.  Because  of  this  vitally  important  role  of  our  organization  and 
DOE/Nevada  Operations  Office  (NV)  responsibility  to  carry  out  the  operation 
of  this  national  asset,  it  is  our  collective  responsibility  to  ensure  that 
the  commitment  we  have  made  to  the  USG  is  satisfied. 

Over  the  past  several  weeks,  I  have  directed  my  staff  to  review  the  overall 
status  of  the  readiness  capabilities  of  NEST,  focusing  specifically  on  the 
recent  full  field  exercise  series,  Mile  Shakedown.  The  initial  Indications 
of  this  review  are  not  promising,  having  indications  that  our  overall  stated 
capabilities  are  not  as  refined  as  they  are  required  to  be.  Alleged 
shortcomings  in  the  program  focus  on  time  lines,  deployment  logistics,  and 
overall  integration  of  resources  Within  DOE  and  the  Interagency  community. 
I, also  have  concerns  about  the  integrity  of  the  exercises  we  have  conducted. 

As  I  am  certain  you  appreciate  the  gravity  of  this  potential  problem,  I  am 
requesting  that  you  conduct  a  general  assessment  of  NEST  with  respect  to  the 
aforementioned  concerns.  It  is  vital  that  our  technical  response  to  nuclear 
terrorism  manifests  the  full  expertise  of  the  DOE  community.  Priority  must 
be  given  to  effective  utilization  of  the  unique  technical  capabilities  which 
reside  within  the  DOE  nuclear  weapons  program,  the  cornerstone  of  DOE's 
technical  response. 

In  general  terms,  the  assessment  should  include  an  analysis  of: 

-  DOE/NV  assessment  of  the  strong  and  weak  points  of  the  NEST  program; 

-  DOE/NV  plan  to  address  the  weaknesses  and  maintain  the  strengths, 
Including  milestones;  and 

-  A  statement  of  the  current  NEST  capability  that  can  be  advertised  with 
accuracy  and  integrity  today  and  a  statement  of  projected  target 
capability  and  operational  date. 


w 


142 


In  the  area  of  exercise  review,  it  has  come  to  ray  attention  that  NEST 
exercises  have  been  allegedly  conducted  in  a  manner  to  "stack  the  deck"  in  . 
favor  of  unrealistic  success.  Some  of  the  particular  areas  of  concern 
include: 

-£jhe  amount  of  time  required  in  a  real  evolutional!!  be  less  than 
Viiocated  in  the  exercise,  requiring  expediteTprocedures  and  not 
consistent  with  actual  practices; 

.-  Rapid  decisionmaking  and  action  is  inhibited  by  the  huge  NEST 
structure; 

-  Some  information  was  inappropriately  leaked  to  the  players  during 
Hi  rage  Gold  and  the  June  Emergency  Deployment  Readiness  Evaluation. 
Specifics  Include  device  location,  type  of  source,  attempts  to  provide 
out-of -exercise  radiographs,  and  premature  recall  notification; 

-  Erroneous  information/data  were  given  to  disablement  teams;   . 

-  The  disablement  procedure  for  the  device  was  not  appropriate,  and 
lessons  learned  from  the  Min1-J1gsaw  conducted  In  the  summer,  have  not 
resulted  in  improvements.  In  fact,  it  1s  noted  that,  In  general,  the 
NEST  community  has  neglected  to  incorporate  shortcomings  which  were 
brought  out  at  past -exercises  Into  the  program;  and 

-  Pre-deployment  of  communications  capabilities  created  optimistic  and 
unrealistic  results,  which  allowed  attempts  by  the  Advance  Party  to 
deploy  prestaged  equipment  before  it  could  have  realistically 
arrived; 

-  Airlift  resource  expectations  are  unreasonable  and  appear  to  be 
extremely  out-of-date; 

-  Safety  considerations  of  the  Search  Team  in  a  hostile  environment  need 
considerable  improvement  and  thoughtful  consideration; 

-  Interactions  with  and  communications  between  our  other  emergency 
response  assets  and  Federal  agencies  require  Improvement. 

While  my  staff's  Initial  review  of  only  a  fraction  of  documents  proved 
disconcerting,  I  am  requesting  that  your  assessment  not  be  limited  only  to 
these  issues;  you  are  encouraged  to  address  other  Issues  of  concern  you 
uncover. 

Since  the  information  that  led  me  to  issue  this  request  was  provided  by 
DOE/NV,  I  am  sure  that  you  have  also  noticed  similar  comments  1n  the  Mirage 
Gold  after  action  reports.  While  It  is  certainly  expected  that  some 
exercise  artificialities  are  unavoidable,  it  is  clear  to  me  that  there  are 
some  serious  concerns  about  NEST  capability.  It  should  also  be  noted  that  I 
recognize  the  hard  work  and  dedication  by  the  NEST  community,  who 
consistently  display  great  technical  skill  in  pursuit  of  their  duties.  It 
1s,  therefore,  our  responsibility  to  ensure  that  the  system  1s  fixed,  making 
it  possible  for  those  efforts  and  talents  of  our  nuclear  weapon  program 
personnel  to  be  utilized  as  effectively  as  possible. 
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It  Is  quite  possible  that  we 'have  allowed  a  management  regime  to  be  .. 
established  that  does  not  strvt  the  NEST  program  as  well  as  It  should.  It 
1s  Incumbent  upon  our  program  to  rev-Tew  the  NEST  program  to  Insure  Its 
continuing  capability.  Perceptions  of  poor  Integration  of  assets,  Improper 
flow  of  information  to  players  during  exercises,  and  Implications  that  an 
unrealistic  time  line  has  been  advertised  are  not  issues  that  can  be  solved 
by  budget  reallocations,  but  reflect  on  leadership  and  management  of  the 
program. 

Upon  completion  of  your  review,  I  would  like  a  briefing  of  the  results. 
Given  the  seriousness  of  these  concerns,  I  expect  that  the  assessment  should 
be  completed  and  briefed  as  soon  as  possible.  I  look  forward  to  working 
with  you  to  resolve  any  problems  Identified  by  your  assessment. 


Charles  J.  Beers>Ji.     'V.  \ 
Rear  Admiral,  U.S.  Navy     \J 
Deputy  Assistant  Secretary  for 
Military  Application  and 

Stockpile  Support 
Defense  Programs 
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S«nate  Permanent  Subcommittee 
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Distribution  ■ 

MILE  SHAKEDOWN  AETER-ACTION  REPORT 

A  series  of  four  Nuclear  Emergency  Search  Team  (NEST)  inter- 
related exercises  vera  held  between  December  1993  a.-.d  October. 
•  1994,   This  series  of  exercises  was  called  KILE  SRAXEDOWN. 

After  completion  of  the  exercise  series^  comments  were  solicited 
'from  participants.   These  comments  were  consolidated  and  ■ 
corrective  actions  were  identified.   The  enclosed  report 
discusses  major  issues  identified, 'outlines  corrective  actions, 
and  assigns  responsibility  to  the  appropriate  NZST  worxing  group. 

In.  addition  tothis  report,  .a  second  document 'compiling  all 
comments  and  critiques  was  prepared.   This  is  *  compilation  of  - 
the  original  critiques  collected  from  participants,  and  was  not 
evaluated  against  the  objectives  criteria  developed  for  the 
exercise  series.  Subsequently,  a  number  of  comments  or 
criticisms  that  are  found  in  this  document  are  not  addressed  La- 
the report.   This  document  is  available  upon  request. 

Tor   further  information  on  either  document,  please  contact  Roger 
Thompson  at  (702)  293-1370  or  Donald  Daigler  at  (702)  295-2381. 


EHHD/PRT:DKD-95-13  3 

Enclosure: 
As  stated 


/- 


/James  X.   Hagruder 
Assistant  Manager 
for  Operations 
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MILE  SHAKEDOWN  AFTER-ACTION  REPORT 
EXECUTIVE  SUMMARY 

Introduction 

During  the  period  December  1993  through  October  1994,  a  series  of 
exercises  tad  evaluations  were  conducted  to  examine  the  capability  of  the 
Nuclear  Emergency  Search  Team  (NEST)  to  respond  to  t  nuclear  terrorist 
incident.   The  series,  MILE  SHAKEDOWN,  began  in  December  of  1993  with 
exercise  MICA  DIO,  a  Washington  Headquarters-level,  table-top  exercise, 
and  culminated  with  a  full  field  exercise,  MIRAGE  GOLD,  in  October  1994. 
During  January  through  April  1994,  several  administrative  Emergency 
Deployment  Readiness  Evaluations  (EDREsj  were  conducted,  and  in 
September  1994  a  smaU  deployment  exercise,  MUD  COVER,  vu  held  to 
evaluate  the  setup  and  operation  of  communications  for  MIRAOS  GOLD. 

The  series  was  intended  to  be  a  major  examination  of  NEST  capabilities; 
however,  not  all  functions  were  included.  As  a  result  of  limited  funding, 
objectives  did  not  include  real-time  deployment  or  consequence 
management.   Other  limitations  were  also  required  from  location  or 
organisational  restrictions,  such  as  the  inability  to  use  explosive 
disablement  and  the  inability  to  include  local  lav  enforcement  play. 
Although  the  no-notice  SDRE  in  June  1994  examined  the  time  necessary 
for  some  deployment  activities,  neither  the  series  nor  the  full  field 
exercise  examined  the  overall  deployment  capability.  The 
implementation  of  consequence  management  was  not  a  planning  objective 
of  the  exercise. 

The  following  summary  provides  key  findings  of  the  exercise  series.   The 
eummary  is  followed  by  an  after-action  section.  That  section  recommends 
corrective  actions  to  appropriate  groups  in  the  NEST  program. 

Summary 

The  after-action  findings  in  this  summary  are  presented  by  priority, 
starting  with  the  most  critical  program  findings.  The  items  in  the  action 
section  are  presented  according  to  responsible  group  assignment. 

One  of  the  most  important  findings  of  the  exercise  vti  that  the  United 
8tKtes  IUt8.1  capability  to  respond  to  s  terrorist  nqr1«tr  ^najdent  Is  a 
viable,  healthy  nropim,   During  the  course  of  one  year,  over  1000  people 
were  Involved  in  the  exercise  series. 
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MILE  SHAKEDOWN  2  Jua.  30|  lg9s 

After-Action  Report 


During  MIRAGE  GOLD,  over  800  personnel  from  four  federal  agenda*  and 
lomt  etate  and  local  agenda*  participated.   It  tu  the  first  fuH-fleld  NEST 
exercise  since  MIGHTY  DERRINGER  in  1986,  an  tatarim  of  eight  year*. 
Despite  the  long  period  without  a  NEST  fall-Geld  exercise,  the  magnitude 
_  of  Mirage  Geld  aad  the  massive  personnel  changes  ia  the  four  federal 
ageaciea,  this  axsreiae  demonstrated  that  the  U.S.  haa  the  aeceaaary 
aleraeata  to  carry  out  this  critical  mlsaion.  Along  with,t±.e  recognised 
suceeaeea,  areas  of  improvement  have  bean  identifiad.^One  of  the  moat 
critical  findings  ia  that  there  is  a  seed  to  improve  interagency 
i  elation  ships,  joint  training,  aad  operating  procedures.  This  stems  from  a 
lack  of  understanding  of  the  seeds  of  each  agency  by  the  other  agencies 
during  the  course  of  critical  response  phases.   Evidence  of  the 
interagency  problem  surfaced  most  prominently  when  the  Joint 
Operations  Center  (JOC)  was  not  implemented,  resulting  in  a  situation 
were  little  information  Coved  between  agencies.   Intelligence,  public 
information,  aad  basic  support  needs  were  thus  stifled.  The  "Actions" 
section  outlines  a  program  of  Joint  training,  development  of  written 
procedures,  aad  interagency  working  sessione  to  ensure  better 
interagency  coordination  ia  the  future. 

Other  problems  surfaced  ia  notification  and  deployment.  The  process  of 
notification  aad  appointment  of  key  leaders  waa  slower  than  desired. 
These  problems  were  primarily  a  result  of  incomplete  procedures  for 
interaction  between  the  DOS  Nevada  Operations  Office  (DOE/NV)  aad  the 
national  laboratories.  The  problems  were  evidenced  during  the  no-notice 
EDRE.  Revised  procedures  in  notification  and  key  leader  appointment 
must  be  undertaken.   Folio-wing  the  notification  phase,  the  deployment 
process  waa  evaluated.  Problems  associated  with  loading,  documentation, 
aircraft  loading,  and  aircraft  availability  were  indicated. 

During  MIRAGE  GOLD,  problems  were  discovered  in  the  performance  of 
critical  technical  functions.  Search,  access,  diagnostics  device 
assessment,  disablement,  and  containment  and  effects  were  aasessed  by 

the  participants.   Comments  indicated  a  number  of  problems  associated 
with  these  technical  activities.  The  comments  were  reviewed  aad 
aaalyxad  by  exercise  after-action  personnel  aad  NEST  maaagemeat.  A 
detailed  review  of  those  comments  indicates  problems  that  are  more 
fundamentally  rooted  in  written  procedures,  command  and  control,  aad 
training. 
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KILE  SHAKEDOWN  3  June  30,  1995 

After-Action  Report 


Por  example,  one  oonunaster  aaid  that  the  decision  to  Ore  the 
disablement  charge  through  a  wooden  ■tractor©  was  questionable. 
However,  upon  farther  analysis,  the  actual  problem  was  not  the  choice  of 
the  specific  disablement  option,  but  rather  a  combination  of  exercise 
,  control  injects  and  command  and  control  decisions  whioh  lead  to  a 
situation  were  there  was  no  other  reasonable  ohoice  to  be  made.    Exercise 
structure  and  early  decisions  about  access  may  similarly  have  lad  to  fewer 
options  in  subsequent  activities. 

The  assessment  that  is  predominant  throughout  analysis  of  individual 
technical  problem!  is  that  a  lack  of  training  in  the  program  Is  a 
significant  deficiency. 

It  is  important  for  the  NEST  program  to  implement  a  regular  and  frequent 
field  training  and  exercise  program.   NEST  personnel  must  be  trained  in 
each  technical  area,  and  drills  must  define  areas  were  additional  training 
is  necessary.   Pull-field  exercises  should  be  conducted  at  a  period 
prescribed  in  the  NEST  Order,  Le.  at  least  once  every  three  years. 
Training  should  be  commensurate  with  the  exercise  program. 

MILS  SHAKEDOWN 
A,9*loas 

The  following  items  are  actions  that  have  been  generated  from 
observations  of  the  MILS  SHAKEDOWN  exercise  series.  These  axe  tasked 
by  the  NEST  Management  Council  (NMC)  to  the  noted  NEST  working  group 
or  organixation.  The  assigned  group  is  to  form  a  detailed  plan  for  the 
accomplishment  of  the  action  along  with  a  time  line  for  the  completion  of 
the  task.   The  Readiness  Assurance  Working  Group  is  responsible  for 
tracking  these  actions  and  reporting  progress  to  the  NMC. 

In  addition  to  the  specific  actions  listed  below,  the  NEST  working  poups 
are  to  examine  their  performance  of  technical  operations  during  the 
exercise  and  address  needed  corrective  actions  deemed  necessary. 

DOE  Nevada  Operations  Office 

•  Improve  interface  and  working  relationship  with  FBI,  FEMA,  and 

DoD  by  having  regular  meetings  and  command  training  with  DNA, 
FEMA,  and  F0RSC0M. 


148 


MILK  SHAKEDOWN  .  4  jxiam  30>  1995 

After-Action  Report 


•  The  NEST/FRMAC  interface  most  be  clarified  is  the  pre- 
consequence  phase  of  a  NEST  incident. 

•  Set  up  parallel  calling  sequences  fox  notification. 

•  Sat  up  early  conference  call*  with  laboratories. 
Training  Management  Working  Group 

•  Improve  interface  and  working  relationship  with  FBI,  FE VIA,  and 
DoD: 

Improve,  accelerate  and  emphasise  the  field  briefings  of  the 
FBI  offloes. 

Form  close  field  relationship  with  FBI  CIRG 

•  Define  JOC  plan  and  integrate  into  FBI  briefings. 

•  in  any  future  exercise  the  site  location  mast  sHow  technical  working 
point  activities  that  are  required  by  the  scope  of  the  exercise. 

•  The  proper  shift  usage  should  be  stressed  in  NSST  training. 

•  Call-out  procedure  training  needs  reinforcement. 

•  There  is  a  need  for  a  dedicated  training  site  for  working  point  drills. 

•  Position  descriptions  need  completion  and  distribution. 
'Readiness  Assurance  Working  Qroun 

•  Ensure  that  each  position  is  filled  by  a  person  qualified  under  the 
DAP. 

•  Ensure  that  DAP  lists  are  available  to  NEST  managers  for  manning 
NEST  deployments. " 
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Inte  lligenoe  Working  Group 

•  Define  Intelligence  requirements  end  integrate  into  FBI  briefings. 

«  Procedures  for  the  dissemination  of  search  intelligence  from  other 

agencies  to  DOE  should  be  improved.  -     - 

Search  end  Diagnostics  Wo*kjflg  nnpqp 

•  Define  search  security  requirements  and  integrate  into  FBI 
briefings. 

•  Shift  transition  briefing  prooedures  should  be  defined. 

•  Coordination  batween  DOS  and  the  FBI  for  the  oovert  deployment  of 
search  in  a  potentially  "hostile  environment  should  be  defined  and 
trained. 

•  Those  issues  raissd  by  radiography  and  neutron  multiplication 
problems  should  be  addressed. 

Plans  and  Operations  Working  Otoup 

•  Review  existing  80Ps  and  begin  drafting  additional  SOP*  that  axe 
needed.  Incorporate  FBI  and  DoD  in  SOP  development. 

•  Standard  formats  should  be  prepared  for  information  flow  on  critical 
decisions  passed  to  the  National  Command  Authority. 

•  The  need  for  aerial  and  ground  photography  immediately  after 
disablement  should  be  Incorporated  into  the  appropriate  SOP. 

Support  W"rVlay  rT?"p 

Update  all  NEST  SAAMs. 

•  Update  all  loading  procedures. 

•  Coordinate  AMC  aircraft  availability. 
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•  HAZMAT  shipping  plan  should  be  developed. 

•  A  comprehensive  NEST  equipment  inventory  should  be  completed. 

•  Develop  commercial  aircraft  charter  plana. 

•  Address  problems  expected  is  an  unanticipated  movement  of 
CP/TOC  during  an  incident. 

4  Define  medical  support  needed  for  the  deployed  NEST  team. 

Access  Working  Group 

•  The  Acceae  WQ  with  input  from  the  appropriate  technical  groups 

should  usees  the  needs  of  these  NEST  technical  groups. 

1 

•  Procedures  for  information  flow  among  the  access  technical  teams 
should  be  refined. 

Disablement  Working  Group 

•  Issues  raised  by  the  use  of  new  and  incompletely  characterized 
disablement  techniques  should  be  assessed. 

Containment  and  Effects  Working  Group  f 

•  Issues  raised  by  the  inability  to  immediately  reenter  the  working 
point  should  be  assessed. 

i 

•  Ensure  that  calculations  generated  by  both  ARAC  and  the  NEST 

containment  and  effects  group  are  consistent. 
nNNTO  Subgroup 

•  The  IINNTO  subgroup  should  assess  problems  observed  with  the  use 
of  IINNFO  during  MIRAGE  GOLD. 
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EXHIBIT*. 


MEMORANDUM  FOR  MR.  JOHN  F.  SOPKO 

Minority  Deputy  Chief  Counsel 

Permanent  Subcommittee  on  Investigations 

Senate  Governmental  Affairs  Committee 


SUBJECT: 


Senator  Nunn' s  Request  for  Copy  of  FEMA  Abstract 
on  PDD-39 


Pursuant  to  Senator  Nunn's  request,  enclosed  for  your  information 
is  a  copy  of  the  NSC  approved  unclassified  FEMA  abstract  on 
PDD-39. 

All  requests  for  copies  of,  access  to  or  information  about 
Presidential  Decision  Directives  (PDD)  should  be  sent  directly  to 
the  National  Security  Council. 


lrew  D.  Sens 
itive  Secretary 


Attachment 
Tab  A 


Unclassified  FEMA  Abstract  on  PDD-39 


cc:      Ms.  Catherine  H.  Light 
Director 

Office  of  National  Security  Coordination 
Federal  Emergency  Management  Agency 
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u.s.  policy  on  roiivrrnRORiSM 

1 .         General.  Terrorism  is  both  a  threat  to  our  national  security  as  well  as  a  criminal  act.  The 
Administration  has  stated  that  it  is  the  policy  of  the  United  States  to  use  all  appropriate  means  to 
deter,  defeat  and  respond  to  all  terrorist  attacks  on  our  territory  and  resources,  both  people  and 
facilities,  wherever  they  occur.  In  support  of  these  efforts,  the  United  States  will: 

o  Employ  efforts  to  deter,  preempt,  apprehend  and  prosecute  terrorists. 

o  Work  closely  with  other  governments  to  carry  out  our  counterterrorism  policy 

and  combat  terrorist  threats  against  them. 

o  Identify  sponsors  of  terrorists,  isolate  them,  and  ensure  they  pay  for  their  actions. 

o  Make  no  concessions  to  terrorists. 


2.         Measures  to  Combat  Terrorism.  To  ensure  that  the  United  States  is  prepared  to  combat 
terrorism  in  all  its  forms,  a  number  of  measures  have  been  directed.  These  include  reducing 
vulnerabilities  to  terrorism,  deterring  and  responding  to  terrorist  acts,  and  having  capabilities  to 
prevent  and  manage  the  consequences  of  terrorist  use  of  nuclear,  biological,  and  chemical  (NBC) 
weapons,  including  those  of  mass  destruction. 

a.  Reduce  Vulnerabilities.  In  order  to  reduce  our  vulnerabilities  to  terrorism,  both  at 
home  and  abroad,  all  department/agency  heads  have  been  directed  to  ensure  that  their  personnel 
and  facilities  are  fully  protected  against  terrorism.  Specific  efforts  that  will  be  conducted  to 
ensure  our  security  against  terrorist  acts  include  the  following: 

o     Review  the  vulnerability  of  government  facilities  and  critical  national 
infrastructure. 

o      Expand  the  program  of  counterterrorism. 

o     Reduce  vulnerabilities  affecting  civilian  personnel/facilities  abroad  and  military 
personnel/facilities. 

o     Reduce  vulnerabilities  affecting  U.S.  airports,  aircraft/passengers  and  shipping, 
and  provide  appropriate  security  measures  for  other  modes  of  transportation. 

o     Exclude/deport  persons  who  pose  a  terrorist  threat. 
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o     Prevent  unlawful  traffic  in  firearms  and  explosives,  and  protect  the  President  and 
other  officials  against  terrorist  attack. 

o    Reduce  U.S.  vulnerabilities  to  international  terrorism  through  intelligence 
collection/analysis,  counterintelligence  and  covert  action. 

b.    Deter.  To  deter  terrorism,  it  is  necessary  to  provide  a  clear  public  position  that  our 
policies  will  not  be  affected  by  terrorist  acts  and  we  will  vigorously  deal  with  terrorist/sponsors 
to  reduce  terrorist  capabilities  and  support.  In  this  regard,  we  must  make  it  clear  that  we  will  not 
allow  terrorism  to  succeed  and  that  The  pursuit,  arrest,  and  prosecution  of  terrorists  is  of  the 
highest  priority.  Our  goals  include  the  disruption  of  terrorist-sponsored  activity  including 
termination  of  financial  support,  arrest  and  punishment  of  terrorists  as  criminals,  application  of 
U.S.  laws  and  new  legislation  to  prevent  terrorist  groups  from  operating  in  the  United  States,  and 
application  of  extraterritorial  statutes  to  counter  acts  of  terrorism  and  apprehend  terrorists  outside 
of  the  United  States.  Return  of  terrorists  overseas,  who  are  wanted  for  violation  of  U.S.  law,  is 
of  the  highest  priority  and  a  central  issue  in  bilateral  relations  with  any  state  that  harbors  or 
assists  them. 

c   Respond.   To  respond  to  terrorism,  we  must  have  a  rapid  and  decisive  capability  to 
protect  Americans,  defeat  or  arrest  terrorists,  respond  against  terrorist  sponsors,  and  provide 
relief  to  the  victims  of  terrorists.   The  goal  during  the  immediate  response  phase  of  an  incident  is 
to  terminate  terrorist  attacks  so  that  the  terrorists  do  not  accomplish  their  objectives  or  maintain 
their  freedom,  while  seeking  to  minimize  damage  and  loss  of  life  and  provide  emergency 
assistance.  After  an  incident  has  occurred,  a  rapidly  deployable  interagency  Emergency  Support 
Team  (EST)  will  provide  required  capabilities  on  scene:  a  Foreign  Emergency  Support  Team 
(FEST)  for  foreign  incidents  and  a  Domestic  Emergency  Support  Team  (DEST)  for  domestic 
incidents.  DEST  membership  will  be  limited  to  those  agencies  required  to  respond  to  the 
specific  incident  Both  teams  will  include  elements  for  specific  types  of  incidents  such  as 
nuclear,  biological  or  chemical  threats. 

The  Director,  FEMA,  will  ensure  that  the  Federal  Response  Plan  is  adequate  for 
consequence  management  activities  in  response  to  terrorist  attacks  against  large  U.S. 
populations,  including  those  where  weapons  of  mass  destruction  are  involved  FEMA  will  also 
ensure  that  State  response  plans  and  capabilities  are  adequate  and  tested.  FEMA,  supported  by 
all  Federal  Response  Plan  signatories,  will  assume  the  Lead  Agency  role  for  consequence 
management  in  Washington,  D.C.  and  on  scene.  If  large  scale  casualties  and  infrastructure 
damage  occur,  the  President  may  appoint  a  Personal  Representative  for  consequence 
management  as  the  on  scene  Federal  authority  during  recovery.  A  roster  of  senior  and  former 
government  officials  willing  to  perform  these  functions  will  be  created  and  the  rostered 
individuals  will  be  provided  training  and  information  necessary  to  allow  them  to  be  called  upon 
on  short  notice. 

Agencies  will  bear  the  costs  of  their  participation  in  terrorist  incidents  and 
counterterrorist  operations,  unless  otherwise  directed. 
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d.  NBC  Consequence  Management.  The  development  of  effective  capabilities  for 
preventing  and  managing  the  consequences  of  terrorist  use  of  nuclear,  biological  or  chemical 
(NBC)  materials  or  weapons  is  of  the  highest  priority.  Terrorist  acquisition  of  weapons  of  mass 
destruction  is  not  acceptable  and  there  is  no  higher  priority  than  preventing  the  acquisition  of 
such  materials/weapons  or  removing  this  capability  from  terrorist  groups.  FEMA  will  review  the 
Federal  Response  plan  on  an  urgent  basis,  in  coordination  with  supporting  agencies,  to  determine 
its  adequacy  in  responding  to  an  NBC-related  terrorist  incident;  identify  and  remedy  any 
shortfalls  in  stockpiles,  capabilities  or  training;  and  report  on  the  status  of  these  efforts  in  1 80 
days. 
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EXECUTIVE  SUMMARY 

MIRAGE  GOLD  was  a  full  field  exercise  (FFE)  involving  selected  Federal  and  State 
organizations  and  agencies  held  in  New  Orleans,  Louisiana,  from  October  16  through  October 
21,1 994.  The  exercise  was  the  last  of  four  events  in  the  Mile  Shakedown  series  and  it  was 
designed  to  provide  an  opportunity  to  assess  the  coordination,  command  and  control,  and  other 
capabilities  of  participating  organizations  and  agencies  in  their  response  to  a  malevolent  act  or 
-acts  involving  nuclear  materials  within  the  United  States.  The  three  preceding  events  under  Mile 
Shakedown,  intended  to  establish  the  framework  within  which  MIRAGE  GOLD  would  be 
conducted  and  to  provide  exercise  support  data,  included: 

•  MICA  DIG,  a  symposium  designed  to  identify  issues  expected  to  arise  in 
MERAGE  GOLD  and  to  prepare  managers  at  the  headquarters  level  to  deal  with 
them. 

•  An  Emergency  Deployment  Readiness  Exercise  (EDRE)  for  Department  of 
Energy  (DOE)  Nuclear  Emergency  Search  Team  (NEST)  personnel  that  provided 
personnel  arrival  data  to  be  used  in  Exercise  MIRAGE  GOLD. 

•  MILD  COVER,  a  communications  and  information  management  exercise  used  to 
develop,  set  up,  and  test  various  communications  and  computer  software  systems 
which  supported  Exercise  MIRAGE  GOLD. 

The  major  participants  in  Exercise  MIRAGE  GOLD  included  field  elements  from  the  Federal 
Bureau  of  Investigation  (FBI),  DOE,  Department  of  Defense  (DOD),  the  Federal  Emergency 
Management  Agency  (FEMA),  and  the  State  of  Louisiana.  Local  level  involvement  in  the 
exercise  was  limited  to  the  FBI.  All  participants  played  from  facilities  located  in  Gretna, 
Louisiana.  There  was  no  headquarters  play  from  Washington,  DC;  these  elements  were 
represented  by  a  simulation  cell  at  the  exercise  site. 

Objectives  for  the  exercise  consisted  of  those  applicable  to  all  agencies  (Interagency/General 
Objectives)  and  those  that  were  agency-specific  (Specific  Objectives).  In  general,  all  of  these 
objectives  were  oriented  toward  exercising  and  evaluating  various  plans,  policies,  procedures, 
including  Memorandums  of  Understanding(MOUs),  and  the  interface  between  elements  of  the 
participating  agencies.  There  was  also  interest  in  evaluating  the  transition  from  the  law 
enforcement  phase  of  the  scenario  to  that  of  consequence  management  FEMA's  specific 
objectives  included  the  following: 

•  Exercise  and  evaluate  FEMA's  on-scene  response  coordination  functions  for  a 
malevolent  nuclear  threat  with  the  FBI,  DOD,  DOE,  and  other  agencies. 
Evaluate  the  interface  between  DOE,  DOD,  FBI,  FEMA,  and  other  Federal 
agencies  at  the  local  and  national  level  as  it  pertains  to  the  command  and  control, 
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logistical  support,  public  information,  and  State  interface. 

•  Exercise  the  concepts  and  operations  of  a  Disaster  Field  Office  (DFO)  and  the 
Joint  Operations  Center  (JOC)  in  this  type  of  scenario,  with  the  FBI  as  the  lead 
agency. 

•  Evaluate  the  operation  of  a  joint  information  system  during  a  situation  which 
begins  as  a  law  enforcement  problem  and  evolves  into  a  consequence 
management  problem. 

The  exercise  scenario  centered  on  a  domestic  terrorist  group,  the  Patriots  for  National  Unity 
(PNU),  plotting  to  assemble  and  use  nuclear  explosive  devices  in  the  United  States.  After  the 
FBI  was  able  to  verify  the  group's  intent  and  establish,  with  a  reasonable  degree  of  certainty,  the 
probability  of  nuclear  material  in  their  possession,  other  agencies  (DOD,  DOE,  and  FEMA)  were 
requested  to  assist  in  dealing  with  the  problem.  Subsequent  exercise  events,  scripted  and  free 
play,  focused  on  the  procedures  for  tactical  and  technical  operations  conducted  to  resolve  the 
situation  and  the  interaction  and  exchange  of  information  between  various  organizations  at  the 
national,  regional,  and  local  level. 

The  exercise  began  on  October  16  with  play  continuing  on  a  twenty-four  hour  a  day  basis  until 
October  21,  1994.  Generally,  the  exercise  provided  an  excellent  opportunity  for  participating 
agencies  and  organizations  to  evaluate  their  performance  against  the  objectives,  both  general  and 
specific.  For  FEMA,  there  were  several  points  that  became  obvious  early  in  the  exercise.  First, 
there  was  a  lack  of  understanding  by  the  lead  agency  (the  FBI)  regarding  the  concept  of 
consequence  management  and  how  it  would  apply  to  the  situation  depicted  in  the  exercise 
scenario.  Second,  there  was  an  apparent  belief  by  the  FBI  that  tactical  and  technical  operations 
to  deal  with  the  incident  could  be  performed  in  relative  isolation  from  local  officials  as  well  as 
the  media.  Third,  the  protection  and  safety  of  the  population  should  efforts  to  locate  and  disable 
the  nuclear  device  fail  and  a  radiological  release  occur  was  not  considered  by  the  FBI.  Fourth, 
there  are  a  number  of  questions  regarding  the  Federal  Response  Plan  (FRP)  and  the  Federal 
Radiological  Emergency  Response  Plan  (FRERP)  ranging  from  the  relationship  of  the  plans  to 
one  another  to  the  conditions  under  which  each  would  be  implemented. 

The  results  of  Exercise  MIRAGE  GOLD  highlight  the  fact  that  agencies  and  organizations  that 
are  not  involved  in  providing  support  to  the  FRP,  such  as  the  FBI,  do  not  appreciate  the  range  of 
responsibility  that  FEMA  has  in  any  situation  that  could  result  in  a  threat  to  the  safety  and  well 
being  of  the  population  and  infrastructure  of  the  country.  The  results  also  indicate  that  the 
concept  of  consequence  management  is  not  well  understood,  particularly  as  it  applies  in 
situations  were  a  catastrophic  disaster  has  not  actually  occurred.  Last,  but  certainly  of  no  lesser 
importance,  the  results  of  the  exercise  demonstrated  a  lack  of  understanding  of,  or  appreciation 
for,  State  prerogatives  in  dealing  with  any  type  of  threat  in  their  domain. 

Exercise  MIRAGE  GOLD  did  not  produce  any  significant  surprises,  but  rather  reinforced  the 
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fact  that  the  concept  of  consequence  management  and  the  responsibilities  of  FEMA,  the  State 
and  local  level  jurisdictions  as  well  as  other  Federal  agencies  are  not  fully  understood.  The 
initiatives  that  FEMA  has  taken  such  as  linking  all  of  the  separate  response  plans  for  different 
types  of  disasters  under  the  FRP  making  it  a  true  "National  Response  Plan"  should  continue.  The 
Agency  should  continue  to  participate  in,  and  sponsor  when  appropriate,  exercises  similar  to 
MIRAGE  GOLD  in  order  to  familiarize  other  agencies  and  organization  with  consequence 
management  —  what  it  means  and  what  it  entails.  Actions  should  continue  to  finalize  an  MOU 
with  the  FBI  which  clearly  identifies  the  roles  and  responsibilities  of  FEMA  the  Regions,  States, 
and  local  jurisdictions  in  Healing  with  and  responding  to  domestic  terrorist  situations  and  events. 
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1.  PURPOSE 

The  purpose  of  this  report  is  to  provide  a  written  record  of  the  Federal  Emergency 
Management  Agency  (FEMA)  participation  in  Exercise  MIRAGE  GOLD,  an  event  jointly 
sponsored  by  the  Department  of  Energy  (DOE)  and  the  Federal  Bureau  of  Investigation  (FBI). 
The  document  is  intended  to  provide  an  audit  trail  of  all  phases  of  the  exercise  from  planning 
-through  execution  and  an  evaluation  of  the  FEMA  exercise  objectives. 

2.  CF.NF.RAL 

MIRAGE  GOLD,  a  full  field  exercise  (FFE)  involving  selected  Federal,  State,  and  local 
agencies  was  held  in  New  Orleans,  Louisiana,  from  October  16  through  October  21,  1994.  The 
exercise  was  designed  to  provide  an  opportunity  to  assess  the  coordination,  command  and 
control,  and  other  capabilities  of  participating  organizations  and  agencies  in  their  response  to  a 
malevolent  act  or  acts  involving  nuclear  materials  within  the  United  States.  It  was  the  final  event 
in  a  series  of  four  that  comprise  the  Mile  Shakedown  exercise  series.  Other  exercises  in  the 
series  included: 

•  MICA  DIG,  a  symposium  held  in  the  Washington,  D.C.,  area  involving 
representatives  from  senior  management  levels  of  the  major  participating 
agencies.  It  was  intended  to  prepare  managers  at  the  headquarters  level  to  deal 
with  the  issues  expected  to  arise  in  Exercise  MIRAGE  GOLD. 

•  An  Emergency  Deployment  Readiness  Exercise  (EDRE)  involving  Department  of 
Energy  (DOE)  personnel  and  contractors  that  participate  in/support  the  Nuclear 
Emergency  Search  Team  (NEST)  program.  The  EDRE  served  to  test  the 
deployment  readiness  of  the  NEST  and  to  provide  phased  personnel  arrival  data  to 
be  used  in  Exercise  MIRAGE  GOLD. 

•  MILD  COVER,  a  communications  and  information  management  exercise,  held  in 
New  Orleans,  Louisiana,  at  the  MIRAGE  GOLD  exercise  site.   MILD  COVER 
was  used  to  develop,  set  up,  and  test  various  communications  and  computer 
software  systems  that  were  to  be  used  to  support  Exercise  MIRAGE  GOLD. 

3.  EXERCISE  PLANNTNC 

The  planning  for  Exercise  MIRAGE  GOLD  was  accomplished  under  the  overall  Mile 
Shakedown  planning  structure  which  consisted  of  the  following  elements: 

The  Mile  Shakedown  Steering  Committee,  whose  membership  included  the  Exercise 
Director,  Chief  and  Deputy  Chief  Planners,  four  operational  group  leaders,  and  representatives 
from  each  major  participating  organization  (DOD,  DOE,  FBI,  FEMA  HQS,  and  FEMA  Region 
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VI).  The  Committee  was  responsible  for  ensuring  that  the  overall  planning  effort  remained  on 
schedule  and  that  agreed  upon  goals  were  met  Organizational  members  were  responsible  for 
ensuring  that  the  planning  staff  properly  addressed  each  organizational  interest,  objective,  and 
goal  during  the  planning  process.  In  addition,  they  had  authority  to  make  decisions  and  commit 
their  organizations  as  necessary  to  facilitate  operational  planning.  The  Mile  Shakedown  Steering 
Committee  generally  met  on  a  monthly  basis  during  the  planning  for  Exercise  MIRAGE  GOLD. 

The  Mirage  Gold  Planning  Group,  headed  by  the  Chief  Planner,  was  responsible  for  all 
planning  activities  and  the  transition  to  the  execution  phase  of  the  exercise.  The  Planning  Group 
was  supported  by  three  subgroups;  the  Scenario  Planning  Group,  the  Operations  Group,  and  the 
'Exercise  Support  Working  Group.  The  general  responsibilities  of  each  of  these  elements  is 
discussed  below. 

The  Scenario  Planning  Group  was  responsible  for  developing  an  effective  and  realistic 
scenario  consistent  with  the  exercise  objectives  and  the  development  of  a  Master  Scenario  Event 
List  (MSEL)  for  the  exercise.  It  was  also  responsible  for  developing  appropriate  injects  to  ensure 
meaningful  intelligence,  media,  tactical,  and  consequence  management  play  in  Exercise 
MIRAGE  GOLD.  Representatives  from  each  of  the  major  participating  organizations  served  as  " 
members  of  the  Scenario  Planning  Group  and  met  on  a  monthly  basis  during  the  planning_phase. 

The  Operations  Working  Group  was  the  element  charged  with  planning  all  of  the 
operational  aspects  of  the  exercise.  It  was  also  responsible  for  management  of  the  scenario  after 
the  exercise  began  and  the  overall  evaluation.  Planning  for  Opposition  Force  (OPFOR), 
Controllers,  Air/maritime  operations,  players  procedures  and  orientation,  and  development  of  the 
Operations  Plan  (OPLAN)  for  the  exercise  were  accomplished  by  this  Working  Group. 

The  Exercise  Support  Working  Group  was  responsible  for  planning  and  providing 
support  to  all  of  the  other  planning  groups  as  well  as  planning  support  to  the  players  during  the 
exercise.  Support  responsibilities  included  the  development  of  a  Control  Staff  Communications 
Plan,  identifying  logistical  support  needs,  developing  Safety  and  Security  Plans  for  the  exercise, 
developing  an  Operations  Security  (OPSEC)  Plan,  and  planning  safety  training  for  exercise 
controllers  and  players. 

The  Washington,  D.C.  Planning  Group  was  responsible  for  planning  the  MICA  DIG  table 
top  exercise  and  the  Washington,  D.C.  Simulation  Cell  (WDC  SIMCELL)  participation  in 
Exercise  MIRAGE  GOLD.  For  the  WDC  SIMCELL,  the  Planning  Group  identified  the  level  of 
simulated  play  in  the  Washington,  D.C.  area  and  developed  items  for  the  MSEL  (including 
implementers)  to  ensure  meaningful  and  realistic  responses  for  the  simulated  Headquarters  of  the 
various  participating  organizations. 

The  final  two  planning  groups  under  the  Mile  Shakedown  Steering  Committee  included 
the  EDRE  Planning  Group  and  the  MILD  COVER  Planning  Group.  The  EDRE  Planning  Group 
was  responsible  for  planning  the  DOE  EDRE  exercise,  the  results  of  which  provided  input  to  the 
planning  for  Exercise  MIRAGE  GOLD.  The  MELD  COVER  Planning  Group  had  the 
responsibility  of  ensuring  the  exercise  (MILD  COVER)  was  a  valid  and  meaningful  test  of  the 
communications  systems,  equipment,  and  personnel  that  were  to  support  Exercise  MIRAGE 
GOLD.  FEMA  representation  to  the  Mile  Shakedown  Steering  Committee,  the  Scenario 
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Working  Group,  and  the  Washington,  D.C.  Planning  Group  was  provided  by  Mr.  Eugene 
Richard  (Headquarters,  FEMA)  and  Mr.  Leland  Peyton  (FEMA  Region  VI). 

4.  EXERCISE  PARTICIPANTS 

Major  participants  in  Exercise  MIRAGE  GOLD  included  field  elements  from  the  Federal 
Bureau  of  Investigation  (FBI),  Department  of  Energy  (DOE),  Department  of  Defense  (DOD), 
and  the  Federal  Emergency  Management  Agency  (FEMA).  Washington  headquarters  elements 
of  these  agencies  were  simulated  by  controllers  located  in  the  WDC  SIMCELL  at  the  exercise 
site.  The  Exercise  Command  Post  (ECP),  DOD/DOE  Command  Post  (CP),  Joint  Operations 
Center  (JOC)/FBI  CP,  FEMA  CP  (Consequence  Management  Cell  [CM  Cell]),  and  the 
Technical  Operations  Center  (TOC)  were  located  in  various  buildings  at  the  Brown  and  Root 
Warehouse  Complex,  Engineer  Road  (Route  3017)  ,  Gretna,  Louisiana.  A  Visitor's  Center  was 
also  established  in  a  portion  of  the  building  housing  the  CM  Cell. 

Personnel  involved  in  the  exercise  from  Headquarters,  FEMA  included: 

-  Ms.  Lisa  Weldon  who  attended  as  an  observer  of  the  Senior  FEMA 
Official  (SFO)  operations  particularly  as  they  related  to  the  interface  with  the  FBI  Special  Agent- 
in-Charge  (SAC);  and 

-  Mr.  Eugene  Richard  who  served  full-time  as  the  Visitor's  Operations 
Manager. 

FEMA  Region  VI  personnel  participating  in  the  exercise  included: 

-  Mr.  R.L.  "Buddy"  Young,  Mr.  Jim  McClanahan,  and  Mr.  Jim  LeGrotte, 
participating  as  SFOs; 

-  Mr.  Charles  Barnes,  Mr.  Graham  Nance,  Mr.  Dale  Hoff,  and  Mr.  Danny 
Rawson,  all  serving  as  members  of  the  SFO's  staff; 

-  Mr.  Leland  Wilson,  Ms.  Reba  Kestler,  Mr.  Bob  Hendrix,  Mr.  John 
Roberts,  and  Mr.  Larry  Earp,  functioning  as  members  of  the  Consequence  Management  Cell; 

-  Mr.  Billy  Perm,  Mr.  Kyle  McCain,  and  Ms.  Sherry  Wainright 
participating  as  Public  Affairs  Officers  and  potential  members  of  the  Joint  Information  Center, 
and 

Mr.  Leland  Peyton  and  Mr.  Russ  Bookser,  serving  as  WDC  SIMCELL 
and  CM  Cell  Controllers,  respectively. 

In  addition  to  these  named  personnel,  FEMA  Region  VI  partially  activated  the  Regional 
Operations  Center  (ROC)  in  Denton,  Texas,  to  support  the  deployed  exercise  participants.  This 
activity  was  terminated  when  the  actual  disaster  response  to  the  flooding  in  Texas  intervened. 

Individuals  participating  from  the  State  of  Louisiana  Office  of  Emergency  Preparedness 
included: 

-  Mr.  Brett  Kriger,  playing  as  the  Director  of  the  State  EOC;  and 

-  Mssrs.  Mike  Brown  and  Art  Jones,  also  representing  the  State  EOC. 

Contractor  support  to  FEMA  was  provided  by  the  following  individuals  from  TITAN: 

-  Messrs.  Jack  Crittenden  and  Paul  Carlson,  both  of  whom  acted  as 
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Controllers  in  the  WDC  SIMCELL  and  CM  Cell,  respectively;  and 

-         Mr.  Dick  Leadbetter  who  assisted  Mr.  Richard  in  the  operation  of  the 
Visitor's  Center. 

It  should  be  noted  that  the  list  of  participants  from  FEMA  Region  VI  changed  on  the  first  day  of 
active  exercise  play  for  the  Agency  due  to  a  real  world  disaster  situation  in  the  State  of  Texas  and 
the  necessity  for  several  players,  including  the  Regional  Director  to  leave.  The  remaining 
personnel  from  the  Region  reorganized  and  continued  their  participation  in  the  exercise. 

5".  F.XFRCTSE  OBJECTIVES 

Objectives  for  Exercise  MIRAGE  GOLD  consisted  of  those  applicable  to  all  agencies 
(Interagency/General  Objectives)  and  those  detailed  by  individual  agencies  (Specific  Objectives). 
The  Interagency/General  Objectives  for  the  exercise  were: 

Test  the  command  and  control  systems  in  a  full  field  deployment  against  existing 

Memorandums  of  Understanding  (MOUs)  and  Standard  Operating  Procedures 

(SOPs). 

Given  policy  decisions  from  MICA  DIG,  test  how  well  these  decisions  are 

incorporated  in  a  field  deployment 

Evaluate  the  OPSEC,  protection,  and  security  of  personnel  and  equipment  against 

plans  and  procedures. 

Evaluate  the  transition  of  control  of  an  investigative  crisis  management  operation 

(assault  and  forensic  activities)  to  nuclear  evaluation  activities  (including 

consequence  management)  using  plans/procedures  as  a  basis  for  evaluation. 

After  the  deployment  of  the  response  elements,  evaluate  the  FBI/Key  agency 

intelligence  functions,  including  a  full  Interagency  Intelligence  Cell  (EC)  function 

against  existing  plans,  procedures,  and  training. 

Given  the  results  of  MILD  COVER,  evaluate  the  procedures,  hardware,  and 

training  for  inter-agency  use  of  the  automated  data  system,  which  includes  the 

Key  Agency  Activity  (KA)  Form,  with  the  data  system  hardware  (interface).  This 

will  also  include  the  fusion  of  all  pertinent  KA  information. 

Evaluate  the  policies,  procedures,  and  training  for  public  affairs  functions, 

national  media  issues,  and  local  media  issues. 

Given  that  the  resolution  of  a  malevolent  nuclear  threat  results  in  some  concerns 

about  the  spread  of  radioactivity,  evaluate  the  transition  from  the  law  enforcement 

phase  to  consequence  management  against  existing  policies  and  procedures. 

For  a  nuclear  threat  in  the  exercise  host  city,  evaluate  the  interface  between 

appropriate  Federal  response  elements  against  existing  plans,  procedures,  and 

training. 

The  FEMA  exercise-specific  objectives  included  the  following: 
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•  Exercise  and  evaluate  FEMA's  on-scene  response  coordination  functions  for  a 
malevolent  nuclear  threat  with  the  FBI,  DOE,  DOD,  and  other  agencies. 

•  Evaluate  the  interface  between  DOE,  DOD,  FBI,  FEMA,  and  other  Federal 
agencies  at  the  local  and  national  level  as  it  pertains  to  the  command  and  control, 
logistical  support,  public  information,  and  State  interface. 

•  Exercise  the  concepts  and  operations  of  a  Disaster  Field  Office  (DFO)  and  Joint 
Operations  Center  (JOQ  in  this  type  of  scenario,  with  the  FBI  as  the  lead  agency. 

•  Evaluate  the  operation  of  a  joint  information  system  during  a  situation  which 
begins  as  a  law  enforcement  problem  and  evolves  into  a  consequence 
management  problem. 

6.  SCENARIO 

The  scenario  for  Exercise  MIRAGE  GOLD  was  developed  to  provide  for  the  following: 

•  Tactical  play  for  the  FBI  Hostage  Response  and  Special  Weapons  and  Tactics 
Teams  (HRT  and  SWAT); 

•  DOD  tactical  and  technical  (Explosive  Ordnance  Demolition  [EOD])  play; 

•  DOElechnical  play  for  the  NEST  and  the  Federal  Radiological  Monitoring 
Assessment  Center  (FRMAC);  and 

•  FEMA  play  in  conjunction  with  the  FRMAC/NEST,  State,  and  local  officials 
operations  in  planning  the  consequence  phase  of  the  incident 

Active  exercise  play  began  with  intelligence  received  from  an  FBI  confidential  informant 
that  a  domestic  terrorist  group,  the  Patriots  for  National  Unity  (PNU)  was  in  the  New  Orleans 
area  plotting  to  assemble  and  use  nuclear  explosive  devices  in  the  United  States.  Subsequent 
investigation  by  the  Bureau,  combined  with  intelligence  inputs  and  results  of  searches  conducted 
by  various  methods,  resulted  in  the  identification  of  several  target  areas  where  terrorists  and 
improvised  nuclear  devices  (INDs)  were  or  could  be  located.  These  locations  were  in  diverse 
locations  in  the  greater  New  Orleans  area  and  comprised  actual  operating  points  for  the  activities 
of  operational  forces.   Notifications  of  the  incident  were  made  to  appropriate  agencies  (i.e., 
DOE,  DOD,  and  FEMA)  and  personnel  and  equipment  were  directed  to  deploy  to  the  New 
Orleans  area.  Subsequent  exercise  events,  scripted  and  free  play,  focused  on  the  procedures  for 
tactical  and  technical  operations  conducted  to  resolve  the  situation  and  the  interaction  and 
information  exchange  between  various  organizations  at  the  national  and  local  level. 

7.  OUTDANCE  FOR  EXERCISE  PARTICIPANTS 

Guidance  for  players  in  Exercise  MIRAGE  GOLD  was  provided  in  a  Player's  Guide 
(Annex  N,  Exercise  MIRAGE  GOLD  OPLAN)  distributed  to  all  participants  prior  to  the 
exercise.  This  document  contained  a  brief  history  of  the  New  Orleans  area,  climatological  data 
for  the  area,  and  general  information  regarding  the  exercise  including: 

—  Purpose 

-  Security 
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Exercise  MIRAGE  GOLD  Information 

—  Administrative  Details 
"  -  Safety  Plan 

Objectives  of  the  exercise  were  presented;  however  there  was  nothing  regarding  the  lead-in 
scenario. 

Individuals  designated  as  Controller's  for  the  event  received  the  MIRAGE  GOLL 
CONTROLLER  HANDBOOK  (Appendix  4,  Annex  B,  MIRAGE  GOLD  OPLAN).  This 
comprehensive  document  included  information  on: 

—  Control  Philosophy  and  Operational  Concepts 

—  Safety 

—  Security 

—  Exercise  Command  Post 

—  Exercise  Control  Center 

—  Scenario  Control  Requirements 

—  Control  Procedures 

—  Control  Operations  _ 

—  Controller  Training 

—  Tabs  A-G  providing  information  on  the  control  staff  organization,  various 
facility  layouts,  a  controller  training  schedule,  and  controller  turnover  (shift  change)  procedures. 

FEMA  participants  were  provided  two  additional  publications  to  assist  them  in  the 
exercise.  The  first  document  entitled,  "EXERCISE  MIRAGE  GOLD  SUPPLEMENTAL 
INFORMATION  FOR  FEMA  PLAYERS,"  provided  the  concept  and  objectives,  background 
scenario  and  start  of  exercise  (STARTEX)  information,  and  a  discussion  of  the  concept  of 
consequence  management  as  it  was  envisioned  to  apply  in  the  exercise. 

The  second  publication,  "EXERCISE  MIRAGE  GOLD  SUPPLEMENTAL 
INFORMATION  FOR  FEMA  CONTROLLERS,"  contained  the  exercise  concept,  a  listing  of 
FEMA  and  State  participants  (both  player  and  controllers),  the  FEMA  exercise  objectives, 
evaluation/data  collection  guidance  and  worksheets,  an  exercise  time  line,  a  chronological  MSEL 
listing,  and  all  of  the  FEMA  MSEL  implementers. 

8.  EXERCISE  DOCUMENTATION 

Documentation  of  the  exercise  was  provided  through  the  use  of  both  photo  and  video 
recording  teams  as  well  as  written  means  in  the  form  of  Lotus  Notes,  a  commercial  software 
package.    This  software  enabled  controllers  to  annotate  the  MSEL  data  base  as  implementers 
were  injected  and  to  document  player's  actions  in  response  to  them.  In  addition,  controllers 
could  make  comments  in  the  Lotus  Notes  data  base  as  a  primary  means  of  coordinating  control 
activities  and  documenting  all  player  activities,  not  just  those  occurring  in  response  to 
implementers. 

9.  CONDUCT  OF  THE  EXERCISE 

Exercise  MIRAGE  GOLD  began  with  three  days  of  training  for  controller  personnel. 
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The  training  was  designed  to:  (1)  familiarize  controllers  with  the  operation  of  the 
communications  and  software  used  to  control  and  document  the  exercise;  and  (2)  to  familiarize 
controllers  with  the  contents  of  interagency  agreements  and  the  structures  developed  to 
implement  them  so  that  interagency  and  individual  agency  objectives  could  be  tested. 
Controllers  were  also  provided  a  tour  of  selected  exercise  target  and  search  areas.  This  tour  was 
valuable  in  providing  controllers  with  first  hand  knowledge  of  the  characteristics  of  these  areas, 
the  distances  between  them,  and  an  appreciation  of  what  the  players  would  actually  be  doing  at 
each  location. 

The  exercise  began  on  October  16,  at  7:55  AM.  (160755  STARTEX)  with  twenty-four 
hour  a  day  play  continuing  until  the  end  of  the  exercise  (ENDEX)  on  October  21,  at  1:38  A.M. 
(210138).  A  "Hot  Wash"  was  conducted  at  10:00  A.M.  on  October  21,  1994.  Senior 
representatives  from  each  participating  agency  were  provided  the  opportunity  to  comment  on  the 
exercise  and  provide  their  perceptions  of  success  in  attaining  the  exercise  objectives,  both 
interagency  and  agency-specific. 

10.  OVERALL  EVALUATION  OF  THE  EXERCISE 

The  Exercise  MIRAGE  GOLD  scenario  provided  an  excellent  opportunity  for 
participating  organizations  and  agencies  to  evaluate  their  performance  against  the  majority  of 
both  general  and  agency-specific  exercise  objectives.  Tactical  and  technical  elements  from  the 
FBI  and  DOD  were  provided  challenging  and  realistic  situations  in  which  command  and  control 
systems  could  be  exercised  and  the  transition  from  investigative  to  technical  processes  practiced 
and  evaluated.  The  scenario  provided  for  the  examination  of  policies,  procedures,  and  training 
for  public  affairs  and  media  issues  and  the  interaction  between  participating  organizations  to 
prepare  for  the  transition  from  a  primarily  technical,  law  enforcement,  and  tactical  problem  to 
one  of  consequence  management 

It  appeared  that  investigative,  technical,  and  tactical  aspects  of  the  exercise  were 
generally  conducted  in  accordance  with  accepted  standards.  Deficiencies  were  noted,  however, 
in  the  interaction  between  the  FBI  (the  Lead  Federal  Agency  [LFA]),  FEMA,  and  the  State  of 
Louisiana  in  the  planning  for  and  transition  to  the  consequence  management  phase  of  the 
exercise.  In  addition,  the  procedures  for  responding  to  media  inquiries  and  the  sharing  of 
information  with  organizations  and  agencies  outside  technical  and  tactical  channels  could  be 
improved.  The  deficiencies  that  were  noted  as  they  relate  to  the  FEMA  objectives  are  discussed 
below. 

11.  EVALUATION  OF  THE  FEMA  EXERCISE  OBJECTIVES 

The  FEMA  objectives  for  Exercise  MIRAGE  GOLD  were  developed  to  provide  an 
opportunity  to  examine  the  interaction  between  FEMA  (represented  by  staff  from  FEMA  Region 
VT),  the  State,  and  the  other  major  participating  organizations  (DOD,  DOE,  and  the  FBI)  that 
would  usually  be  involved  in  responding  to  a  domestic  terrorist  incident  involving  nuclear 
material,  the  type  of  situation  portrayed  in  the  scenario  for  this  exercise.  While  there  are  plans 
for  dealing  with  the  effects  of  a  release  of  radiological  material  (the  Federal  Response  Plan  [FRP] 
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and  the  Federal  Radiological  Emergency  Response  Plan  [FRERP]),  there  are  no  formal  FEM/ 
plans,  policies,  procedures,  or  other  guidance  yet  developed  to  address  how  the  Agency  would 
interact  and  coordinate  with  other  departments  and  agencies  (D/As)  and  organizations  prior  to  < 
release. 

The  FEMA  MSEL  items  and  corresponding  implementers  were  designed  to  create 
situations  in  which  the  SFO  and  his  staff,  individuals  representing  the  Region  VI  ROC, 
representatives  from  the  State  of  Louisiana  Office  of  Emergency  Preparedness  (OEP),  and 
FEMA  Headquarters  could  jointly  plan,  with  the  participants  noted  above,  for  the  coordinated 
Federal  response  to  the  potential  consequences  of  the  incident  on  the  at-risk  population  and 
infrastructure  (consequence  management).  The  manner  in  which  the  interface  and  coordination 
was  accomplished  was  to  be  documented,  evaluated,  and  made  available  to  provide  input  for  the 
development  of  formal  documentation  (e.g.,  plans,  policies,  procedures,  and/or  MOUs)  that 
would  guide  the  response  to  this  type  of  incident 

As  is  the  case  with  most  free-play  exercises,  there  was  a  difference  between  the 
anticipated  actions  and  those  that  actually  occurred  in  response  to  the  scenario  and  implementers. 
For  FEMA,  these  differences  can  be  attributed  to  the  following  factors:  (1)  aggressive  play  by 
the  State  representative;  (2)  certain  actions  taken  by  the  FBI  SAC;  (3)  the  loss  of  several  key 
participants  from  Region  VI  during  the  initial  hours  of  exercise  play  when  the  Region  Director 
and  several  members  of  his  staff  were  forced  to  leave  due  to  real  world  disaster  requirements 
(floods  in  Texas);  and  (4)  the  subsequent  delay  in  beginning  play  due  to  the  personnel  departures. 
In  addition  to  these  factors,  certain  exercise  artificialities  affected  the  overall  nature  of  play  by 
the  Agency.  The  influence  these  factors  had  on  exercise  play  and  the  manner  in  which  they 
affected  each  FEMA  exercise  objective  is  discussed  below. 

FEMA  had  five  exercise  objectives  for  MIRAGE  GOLD.  A  discussion  and  subjective 
evaluation  of  each  objective  follows. 

Objective  1:    Exercise  and  evaluate  FEMA's  on-scene  response  coordination  functions 
for  a  malevolent  nuclear  threat  with  the  FBI.  DOE.  POD,  and  other  agencies. 

Discussion:     The  focus  of  this  objective  was  on  the  interaction  between  the  SFO  and  the 
FBI  SAC,  the  DOE  Senior  Official  (ESO),  and  the  Defense  Senior  Representative  (DSR).  As 
noted  above,  there  is  no  specific  FEMA  plan,  agreement,  procedure,  or  other  formal  guidance 
detailing  the  relationships  between  the  Agency  and  these  organizations  for  the  type  of  incident 
depicted  in  the  exercise  scenario,  although  a  draft  MOU  with  the  FBI  has  been  developed  by 
FEMA.  Exercise  MIRAGE  GOLD  appeared  to  be  an  ideal  forum  in  which  these  interactions 
could  be  observed  and  documented  since  it  was  expected  that  the  JOC  would  be  configured  by 
the  FBI  SAC  (the  LFA)  with  all  of  the  senior  representatives  from  DOD,  DOE,  and  FEMA 
collocated  there  on  a  full  time  basis.  Under  this  arrangement,  it  was  anticipated  that  the 
planning  for  consequence  management  and  preparation  for  the  transition  to  it  would  be 
accomplished  in  a  joint,  coordinated  manner  similar  to  that  used  for  the  technical  and  tactical 
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activities.  However,  the  FBI  SAC  opted  to  organize  and  operate  the  center  in  such  a  way  that  the 
SFO  and  other  senior  persons  (except  the  ESO)  were  not  collocated  there  but  operated  from  their 
respective  command  posts  (CPs).  They  were  assembled  in  the  JOC  only  when  the  SAC  felt  the 
situation  warranted.  As  a  result,  the  flow  of  information  regrading  the  overall  incident  and  the 
current  situation  was  almost  nonexistent,  during  the  early  stages  of  the  exercise,  outside  of  purely 
technical  and  tactical  channels.  For  example,  the  initial  requests  by  the  State  EOC  to  the  JOC 
(the  FBI  SAC)  for  information  regarding  the  nature  of  the  situation  met  not  only  with  negative 
results,  but  with  questions  regarding  how  the  State  even  knew  of  the  incident  This  reluctance  to 
provide  information  to  the  State  may  be  attributable,  in  part,  to  the  SAC  or  other  members  of  the 
'JOC  not  being  completely  familiar  with  the  actions  that  had  occurred  early  in  the  exercise 
scenario  (FBI  Headquarters  requesting  FEMA  resources),  the  manner  in  which  FEMA  would 
make  notifications  of  the  incident  down  to  the  State  level,  and  the  concern  that  the  FBI  had  with 
operational  security.  The  FBI  response  also  reflects  an  exercise  artificiality;  i.e.,  a  conscious 
decision  not  to  include  local  law  enforcement  personnel  as  exercise  participants.  Had  these 
personnel  played,  there  would  have  been  no  question  that  information  regarding  the  incident  was 
being  passed  from  the  local  to  the  State  level  on  a  continuing,  basis  and  the  State  would  not  have ' 
been  asking  the  FBI  for  information.  In  any  event,  this  concern  for  operational  security  did  much 
to  limit  the  amount  of  information  that  was  shared  initially  and  set  the  stage  for  subsequent 
problems  as  the  exercise  progressed  The  SAC  did  make  a  decision  on  October  18  (181230)  to 
include  the  SFO  in  SAC  briefings  and  as  a  participant  in  any  news  conferences  that  might  be 
held 

In  contrast  to  the  situation  experienced  by  FEMA  and  the  State  in  dealing  with  the  FBI, 
coordination  with  DOD  (the  DSR  and  his  staff)  and  DOE  (FRMAC  representatives)  proved  to  be 
very  good.  Individuals  from  these  organizations,  FEMA,  and  the  State  did  move  ahead  with 
consequence  management  planning   There  is  no  indication  that  the  results  of  this  planning  was 
ever  requested  by  the  SAC  nor  are  there  any  instances  noted  where  the  procedures  for 
transitioning  to  the  consequence  management  phase  of  the  operation  were  discussed  by  the  FBI 
with  any  other  organization  or  agency.  In  short,  the  FBI  stayed  focused  on  the  investigative  and 
tactical  aspects  of  the  incident  with  little  or  no  regard  or  interest  in  the  actions  that  would  have  to 
be  taken  in  the  event  of  a  radiological  emergency  as  they  related  to  consequence  management 

Evaluation:     Coordination  between  FEMA  (the  SFO),  the  State,  DOD  (the  DSR),  and 
the  FRMAC  was  very  good.  The  DSR  and  his  staff  understood  the  concept  of  consequence 
management  and  the  role  that  the  State,  the  FEMA  Region,  and  FEMA  Headquarters  had  to  play 
in  responding  to  the  type  of  situation  portrayed  in  the  exercise  scenario.  This  ease  of 
coordination  is  attributable,  at  least  in  part,  to  the  familiarity  of  DOE  and  DOD  personnel  with 
FEMA's  functions  and  responsibilities  under  the  FRP  and  the  operational  requirements 
established  under  Department  of  Defense  Directive  (DODD)  3025.1,  Military  Support  to  Civil 
Authorities  fMSCAV  DOD,  DOE,  FEMA,  and  the  State  also  displayed  good  coordination 
throughout  the  exercise.  For  example,  DOD,  FEMA,  FRMAC,  ancTState  representatives  met  to 
jointly  develop  contingency  plans  for  possible  outcomes  of  the  situation.  The  planning  produced 

FOR  OFFICIAL  USE  ONLY  9 


170 


FOR  OFFICIAL  USE  ONLY 

two  lists  containing  anticipated  State  requests  for  assistance  under  two  different  scenarios.  One 
list  consisted  of  requests  that  could  be  anticipated  in  the  event  of  spontaneous  evacuation  without 
any  release  of  radiological  materials  (no  detonation  of  nuclear  devices)).  The  other  list  dealt 
with  requests  that  could  be  expected  should  a  detonation  occur. 

Recommendation(s): 

•  The  draft  MOU  between  the  FBI  and  FEMA  for  domestic  terrorist  incidents 
should  be  reviewed  in  light  of  the  problems  noted  during  Exercise  MIRAGE 
GOLD,  revised  (if  necessary),  staffed  among  the  participants,  and  finalized  as 
quickly  as  possible. 

•  The  initiative  to  link  discrete  disaster  plans  such  as  the  FRERP,  Mass 
Immigration  Emergency  Plan,  FBI  Contingency  Plans,  and  others  under  the  FRP 
should  continue  on  a  priority  basis. 

Objective  2:    Given  a  credible  nuclear  threat,  evaluate  FEMA's  interaction  with  DOE, 
other  Federal  agencies,  and  with  State  officials  during  the  implementation  of  the  Federal 
Response  Plan  fFRP)  and  the  Federal  Radiological  Emergency  Response  Plan  FRF.RP). 

Discussion:     The  manner  in  which  the  scenario  developed  after  this  objective  was 
written  and  the  decision  to  focus  on  the  tactical  and  technical  aspects  of  locating  and  disabling 
the  nuclear  device(s)  and  apprehending  the  terrorists  effectively  precluded  full  evaluation  of  this 
objective.  It  was  determined,  during  the  latter  portion  of  the  exercise  planning  process,  that  there 
would  be  no  release  of  radiological  material  even  if  disablement  procedures  were  inappropriate. 
As  a  result,  there  was  no  expectation  that  the  FRERP  would  be  implemented  unless  such  a 
decision  was  driven  through  player  action. 

Although  the  FRERP  was  not  implemented,  members  of  the  FRMAC  were  at  the  incident 
location  as  part  of  the  DOE  element  These  individuals  coordinated  closely  with  State  and  DOD 
personnel  in  the  contingency  support  plan  development  process  as  noted  in  the  discussion  of 
Objective  1. 

Regarding  the  FRP,  there  was  a  partial  activation  of  Emergency  Support  Function  (ESF) 
#5,  Information  and  Planning,  scripted  into  the  MSEL  ( items  180820,  180835,  and  181755). 
The  objectives  of  these  implementers  was  to  stimulate  discussion  with  the  personnel  in  the  JOC 
regarding  what  the  ESF  could  provide,  to  obtain  updated  information  regrading  the  situation,  and 
generate  discussion  regarding  the  possible  activation  of  additional  ESFs.  When  these 
implementers  were  injected  there  were  no  discussions  or  questions  regarding  them  from  any  of 
the  other  participating  organizations,  nor  was  there  any  consideration  given  to  activating 
additional  ESFs. 

Evaluation:     There  was  no  exercise  play  regarding  the  FRP  other  than  scripted 
implementers.  As  a  result,  no  evaluation  of  this  portion  of  the  objective  can  be  made.  Similarly, 
there  was  no  implementation  of  the  FRERP  nor  was  there  any  consideration  given  to 
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implementation  during  the  exercise.  As  a  result,  no  evaluation  is  provided.  Although  the 
exercise  scenario  did  not  provide  a  situation  in  which  full  implementation  of  the  FRF  or  the 
FRERP  would  be  widely  considered,  the  absence  of  any  questions  regarding  possible  activation 
of  additional  ESFs  or  discussions  regarding  FRERP  implementation  may  indicate  a  lack  of 
familiarity  with  the  plans,  or  the  concept  of  consequence  management  planning  as  it  applied  to 
the  scenario. 

Recommendation:     FEMA  should  continue  to  stress  the  concept  of  consequence 
management  planning  in  any  future  exercises  of  this  type  where  the  scenario  does  not 
specifically  provide  a  situation  where  the  FRP  and  the  FRERP  would  obviously  be  implemented. 
In  addition,  the  Agency  should  continue  to  look  for  opportunities  to  present  and  discuss  the 
concept  at  the  national  level. 

Objective  3:    Evaluate  the  interface  between  DOE.  POD.  FBI.  FEMA.  and  other  Federal 
agencies  at  the  local  and  national  levels  as  it  pertains  to  the  command  and  control,  logistical 
support  public  information,  and  State  interface. 

Discussion:     The  intent  of  this  objective  was  to  further  evaluate  interactions  between 
the  major  participating  organizations  and  agencies  as  well  as  the  State  and  local  jurisdictions  as 
they  specifically  pertained  to  command  and  control,  logistical  support,  and  public  information. 
Although  there  was  an  implementer  injected  by  FEMA  (FEMA  1 80800)  regarding  availability  of 
a  Mobile  Emergency  Response  Support  (MERS)  Multi-Radio  Van  that  could  have  resulted  in 
actions  relating  to  logistical  support,  the  lack  of  any  reaction  by  the  FBI  to  it  effectively  ended 
further  play.  The  interface  between  FEMA,  DOD,  and  DOE  was  evident  in  the  joint  effort  to 
identify  support  needs  of  the  State  should  an  evacuation  be  directed  or  occur  on  a  spontaneous 
basis  (the  planning  discussed  under  Objective  1). 

The  structure  for  command  and  control  of  technical  and  tactical  forces  appeared  to  be 
adequate  to  coordinate  investigative  and  tactical  activities  by  the  FBI,  the  DOE  search  activities, 
and  the  DOD  and  DOE  efforts  related  to  disarming  the  IND.  There  were  questions  regarding 
command  and  control  of  DOD  tactical  forces;  however  they  are  outside  the  sphere  of  this  report 
The  activities  of  FEMA,  the  FRMAC,  the  DSR  and  the  State  which  focused  on  support  to  the 
State  were  conducted  outside  of  the  technical  and  tactical  command  and  control  structure  in  an  ad 
hoc,  but  coordinated  manner. 

The  release  of  public  information  was  the  sole  responsibility  of  the  FBI  as  the  LFA. 
Initially,  there  was  a  reluctance  to  release  any  information  regarding  the  incident,  not  only  to  the 
public  but  to  the  State  and  FEMA.  Repeated  requests  for  information  by  the  media  were 
essentially  stonewalled  by  the  Bureau  due  its  concern  with  operational  security  and  the  possible 
adverse  effects  the  release  of  any  information  could  have  on  the  investigative,  tactical,  and 
technical  processes.  Free  play  activity  by  the  State  on  October  18,  in  which  the  Governor  of 
Louisiana  called  the  President  for  information  regarding  the  incident  caused  the  FBI  to  begin 
addressing  the  problem  of  public  information  and  also  start  sharing  information  with  the  State 
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and  FEMA  This  activity  by  the  State  not  only  got  the  attention  of  the  FBI,  it  also  caused  the 
Chief  Controller  to  become  concerned  that  this  play  was  going  to  disrupt  the  exercise  timeline 
and  skew  play  away  from  the  technical  and  tactical  aspects  of  the  event  As  a  result,  further  play 
regarding  possible  evacuation  of  the  population  was  not  pursued  and  consequence  management 
planning  was  essentially  accomplished  between  DOD,  DOE,  FEMA,  and  the  State  without  FBI 
participation. 

Evaluation:     The  interface  between  FEMA,  DOD,  DOE,  and  the  State  was  generally 
-good.  The  interface  between  FEMA,  the  State,  and  the  FBI  was  initially  nonexistent  and  it 
wasn't  until  the  State  aggressively  elevated  its  play  to  the  Presidential  level  that  the  FBI 
acknowledged  the  validity  of  State  (and  probably  FEMA)  involvement  It  was  obvious  that 
consequence  management  planning  was  not  an  FBI  item  of  interest 

Recommendation:     The  recommendations  made  for  Objectives  1  and  2  apply  to  this 
objective  as  well. 

Objective  4:    Exercise  the  concepts  and  operations  of  a  Disaster  Field  Office  CDFO)  and 
Joint  Operations  Center  fJOO  in  this  type  of  scenario,  with  the  FBI  as  the  lead  agency. 

Discussion:     As  noted  in  the  discussion  of  FEMA  Objective  1 ,  the  FBI  SAC  opted  to 
organize  the  JOC  without  the  presence  of  senior  representatives  from  DOD  and  FEMA  These 
individuals  were  subsequently  invited  to  attend  meetings  and  briefing,  however.  The  obvious 
concern  was  with  the  investigative,  tactical,  and  technical  aspects  of  the  situation  and  that's 
where  the  emphasis  was  placed.  Since  they  weren't  involved  in  the  minute-by-minute  operations 
of  the  JOC,  the  DSR,  FRMAC,  SFO,  and  State  began  a  coordinated  planning  effort  for 
consequence  management;  an  effort  that  occurred  almost  outside  of  the  exercise. 

Based  on  the  exercise  scenario,  a  DFO  structured  as  described  in  the  FRP  was  not 
established.  However  an  SFO  (the  Director,  FEMA  Region  VI)  and  staff  was  sent  to  the  incident 
site  and  a  liaison  person  from  the  Region  was  sent  to  the  State  EOC  (simulated  within  the  CM 
Cell).  The  primary  function  of  the  SFO  and  staff  was  to  serve  as  the  coordinator  for  consequence 
management  planning  with  the  State  and  other  Federal  agencies  at  the  national  level. 

Evaluation:    This  objective  was  not  written  for  evaluation;  however,  it  was  apparent 
that  the  operation  of  the  JOC  with  the  FBI  as  the  lead  agency  was  oriented  toward  the 
investigative,  tactical,  and  technical  phases  of  the  operation  and  little,  if  any,  regard  was  given  to 
consequence  management 

Recommendation:     The  objective  of  exercising  the  concepts  and  operations  of  a  JOC 
should  continue  to  be  included  in  future  exercises  with  scenarios  similar  to  that  of  MIRAGE 
GOLD.  The  same  objectives  should  be  played  for  a  DFO,  when  appropriate. 
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Objective  5:    Evaluate  the  operation  of  a  joint  information  system  during  a  situation 
which  begins  as  a  law  enforcement  problem  and  evolves  into  a  consequence  management 
problem. 

D  is  cussio  a :     This  objective,  more  than  any  of  the  others,  served  to  highlight  the 
problems  that  exist  at  the  operational  level  (i.e.,  the  local  level)  in  understanding  the  concept  of 
consequence  management  and  the  planning  that  must  be  done  in  ensure  the  safety  of  the 
population  in  this  type  of  scenario.  The  initial  reluctance  by  the  FBI  SAC,  functioning  as  the 
tead  Federal  agency  for  the  incident,  to  provide  information  to  any  other  agencies  or 
organizations,  except  DOE,  created  an  exercise  media  problem  that  continued  to  grow  as  the 
exercise  progressed.  Not  only  did  it  cause  a  media  problem,  it  resulted  in  a  situation  where  there 
was  concern  that  the  exercise  timeline  might  be  affected  if  aggressive  play  by  the  State 
continued;  play  that  was  driven  by  the  State's  inability  to  get  information  from  the  FBI  and  the 
developing  feeling  that  they  (the  State)  were  being  "stonewalled"  regarding  the  actual  status  of 
the  situation.  While  it  may  be  argued  that  the  amount  of  interest  and  information  generated  by 
the  exercise  media  may  have  been  unrealistic  (the  media  would  not  have  had  as  much 
information  as  they  did  based  on  the  situation)  the  fact  that  the  media  must  be  dealt  with  is  an 
inescapable  fact,  particularly  in  an  environment  where  the  electronic  media  can  and  will  provide 
"instantaneous  news."  Consideration  must  also  be  given  to  the  fact  that  if  the  media  perceives 
that  something  is  happening  and  it  is  unable  to  obtain  information  from  a  credible  source,  it  may 
very  well  began  to  speculate.  This  speculation  may  cause  undue  concern  among  the  general 
public  and  result  in  a  situation  worse  than  that  which  would  occur  if  less  than  complete 
information  was  provided  by  a  credible  source. 

Evaluation:     The  operation  of  a  joint  information  system  under  the  conditions  portrayed 
in  the  scenario  of  Exercise  MIRAGE  GOLD  was  unsatisfactory.  It  is  considered  unsatisfactory 
primarily  due  to  the  manner  in  which  media  and  State  requests  for  information  were  responded  to 
and  the  fact  that  a  Joint  Information  Center  (JIC)  was  not  formed  until  approximately  mid-way 
through  the  exercise  (1 82322). 

Recommendation:     The  operation  of  a  joint  information  system  should  be  considered 
as  a  subject  to  be  addressed  in  a  tabletop  exercise  where  the  advantages  and  disadvantages  of 
various  information  release  policies  can  be  thoroughly  examined.  The  tabletop  could  also  be 
used  to  further  discuss  the  point  in  an  ongoing  operation  when  responsibility  for  the  joint 
information  system  should  shift  from  one  agency  to  another. 

12.        SUMMARY 

FEMA's  opportunity  to  participate  in  Exercise  MIRAGE  GOLD  proved  to  be  a  valuable 
experience  in  several  respects.  The  exercise  clearly  demonstrated  the  lack  of  understanding  that 
exists  in  agencies  not  familiar  with  the  FRP  regarding  the  concept  of  consequence  management 
in  an  environment  where  a  catastrophic  emergency/event  is  possible  but  has  not  yet  occurred.  It 
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was  also  evident  that  the  channels  of  communication  between  the  FBI  and  other  organizations 
and  agencies  not  directly  involved  in  investigative,  tactical,  or  technical  operations  in  a  domestic 
terrorist  environment  such  as  that  portrayed  in  the  exercise  scenario  would  be  difficult  to 
establish,  While  the  Bureau's  reluctance  to  share  information  outside  of  these  elements  is 
understandable  from  an  operations  security  standpoint,  it  is  a  matter  that  needs  to  be  addressed  at 
the  headquarters  level  where  mutually  agreeable  procedures  can  be  developed  that  will  enable  the 
FBI  and  FEMA  to  do  their  respective  jobs.  The  concept  of  State  sovereignty  and  an  appreciation 
of  the  actions  that  a  governor  might  be  expected  to  take  to  ensure  the  safety  of  the  population  of 
iiis  State  must  be  understood  by  representatives  of  Federal  departments,  agencies,  and 
organizations  who  may  be  called  upon  to  respond  to  a  domestic  terrorist  situation.  Questions 
that  were  asked  and  discussions  that  were  held  regarding  the  FRP  and  the  FRERP  applicability  in 
this  type  of  situation  points  out  another  problem  that  exists  in  structuring  a  Federal  response  to  a 
domestic  terrorist  situation  where  nuclear  materials  may  be  involved.  The  issue  of  what  plan  is 
applicable  at  what  point  in  time  was  discussed  and  no  firm  conclusions  were  reached.  This  is  an 
issue  that  needs  resolution. 

On  a  positive  note,  the  coordination  between  FEMA  Region  VI,  the  State,  the  DSR  staff  ' 
and  the  FRMAC  representatives  appeared  to  be  very  good.  Planning  for  support  of  potential 
State  requirements  under  several  different  possible  scenarios  proceeded  in  spite  of  the  lack  of 
information  on  the  current  situation.  The  relative  ease  with  which  this  planning  proceeded  can 
be  attributed  in  large  part  to  the  experience  gained  by  emergency  management  planners  from 
these  organizations  under  the  FRP  and,  in  the  case  of  DOD,  planning  procedures  and 
relationships  developed  for  their  MSC  A  mission.  Participation  in  exercises  of  the  FRP  obviously 
contributed  to  this  base  of  experience. 

Corrective  actions  that  can  be  taken  to  address  the  problems  noted  during  Exercise 
MIRAGE  GOLD  are  generally  straightforward.  The  concept  of  consequence  management  and 
the  role  that  FEMA  plays  needs  to  be  presented  to  senior  management  and  planners  of  all 
departments  and  agencies.  Not  only  must  the  concept  be  understood,  but  the  manner  in  which 
planning  is  accomplished,  the  participants,  and  their  information  requirements  must  be 
recognized.  Initiatives  to  finalize  an  MOU  or  other  procedural  agreement  between  FEMA  and 
the  FBI  should  continue  and  efforts  to  modify  the  FRP  and  make  it  the  single  Federal  Response 
Plan  (the  National  Response  Plan)  should  be  aggressively  pursued.  As  these  initiatives  are 
carried  forward,  FEMA  should  continue  to  participate  in  appropriate  nuclear  accident/incident 
exercises. 
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ATTACHMENT 


EXTRACTS  FROM 


"MILE  SHAKEDOWN:  A  SERIES  OF  EXERCISES  AFTER  ACTION  REPORT,"  First 
Draft,  January  28, 1995,  Published  by  the  U.S.  Department  of  Energy,  Nevada  Operations 
Office,  Las  Vegas,  Nevada 
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This  attachment  to  the  Exercise  MIRAGE  GOLD  After  Action  Report  (AAR)  provides 
additional  observations/problems  noted  by  planners  and  participants  from  organizations  and 
agencies  other  than  FEMA.  The  source  of  these  comments  is  the  Department  of  Energy 
document,  "MILE  SHAKEDOWN:  A  SERIES  OF  EXERCISES  AFTER  ACTION  REPORT," 
First  Draft,  January  28, 1995,  published  by  the  U.S.  Department  of  Energy,  Nevada  Operations 
Office,  Las  Vegas,  Nevada.  Due  to  the  length  of  the  report  (116  pages),  only  those  items  of 
interest  to  FEMA  have  been  selected  for  inclusion  here. 

In  the  Executive  Summary  of  the  report,  MILE  SHAKEDOWN  is  described  as  an  inter-related 
series  of  four  interagency  exercises  that  were  designed  to  evaluate  the  federal  capabilities  to  deal 
with  domestic  nuclear  terrorism.  The  first  exercise  in  the  series  was  MICA  DIG,  a  seminar  held 
in  Washington,  D.C.  in  December  1993,  intended  to  highlight  interagency  policies  that  might 
affect  plans  and  the  execution  of  a  field  exercise  (MIRAGE  GOLD).  Issues  arising  out  of  MICA 
DIG  were  to  be  brought  to  the  attention  of  appropriate  interagency  councils  for  possible 
resolution  prior  to  MIRAGE  GOLD.  The  overall  objectives  for  MICA  DIG  were: 

•  Examine  existing  federal  agency  policies  concerning  response  to  malevolent 
nuclear  weapons  emergencies. 

•  Familiarize  participants  with  issues  and  options  that  may  arise  as  the  result  of  a 
malevolent  nuclear  weapons  emergency. 

•  Provide  a  forum  for  open  discussion  of  policies  among  senior  decision  makers. 

•  Facilitate  senior  officials  from  each  agency  meeting  their  counterparts  from  other 
key  federal  agencies. 

•  Identify  issues  that  must  be  resolved  before  MIRAGE  GOLD. 

The  second  event  in  the  series  was  a  no-notice  Emergency  Deployment  Readiness  Exercise 
(EDRE)  in  June  1994.  While  the  primary  objective  of  the  EDRE  was  to  exercise  alert, 
notification,  and  deployment  plans  and  procedures  up  to  airlift  readiness,  there  was  a  secondary 
objective  to  the  exercise.  This  objective  was  to  develop  a  realistic  schedule  for  the  arrival  of 
various  DOE  assets  in  the  exercise  area  since  many  of  them  (people  and  equipment)  would  be 
prepositioned  prior  to  the  exercise.  FEMA  was  not  a  participant  in  this  event 

In  September  1994,  the  third  event,  a  communications  exercise  was  conducted  .  Exercise  MILD 
COVER  was  used  to  establish  the  communications  systems  that  were  to  be  used  during  Exercise 
MIRAGE  GOLD.  Since  FEMA  was  not  responsible  for  providing  any  communications 
capabilities  for  the  exercise  (MIRAGE  GOLD),  the  Agency  was  not  involved  in  this  event 
either. 
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Exercise  MIRAGE  GOLD  was  the  fourth  and  final  event  in  the  MILE  SHAKEDOWN  series.  It 
was  held  in  October  1994,  in  New  Orleans,  Louisiana.  Approximately  850  people  from  four 
major  Federal  agencies,  the  FBL  DOE,  DOD,  and  FEMA  participated  in  the  exercise  as  players, 
controllers,  and  observers.  Representatives  from  the  State  of  Louisiana  also  participated. 
Gathering  this  number  of  people  from  various  elements  of  four  agencies  to  take  part  in  the 
exercise  provided  an  excellent  forum  for  developing  an  understanding  of  and  participation  in  the 
varied  command  and  control  relationships  typical  of  a  multi-agency  operation. 


The  remainder  of  this  attachment  will  deal  with  the  problems  noted  during  the  exercise  that  have 
a  direct  or  indirect  effect  on  FEMA  or  are  of  interest  to  the  Agency.  It  should  be  noted  that 
several  of  the  problems  are  either  directly  stated  or  implied  in  the  Exercise  MIRAGE  GOLD 
AAR,  the  document  to  which  this  attachment  is  appended.  In  addition,  the  FEMA  exercise 
objectives  are  stated  in  the  AAR  and  will  not  be  repeated  here.  In  order  to  keep  this  document 
unclassified,  the  problems  noted  will  not  be  quoted  verbatim,  but  will  be  paraphrased.  The 
problems  noted,  with  recommended  corrective  action  where  provided,  are  as  follows: 

•  Problem:         The  planning  period  for  Exercise  MIRAGE  GOLD  was  very 
lengthy  (over  a  year  in  duration).  As  a  result,  planners  changed  as  did  many  key 
issues. 

Recommendation.       A  shorter  planning  period  (one  year  or  less)  with  senior 
agency  planners  providing  exercise  agreements,  requirements,  and  guidance 
should  be  used  to  avoid  large  numbers  of  changes. 

•  Problem:         Many  of  the  same  issues  and  problems  are  encountered  by  planners 
for  major  exercises. 

Recommendation:       A  repository  of  planning  documentation  for  similar 
exercises  should  be  established.  In  addition,  the  same  planners  should  be  used  for 
similar  type  exercises,  where  possible. 

•  Problem:         Exercise  objectives  established  early  in  the  planning  process  were 
not  considered  as  various  decisions  were  made  later  in  the  process.  As  a  result, 
activities  that  occurred  during  the  exercise  did  not  always  support  them. 

Recommendation:       Exercise  objectives  must  be  considered  any  time  there  are 
changes  proposed  or  made  in  the  scenario,  operations,  or  logistics  for  the  exercise. 

Problem:         The  Exercise  Planning  Guide  was  not  presented  for  approval  until 
July,  1993  although  the  objectives  for  the  event  were  adopted  In  February,  1993. 
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Recommendation:       The  Exercise  Planning  Guide  should  be  produced 
immediately  following  adoption  of  the  exercise  objectives. 

Problem:  Exercise  support  was  planned  and  conducted  by  one  agency.  As  a 
result,  dissemination  and  collection  of  information  was  difficult  and  the  ability  to 
reach  consensus  on  various  issues  was  exacerbated. 

Recommendation:       A  support  planner  should  be  provided  by  each  agency 
involved  in  the  exercise. 

Problem:  Consequence  Management  was  insufficiently  exercised  during 

MIRAGE  GOLD. 

Recommendation:       Although  MIRAGE  GOLD  was  not  seen  as  (and  in  fact 
was  not)  the  proper  exercise  for  examining  consequence  management  and  public 
affairs  issues,  it  did  point  out  the  need  to  have  an  exercise  with  that  focus.  The 
next  exercise  of  this  type  should  deal  mainly  with  consequence  management  and 
public  affairs.  FEMA,  DOE,  DOD,  and  the  FBI  should  develop  policies  and 
procedures  for  early  development  of  an  exercise  of  this  type. 

Problem:  Security  requirements  precluded  some  FEMA  and  all  State  and 

local  agencies  from  having  access  to  detailed,  technical  aspects  of  exercise 
developments. 

Recommendation:  All  planners  should  have  security  clearances  appropriate  to 
all  circumstances  of  the  exercise.  FEMA  should  apply  for  appropriate  clearances 
for  their  key  personnel. 

Problem:         Initial  plans  called  for  active  play  from  Washington,  D.C.  (WDC). 
Late  in  the  exercise  planning  cycle  (approximately  two  months  prior  to  the  event) 
a  decision  was  made  to  simulate  WDC  involvement  through  the  use  of  a 
simulation  cell. 

Recommendation:       If  WDC  HQ  play  is  considered  appropriate,  high  level 
commitment  from  agency  heads  should  be  obtained  early  in  the  planning  cycle. 

Problem:  State  and  local  authorities  are  responsible  for  the  health  and  safety 

of  the  local  population,  do  not  operate  under  the  control  of  a  specific  Federal 
agency,  and  may  take  independent  action  to  protect  personnel  when  a  credible 
threat  is  perceived. 
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Recommendation:       A  study  should  be  directed  by  key  Nuclear  Search  Team 
(NEST)  policy  makers  to  determine  the  effects)  of  unilateral  State  and  local 
decisions/actions  on  NEST  operations.  Once  effects  are  determined,  measures  to 
successfully  complete  NEST  missions  should  be  identified. 

•  Problem:         Compartmentalizationofany  aspect  of  an  exercise  has  the 
potential  to  disrupt  the  flow  of  play  and  lead  to  non-attainment  of  some  exercise 
objectives,  particularly  if  it  involves  the  control  function. 

Recommendation:       Exercise  control  functions  must  be  as  fully  integrated  as 
possible.  If  compartmentalization  cannot  be  avoided,  the  control  staff  must 
completely  understand  how  the  functions  are  to  play  in  the  exercise,  resources 
required,  and  the  potential  effect  on  overall  exercise  safety  and  security. 

•  Problem:         Controllers  were  provided  software  and  a  database  to  use  in 
injecting,  tracking,  and  commenting  on  events  key  to  the  exercise.  It  was  noted 
that  controllers  did  not  take  full  advantage  of  the  software. 

Recommendation:  The  use  of  software  needs  to  be  stressed  during  controller 
training.  Fields  in  the  software  should  be  reviewed  to  ensure  adequacy  to  accept 
controller  comments;  if  necessary,  the  fields  should  be  modified. 

•  Problem:         The  lead  Federal  agency  (the  FBI)  conducted  operations  without 
communicating  or  coordinating  adequately  with  other  organizations.  A  true  Joint 
Operations  Center  (JOC),  integrating  all  organizations,  was  not  established.  As  a 
result,  information  sharing  and  coordination  was  not  completely  effective. 

Recommendation:       Establishment  of  a  JOC  in  an  interagency  operation  is 
essential  to  good  coordination  and  effective  communication.  There  are  MOUs, 
directives,  and  other  documents  in  existence  that  provides  for  JOC  establishment 
and  operations;  however,  some  agencies  have  no  policy  for  inclusion  in  a  JOC.  In 
these  cases,  coordination  and  formal  arrangements  must  be  made  with  the  FBI  to 
develop  such  policy. 

•  Problem:         Due  to  operations  security  (OPSEC)  concerns,  there  was  confusion 
during  the  exercise  regarding  the  amount  of  information  that  the  FBI  could  share 
with  FEMA  to  enable  the  Agency,  State,  and  local  authorities  to  proceed  with 
consequence  management  planning. 

Recommendation:       National  level  guidance  is  needed  to  resolve  policy  issues 
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regarding  the  integration  of  FEMA  and  the  State  into  operational  aspects  of 
incident  response  to  ensure  that  consequence  management  is  accomplished 
concurrently.  In  this  regard,  policies  and  procedures  must  be  developed  and 
formalized  for  sharing  information,  coordinating,  and  including  local  jurisdictions 
so  that  all  agencies  involved  (FBI,  DOE,  and  DOD)  can  plan  and  respond  as  an 
integrated  team 

Problem:         Coordination  of  the  Federal  Radiological  Monitoring  and 
Assessment  Center  (FRMAC)  with  other  Federal  agencies  lacked  completeness. 

Recommendation:  The  orientation  of  the  FRMAC  should  be  as  a  Federal 
center,  not  a  DOE  center.  It  should  be  collocated  with  FEMA,  the  State,  and 
potential  LFA  with  liaison  to  the  FBI,  DOE,  and  DOD. 

Problem:         Restrictions  on  funding  and  exercise  of  certain  authorities 
precludes  DOD  from  "leaning  forward"  to  assist  FEMA,  State,  and  local 
jurisdictions  in  consequence  management  prior  to  the  declaration  of  an 
emergency. 

Recommendation:       There  was  no  recommendation  made  in  the  report 

Problem:         Meetings  held  by  the  Defense  Senior  Representative  (DSR) 
dealing  with  consequence  management  were  not  always  attended  by  a  FEMA 
representative.  As  a  result,  there  was  some  confusion  in  the  overall  planning 
effort. 

Recommendation:       Policies  and  procedures  should  be  established  to  ensure 
early  coordination  between  appropriate  agencies  planning  for  consequence 
management  using  the  most  current  and  complete  information  available  on  the 
current  situation. 

Problem:         The  DSR's  responsibility  to  direct  Military  Support  to  Civil 
Authorities  (MSCA)  is  not  clearly  defined.  The  failure  to  provide  definition  could 
result  in  potential  funding  and  exercise  of  authority  problems. 

Recommendation:       Responsibility  for  MSCA  planning,  coordination,  and 
implementation  for  DOD  should  remain  as  it  is  currently  structured.  When 
FEMA  is  notified  of  an  incident,  along  with  State  and  local  jurisdictions,  the 
Defense  Coordinating  Officer  (DCO)  on  the  DSR  staff  should  provide  the 
appropriate  MSCA  staff  with  all  relevant  information  required  to  accomplish 
consequence  management  and  the  emergency  assistance  mission. 
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•  Problem:         The  format  for  MSCA  support  requests  differ  between  the 
FEMA/DCO  Handbook  and  the  operations  plan  (OPLAN).  This  could  result  in 
confusion  as  mission  emphasis  shifts  from  technical/tactical  operations  to  the 
consequence  management/emergency  assistance  mission 

Recommendation:       The  formats  should  be  reconciled  and  standardized. 

•  Problem:         Procedures  separating  technical  and  tactical  responses  to  incidents 
such  as  those  portrayed  in  the  MIRAGE  GOLD  scenario  from  MSCA  activities 
are  lacking.  As  a  result,  funding  and  channels  of  authority  are  not  totally  clear. 

Recommendation:       Procedures  should  be  developed  to  ensure  that  incident 
response  and  MSCA  are  separately  processed,  approved,  and  funded. 

•  Problem:         The  lack  of  uniformity  noted  in  reporting  to  WDC  by  the  various 
agencies  involved  in  the  exercise  could  lead  to  coordination  problems  at  the 
Federal  level. 

Recommendation:       Create  a  standardized  situation  report  (SITREP)  plan. 

•  Problem:         NEST  lacks  a  well-defined  process  for  effective  consequence 
management 

Recommendation:       The  NEST  organization  should  include  a  joint  team 
consisting  of  representatives  from  FBI,  DOE,  DOD,  FRMAC,  FEMA,  State,  and 
the  potential  LF  A  The  team  should  meet  regularly  to  coordinate  plans  and 
actions  for  consequence  management 

•  Problem:         The  FBI  did  not  institute  an  interagency  Joint  Information  Center 
(JIC).  As  a  result,  agencies  did  not  have  an  opportunity  to  coordinate  media 
related  issues. 

Recommendation:       FBI  personnel  should  be  made  aware  of  the  scope  of  their 
responsibilities  as  LFA  and  the  fact  that  all  other  agencies  depend  on  their 
leadership  to  accomplish  their  respective  missions.  LFA  personnel  must  be 
sensitized  to  look  beyond  the  immediate  operational  requirements  toward  overall 
coordination  responsibilities. 

•  Problem:  Senior  agency  officials  from  the  FBI,  DOD,  FEMA,  and  in  some 
cases  DOE,  without  technical  backgrounds  may  make  flawed  decisions  because 
they  don't  understand  the  consequence  of  their  decisions  of  technical  matters. 
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This  same  problem  is  also  found  at  the  lower  levels  of  the  NEST. 

Recommendation:       A  series  of  charts  and  short  videos  should  be  developed  by 
the  NEST  to  provide  basic  information  to  players  about  key  technical  problems, 
issues,  and  operations. 
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Senate  Permanent  Subcommittee 
U.S.  Department  of  Justice  *  Investigations 

EXHIBIT  # 9b-     , 

Federal  Bureau  of  Investigation 


Washington.  DC  20535 
June    10,     1996 


Honorable  Sam  Nunn 
United  States  Senate 
Washington,  D.C.   20510 

Dear  Senator  Nunn: 

At  the  request  of  the  staff  of  the  Senate  Permanent 
Subcommittee  on  Investigations,  I  am  forwarding  to  you  for  the 
public  record  a  redacted  version  the  FBI  After-Action  Report 
on  the  "Mirage  Gold"  Full  Field  Exercise  held  in  New  Orleans 
in  1994 .   The  report  has  been  redacted  to  remove  law  enforcement 
sensitive  information.   A  more  complete  version  is  on  file  at  the 
Subcommittee.   Subcommittee  staff  has  agreed  to  limit  circulation 
of  the  unredacted  version  to  Subcommittee  staff  only. 

Also  enclosed  are  the  FBI's  responses  to  the 
Committee's  Supplemental  Questions  For  The  Record  regarding  the 
March  22,  1996  hearing  on  "Global  Proliferation  of  Weapons  Of 
Mass  Destruction." 

Please  contact  me  if  you  have  any  further  questions  on 
this  matter. 


Sincerely  yours, 


Robert  M.  Bryant 
Assistant  Director 
National  Security  Division 


Enclosure 
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LAW  ENFORCEIIENT  SENSITIVE/OkCON 


•MIRAGK  GOLD"  FULL  FIELD  KXKRCISK 

NEW  ORLEANS,  LOUISIANA 
10/16-21/94 

FBI  AFTER-ACTION  REPORT 


LAW  ENFORCEMENT  SENSITIVE/ORCON 
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STRODUCTION 

"Mirage  Gold"  was  a  major  interagency  nuclear  exercise 
which  was  designed  to  test  the  capabilities  of  the  U.S. 
Government  to  respond  to  a  malevolent  nuclear  threat  in  the 
United  States.   This  full-field  exercise  was  scripted  to  test  al. 
the  resources  which  the  FBI,  in  accordance  with  its 
responsibility  and  authority  as  lead  agency,  would  bring  to  bear 
in  the  case  of  an  actual  nuclear  incident.   The  main  participants 
in  this  exercise  were  the  FBI,  the  Department  of  Energy  (DOE), 
Department  of  Defense  (DOD) ,  and  the  Federal  Emergency  Management 
Agency  (FEMA) .   Approximately  800  personnel  directly  participated 
in  this  "around-the-clock"  exercise,  which  began  as  an  FBI 
investigation  initially,  but  evolved  into  a  multi-agency  nuclear 
crisis  situation  as  the  events  of  the  week  progressed. 

"Mirage  Gold"  was  held  at  various  locations  in  the  New 
Orleans,  Louisiana,  area  during  10/16-21/94.   This  full  field 
exercise  was  the  culmination  of  the  ^J  ^  exercise 

series  which  also  included  a  tabletop"  exercise  |  ^  held 
or^^2^^6/93^in  Washington,  D.C.  ,  and  a  communication^xercise 
WM  j^fchich  was  held  ~H0B  9  in  New  0rleans' 

Louisiana. 

The  FBI  derives  its  authority  to  deter,  investigate, 
direct,  organize,  and  prepare  for,  lost,  stolen,  or  missing 
United  States  nuclear  weapons  or  other  terrorist  or  criminally- 
related  nuclear  incidents  from  an  assortment  of  Statutes,  several 
National  Security  Decision  Directives,  an  Executive  Order, 
various  Memoranda  of  Understanding  (MOU) ,  and  the  Code  of  Federal 
Regulations.   The  Atomic  Energy  Act  (AEA)  of  1954,  as  amended, 
(Title  42  U.S.  Code  (USC) ,  Sections  2011-2284)  allows  the  FBI  to 
investigate  alleged  or  suspected  criminal  violations  of  the  AEA 
and  of  Title  18,  USC,  Section  831  (Prohibited  Transactions 
Involving  Nuclear  Materials) . 

Based  on  these  authorities,  it  is  the  FBI's 
responsibility  to  serve  as  the  lead  Federal  agency  during  a 
nuclear-related  incident  and  coordinate  the  Federal  response  both 
on-site  and  at  the  Washington  level.   This  responsibility 
involves: 

a)  promptly  notifying  DOE,  DOD  and  other  pertinent 
agencies  in  the  event  of  an  incident,  and  coordinating 
significant  decisions  with  these  agencies; 

b)  assisting  the  DOE  in  threat  assessment  operations  by 
providing  all  pertinent  information,  documents  and  materials; 

c)  directing  the  Federal  response  on-site  through  the 
Special  Agent  in  Charge  (SAC)  of  the  region  concerned; 
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d)  coordinating  the  tactical  aspects  of  an  incident, 
including  coordination  with  DOD 


e)  the  establishment  of  a  Joint  Operations  Center 
(JOC) ,  incorporating  representatives  from  selected  organizations 
to  facilitate  effective  coordination  of  the  Federal  response; 

f)  acting  as  the  single  point  of  contact  for  the 
release  of  information  to  the  public  or  press,  and  congressional 
inguiries; 

g)  providing  for  security  of  personnel  and  equipment 
responding  to  an  incident 


h)  coordinating  support  reguirements  and  activities 
with  other  Federal,  state  and  local  agencies;  and 

i)  accompanying  search  and  other  technical  response 
teams  as  necessary,  and  assisting  in  search  operations  by 
providing  all  pertinent  information  to  the  DOE  to  expedite  and 
conclude  search  activities. 


SUMMARY  AND  EVALUATION  OF  "MIRAGE  GOLD" 

FBI  exercise  participants  (players)  in  "Mirage  Gold" 
included  the  New  Orleans  field  office;  six  SAC's  and  six 
Assistant  Special  Agents  in  Charge  from  various  field  offices; 
personnel  of  the  Information  Resources  Division  (IRD),  National 
Security  Division  (NSD) ,  Laboratory  Division  (LD) ,  and  Finance 
Division;  the  Hostage  Rescue  Team  (HRT)  and  other  members  of  the 
Critical  Incident  Response  Group  (CIRG) ,  regional  Special  Weapons 
and  Tactics  (SWAT)  team  members  from  the  Mobile  and  Little  Rock 
Divisions;  and  Special  Operations  Group  personnel  from  the 
Houston  Division.   FBI  controllers,  opposition  forces,  and  media 
representatives  were  selected  from  the  NSD;  CIRG;  Office  of 
Public  and  Congressional  Affairs;  and  a  number  of  other  field 
Divisions. 

Comments  and  recommendations  provided  in  this  after- 
action report  were  provided  by  representatives  of  the  above- 
mentioned  FBI  entities.   Although  much  was  learned  from  this 
exercise,  a  number  of  problem  areas  were  encountered  which  must 
be  addressed.   Each  section  of  this  report  provides  some 
background  information  regarding  each  general  topic  and  discusses 
observations  made  by  exercise  evaluators.   Recommendations  for 
future  exercises  and  training  initiatives  are  provided  at  the  end 
of  each  section. 
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EXERCISE  SCENARIO 

The  "Mirage  Gold"  scenario  was  scripted  Ly  an 
interagency  Scenario  Working  Group  which  created  an  event 
timeline  for  the  week  of  10/16-2] 


The  scenario  involved  members  of  a  fictitious 
terrorist  groupj 
3a  1  wa 


Preliminary  FBI  investigation  determinec 
planning  bombings. 

The  exercise  began  on  the  morning  of  ^|     ■^►rfith  a 
report  to  the  New  Orleans  SAC  that  J|^  members  werehoTding  an 
FBI  cooperating  witness  hostage  in  a  terrorist  safehouse. 


Evidence  seized  in  the  safehouse  indicated  that  the 
could  have  access  to  nuclear  materials.   Information  provided 
during  a  debriefing  of  the  hostage  confirmed  that  ■•members 
were  continuing  their  plans  to  search  for  a  "prime'^xarget  site 
for  a  bomb.   Investigation  also  determined  that  one  member  had 
leased  a  maritime  vessel  from  the  New  Orleans  area.   DOE/DOD 
resources  were  subsequently  requested  by  the  FBI. 

norning  of  10/18/94,  DOE ,_ 

located  a  nuclear  device  at  a  small  airport 
outside  the  city  of  New  Orleans.   FBI  (        ^determined 

that  three  JP^  members  were  on-site  with^Hu     ice.   At  noon  on 
10/19/94,  all  three  men  left  the  site  in 
components . 


Also  on  10/18/94,  the  FBI  learned  the  location  of  the 
maritime  vessel  leased  by  the  1  ^   DOD  tactical  resources  were 
requested  to  assist  in  the  res^Wtion  of  a  second  hostage 
situation  involving  four  hostages  aboard  the  vessel.   It  was  also 
determined  that  the  terrorists  aboard  the  vessel  had  an  IND  in 
their  possession. 
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On  the  afternoon  of  ||      ^the  above-mentioned, 
members  drove  the  van  to  another  safehouse  where  a  fourth  suFject 
was  observed.   They  maintained  telephonic  contact  with  the 
leader  on-board  the  maritime  vessel,  who  had  originally 
instructed  them  to  detonate  the  IND  at  the  airport  on^ 
at  noon.   During  the  afternoon  of  10/20/94,  the  ^J  leader 
learned  that  the  IND  had  failed  to  detonate.   He^Kstructed  the 
individuals  at  the  safehouse  to  return  to  the  device  and 
determine  what  went  wrc 


EVALUATION 


During  exercise  play,  the  £   J^were  monitored  by 
approximately  ten  exercise  controllers  in  the^ 
^        Jf  per  12 -hour  shift,  and  at  least 

sce^^^^HKh  target  site  per  12-hour  shift,  to  ensure  player 
responses  occurred  as  planned.   This  control  structure  seemed  to 
work  well  and  should  be  used  as  a  model  for  future  exercises. 


Overall,  FBI  New  Orleans  responded  to  the] 
provided  by  the  controllers  in  a  timely  fashion  and  reacted  to 
the  scripted  terrorist  situation (s)  primarily  as  scenario 
planners  had  antii 


The  overall  scenario  was  well  planned,  however,  there 
were  instances  in  the  scenario  when  Agents  generated  logical 
leads  and  controllers  had  no  answers  for  those  leads.   This  was 
due  to  the  fact  that  the  scenario  was  designed  so  players  would 
focus  on  certain  interagency  issues,  hence,  it  did  not  mirror 
real-world  operations.   Participants  played  very  aggressively, 
and  seemed  disappointed  when  they  weren't  getting  all  the  results 
they  expected  from  some  leads.   Because  their  expectations  of 
responses  were  commensurate  with  real-world  situations,  it 
indicates  that  they  were  motivated  to  play  in  a  real-world  and 
not  exercise  mode.   This  motivation  level  far  exceeded  the 
original  plans  of  the  exercise. 

Controllers  noted  some  gaps  in  the  scenario  where  there 
was  little  activity  for  Bureau  resources.   These  periods 
generally  occurred  when  other  agencies  were  exercising  their 
assets. 
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Recommendation  1:   In  future  exercises,  an  experienced 
group  of  FBI  investigators  from  pertinent  Divisions  should  be 
involved  in  the  preparation  of  the  exercise  scenario,  including 
the  Training  Division  which  should  have  an  active  role.   All 
other  agencies  utilized  outside  contractors  with  previous 
exercise  experience  to  plan  "Mirage  Gold",  which  should  also  be 
considered  by  the  FBI.   Most  importantly,  each  Division  should 
make  exercise  planning  a  priority  by  assigning  an  appropriate 
number  of  personnel  who  can  maintain  continuity  throughout  the 
planning  process.   Personnel  transfers/reassignments  as  well  as 
assigning  planners  "part-time"  disrupts  the  planning  process  and 
puts  the  FBI,  the  lead  agency,  at  a  disadvantage  in  dealing  with 
the  other  aaencies. 


Recommendation  2:   The  hostage  negotiation  process, 
emphasizing  tactical-negotiation-command  post  interaction,  should 
be  built  into  future  major  crisis  management  exercises  by 
designing  the  scenario  appropriately. 

Recommendation  3:   That  the  FBI,  as  lead  Federal 
agency,  consider  sponsoring  more  frequent  exercises  between 
appropriate  agencies.   It  is  suggested  that  a  command  post 
exercise  be  held  every  other  year  to  allow  the  command  level 
structure  of  each  agency  to  better  understand  interagency 
relationships  and  the  levels  of  coordination  needed  in  the  event 
of  a  nuclear  incident.   Separate  mini-exercises  could  be 
scheduled  on  an  ad  hoc  basis  between  various  components  of  each 
agency  to  address  specific  issues  such  as  forensic  collection  and 
media  issues.   In  addition,  a  full-field  exercise  could  be 
scheduled  every  fourth  year  to  fully  exercise  interagency 
responses. 
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"MIRAGE  GOLD"  EXERCISE  OBJECTIVES 

General  interagency  objectives  for  the  "Mirage  Gold" 
exercise  were: 

a)  to  evaluate  the  deployed  command  structure  and  the 
process  of  responding  to  an  incident  of  malevolent  use  of  nuclear 
materials  in  a  continental  U.S.  environment; 

b)  to  provide  an  opportunity  for  participating  Federal 
agencies  to  deploy  and  activate  command  and  technical  assets  and 
test  procedures  reguired  in  response  to  a  major  malevolent 
nuclear  emergency; 

c)  to  provide  an  opportunity  for  Federal  agencies  to 
evaluate  internal  procedures  and  capabilities  in  response  to  a 
major  malevolent  nuclear  incident;  and 

d)  to  provide  an  opportunity  for  all  participating 
agencies  to  establish  and  meet  their  individual  agency 
objectives. 

The  FBI's  objectives  were: 

a)  to  evaluate  the  plans,  procedures,  and  capabilities 
for  the  on-site  forensic  functions  of  the  FBI; 

b)  given  a  malevolent  nuclear  threat,  evaluate  the 
plans,  procedures,  training,  and  eguipment  for  the  fusion  of 
information  from  various  agencies  under  the  FBI  as  the  lead 
Federal  agency; 

c)  given  an  early  warning  notice  of  an  emerging  threat, 
evaluate  the  FBI  internal  notification  process,  upon  initial 
receipt  of  Domestic  Malevolent  Nuclear  Weapon  Emergency  threat- 
related  information.   Potential  supporting  FBIHQ  and  field 
Division  executives  should  be  kept  abreast  of  developments 
relative  to  the  level  of  support  they  might  be  reguired  to 
furnish; 

d)  when  a  credible  threat  is  identified,  evaluate  the 
MOU's,  procedures,  and  training  for  the  initiation  of  formal  and 
informal  FBI  reguests  to  DOE,  DOD  and  FEMA  for  assistance.   This 
would  potentially  include  those  agencies  identified  in  the 
Federal  Radiological  Plan;  and 
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EVALUATION 

FBI  evaluators  believed  that  overall,  most  of  the  FdI ' s 
objectives  were  met.   When  exercise  planning  began  in  the  Spring 
of  1992,  several  of  the  FBI's  participant  organizations  were  not 
even  in  existence  at  the  time,  such  as  the  Rapid  Start  Team 
(RST) ,  which  was  still  conceptual.   Others,  such  as  the  CIRG  and 
Technical  Response  Team  (TRT)  were  enhanced  from  previous 
organizations.   These  participants  interacted  during  "Mirage 
Gold"  and  though  there  were  greater  or  lesser  achievements  during 
play,  it  was  guite  a  successtha^they^all  came  together  to 
complete  the  work  of  the  1  j^  exercise  series.   Of 

the  four  Federal  agencies^S^fl^^l^Sgin  "Mirage  Gold",  the  FBI 
was  clearly  the  most  coordinated  and  professional. 

FBI  personnel,  especially  senior  management  personnel, 
interacted  with,  and  were  exposed  to  DOE  and  DOD  specialised 
procedures.   Additionally,  the  New  Orleans  SAC  was  able  to 
exercise  his  crisis  management  team  and  specialized  FBI 
components  were  able  to  simulate  reaction  and  response  to  a 
nuclear  crisis  situation.   Such  exposure  and  education  for  a 
large  number  FBI  personnel  to  such  a  specialized  topic  is 
important. 


However,  several  factors  were  noted  which  detracted 
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The  second  issue  involves  the  lack  of  play  by  FBI 
hostage  negotiators  in  the  exercise.   This  was  a  missed 
opportunity  for  FBI  negotiation  teams  to  deploy,  practice  their 
teamwork  and  communication  skills,  interface  with  other 
components,  and  demonstrate  their  capabilities  to  the 
participating  SAC's  and  ASAC's.   The  negotiation  process  is  not 
only  the  preferred  course  of  crisis  resolution  if  available,  it 
is  also  responsible  for  a  significant  amount  of  intelligence 
generated  during  a  crisis.   Although  the  scenario  did  not  call 
for  such  a  response,  future  exercises  should  include  the  hostage 
negotiation  process  in  that  effective  coordination  between  FBI 
tactical  resources  ffi^BHR,  FBI  negotiators,  and  FBI  crisis 
managers  may  very  well  be  critical  to  the  success  of  an 
operation. 


Interagency  coordination  could  have  been  improved  in 
several  instances.   The  FBI  scenario  was  developed  to  provide 


tactical  targets  for 

and  to  allow 

site.   Unfort 

coordination 

site. 


players  to  exercise  their  objectives, 
teams  present  to  participate  at  the  airport 
this  opportunity  was  lost  due  fn  a  lflfiK  of 
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The  FBI  generally  accomplished  its  objectives  during 
the  intelligence-related  portion  of  the  "Mirage  Gold"  exercise. 
FBI  operational  personnel  identified  and  sent  out  numerous 
logical  requests  for  information  concerning  the  notional 
terrorist  group,  its  members,  and  potential  assets  for 
development.   FBI  analytical  personnel  on  two  known  occasions 
were  able  to  correct  incorrect  operational  analysis  and  offer 
solid  operational  recommendations  to  senior  FBI  managers. 


Recommendation  4:   It  is  recommended  that  the  FBI 
continue  to  participate  in  future  interagency  exercises,  not  only 
to  test  and  train  FBI  personnel,  but  to  inform  participants  from 
other  Federal  agencies  of  the  FBI's  lead  role  in  responding  to 
terrorist  and/or  malevolent  nuclear  incidents.   This  type  of 
exercise  exposes  FBI  personnel  to  the  challenge  of  this  unique 
threat  and  provides  for  basic  crisis  management  training  which  is 
useful  in  other  crisis  situations  faced  by  the  FBI. 
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Recommendation  5:   Given  the  realities  of  an  ac<_ual 
nuclear  terrorist  incident,  consideration  should  be  given  for 
involving  the  National  Security  Counsel  in  future  nuclear-related 
field  exercises. 


INTERAGENCY  COORDINATION  OF  FORENSIC  OBJECTIVES 

The  Explosives  Unit  (EU) ,  Laboratory  Division  (LD) , 
interacts  with  all  subgroups  ofJ|  Aon  a  regular  basis.   During 
all  phases  of  the  planning  and  preparation  for  the  "M^raaeGold" 
sxerc^se^EUper  sonne  1  participated  in  meetings  withJB      ^k 
fl  BQf      H^elements  and^J^^Explosives  Ordnance  Disposal 
(too)  personnel  in  order  to  coordinate  the  FBI's  response.   Mini 
exercises  were  alsc 


The  role  of  the  EU,  LD,  during  "Mirage  Gold"  was  to 
provide  forens^cadv^etoth^FB^commandjost  and  operational 
elements  J|  Poland  to  manage  and 

conduct  the  post^^ablement/ 
detonation  forensic  operation^ 

The  exercise  objectives  of  the  EU,  LD,  were: 

a)  to  evaluate  the  plans,  procedures,  and  capabilities 
for  the 

on-site  forensic  functions  of  the  FBI;  and 

b)  to  evaluate  and  test  the  elements  of 
which  are  needed  to  support  on-site  forensic  func^ 
FBI. 
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EVALUATION 


Neither  of  the  above-mentioned  objectives  wpre  met 
during  the  "Mirage  Gold"  exercise.   The  EU,  LD,  primarily 
participated  in  the  portion  of  the  exercise  which  involved  the 
placement  of  an  Impjoyised  Nuclear  Device  (IND)  in  the  New 
Orleans  area  by  afjfttKtt  terror ist  organization.   The  scenario 
would  have  been  of  sufficient  complexity  to  adequately  exercise 
and  evaluate  all  the  elements  of  the  fl  B^which 

would  support  on-site  forensic  functions  of  the  FBI  as  well  as 
the  FBI  forensic  operation  itself.  Unfortunately  this  did  not 
take  place. 


fisablement 


purposes  of  the  exercise, 
on  of  the  IND  was  simulated; 
This  effectively  prevented 
for  the  purpose  of  assessing  the  result 


It  soon  became  obvious  that  no  contingency  plans  for 

srior  to  the 


As  the  actual  detonation  had  been  simulated,  a 

simulation  of  the^^^^m^^^pshou  Id  have  been  requested. 
However,  no  simulation  was  requested  by  theMVHMK 

1/0KKtKK^^g0t.       Instead,  the  £fB  command  element  embarked  on  a 
debate  of  several  alternatives  for  dealing  with  this  g^  The 
EOD  team,  in  full  protective  clothing  and  self-contained 
breathing  apparatus,  m^^B^M  feHI      IttMH^B^ 

MP  B^^This  exceeded 

*-ne  persTnne^saretylim^^forwearing  of  the  protective 
equipment.   Several  heat  casualties  were  experienced  by  ggfP 

ggg   personnel.   The  Exercise  Director  subsequently  terminated 
this  portion  of  the  exercise  for  safety  concerns. 

MM  V  players'  comments  with  regards  to  their 
expected  involvement  in  the  FBI  forensic  operations  was  very 
positive.   They  indicated  a  willingness  and  enthusiasm  for 
assisting  in  the  collection  of  evidence  in  the  contaminated 
environment  under  the  direct  supervision  of  FBI  Laboratory  EU 
personnel. 
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The  local  FBI  Evidence  Recovery  Team  (ERT)  was 
mobilized  and  brought  MM  jp^  with  their  equipment. 

This  occurred  at  the  reques^orE^personnel  (prior  to  this 
request  the  ERT  was  not  put  on  alert  for  possible  involvement  in 
the  exercise) .   DOE  Health  Science  personnel  began  making 
preparations  for  outfitting  EU  and  ERT  personnel  with  full 
protective  clothing  and  were  very  helpful  in  the  explanation  of 
the  use  of  this  equipment. 

All  equipment,  personnel  and  preparations  were  ready 
for  the  beginning  of  forensic  operations.   However,  due  to  the 

^d       HHHJHI^IP  no  forens:i-c  collection  efforts  could  be 


Recommendation  8;   It  is  recommended  that  the  FBI's 
Laboratory  Division,  in  conjunction  with  the  fl^  coordinate  the 
development  of  a  protocol  for  managing  ev^ejce_col lection 

should  be 
j  tv^^rvolving  the 


Recommendation  9:   Any  future  operations  or  exercises 
of  this  type  should  include  staffing  of  the_Jfcwith  FBI 

■representatives . 

Ly,  local  Evidence  "KSSpOflU  'l'Ual  (Lkf)  representatives 
should  be  involved  in  planning  for  such  an  event  and  be  brought 
into  play  as  their  mission  dictates. 


The  FBI,  as  the  lead  Federal  agency  in  charge  of  the 
entire  crisis  management  response  to  a  terrorist  or  criminal- 
related  nuclear  crisis,  is  responsible  for  coordinating  the 
Federal  response  to  such  incidents.   This  involves  the 
establishment  of  a|  i^by  the  FBI's 

Special  Agent  in  Charge  ^AC^tc^oJ  Kfla^^^iter agency 
activities  during  the  crisis.   The^  ^is  under  the  direction  of 
the 
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EVALUATION 


Bringing  additional  SAC's  and  ASAC's  tc  a  prolonged 
exercise  crisis  such  as  "Mirage  Gold"  provided  a  very  beneficial 
training  opportunity  for  participating  managers.   It  also  made  a 
more  efficient  "joint  agency" • command  post.   FBI  managers 
efficiently  delegated  responsibilities  and  defined  objectives 
throughout  the  exercise.   The  shift  changes  were  also  handled  in 
a  manner  that  led  to  a  smooth  transition  from  one  group  of 
players  to  the  next.   The  FBI  J^was  set  up  well  considering  the 
space  limitations  and  functioned  very  effectively.   The  interface 
between  the^         |^command  elements  also  worked  out  well. 
However,  it  v^^^^^av^Haeen  helpful  if  representa^ves  of 
DOE/DOD/FEMA  had  received  briefings  on  how  the^(^worked  prior 
to  their  entry  into  that  environment. 


on-scene  command  post  operations  and  management  staff  were 
determined  to  be  well  organized  and  well  managed,  ^^executive 
conferences  were  held  when  needed,  not  too  often  to^oe 
disruptive,  were  properly  focused  on  the  immediate  issues,  and 
handled  in  a  manner  tha^yiomoted  effective  decision  making. 
Interaction  between  theJH  j^and  FBIHQ  was  timely  and  responsive. 
Compliance  with  existingMOU's  and  applicable  Federal  statutes 
relating  to  nuclear  incidents  was  appropriate. 


Preparatory  briefings  were  prov 
by  the  ^^kthroughout  the  crisis  in  antic 
action  and  as  a  follow-up  to  those  events 
often  unsolicited  and  provided  with  suffi 
insure  FBIHQ  was  fully  aware  of  most  sign 
example,  briefings  were  provided  in  antic 
authorization  to  utilize  the^^^and  also 
to  confer  with  the  Attorney  General 
■■■fe  In  all  cases,  the  briefings  were 
accurate.  Additionally,  situation  report 
provided  as  a  follow-up  to 
the  conclusion  o 


ided  for  FBIHQ  personnel 
ipation  of  planned 

These  briefings  were 
cient  frequency  to 
ificant  events.   For 
ipation  of  seeking 
when  requesting  FBIHQ 

comprenen^rv^Tnd 
s  were   regularly 

d  prior   to   and   at 
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OSC  maintained  almos^continual  contac^v^^i  the 
;rs  relating  t<^|  Wr 

The  SAC  had^rfg^rr^^^^^Wyilable  to  him 
in  the  |  Wto   address  legal  issues  and  prepare  written 
submissTOns  for  WDC  authorities.   Theirsubm^sions  were 
consistent  with  FBI  policy  concerning^       ^matters  and  were 
provided  in  a  timely  manner.   The  OSC^rovedTo  be  a  variable 
tool  for  implementation  of  initiatives  ordered  by  the^^ 

mmmM   fe  members  noted  three  possible 
dif  f  iculti^W^^l^^^^intelligence-portion  of  the  exercise. 
First,  FBI  information  did  not  always  flow  smoothly  to  other  U.S. 
^^■■■■■Hl  B*  analysts     the  ^^ 

^^M^^^^Hio^lway^ low  smoothly  from  FBI  operational 
personnel  in  the  OSC  to  analytical  personnel  within  the^^£ 
Additionally,  the  FBI  could  have  employed  better  technigues  to 
reguest,  track  and  store  information. 

^^   Passage  of  FBI  information  to  other  ^Bfc  analysts  j_n_ 
the  ^^P  appears  to  have  been  somewhat  unorganized.  ^^fend^^H 
analysts  did  receive  some  FBI  information  concerning  the 
terrorist  group  and  its  individual  members,  which  resulted  in 
some  solid  analysis  concerning  the  terrorist  group's  members, 
capabilities,  and  intent.  (^^  analysts  also  were  able  to  access 
and  ana] 


apart  from  FBI  analysis,  ^^analysts  were  able  to 
execute  solid  analytical  work  during  the  exercise.   However, 
informal  discussion  toward  the  end  of  the  exercise  determined 
that  other  Qf&   analysts  felt  "shut  off"  from  FBI  information. 
Further,  when  FBI  information  was  received,  it  often  appeared  to 
be  dated  or  incomplete. 

This  perception  may  have  resulted  from  problems  in 
information  flow  between  various  cells  within  the  JOC.   It 
appears  that  not  all  FBI  information  was  transferred  effectively 
from,  the  FBI  operational  personnel  in  the  OSC  to  FBI  analysts  in 
the^ff  for  independent  analysis  and  assessment.   Two  analysts 
serving  in  the^pj^oted  that  they  were  not  receiving  all  the  FBI 
information  being  collected,  even  though  (on  more  than  one 
occasion)  FBI  analysts  were  able  to  correct  mistakes  in  the 
information  they  did  receive  and  suggest  additional  operational 
leads. 

Finally,  the  information  handling  system  within  the  FBI 
^V  may  have  caused  some  difficulties.   Leads  and  information 
TTowing  back  into  the  Command  Post  often  were  recorded  by  hand  on 
carbon  paper.   These  Mlead  sheets"  wer^some^mesmis  labeled, 
routed  incorrectly,  or  misplaced.  JM  |B       J^B 

Controllers  responded  to  repeated  WJuests  for  information 
previously  provided  during  the  exercise.   In  particular,  it 
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appears  that  computerized  monitoring  and  recording  of  lead 
information  was  under-utilized. 

SAC  New  Orleans  advised  thc.t  he  had  several 

recommendations  regarding  the  structure  of  tne  ^^[^within  the 
Jj>      First,  he  maintained  that  the  interagency^^  ^^within  the 
B^must  be  separated  from  the  FBI  command  post  so  FBI 
investigations  can  continue  without  interference  from  outside 
agencies.   Other  agency  representatives  should  not  have  access  to 
the  FBI  command  post,  instead  requests  for  information  from  other 
agencies  should  flow  through  the < 

Second,  the ^|F  needs  a  more  formal  structure. 
Representatives  from  other  agencies  had  different  expectations 
regarding  the  purpose  and  organization  of  the^JPE  it  became 
obvious  during  the  play  of  the  exercise  that  the^l^Pconcept  has 
not  been  fully  developed.   SAC  New  Orleans  recommended  that  the 
^^►be  restructured  so  that  it  becomes  a  means  for  providing 
other  agencies  the  access  to  updated  crisis-related  information. 
This  could  be  accomplished  by  tasking  the^i^to  produce  a 
formatted  intelligence  report  every  four  hours.  VBB> 
representatives  would  have  the  duty  of  gathering  current 
information  and  producing  beneficial  reports  that  could  be 
disseminated  to  the  command  posts  of  other  agencies. 

Third,  the  OSC  should  be  renamed  th« 
►and  restructured  to  include  the< 

Irom   each  aqency  within  the  •■P'.   For  example, 


with  a  focal  paint  tor' 
would  maintain  current< 
crisis. 


us  ^B^p  would  provide  the 

eapabilities  and  advice  and 

information  relating  to  the 


Recommendation  10:   Once  FBI  personnel  receive  advanced 
training  and  experience  in  this  specialized  field,  including 
exposure  to  the  unique  interagency  process  which  occurs  in  these 
matters,  it  would  be  advantageous  to  continue  to  benefit  from 
such. training  and  experience.   Therefore,  consideration  should  be 
given  to  developing  a  contingency  plan  to  recall  specific  FBI 
personnel  to  assist  in  an  actual  nuclear  terrorist  incident  or 
threat,  should  one  occur  in  the  future.   These  personnel  could  be 
utilized  to  support  SAC  crisis  management  efforts  in  the  field  or 
at  FBIHQ. 


full^ 


Recommendation  11:   It  is  recommended  that  the  FBI  more 
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should 
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»   for  providing 


CONTROLLER  TRAINING 


Three  days  of  "Controller  training"  were  held  prior  to 
the  start  of  the  exercise  to  familiarize  controllers  with  their 
responsibilities.   All  controllers  and  exercise  staff  were 
reguired  to  attend.   The  first  day  focused  on  organizational 
responsibilities  of  each  agency,  objectives  of  the  exercise, 
security  and  logistics  issues,  JM  Wf 

The  second  day  included  brief  in^l^^^^^^^^^^^^r^lt^^^W^^^^^s 
on-scene  and  within  the  MB    shift-changes,  document 
ie_and  cadio  proeSrores,  and  training  on  the 

A  command  post  exercise  was  conducted  the 
lay  to  test  these  procedures. 


ird 


EVALUATION 


Several  FBI  controllers  felt  that  the  controller 
training  session  did  not  provide  clear  guidance  regarding  the 
roles  of  the  controllers  during  the  exercise.   There  seemed  to  be 
some  confusion  over  whether  certain  problems  should  be  addressed 
through  the  0V  or  through  on-site  controllers  such  as  those  in 
the  SB   Some  FBI  controllers  felt  that  a  very  detailed  briefing 
of  the  scenario  should  have  been  provided  during  controller 
training.   These  _jfld.iyiduals  were  initially  uncomfortable  with 
relying  on  the  M  Mm  for  the  specifics  of  the 

exercise  scenario  and  requesteo^na^exercise  staff  prepare  xerox 
copies  of  the  scenario  for  each  controller.  This  did  not  seem  to 
be  a  feasible  option  as  up-dates  were  to  be  made  to  the^_ 
by  controllers  "real-time"  as  exercise  play 
rogressed  "leaving  xerox  copies  outdated.  Additionally,  the 
overall  ^  ^  list  for  controllers  was  over  200  pages  in  length, 
therefore,  hard  copies  of  the  scenario  could  not  be  made 
available  for  each  person.  Instead,  a  timeline  for  each  day's 
events  was  provided  to  controllers  at  shift  changes. 
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The  discomfort  levels  of  some  controllers  could  have 
been  alleviated  by  having  several  trained  FBI  personnel  available 
to  operate  the^j  ffl.      Additionally,  a  more 

structured  presentauor^ftheexercise  scenario  and  controller 
functions  could  have  been  provided  by  an  FBI  representative, 
perhaps  someone  who  had  acted  as  a  controller  in  previous 
exercises. 

Recommendation  13:  Several  trained  FBI  personnel 
should  be_jaa,rt  of  the  exercise_  staff  in  future  exercises  to 
operatei^  P0F or  any  other  computer  system(s) 

that  contr^nerscloiTotfeel  comfortable  operating. 

Recommendation  14:   FBI  planners  of  future  exercises 
should  schedule  a  meeting  for  all  FBI  Exercise  Staff  and  FBI 
controllers  prior  to  the  start  of  the  exercise  to  address  any 
questions  regarding  the  scenario  or  controller  responsibilities. 
This  meeting  should  involve  at  least  one  FBI  employee  who  can 
clarify  the  responsibilities  of  each  controller,  perhaps  someone 
who  acted  as  an^^  control  ler  in  "Mirage  Gold". 

OPERATION  OF  THE  EXERCISE  CONTROL  CELLS 


As  stated  earlier  in  this  report,  exercise  play  was 
monitored  by  approximately  ten  exercise  controllers  in  the H^P 
per  12-hour  shift,  and  at  least  one  controller  on-scene  at  each 
tarqet  site  per  12-hourshiftj^^H  I  controllers  monitored  the 
^0m   lis^on  the^|  l^end  recorded  player  responses 

to  each  flB  in  ffle^systemror  documentation  purposes  after  the 
exercise.   Controllers  monitored  the  progression  of  the  scenario 
and  initiated  plans  tc  get  the  exercise  "back  on  track"  when 
player  activities  indicated  any  deviations  from  the  general 
planned  direction  of  the  exercise.   This  control  structure  seemed 
to  work  well  and  should  be  used  as  a  model  for  future  exercises. 

Washington,  D.C.  level  participation  in  "Mirage  Gold" 
was  simulated  by  controllers  in  thegH  Bfl   W  This 

cell  was  staffed  by  one  FBI  representative  during  each  12-hour 
shift  who  simulated  FBIHQ  personnel  who,  in  their  capacity  as 
executives  and  managers  within  the  FBI,  would  be  expected  to 
provide  guidance  and  approval  concerning  matters  relating  to  a 
nuclear  crisis.   This  cell  also  played  the  role  of  various 
executive  level  personnel,  to  include  members  of  the  White  House 
staff,  who  provided  policy  decisions  regarding  interagency  issues 
and  investigative  authorities  as  required  during  the  exercise. 
The  tfBBB^B^^  examined  the  interaction  between  the  ^(|and 
FBIHQ  relating  to  information  exchanges,  methods  for  operational 
review  and  approval,  responsiveness  to  executive  level  taskings, 
and  compliance  with  established  crisis  management  plans  and 
gdures  including  the 


Additionally,  FBIHQ  entities  were  represented  by  the 

This  M   HKras  staffed  by  one 
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FBI  controller  during  the  daytime  ]  2-hour  shift,  and  &  ^0 
controller  during  the  night  shift.   This  cell  was  utilized  to 
handle  all  leads  the  New  Orleans  Division  generated  during  the 
exercise,  including  requests  for  other  FBI  Divisions  end  requests 
for  other  agencies,  local  police,  etc.   The  ^  WJ. 

also  provided  injects  to  player  activity  and  coordinated  !ne 
activities  of  the  Exercise  Actors.   For  example,  thej| 
S  i  provided  personal  information  and  photos  of  the  terrorists 
to  the  players  when  they  generated  appropriate  leads  to  gather 
this  information.  ^  p  members  pre-briefed  Exercise  Actors  who 
were  scripted  into  the  scenario  to  provide  pertinent  information 
to  the  players  by  telephone  and/or  during  pre-planned  FBI 
interviews. 


EVALUATION 


Regarding  the  overall  exercise  control  structure,  it  is 
j^commended  that  FBI  personnel  be  assigned  to  control  fl|       B 
10     B  and  activities  (not  controllers  from  other  agenc^s^^^^^^ 
Additionally,  FBI  on-scene  controllers  should  be  in  the  same 
proximity  as  any  opposition  force/hostage  players.   For  example, 
at  the  first  target  site  there  werej 


Therefore,  exercise 

controllers  in  the^kwere  required  to  make  numerous  inquiries 
as  to  what  was  happening  at  that  site,  and  eventually  injected 

some  of  the  time-sensitive  information  into  the^|Bon  paper. 


Agents  responding  to  the  terrorist  incident,  instead,  ^Bfe 
cleaning  crews  located  this  evidence  after  the  exercise  was 
completed.   An  FBI  on-scene  controller  could  have  prevented  this 
investigative  oversight,  whereas  th^H0t  on-scene  controller  may 
not  have  been  aware  of  FBI  procedures  to  recover  evidentiary 
items,  which  would  have  provided  a  key  piece  of  intelligence  to 
the  SAC. 


FBI  staffing  of  the4 
was  inadequate.   This  problem  was_ 
one  FBIHQ  participant 
members  assisted  the 
activity.   As  mentioned  above,  the 
with  only  one^gcontroller  at  night. 


anc 
ed  with  the  ac 

and  FBI  Exercise  Staff 
imes  of  peak 

was  staffed 
he  j 


As  a  res 

handle  many  of  New  Orleans'  leads  vii 


oTTCfoiier  could  not 
FBI  Exercise  Staff 
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2 H^ controller  made  every  effort  to  handle  these 
sut  an  understanding  of  FBI  procedures  and 


assistance.   The| 

leads,  but  withou 

investigative  methods,  he  was  hard-pressed  to  provide  the  players 

with  helpful  information.   This  sometimes  resulted  in  many  leads 

being  placed  on  "hold"  until  the  FBI  controller  reported  for  the 

day  shift.   As  a  result,  FBI  players  became  frustrated  with  the 

amount  and  timeliness  of  the  information  they  were  receiving. 

Interagency  coordination  within  thej|        B  was 
excellent.   Several  issues  required  extensive  interagency  review 
and  approval.   In  particular  were  issues  concerning  the 
utilizati 


One  controller 
noted  that  agency  representatives  at  the  Wasn^ngton,  D.C.  level 
should  have  participated  in  "Mirage  Gold"  to  address  these  types 
of  policy  questions  and  exercise  their  skills. 


Recommendation  15:   The  control  structure  for  "Mirage 
Gold"  should  be  used  as  a  model  for  future  exercises.   However, 

^^^J^^ymended  that  FBI  personnel  be  assigned  to  control  FBI 
H^K and  activities.   Also,  FBI  controllers  on-scene 
should  be  in  the  same  proximity  as  any  opposition  force/hostage 
players  to  immediately  address  on-site  problems  affecting  the 
direction  of  the  exercise. 


Recommendation  16:   As  the  FBI  is  the  lead  agency  in  a 

nuclear-related  crisis,  !■■  Ml  should  be  staffed 

with  FBI  personnel  arouncRhe^c^C^^S^^^Rss  FBI  leads  that  are 
generated  by  investigators  (players) .   Both  the  H  A 

and  the  J|       ^p  could  have  been  staffed  with  aweas^wOBI 
personnel  during  peak  hours  of  investigative  activity. 

Recommendation  17 :   Instead  of  creating  a 
to  represent  FBIHQ,  consideration  should  be  given  to  involving 
key  .decision  makers  at  the  Washington  level  (from  all  agencies) , 
to  address  interagency  policy  questions  during  the  play  of  future 
full-field  exercises. 


INTERAGENCY  COORDINATION  OF  MEDIA  ISSUES 
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The  New  Orleans  Division  SAC  subsequently  held  a 
briefing  for  local  media.   The  local  daily  newspaper  and  one 
television  station  showed  up  and  were  briefly  shown  around  the 
FBI  Command  Post.   Present  during  the  briefing  was  a 

representativ^ra^ieM  ■hnd  a  representative 

from  the^|  H        ^^^Tne^exercise  was  described  to 

the  media  as  one  of  crisismanagOTient. 

During  exercise  play,  there  was  mounting  pressure  from 
media  players  to  obtaii^crisis-related  information  as  the  nuclear 
crisis  unfolded.   The  0H^  which  was  staffed  by  members  of  each 
supporting  agency,  cameto  an  agreed-upon  decision  not  to  make  an 
official  statement  regarding  the  FBI's  investigation  of  a  nuclear 
crisis  in  the  city  of  New  Orleans.   This  gave  rise  to  a  concern 
among  the  supporting  agencies  that  public  information  needs  and 
media  issues  were  not  being  adequately  addressed. 

EVALUATION 


Media  relations  was  not  an  original  exercise  objective 
for  the  FBI.   The  media  portion  of  "Mirage  Gold"  was  designed  to 
test  the  player's  abilities  to  handle  and  coordinate  media 
releases.   However,  the  "real-world"  media  presence  of 
soon  became  evident  to  the  FBI ,  who  handled  the  event  quickly  and 
efficiently  without  allowing  it  to  disrupt  player  activities. 

From  an  exercise  perspective,  the  media  reaction  from 
the  SAC  was  almost  non-existent.   The  mock  media  players 
uncovered  bits  of  information  revealing  a  major  event  was  taking 
place  in  the  New  Orleansarea^'rhey  uncovered  the  fact  that  a 
unit  of  th<^gggflMBS  ^P?  was  involved.   However, 

throughout  the  exercise, the  FBlfl  ^provided  the  media  no 
information,  almost  as  if  a  conscious  decision  was  made  by  the 
SAC  to  simply  ignore  the  media  aspect  of  this  exercise.   In  the 
meantime,  the  media  players  were  publishing  stories  which,  in  the 
real  world,  would  have  likely  proven  disastrous. 

However,  the  SAC  noted  that  the  press  scenario  was  not 
realistic  and  that  certain  pieces  of  information  would  not  have 
been  obtained  by  media  players  under  normal  circumstances. 
Therefore,  because  of  media  assumptions  regarding  the  nuclear 
threat,  he  felt  that  the  ^^  was  being  forced  into  organizing  a 
combined  force  of  action  that  was  inconsistent  with  the  direction 
of  the  FBI  investigation.   As  a  result,  the  players'  position  of 
"no  comment"  did  not  adequately  address  the  media's  thirst  for 
information  as  the  crisis  worsened.   Although  there  were  clear 
operational  concerns  which  precluded  full  openness  with  the 
media,  there  was  a  need  to  provide  periodic  briefings  and  press 
conferences.   This  area  is  being  recommended  for  consideration  as 
the  subject  of  a  separate  table  top  exercise  or  mini  field 
training  exercise. 
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Regarding  the^(  |^  efforts  to  conduct  interviews  and 
video  al]  parts  of  the  exercise  site,  the^i^registered  a  strong 
statement  that  no  media  video  would  be  permuted  in  the  F3I 
••■■■■■^■^M*/ operations  area.   There  was  an  equally  strong 
response  from  the  SAC  thatflMkwas  probably  coming  through_ 


ibwever,  later  in  the  exercise,  the  SAC  brought  two  local  media 
personnel  with  video  into  the  ^B^  against  the  advice  of  the  ^/J0 
Equipment  was  covered  and  most  FBI  personnel  left  the  area  during 
the  interview.   The  W considered  these  media  actions  to  be 
contrary  to  the  best  interest  of  the  Bureau  and  the  operations 
security  of  the  technical  program. 

In  future  exercises,  all  participating  agencies  should 
be  advised  of  the  problems  that  can  result  if  media  agreements 
are  not  adhered  to 

This  is  of  concern  to  all  agencies' wno  must  deal  with  these 
entities  long  after  the  exercise  has  ended) .   In  "Mirage  Gold" 
the  New  Orleans  Division  media  representative  handled  all  of  his 
office's  media  requests  during  the  exercise.   He  was  prepared  to 
handle  any  incoming  media  requests  regarding  "Mirage  Gold" . 
However,  another  media  representative  at  the  exercise  site 
handled  the  40      Ml  and  the  news  briefing  held  there  by  the 
SAC.   This  was  an  effective  and  efficient  method  of  handling  the 
media  during  "Mirage  Gold". 

Rpernrnmendation  18;   In  future  exercises,  it  is 
recommended  that  all  participating  agencies  be  advised  of  the 
problems  that  can  result  if  media  agreements  are  not  adhered  to. 
In  the  event  that  an  agency  does  not  adhere  to  media  agreements, 
an  experienced  FBI  media  representative  must  available  to  handle 
the  "real-world"  media  on-site.   This  would  be  in  addition  to  the 
media  players  whc>are  staffed  to  handle  exercise-related  media 
requests. 

Recommendation  19:   It  is  recommended  that  among  the 
principle  support  agencies  involved  in  a  nuclear  crisis 

^sponsored  to 
TO^^CTHIi^^^ffi^^^^^fflW^^^mse  in  an  actual 
nuclear  crisis  situation. 

Recommendation  20:   Realistic  media  participation 
should  be  a  requirement  from  the  appropriate  sources  in  future 
exercises.   The  lead  agency  should  be  prevented  from  simply 
ignoring  the  media  aspect  of  the  exercise,  as  was  done  in  "Mirage 
Gold" .   (A  scenario  that  would  require  the  lead  agency  to  respond 
to  the  media  could  be  created  to  ensure  participation.) 

INFORMATION  MANAGEMENT  AND  TECHNICAL  SUPPORT 

It ion  Resources  Division  (IRD)  formed  the 
as  a  result  of  shortfalls  during 
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"Mirage  Gold"  was  the  first  opportunity  for  IRD  to  test 
th^^g^^can^hanges  made  to  IRD^|  fifr 

9  f/P    The  structural  changes  provec^to^Se 

valuable,  work~mg  well  under  the  full  field  exercise  environment. 
"Mirage  Gold"  validated  the  changes  and  provided  the  opportunity 
for  fine  tuning  IRD's  response  capabilities. 


FBI  objectives  for  the< 
Gold"  exercise  were: 


.of  the  "Mirage 


EVALUATION 


The  first  objective  was  met  during  the  "Mild  Cover" 
communications  exercise  and  again  during  "Mirage  Gold".   The 
joint  effort  of  the  Information  Resources  Division  (IRD)  Computer 
Specialists  and  tha^Mkprovided  the  expertise  and  support  to 
install  the  network  and  trouble  shoot  any  and  all  pr£ 
encountered. 
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The  second  otnective  was  also  met  during  both 
exercises.   The  FBI  used  ^k  |A  to 

effectively  disseminate  lnromaliontoFBr       ?ntsv^thin  the 


Once  this  was  brought  to  the 
attention  of  rne  command  post,  a  terminal  for  thjtf  Bwas 
installed.   However,  there  was  still  a  delay  betwe  i  the  actual 
events  and  what  was  available  in  the  terminal,  ifl       M 
members  requested  real  time  access  to^|         ^^micn  would 
have  provided  them  with  an  analvtical^^^^H  E  much  more 
timely  thanrelyin^r^h^     |fcystenuThe^B  B  is  currently 
addressing^  ^f  to  further 

support  f  i^K^^t^^ffements^^^^^^^^^^^^^^^^^^ 


Regarding  the  third  objective,  the  FBI's  SAC  was  placed 
under  considerable  stress,  particularly  at  the  beginning  of  the 
exercise.   He  was  totally  involved  in  the  tactical  aspects  and 
appeared  to  have  little  time  to  devote  to  the 

Lure  operations/exercises  thej 
"^should  make  a  greater  efl 
^face  meetings  and  follow  up  with  easily 
understood  listings  and  explanations  of^H       ^fcptions 
available  to  the  SAC.   Additionally,  a  muc^^^^^cietai  led 
^U  ^scenario  play  should  be  scripted  into  future  efforts. 

The^H      ^t  component  had  too  much  exercise  play  that  was 
notionalized   This  should  have  been  live  play.   An  extensive 
amount  of^H  ftttwas  on  hand  which  was  not  used. 
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This  excessive  rationalizing  is  partially  a  result  of  the 
planning  process  and  the  on-scene  exercise  control. 


TrieI^HHHI  ^►command  structure  was  led  hy  a 

«for  each  shiftand  three  Shift  Commanders  which  came  from  the 
While  the^^^B^eported  to  the  SAC,  he  was  not  stationed  in 
M  with  the  other  operations  personnel.   This  geographical 
separation  led  to  disconnects  between  events  happening  during  the 
operation  and  40BHIH  MBB?to  tneltK 

This  geographical  separauor^s  not  in  thebes^^^^Srests  of  FBI 
organizational  efficiency. 


excellent.   The  command  post  directed  that  some  radio  nets  be 
switched  around  during  the  exercise  for  "real-world"  New  Orleans 
field  office  requirements. 
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Lastly,  the  ^HH      JT  communications  exercise  was 
originally  scheduled  for  A     |p  in  New  Orleans.   However, 
this  exercise  was  postponea^by^exercise  planners  until 
9/12-16/94,  only  one  month  before  "Mirage  Gold".   This  short 
interval  was  requested  by^Jfrto  allow  more  time  for  Interagency 
Information  Network  for  ■  ■B0VHMHV4     9  system 
implementation  and  to  saveonshipping  costs 

i) .     xnis  lei 

RJSufficient  time  for  meaningful  changes  to  be  evaluated  and  then 
implemented  for  the  full-field  exercise. 

It  should  also  be  noted  that  a  major  goal  of  early 
"Mirage  Gold"  exercise  planning  was  to  ensure  that  the  command 
posts^f^  |y  were  not  co- located.   In  previous 

exercises,  the  co-location  offlHnHI  command  posts  made  the 
interagency  interactions/communications  artificial  and  left  the 
interagency  communications  untestr.d.   Unfortunately,  in  "Mirage 
Gold",  command  posts  ended  up  being  co-located  again  due  to  the 
unavailability  pf  safe  and  secure  exercise  facilities  in  the  New 
Orleans  area. 


Recommendation  21:   There  should  be  a  physical 

separation  between  the  ^iBHBB^coiiuiiand  posts  at  future 
exercises  to  adequately  test  interagency  communications. 

Recommendation  22:   It  is  recommended  that  a  joint 
jnications  exercise  between  the  ^|  w^ 

kbe  conducted  every  year  or  ever^!neryearToex!rcise  and 
prepare  for  interagency  communication  during  a  nuclear-related 
crisis  incident. 

Recommendation  23:   It  is  recommended  that  the 
position  be  located  in  the  main  command  post  in  the  operations 
area. 


Recommendation  24 


Recommendation  26:   If  the  same  communications  testing 
process  is  planned  for  future  exercises,  it  is  recommended  that  a 
minimum  separation  of  90  days  occur  between  the  communications 
exercise  and  the  full-field  exercise. 
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SUMMARY 

The  benefit  of  the  exercise  for  FBI  players  was  not  the 
ability  to  exercise  investigative  techniques  (interviews, 
surveillance,  etc.)  or  tactical  training,  but  how  the  FBI 
utilizes  the  information  gathered  during  investigation  and  how 
the  FBI  interfaces  with  other  agencies  during  a  crisis. 

As  for  the  player  and  controller  activities  during 
"Mirage  Gold",  the  efforts  and  enthusiasm  exhibited  by  all  seemed 
exceptional.   Player  and  controller  roles  were  generally  well 
articulated  and  understood,  thus  contributing  to  an  effective 
exercise.   The  selection  of  experienced  FBI  personnel  for  key 
controller  roles,  such  as  th^^^H0|,  was  also  a 
contribution  to  the  exercise.   The  New  Orleans  Division  did  an 
outstanding  job  in  analyzing  and  correlating  data,  setting  out 
leads,  and  making  effective  decisions  based  on  these  factors. 
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Senate  Permanent  Subcommittee 
oo  Investigations 

EXHIBIT  #  10 


FEMA's  INVOLVEMENT  IN 
NUCLEAR,  BIOLOGICAL,  CHEMICAL  (NBC)/ 
WEAPONS  OF  MASS  DESTRUCTION  (WMD) 

EXERCISES 


February  1996 
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NAME  OF  EXERCISE:  EXERCISE  MIRRORED  IMAGE  (MI-96) 

LOCATION(S):  Atlanta,  GA 

DATE(S):  March  6-7,  1996 

SPONSOR(S):  Office  of  the  Secretary  of  Defense  directed, 

Joint  Staff  coordinated, 
Defense  Nuclear  Agency  sponsored 
National  level,  no  fault  Nuclear  Terrorism 
Command  Post  Exercise 

MAJOR  PARTICIPANTS: 

Atlanta  Committee  for  the  Olympic  Games 

City  of  Atlanta 

Department  of  Agriculture 

Department  of  Energy 

Environmental  Protection  Agency 

Federal  Bureau  of  Investigation  _ 

Federal  Emergency  Management  Agency 

Fulton  County 

Public  Health  Service 

State  of  Georgia 

CONCEPT: 

•  Conducted  in  conjunction  with  preparations  for  managing  emergencies  that  may 
impact  the  1996  Summer  Olympic  Games 

•  The  scenario  involves  terrorists  who  threaten  to  disrupt  the  Olympic  Games  with  an 
improvised  nuclear  device  assembled  from  spent  nuclear  fuel  stolen  from  an 
unspecified  DOD  source. 

•  Terrorists  demand  a  $3,000,000  payment. 

OBJECTIVES: 

•  To  exercise  a  coordinated  US  response  to  a  nuclear  threat  to  the  96  Olympics  (nuclear 
material  controlled  by  terrorists) 

•  To  validate  contingency  plans  for  Olympic  security 

•  To  exercise  incident  reporting  among  the  affected  parties 

•  To  exercise  procedures  for  activation,  deployment  and  integration  of  Federal,  State 
and  local  crisis  and  emergency  response  teams 

•  To  exercise  Federal  crisis  management  coordination  between  National,  Regional, 
State,  and  Local  assets 


II 
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•  To  exercise  public  affairs  plans,  policies,  and  procedures  for  managing  a  terrorist 
incident 

•  To  exercise  policies  regarding  confirmation  of  presence  of  nuclear  materials 

•  To  exercise  requirements  for  consequence  management 

•  To  form  and  operate  a  Joint  Operations  Center  for  managing  the  emergency 
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NAME  OF  EXERCISE: 
LOCATION(S): 
DATE(S): 
SPONSOR(S): 


EXERCISE  OLYMPIC  CHARLIE 

Atlanta,  GA 

April  15-18,  1996 

Federal  Bureau  of  Investigation 


MAJOR  PARTICIPANTS: 

Atlanta  Committee  For  The  Olympic  Games 
Atlanta  Police  Department 
Department  of  Defense 
Environmental  Protection  Agency 
Federal  Bureau  of  Investigation 
Federal  Emergency  Management  Agency 
Peachtree  City 
Public  Health  Service 
State  of  Georgia 

CONCEPT: 

•  The  scenario  will  be  built  around  a  fictional  international  terrorist  organization  whose 
objectives  are  to  disrupt  the  Olympic  Games,  and  embarrass  the  United  States.  As  the 
scenario  develops  the  terrorists  will  effect  the  release  of  a  lethal  chemical  substance 

•  The  exercise  will  utilize  four  separate  sites  for  adversary  actions  and  a  law 
enforcement  and/or  consequence  management  response.  The  dates  for  the  overall 
exercise  will  be  April  15-18,  and  the  exercise  will  be  conducted  in  four  phases: 

Phase  I:        April  15        Tabletop  Command  Post  Exercise 

Phase  II:       April  16        Aircraft  hijack  response  at  Atlanta 

Airport  (FBI  and  Atlanta  Police  Department) 


Phase  m:      April  17 
Phase  IV:      April  18 


Tabletop  Command  Post  Exercise 

Consequence  Management  and  Law  Enforcement  Phase  at 
Peachtree  City,  Lake  Lanier,  Georgia  Tech,  and  other  locations 


OBJECTIVES: 

•    To  test  the  command  and  control  procedures  required  to  coordinate  multi-agency 
resources,  and  to  evaluate  the  process  of  transition  from  a  Crisis  Management  mode 
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(with  the  FBI  as  Lead  Federal  Agency)  to  Consequence  Management  mode  (with 

FEMA  as  lead  Federal  Agency) 

To  provide  FEMA,  PHS  and  DOD  (non-tactical)  an  opportunity  to  actively  participate 

in  a  pre-Olympic  exercise  involving  chemical  terrorism 

To  provide  the  FBI  On  Scene  Commander  and  the  FBI  Command  Post  the 

opportunity  to  operate  in  a  consequence  management  environment  without  the  on-site 

deployment  of  the  FBI  crisis  management  resources 

To  provide  the  Georgia  State  Patrol  an  opportunity  to  participate  in  a  pre-Olympic 

crisis  and  consequences  management  exercise 

Utilize  a  site  where  the  Atlanta  Police  Department  has  primary  responsibility  so  as  to 

provide  them  an  opportunity  to  participate  in  a  joint  Field  Training  Exercise 

Provide  the  Adanta  Division  of  the  FBI  with  an  opportunity  to  establish  a  command 

post  at  a  forward  location 

To  provide  tactical  teams  an  opportunity  to  accomplish  a  bus  assault.  Many  recent 

terrorist  activities  have  taken  place  in  and  around  buses 
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NAME  OF  EXERCISE:  EXERCISE  ELL  WIND 

LOCATION(S):  Washington,  DC 

DATE(S):  Spring  1997 

SPONSOR(S):  Federal  Emergency  Management  Agency 

MAJOR  PARTICIPANTS: 

Department  of  Defense 
Environmental  Protection  Agency 
Federal  Bureau  of  Investigation 
Public  Health  Service 
District  of  Columbia 
State  of  Maryland 
Commonwealth  of  Virginia 

CONCEPT: 

•  The  purpose  of  HI  Wind  is  to  test  and  evaluate  Federal,  Regional,  State,  and  Local 
plans,  policies,  procedures,  systems  and  facilities  for  responding  to,  and  recovering 
from,  in  a  coordinated  /  integrated  manner,  a  terrorist  initiated  weapon  of  mass 
destruction  incident. 

•  The  exercise  will  also  provide  the  forum  to  examine  shifting  agency  responsibilities 
for  transitioning  response  and  recovery  efforts  from  crisis  management  to 
consequence  management. 

OVERVIEW: 

•  Funding  with  1995  Anti-Terrorism  Supplemental  ($200,000) 

•  Additional  FY  97  funding  will  be  necessary  to  complete  the  activity 

•  To  implement  PDD  39  Requirement  and  President  Clinton  emphasis  on  Terrorism 

•  Test  and  evaluate  plans,  policies,  and  procedures,  systems  and  facilities  for 
responding  to,  and  recovering  from  a  terrorist  initiated  weapons  of  mass  destruction 
incident  (anthrax  and  chemical  agents) 

•  Examine  the  shifting  agency  responsibilities  for  leading  and  coordinating  response  and 
recovery  efforts  at  various  points  along  the  event  continuum 

OBJECTIVES: 

•  Assess  the  Washington  and  on-scene  command  and  crisis  /  consequence  management 
structures  and  the  process  for  responding  to  an  incident  involving  malevolent  use  of 
biological  agents  against  the  U.S.  populace 


VI 
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Exercise  Federal  consequence  management  coordination  with  Federal,  Regional,  State 
and  local  levels 

Exercise  and  evaluate  public  affairs  plans  and  coordinated  public  affairs  efforts  at  the 
national,  State,  and  local  levels 


vn 
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NAME  OF  EXERCISE:  EXERCISE  CALYPSO  WIND  U 

LOCATION(S):  Ft.  Gillem,  GA 

DATE(S):  May  1-3,  1996 

SPONSOR(S):  First  U.S.  Army,  Ft.  Gillem,  GA 

MAJOR  PARTICIPANTS: 

Department  of  Defense 
Federal  Bureau  of  Investigation 
Federal  Emergency  Management  Agency 
State  of  Georgia 

CONCEPT: 

•  Exercise  CALYPSO  WIND  II  is  a  Command  Post  Exercise  designed  to  test  DOD 
support  to  civil  authorities  in  responding  to  a  terrorist  incident  at  the  Summer  Olympic 
Games 

•  Its  purpose  is  to  prepare  selected  First  U.S.  Army  elements  for  supporting  other 
Federal  agencies  and  civil  authorities  in  response  to  an  Olympic  games-related 
contingency  and  to  test  DOD  plans,  policies,  and  procedures 

•  The  start  of  CALYPSO  WIND  II  will  coincide  with  the  end  of  Defense  Nuclear 
Agency  -  sponsored  Exercise  MIRRORED  IMAGE  in  which  there  is  a  Federal 
response  to  a  terrorist  threat  to  the  Olympic  games  in  Atlanta. 

OBJECTIVES: 

•  To  validate  the  First  U.S.  Army  contingency  plan  to  support  any  response  to 
emergencies  during  the  Summer  Olympic  Games 

•  To  exercise  and  evaluate  selected  First  U.S.  Army  military  support  to  civil  authorities 
and  military  assistance  for  civil  disturbances  plans,  policies  and  procedures 

•  To  focus  on  First  U.S.  Army  actions  to  support  the  designated  Lead  Federal  Agencies 
as  they  transition  from  crisis  management  to  consequence  management 
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Senate  Permanent  Subcommittee 
•o  Investigations 

EXHIBIT  #         1 2 


INTERNATIONAL  ASSOCIATION 
OF  FIRE  CHIEFS 

4025  Fair  Ridge  Drive 
Fairfax,  VA  22033-2868        : 

Voice:  703-273-0911    tfV  ^ 

FAX:    703-273-9363         SoO\fc> 

The  attached  is  sent 


J. 


Jn  response  to  your  request 


r\ *- for  your  information 
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iSSfc-.   International  Association  of  Fire  Chiefs 


4025  Fair  Ridge  Drive  •  Fairfax,  VA  22033-2868  Telephone:     703-273-0911 

FAX:  703-273-9363 

ICHIEFS:      IAFCHQ. 


January  31, 1995 


Ms.  Kay  Goss,  Associate  Director 
Preparedness,  Training  &  Exercises 
Federal  Emergency  Management  Agency 
500  C  Street,  S.W. 
Washington,  DC   20472 

Dear  Kay: 

I  believe  that  there  is  a  reasonable  certainty  that  our  fire  and  emergency  services  will  soon 

face  the  reality  of  an  increase  in  international  terrorism  incidents  in  this  country and  I 

know  that  we  are  not  prepared! 

Nearly  all  of  our  nation's  anti-terrorist  measures,  up  to  this  point,  have  been  directed 
exclusively  to  the  law  enforcement  portion  of  the  equation.   For  all  intents,  the  nation's 
fire  and  emergency  services  organizations  have  no  information  on  terrorist  threats  and 
almost  nothing  exists  on  how  the  fire  and  emergency  services  should  respond  to  a 

terrorist  incident.  . 

As  you  know,  law  enforcement  been  successful  beyond  expectation,  in  their  intelligence 
efforts  to  thwart  terrorist  incidents.   However,  our  nation  has  experienced  several  major 
international  terrorist  incidents  that  have  been  successful  (most  notably  the  World  Trade 
Center  Bombing  and  the  PanAm  flight  over  Scotland). ...and  we  stand  unprepared  to 
respond. 

Once  our  law  enforcement  agencies  and  counter-terrorist  intelligence  systems  have  been 
successfully  bypassed,  and  another  incident  occurs,  the  fire  and  emergency  services  are  the 
ones  that  will  respond  to  the  fires,  building  collapses,  injuries  and  deaths.  Our  nation's 
response  to  a  terrorist  incident  will  be  judged,  in  a  large  measure,  strictly  by  the 
preparation  and  response  of  local  fire  and  emergency  services. 

I  am  sure  that  our  fire  and  emergency  service  leaders  are  not  aware  of  the  fact  that  in  . 
nearly  50%  of  terrorist  bombings,  a  secondary  bomb  (often  larger  than  the  initial  bomb) 
has  been  set  to  attack  the  responding  rescuers. 
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Ms.  Kay  Goss,  Associate  Director 

January  31, 1995 

Pa<*e2 


This  was  tragically  pointed  out  in  two  recent  suicide  bombings  in  Israel the  Tel  Aviv 

bus  (the  second  bomb  did  not  detonate)  and  the  Beit  Lid  bus  stop  bombing  (the  second 
bomb  killed  more  soldiers  than  the  first  bomb).   I  can  only  imagine  what  the  horrible 
results  would  have  been  of  a  series  of  well  timed  car  bombs  outside  the  World  Trade 
Center  in  the  middle  of  the  responding  fire  units  and  ambulances. 

We  can  be  sure  that  terrorists  are  studying  the  TV  videotapes  of  incidents  to  understand 
how  we  respond  with  law  enforcement,  fixe  and  emergency  medical  services.  They  are 
looking  for  weak  areas  that  they  can  exploit  in  future  incidents.   And,  these  are  not  old- 
fashioned  anarchists,  today's  international  terrorists  have  proven  themselves  to  be  very 
intelligent,  well-financed,  up  on  the  latest  electronic  technology  and  willing  to  sacrifice 
themselves  for  their  cause. 

Unfortunately,  our  nation's  fire  and  emergency  services  leaders  are  not  aware  of  the 
lessons  learned  by 'the  fire  and  emergency  services  organizations  of  other  nations  (Israel, 
Northern  Ireland,  France,  etc.)  and  we  certainly  don't  have  any  organized  forum  to  focus 
attention  on  this  issue  in  this  country. 

Therefore,  I  would  like  to  submit  this  unsolicited  proposal  to  FEMA  for  the  LAFC  to 
conduct  a  project  to  use  our  international  and  national  fire  and  emergency  services 
contacts  to  hold  a  forum  to  develop  a  training  course  (with  training  materials  and  AV 
support)  to  rapidly  prepare  our  nation's  fire  and  emergency  services  to  respond  to  the 
unique  challenges  of  international  terrorist  incidents. 

This  course  would  be  focused  on  the  largest  120  fire  &c  emergency  services  organizations 
in  the  US  (which  provide  fire  and  emergency  services  to  about  60%  of  our  nation's 
population)  and  some  carefully  qualified  other  fire  &  emergency  organizations  (such  as 
NYPD's  Emergency  Service  Units,  the  chiefs  of  the  various  military  fire  agencies,  US  Park 
Service,  etc.). 

I  believe  that  time  is  of  the  essence,  and  I  am  prepared  to  meet  with.you  as  soon  as 
possible  to  answer  any  questions  that  you  may  have  or  to  provide  you  a  briefing  on  the 
information  that  we  have  on  this  critical  subject. 


U 

mcer 


-rely, 

Garr/l..  Briese,  CAE 
Execurive_Director 

cc        IAFC  Board  of  Directors 
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Actions  that  FEMA  Can  Take  to  Prepare  the  US  Fire  & 
Emergency  Services  to  Respond  to  Terrorist  Incidents 


Action   #1 

Conduct  an  invitation-only  anti-terrorist  symposium 

held  for  the  top  five  people  from  the  fire  &  emergency  services  agencies  in 

the  major  terrorist  target  cities  (as  determined  by  a  current 

FBI  threat  assessment) 

This  symposium  would  bring  together  both  US  and  international  fire 

&.  emergency  services  leaders  for  an  open  exchange  of  lessons  learned 

from  the  actual  management  of  terrorist  incidents 

(especially  Israel.  United  Kingdom  &  France) 

»  Action   #2 

Using  the  symposium  discussions  as  a  basis  of  knowledge,  fund  the 

development  and  delivery  of  a  special  short  anti-terrorist  familiarization 

course,  in  a  hand-off  format,  for  fire  &.  emergency  services  agencies  in 

selected  high  threat  locations 

Further  use  the  symposium  discussions  to  develop  support  audio-visual 
materials  (such  as  videotapes)  for  use  as  hand-offs  for  further  indepth 
training  of  fire  officers,  fire  fighters  and  emergency  responders  in  high- 
threat  jurisdictions 

Action   #3 

Direct  the  USAR  Group  to  begin  examining  the  differences  in  building 

collapse  rescue  techniques  from  buildings  that  have  been  blown-up  by  a 

bombing  rather  than  shaken  down  by  earthquake 

Action   #4 

Involve  the  primary  Federal  law  enforcement  agencies  in  discussions  to 

emphasize  the  very  real  role  of  the  fire  &  emergency  services  agencies 

play  in  responding  to  terrorist  incidents  and  pursue  the  development  of  ■ 

inter-agency  agreements  to  clarify  how  the  fire  &  emergency  services 

agencies  will  be  kept  informed  and  involved  in  counter-terrorist 

preparations 
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Senate  Permanent  Subcommittee 
DEPARTMENT  OI-"  THE  ARMY  on  Investigations 

H£AOOVMWT£RS  FIFTH  UNITCD  STATBS  AAMY 

aho  tour  ««m  houstoh  EXHIBIT  # 14 


FOBT  SAM  MOU8TON,  TEXAS  7H34.70O0 


APJCB-OP 


15  Nov  94 


MEMORANDUM  THRU  Commanding  General .  5th  US  Army 
POR  Commanding  General,  FORSCOM,  I't  McPherson,  GA 

SUBJBCT:   Sxercise  Mirage  Gold  Aftsr  AcCion  Report  (AAR) 


1.  axarciss  Mirage  Gold  was.,  a  jor.nt  FBI/DOK/DOD  exercise 
designed  to  teat  the  federal  reapcmse  to  nuclear  terrorism.   The 
COD  rola  was  to  support "the  Lead  J'ederal  Agency  (LFA) ,  the  FBI. 
The  Defense  senior  Representative  (DSR)  was  the  on  scana 
coordinator  of  that  support.   The  initial  DOD  response  included  a 
small  Btaxf ,  the  Defense  Nuclear  Agency  Advisory  Team  (DNAAT) , 
52d  OD  Group  and  the  Defense  Technical  Response  Group  (DTRQ) . 
5th  US  Army  was  tasked  to  provide  the  DSR  and  his  staff . 
Tactical  forces  participated,  but  were  not  under  the  operational 
control  of  the  DSR. 

2.  The  exercise  was  conducted  in  New  Orleans  during  the  period 
16-21  Oct  94  with  aiout  1400  part\cipants .   During  this  time,  the 
scenario  progressed  through  receipt  of  a  credible  threat,  search 
for  multiple  Improvised  Nuclear  Devices  (IND) ,  access  to  the 
devices,  diagnostic  operations,  device  assessment,  render  saf« 
procedures,  containment  and  reent:ry  operations.   The  scenario  did 
not  progress  to  detonation  and  pent  detonation  activities,  due  to 
the  need  to  limit  the  scope  of  Efcis  exercise.   Transition  to 
consequence  management  was  studied  but  not  played. 

3.  5:1-.  Army  exercise  objectives  and  a  general  evaluation; 

a.  Evaluate  the  ability  of  thi'  DSR  to  provide  support  to  the 
lead  federal  agency,  to  include: 

Policies,  plans,  procedures  and  training  for  on-site 
coordination  between  DOD  and  othtrr  agencies . 

-  Adequacy  of  the  MSCA  and  I'ACDIS  models,  as  modified  by  a 

NBST  Situation. 
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AFKB-OP 

SUBJBCTi  Exercise  Mirage  Gold  After  Action  Report 


Ability  co  support  the  initial  lfa  was  adequate.   Plana  and 
procedures  CO  transition  LFA  responsibility  from  IMD  response  to 

consequence  management  are  absent. 

b.  Bvaluace  the. adequacy  of  DOC  Dir  3150.5  and  any  DA.  uSACOM, 
^ORSCOM  policy,  doctrine,  plans,  procedures  or  guidance,  to 

include  eonmand  and  control  and  DSK  tasking  authority. 

Suspected  deficiencies  in  DOD  Dir  J150.5  and  DOD  policies  and 
planning  were  confirmed,  particularly  with  respect  to  C2  and 
tasking . 

c.  Evaluate  the  adequacy  of  thf  DSR  staff  to  include: 

-  fifth  US  ARMY  IND..OPLAN  plane  and  procedures  for  control 
of  DOD  assets,  making  key  decisions  and  supporting  other  federal 
agencies . 

—   -  The  effectiveness  of  integrating  DNA,  SOD  and  tactical 
forces  within  the  DSR  staff. 

The  OPLAW  and  staff  model  used  were  adequate  but  require  minor 
fixes. 

d.  Evaluate  the  ability  of  the  DSR  to  communicate  with 
supported  agencies,  OPCOW  forces  «vd  higher  headquarters. 

The  DSR  communications  capability  appears  too  light  in  the  early 
stages  of  a  response,  in  spite  of  necessary  exercise  design  • 
constraints  which  made  communications  artificially  easy. 

4 .   Summary  of  Findings . 

a.  Kational  Level  Command  and  Ccntrol .   Information  for  the 
President  would  come  from  three  sources:  the  Attorney  General, 
the  Secretary  of  Energy  and  the  secretary  of  Defense.  As  the  IWD 
situation  unfolds,  eacn  of  the  m*)or  players  would  be  providing 
reports  to  the  President,  creating  the  potential  for  confusion. 
See  Annex  A,  para  2. 

b.  Department  of  Defense  Command  end  Control.   Current  DOD 
command  and  control  arrangements  involve  the  Joint  staff,  che 
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Defense  Nuclear  Agency  and  the  Director  of  Military  Support 
acting  on  behalf  of  the  Secretary  r>f  the  Army.   The  chains  of 
command  from  these  organizations  run  parallel,  with  a  high 
potential  for  conflicting  operational  guidance.   See  Annex  A, 
para  3 . 

c.   Transfer  of  Lead  Federal  Agency  Responsibility.   The  initial 
focus  of  the  federal  response  Is  law  enforcement  and  counter 
terrorism,  with  the  FBI  as  the  LFA .   Should  a  detonation  occur, 
tha  FBI  is  no  longer  the  appropriate  LFA,   The  procedures  to 
conduct  transfer  of  LFA  responsibility  are  lacking.   See  Annex  A, 
para  4  and  Annex  s,  para  3- 

Ti.   Conflicting  DOD  Directives.   Klien  taken  together,  DOD  Dir 
31S0.S,  302S.1  and  5100. if  create  -*  confusing  situation  for  the 
D9R  trying  to  command  the  DOD  effect  during  an  IND  situation.   A 
policy  revision  is  required  to  pei-nit  the  DSR  and  DSR  Staff  to 
obtain  the  needed  support  without  unnecessary  delay.   See  Annex 
A,  para  S. 

a.   Contingency  Planning.   Porminji  and  deploying  a  DOD  IND 
response  is  complex,  requiring  expensive  coordination  across 
levels  of  command  and  different  agencies  within  DOD.   At  this 
point  5A  has  an  OPLAN  without  the  necessary  higher  level  plans 
for  an  IND  response.   An  actual  mission  tasking  for  this  or 
another  CONUSA  would  result  in  the  mission  timelines  not  being 
met.   Development  of  'appropriate  contingency  plans  iB  essential 
to  ensure  DOD  can  meet  its  responsibility  for  IND  response.   See 
Annex  A,  para  6 . 

f.  The  DSR 's  Tasking  Authority  over  Base  Support  Installations 
(BSD  and  Prior  warning.   In  the  conduct  of  an  IND  incident  it  is 
likely  that  PORSCOM,  as  the  USACOM  MSCA  Lead  Operating  Authority, 
will  designate  one  or  more  BSIs.   To  insure  timely  response  to 
the  tPA's  request  for  support,  th.:  DSR  must  be  able  to  directly 
task  the  BSI  and  the  bsi  must  be  ifiven  a  warning  order  to  that 
effect.   See  Annex  A,  para  8  and  /vnnex  D,  para  7. 

g.  Resourcing  tha  DSR  mission.   UOD  response  co  an  IND  incident 
with  a  DSR  on  a  four  hour  response  must  be  resourced,  including 
communications  and  a  robust,  trained  staff.  Sec  Annex  A.  para  12. 
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h.   PTRG  Equipment.   Defense  Technical  Response  Group  equipment 
is  aging  and  should  be  updated.   s<»a  Annex  B,  para  2. 

i.  000  Resource  Data  Base  (COORDS.;  .  The  dodrdb  is  the  key 
program  tor  researching  000  capabilities.   It  needs  co  be  updated 
and. .made  easier  Co  use.   See  Annex  D,  para  S;  Annex  H,  para  2; 
Annex  J,  para  4 . 

Detailed  discussion  of  these  and  ether  issues  are  listed  by 
functional  staff  area  in  the  enclcued  annexes. 

S.   5th  Army  point  o£  contact "for  Zxerciee  Mirage  Goldt  MAJ 
Sveekhamer/Mr  Mangum,  AFKB-OP-P,  C-3N  471-0504,  commercial  210- 
321-0504,  PAX  471-9485. 


End  6 


Dt-puty  Commanding  General 


Annex  A,  Operations 

Annex  B,  BOO 

Annex  C,  DNAAT 

Annex  D,  OCO 

Annex  B,  SJA 

Annex  f,  fao 

Annex  0,  Communications 

Annex  H,  LogiBtics 

Annex  I,  Nuclear  Security  and  Safety 

Annex  J,  Regional  and  State  BvLo 

Annex  K,  Contracting 
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12 
Sxereiae  Mirage  Gold 

CF: 

CINC  USACOM,  Norfolk  VA,  attn:  J3 

Headquarters,  Department  of  the  Ar-ray,  attn:  DAMO-00 

Headquarters,  Department  of  the  Amy,  attn:  DAMO-SS 

Defense  Nuclear  Agency,  Washington  DC 

Cdr,  52  0D  Grp,  Ft  Gillem,  GA 


Msg,  APKB-DCG,  241700Z  Oct  94,  Subject:  initial  Impressions, 
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Senate  Permanent  Subcommittee 
m  Investigations 

EXHIBIT  #  18 


Center  for  Strategic  &  International  Studies 
Washington,  DC 


Senator  Sam  Nunn 
Dirksen  Senate  Office  Building 
Room  303 
WashingtoorDC  20510 


November  15,  1995 

Dear  Senator  Nunn, 

This  is  intended  as  a  follow-up  letter  to  the  note  I  sent  you  last  week  regarding 
the  need  for  a  comprehensive  terrorism  policy.    In  speaking  with  Dan  Gelber  and  John 
Sopko  of  your  staff,  we  agreed  on  the  need  for  a  more  specific  and  focused  plan  of 
action. 

I  believe  two  threat  specific  issues  and  one  generic  issue  require  our  greatest 
attention.  These  are  consequence  management,  terrorist  use  of  weapons  of  mass 
destruction,  and  infrastructure  vulnerabilities. 

The  United  States  government  is  only  marginally  prepared  to  deal  with  one  major 
terrorist  incident,  let  alone  a  cascading  sequence  of  events.  This  raises  the  possibility  of 
real  threats  to  the  Continuity  of  Government  in  the  face  of  coordinated  terrorist  attacks. 
FEMA  and  other  agencies  must  prepare  to  deal  with  the  human  and  technological 
consequences  of  severe  terrorist  events  in  a  manner  that  reflects  the  breadth  and 
intensity  of  the  threat. 

The  inability  to  respond  adequately  to  a  serious  terrorist  incident  would  be 
compounded  if  that  event  involved  weapons  of  mass  destruction.  On  November  14, 
President  Clinton  extended  Executive  Order  No.  12938,  declaring  a  national  emergency 
regarding  weapons  of  mass  destruction.    Can  we  adequately  respond  to  incidents 
involving: 

o  Nuclear  explosives 

o  Chemical,  biological,  and  radiological  weapons 

o  Large  scale  conventional  munitions  (e.g.  World  Trade  Center  bombing) 

o  Precise  attacks  against  strategic  and  tactical  targets 

The  vulnerabilities  of  our  nation's  infrastructure  are  unsettling.  A  well  organized 
group  could  disable  or  destroy  with  disastrous  results  netted  systems  such  as: 

o  Electric  distribution  and  natural  gas  transmission 
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o  Communications  capabilities  (e.g.  911  and  other  emergency  services) 

o  Banking  and  finance  communities 

o  Transportation  (e.g.  Air  Traffic  Control,  Rail  Roads) 

o  Information  networks  (e.g.  the  Internet) 

We  are  facing  new  national  security  challenges.  The  question  is  whether  current 
agency  configurations,  missions  etc.  are  adequate.    How  can  the  crisis  management 
process  be  retrofitted  and  redesigned  to  cope  with  this  changing  threat?   How  can 
intelligenowequirements  and  collection  capabilities  best  support  our  crisis  response?   Is 
FEMA  the  right  entity,  or  is  a  very  different  structure  needed? 

If  further  hearings  are  to  be  held,  and  if  you  agree  with  me  about  the  dynamics 
of  the  emerging  threat,  then  a  great  deal  of  time  and  attention  must  be  paid  to  the 
design  of  adequate  countermeasures.  One  can  be  easily  overwhelmed,  but  we  need  to 
ensure  that  the  Congress  and  the  Executive  branch  thoroughly  understand  the  nature  of 
this  threat  and  the  options  available  to  them  (including  passive  means  and  active 
countermeasures),  as  well  as  the  opportunity  costs  in  failing  to  take  appropriate  actions. 


Sincerely, 


Robert  H.  Kupperman 
Senior  Advisor 
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12  DEC   S« 


MEMORANDUM  FOR 


SECRETARIES  OF  THE  MILITARY  DEPARTMENTS 

CHAIRMAN  OF  JOINT  CHIEFS  OF  STAFF 

UNDER  SECRETARIES  OF  DEFENSE 

ASSISTANT  SECRETARIES  OF  DEFENSE 

GENERAL  COUNSEL  OF  THE  DEPARTMENT  OF  DEFENSE 

INSPECTOR  GENERAL  OF  THE  DEPARTMENT  OF  DEFENSE 

ASSISTANTS  TO  THE  SECRETARY  OF  DEFENSE 

DIRECTOR.  ADMINISTRATION  &  MANAGEMENT 

CHIEF.  NATIONAL  GUARD  BUREAU 

EXECUTIVE  SECRETARY 


S'UBj'EC  i  :  Miiitaiy  Assistance  to  Civil  Authorities 


Or/May  I  7.  1 995.  I  directed  the  Under  Secretary  or"  Defense  for  Poiicy  (USDf P])  to  establish  a 
working  group  to  review  how  ;hc  Department  of  Defense  provides  military  assistar.ee  to  outside 
agencies.  Tnev  were  charecd  to  examine  current  procedures,  identify  deficiencies,  and  provide 
recommendations  to  improve  the  system.  Tnc  group  reports  that  our  system  of  providing  support  is 
sound  but  needs  modification  in  some  areas,  particularly  those  dealing  with  emergency  responses  to 
natural  or  man-made  disasters  orcivii  disturbances  and  support  to  law  enforcement. 

Acprovai  Criteria.  Any  request  for  DoD  miiitary  support  wiil  be  evaluated  by  DoD  authorizing 
authorities  against  certain  fundamental  criteria:  legality  (compliance  witn  iaws):  Ictnaiity  (potential  use 
of  icthai  force  by  or  against  DoD  forces);  risk  (safety  of  DoD  forces);  cost  (who  pays,  impact  on  DoO 
budget):  appropriateness  (whether  the  requested  mission,  is  in  DoD's  interest  to  conduct);  and  readiness 
(impact  on  DoD's  ability  to  perform  its  primary  mission). 

Request  Procedures.  To  improve  visibility  and  coordination  over  outside  agency  requests,  the  DoD 
Executive  Secretary  will  be  the  principal  office  charged  to  keep  senior  OSD  leadership  informed  of 
emergenev  support  requests  and  to  be  the  repository  of  information  on  all  DoD  support  to  outsiae 
aacnc-.es.  Aeencics  that  receive  requests  for  emergency  support  may  informally  coordinate  with  tee 
requesting  aeeacy.  but  they  must  immediately  notify  the  Execunve  Secretary.  Outside  agencies  will  ee 
informed  that  verbal  requests  for  support  must  be  followed  by  a  written  request.  Noo-*rnergcacy 
supoort  requests  from  federal  agency  headquarters  will  be  in  wnting.  Toe  Executive  Secretary  wu! 
establish  notification  procedures  within  60  days  of  this  memorandum  and  advise  me  as  to  necessary^ 
changes  and  staff  expansion 

Approval  Authority  -  Execution  Procedures. 

Emergency  Support.  When  DoD  responds  to  acts  of  terrorism  whetner  overseas  or 
domestically.  [  will  personally  oversee  such  manors.  For  such  responses,  the  CJCS  will  assist  mc  to 
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operationally  manage  these  crises  using  the  Joinc  Staff,  assisted  in  domestic  incidents  by  the  Arrav's 
Director  of  Military  Support  (DOMS)  in  managing  the  consequences  of  a  terrorist  incident  fW"MD. 
Oklahoma  Cicy.  etc.).  The  USD(P)"and  the  CJCS.  in  coordination  with  the  DoD  GC,  will  ensure  chat 
our  policies  and  operational  procedures  are  consistent  and  cont&iy  with  applicable  federal  laws  and 
Presidential  directives,  whether  responding  to  traditional  terrorist  incidents  or  ones  dealing  with 
weapons  of  mass  destruction  (nuclear,  chemical,  or  biological). 

All  emergency  support  to  civil  disturbances  (MACDIS)  because  they  may  lead  to  the  use  of    - 
lethal  force,  will  be  approved  by  me.  In  particular.  I  will  approve  the  rules  of  engagement  for  our 
forces  in  responding  to  a  civil  disturbance.  For  emergency  support  to  a  natural  or  man-made  disaster 
CMSC.A).  support  approval  is  delegated  to  the  SECARMY.  unless  a  CINC's  assets  are  involved.  In 
such  MSCA  actions,  the  DOMS  staff  will  develop  the  courses  of  acdon  for  submission  with  the  request 
through  the  Joinc  Staff  to  the  Chairman  prior  co  obtaining  my  decision.  Following  my  decision,  the 
CJCS  will  cransmic  orders  through  DOMS  to  the  appropriate  CINC  for  execution  and  management  by 
che  SEC.ARMY.  When  CINC  assets  are  not  involved,  the  SECARMY.  as  my  Executive  Agent  may 
task  the  Services  or  DoD  agencies  directly  to  provide  emergency  support. 

Tne  Executive  Agent  (SECARMY}  will  retain  his  dedicated  staff,  currendy  established  under  ins 
Director  of  Military  Support  (DOMS).  co  respond  to  domestic  emergency  support  requests.  Tr.t  CJCS 
will  assist  che  SECARMY  in  ensuring  that  che  DOMS  staff  has  adequace  Joinc  Staff  expertise  by 
identifying  seiec:  full  time  positions  as  joint  critical  and  pre -designating  Joinc  Staff  members  io  augment 
DOMS  during  a  crisis. 

As  an  example,  an  outside  agency,  such  as  che  F31/DOJ  (civil  disturbance  emergencies)  or 
FEMA  (emergency  disasters),  seeking  assistance  in  a  domestic  emergency,  will  go  to  che  DOMS  staff, 
who  will  immediately  notify  che  Execucve  Secretary  and  Joint  Scarf  of  che  request  and  begin  staffing  the 
action.  For  a  civil  discuroance  emergency,  because  of  its  potential  for  use  of  lethal  force,  the  DOMS 
staff  will  aiways  forward  the  support  request  wiu  recommended  courses  of  actions  through  the  Joule 
Staff  and  Chairman  to  me  for  a  decision.  For  FEMA  requests  dealing  with  emergency  disasters,  the 
DOMS  staff  will  review  the  request  to  determine  if  che  request  can  be  handled  by  a  Service's  assets 
aione  or  if  CINC  assets  are  required. 

If  the  former  is  che  case,  che  DOMS  staff  wul  submit  the  requesc  with  recommended  courses  of 
action  to  che  SECARMY  for  approval  and  subsequent  tasking  of  che  appropriate  Service(s).  In  the 
event  that  a  CINC's  assecs  are  required  co  deal  with  an  emergency  disaster,  the  DOMS  staff  w-Jl  submit 
che  support  requesc  with  recommended  courses  of  actions  through  the  Joint  Staff  and  the  CJCS  to  me 
for  a  decision.  Following  ray  decision,  in  either  a  civil  disturbance  emergency  or  emergency  disaster 
requiring  CINC  assecs.  the  Chairman  will  send  the  order  through  DOMS  to  che  appropriace  CINC  for 
execution  and  raanagemenc  by  che  Secretary  of  the  Army. 

Non-Emergency  Support.  Overall,  our  non-emergency  support  system  is  satisfactory. 
Procedural  and  approval  authorities  for  sensitive  support  to  outside  agencies  will  remain  as  presentiy 
constituted  and  comply,  as  necessary,  with  che  guidelines  defined  below.  Reauests  for  support  from 
civilian  law  enforcement  agencies  must  be  carefully  examined  prior  to  approval.  N'o  requesc  will  be 
approved  withouc  a  legal  review.  Such  requests  must  be  approved  or  under  oversighc  by  a  general 
officer  or  senior  civilian  equivalent  All  law  enforcement  requests  must  be  evaluated  against  the 
intended  purpose  of  the  support  Any  requests  to  assise  law  enforcement  agencies  chac  wul  result  in  a 
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planned  event  with  the  potential  for  confrontation  with  named  individuals  /groups  or  use  of  lethai  force 
must  be  forwarded  to  my  office  for  approval 

Overall.  Any  support  provided  by  my  Executive  Ager^in  emergency  matters,  or  by  Service 
Secretaries  for  non-emergency  marxers.  that  impacts  on  readiness,  must  be  brought  to  the  attention  of 
the  CJCS.    As  part  of  revised  reporting  procedures.  I  wane  the  Executive  Secretary  to  be  notified  of 
anv  engineer  support  provided  by  the  Services  to  outside  agencies  pursuant  to  the  Stafford  Ac:  or  other 
legislative  authority  that  is  not  covered  by  other  emergency  support  reporting  means. 

Implementation.  The  USDfP)  will  lead  an  effort  to  identify  for  formulation,  revision,  or  cancellation 
those  DoD  directives,  memorandums  of  understanding/agreement  (MOLVMOA).  policies. 
CO  NP  LANS,  and  regulations,  which  impact  on  military  assistance  to  outside  agencies.  In  particular, 
clear  definfaons  should  be  developed  for  MOUs/MOAs  and  procedures  delineated  on  how  the 
Executive  Secretary's  office  can  maintain  for  my  review  all  MOUs/MOAs  agreed  to  by  DoD.  The 
working  group  will  oversee  the  uodating  of  directives,  regulations,  etc.  to  ensure  they  meet  the  intent 
of  this  memorandum.  The  USD(P)  will  provide  me  periodic  updates  and  a  finai  report  no  later  than  slx 
months  from  today.    Suoporting  CONPLANS  will  be  updated  or  established  by  the  CJCS  within  eight 
months  from  the  date  of  this  memorandum. 

1  applaud  the  efforts  of  the  work  done  to  date.  I  expect  the  same  thoroughness  and  cooperation 
in  completing  this  very  important  undertaking  for  DoD  and  the  many  outside  agencies  we  suppon.  Our 
goai  :s  to  streamline  our  procedures  and  ensure  accountability,  without  degrading  our  responsiveness  :o 
the  mtis.  of  the  nation. 
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Senate  Permanent  Subcommittee 
on  Investigations 

INFORMATION  PAPER  EXHIBIT  # -BL- 

OOMS 
21  March  1996 

SUBJECT:  Military  Support  to  Civil  Authorities  (MSCA) 

Purpose:  To  provide  information  on  MSCA 

1.        Facts. 

a.  The  Secretary  of  the  Army  is  the  Department  of  Defense  (DoD)  Executive 
Agent  for  providing  DoD  resources  for  domestic  disaster  relief.  The  Director  of  Military 
Support  (DOMS)  is  his  Action  Agent  for  planning  and  executing  support.  Under  the 
provisions  of  the  Robert  T.  Stafford  Disaster  Relief  and  Emergency  Assistance  Act,  the 
Federal  Emergency  Management  Agency  (FEMA)  coordinates  the  Federal 
government's  response  to  domestic  disasters  and  civil  emergencies  in  providing 
support  to  state  and  local  governments.  DoD  supports  FEMA  in  these  efforts.  DoD 
also  provides  support  to  the  Departments  of  Agriculture  and  Interior  for  wildland  fire 
suppression  and  Department  of  Justice  in  quelling  civil  disturbances  and  management 
of  other  related  emergencies. 

b.  Military  support  provided  for  domestic  disaster  relief  and  civil  emergencies  is 
provided  to  a  designated  lead  Federal  agency.  The  support  is  provided  on  a 
reimbursable  basis. 

c.  When  a  domestic  disaster  occurs,  the  first  relief  assistance  is  provided  by  the 
local  civil  authorities.  Depending  upon  the  severity  of  the  disaster  the  next  level  of 
assistance  is  provided  by  State  organizations.  Each  State  has  a  disaster  relief 
assistance  organization  that  can  call  upon  all  state  assets,  including  the  State  National 
Guard. 

d.  The  State  Governor  may  request  assistance  from  the  President  in  the  event 
the  disaster  is  of  such  a  magnitude  that  relief  assistance  will  exceed  the  resources  of 
the  state.  At  the  direction  of  the  President,  FEMA  will  make  available  for  disaster  relief 
all  assets  of  the  Federal  government  including  resources  of  DoD. 

e.  The  Executive  Agent  exercises  operational  control  over  all  DoD  components, 
to  include  the  Services,  Defense  agencies,  and  the  Army  Corps  of  Engineers  in 
providing  domestic  military  support  In  this  role,  he  functions  with  the  authority  of  the 
SECDEF  in  carrying  out  specific  DoD  domestic  support  missions  within  the  United 
States  and  its  territories  and  possessions. 

f.  The  Director  of  Operations,  Readiness,  and  Mobilization,  ODCSOPS,  HQDA. 
serves  as  the  DOMS.  The  DOMS  acts  as  the  director  of  a  joint  staff  that  provides 
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support  to  the  Secretary  of  the  Army  in  his  Executive  Agent  role.  The  DOMS  is  an 
Army  Major  General.  The  Departments  of  the  Air  Force  and  Navy  provide  deputies. 

g.  The  DOMS  staff  has  the  responsibility  to  plan,  coordinate  and  manage  the  full 
range  of  military  support  provided  during  domestic  relief  operations.  The  DOMS  staff 
routinely  coordinates  with  FEMA  and  the  other  Federal  departments  and  agencies,  and 
participates  in  interagency  disaster  relief  exercises.  The  DOMS  is  a  member  of  the 
FEMA  Catastrophic  Disaster  Response  Group  Executive  Committee. 

h.  The  Departments  of  Agriculture  and  Interior  provide  wildland  fire  suppression 
on  Federal  lands  through  the  National  Interagency  Fire  Center  (NIFC).  DoD  provides 
support  to  these  agencies  under  the  provisions  of  two  Memorandums  of 
Understanding.  The  Secretary  of  the  Army  is  the  DoD  Executive  Agent  for  this  support. 

i.  The  Department  of  Justice  provides  support  to  state  and  local  governments  in 
the  management  of  civil  disturbances  and  in  responding  to  mass  immigration 
emergencies  affecting  the  United  States.  The  Secretary  of  the  Army  is  the  DoD 
Executive  Agent  for  this  support 

j.  The  DoD  Executive  Agent  has  designated  the  Commander-in-Chief,  U.S. 
Atlantic  Command  as  the  DoD  operating  agent  and  supported  CINC  for  CONUS 
domestic  disaster  relief  operations,  and  Commander-in-Chief,  U.S.  Pacific  Command 
as  operating  agent  and  supported  CINC  for  relief  operations  for  U.S.  states  and/or 
possessions  within  his  assigned  Area  of  Operations.  The  CINC's  coordinate  the 
required  military  support  through  the  FEMA  Regional  Directors.  The  level  of  military 
support  is  based  upon  the  nature  and  severity  of  the  disaster  and  FEMA's  request  for 
assistance. 
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Senate  Permanent  Subcommittee 
on  Investigations 


£     A    \  UNITED  STATES  ENVIRONMENTAL  PROTECTION  AG©(«J81T  #  22b 

I  22^-  *  WASHINGTON,  DC.  20460 


\.ma«t* 


MAR  2  5  1936 


Johr.  F.    Sopko 

Deputy  Chief  Council   of   the  Minority- 
United  States   Senate 
193   Russell   Building 
Washington,    D.C     20S10 

Dear  Mr.    Sopko: 

Thank  you  for  the  opportunity  to  meet  on  on  the 

important  topic  of  improving  the  countries  counter- terrorists 
prepardness .  I  enjoyed  our  discussion.   I  want  to 

re- emphasize  a  few  of  our  points  and  send  you  a  copy  of  the  January 
19 9 S  Interim  Report  to  the  President  on  Consequence  Management  For 
Nuclear,  Biological,  and  Chemical  (N3C)  Terrorism. 

The  points  I  would  like  to  stress  are: 

.  In  the  first  few  hours  after  a  terrorist  incident,  the  Feds 
can  do  very  little  because  they  are  typically  not  first 
first  responders  and  not  close  to  incident  scene. 

.  Continuing  to  build  a  strong,  well  trained  state  and  local 
infrastructure  is  key. 

.  More  training  for  the  locals,  starting  in  cities  with  higher 
probabilities,  is  important. 

.  Money  for  Federal  Agencies  to  pre-deploy  assets  to  local 
area  when  an  actual  event  has  not  yet  occured,  such  as 
Atlanta  for  the  Olympics,  is  problematic. 

.  Money  to  "clean-up"  after  a  terrorist  incident  is  also  a 
problem  for  some  agencies  unless  a  Presidential  declaration 
is  received  and  mission  assignment  under  the  Stafford  Act 
are  issued. 

.  Attempting  to  make  one  Federal  agency  responsible  for  all 
aspects  of  counter- terrorism  crisis  and  consequences 
management  would  be  complicated  by  many  factors,  including: 

-  The  enormity  of  the  job. 

-  The  variety  of  expertise  needed  to  handle  an  event,  and 

"-  The  fact  that  one  may  not  know  until  you  are  well  into  an 
event  before  you  realize  it  was  an  intentional  release 
(i.e.  use  of  anthrax  with  it' 3  delayed  symptoms  or  a 
train  wreck  determined  to  be  sabotage) . 


fl*cycl»dm«CYCl»cn  .  FrinM  ■*»!*  VtQKlMa  Oi  Banc  Ink*  or.  10CV.  ;NyOH  PaMrfCSY  Poslcaniume/] 
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.  EPA  has  been,  and  continues  to  be,  a  key  player  in  CT 
prepardness  and  response  because: 

-  Response  to  Hazmat  incidents  is  part  of  E?A's  job  - 
every  day, 

-  EPA  brings  the  ability,   as  does  the  Public  Health 
Services,  to  assure  the  public  that  the  health  and 
environmental  aspects  of  the  incident  are  being  properly 
handled. 

Thank  you  again  for  meeting  with  I  to  discuss  CT 

issues.   I  can  be  reached  at 

if  you  have  additional  questions. 
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EXHIBIT  #. 


June  13,    1996 


The  Honorable  Strom  Thurmond 
Chairman.  Commiree  on  Armed  Services 
United  States  Senate 
Washington,  DC  20510 

Dear  Mr  Chairman: 

This  letter  is  in  response  to  Section  379  of  Public  Law  104-106,  Title  III    Required  is  a 
joint  report  from  the  Department  of  Defense  (DOD)  and  the  Department  of  Energy  (DOE)  in 
consultation  with  the  Federal  Emergency  Management  Agency  (FEMA)  on  domestic  military  and 
civil  defense  plans  and  programs  of  DOD  to  respond  to  the  criminal  use  of  weapons  of  mass 
destruction  for  terrorism. 

Enclosed  is  the  required  "Joint  Report  to  the  Congress  "  It  has  been  well  coordinated, 
and  represents  the  most  current  information  on  the  Federal  Government's  capabilities  in 
Consequence  Management.  The  report  is  "Unclassified." 


Sincerely, 


Thomas  P  Grumbly 
Under  Secretary  of  Energy 
Department  of  Energy 


Walter  B.  Slocombe 

Under  Secretary  of  Defense  for  Policy 

Department  of  Defense 


Enclosure 
As  stated 


cc 


Honorable  Sam  Nunn 
Ranking  Democrat 
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Executive  Summary 


This  "Joint  Report  to  Congress"  reflects  current  unclassified,  post-event 
Consequence  Management  plans  and  capabilities    It  is  provided  by  the  Department  of 
Defense  (DOD)  and  the  Department  of  Energy  (DOE)  as  requested  by  Public  Law  104- 
106,  Title  111,  Section  379.  The  report  was  developed  in  coordination  with  the  Federal 
Emergency  Management  Agency  (FEMA).  as  well  as,  many  components  of  DOE  and 
DOD.   While  this  report  focuses  on  Consequence  Management  (i.e.  managing  the 
consequences  of  the  detonation  of  a  weapon  of  mass  destruction  (WMD)),  the  Federal 
Government  response  to  a  domestic  terrorist  incident  involving  a  nuclear,  biological,  or 
chemical  (NBC)  device  might  begin  with  Crisis  Management  (i.e.  efforts  to  prevent  or 
resolve  a  terrorist  incident).  The  details  of  the  Federal  Government's  capability  for 
domestic  Crisis  Management  response  are  only  covered  in  general  terms  in  this  report  for 
security  reasons.  However,  it  is  absolutely  essential  that  the  Federal  Government  response 
to  a  terrorist  WMD  incident  synergize  the  actions  of  both  Crisis  Management  and 
Consequence  Management  in  order  to  meet  the  entire  spectrum  of  the  threat. 
Additionally,  there  are  times  when  both  Crisis  Management  and  Consequence 
Management  operations  will  be  taking  place  concurrently. 

The  investigation  that  has  gone  into  this  report  has  revealed  the  following  facts: 

The  Federal  Government  has  had  in  existence  since  the  early  1980s  extensive 
plans,  procedures,  and  structure  to  respond  to  non-NBC  terrorist  incidents  either  overseas 
or  domestically    We  have  developed  a  very  comprehensive  crisis  response  mechanism  to 
terrorist  incidents  which  has  worked  extremely  well.   Over  four  years  ago,  the  interagency 
counter-terrorism  community  began  an  in-depth  review  of  terrorists  using  WMD:  nuclear, 
chemical,  and  biological.  The  initial  effort  focused  on  crisis  management  of  such 
incidents.   Approximately  eighteen  months  ago,  the  interagency  community  increased 
emphasis  on  dealing  with  consequence  management  aspects  of  WMD  terrorist  attacks. 
This  second  effort  developed  because  it  became  increasingly  clear  that  efforts  in  Crisis 
Management  could  swiftly  transition  into  Consequence  Management.  These  interagency 
counter-terrorism  community  review  efforts  have  led  to  major  improvements  in  the 
capability  of  the  Federal  Government  to  respond  to  terrorists  use  of  WMD 

First,  there  has  been  a  fundamental  shift  in  the  level  of  Federal  involvement  and 
decision-making  authority  during  a  WMD  domestic  terrorist  incident.  In  previous  years, 
the  Department  of  Justice,  through  the  FBI,  would  lead  the  federal  response  during  crisis 
management    Decision-making  authority  was  often  delegated  down  to  the  FBI  Senior 
Agent  In-Charge  (SAC)  on  scene  at  the  incident  site.  Due  to  the  mass  casualties,  physical 
damage,  and  potential  for  civil  disorder  resulting  from  a  WMD  detonation,  it  was 
determined  that  Federal  decision-making  authority  must  now  reside  in  Washington. 
Decisions  on  such  incidents  will  be  coordinated  between  Washington,  State,  and  local 
officials  whenever  possible    Simply  stated,  a  terrorist  use  or  potential  use  of  a  WMD  is 
considered  a  vital  threat  to  the  national  security  of  the  United  States 


245 


Next,  as  a  result  of  the  Oklahoma  City  bombing,  many  federal  agencies  have  raised 
the  priority  of  improving  their  response  capabilities,  streamlined  response  procedures,  and 
have  ensured  that  senior  leadership  will  be  involved  in  any  WMD  incident.  A  good 
example  of  this  is  DOD's  Secretary  of  Defense  review  of  "Military  Assistance  to  Civil 
Authorities"  completed  in  December  of  1995.  This  review  ensures  that  the  Secretary  of 
Defense  personally  overseas  DOD  responses  to  acts  of  terrorism  both  domestic  and 
overseas    The  SECDEF  will  be  assisted  in  response  to  a  domestic  terrorist  incident  by 
both  the  Chairman  of  the  Joint  Chiefs  of  Staff,  who  will  assist  in  managing  the  DOD 
operational  response,  and  the  Secretary  of  the  Army,  who  is  the  Executive  Agent  for  civil 
emergencies,  and  provides  domestic  civil  assistance  through  the  Army's  Director  of 
Military  Assistance  (DOMS). 

Finally,  the  interagency  community  found  that  including  Consequence 
Management  experts  at  the  very  beginning  of  a  Crisis  Management  response  was 
absolutely  essential  for  minimizing  casualties,  reducing  public  panic,  and  ensuring  a  rapid 
Federal  response  to  State  and  local  officials.  The  interagency  cbunterterrorism  community 
has  also  taken  steps  to  include  senior  policy  decision-makers  for  Consequence 
Management  in  their  Washington  deliberations  on  Crisis  Management. 

DOD,  DOE,  and  FEMA  currently  have  plans  in-place  to  respond  to  most  natural 
and  man-made  domestic  civil  emergencies.  However,  a  potential  NBC  terrorist  attack 
presents  unique  challenges.  Due  to  the  emerging  threat  of  NBC  terrorism,  FEMA  is 
presently  coordinating  the  development  of  an  annex  to  the  Federal  Response  Plan  (FRP) 
dealing  specifically  with  response  to  NBC  terrorist  attack  emergencies.    FEMA  is  also 
writing  and  coordinating  a  "Report  to  the  President"  on  the  adequacy  of  the  FRP  to 
respond  to  NBC  terrorism  incidents    This  is  part  of  a  Presidential  call  for  an  overall  in- 
depth  assessment  uf  the  capabilities  of  the  federal  response  community  to  deal  with  the 
-onsequences  of  WMDs. 

DOD,  DOE,  and  the  other  Federal  Agencies  currently  have  some  very  highly 
trained,  and  well  equipped  teams  that  would  be  available  for  Consequence  Management  in 
case  of  a  domestic  NBC  disaster    However,  many  of  the  Federal  teams  cited  for 
Consequence  Management  are  also  employed  in  Crisis  Management.  This  report  details 
the  excellent  capabilities  of  many  of  the  Consequence  Management  organizations  found  in 
DOD,  DOE,  and  elsewhere    An  example  are  DOE's  Radiological  Assistance  Program's 
(RAP)  teams  who  provide  training  to  state  and  local  authorities. 

As  compared  to  the  potential  threat,  however,  professional  NBC  response 
personnel  are  relatively  few  in  number  and  the  pieces  of  equipment  necessary  to  provide 
adequate  support  to  an  NBC  event  are  in  some  cases  one  of  a  kind.  The  Federal  response 
community  is  hard  at  work  increasing  their  capabilities,  and  revising  plans  to  respond 
better  to  NBC  incidents,  but  we  have  not  yet  achieved  all  that  we  can. 
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State  and  local  authorities,  as  first  responders,  are  in  need  of  their  own  NBC 
equipment  and  supplies,  and  greater  access  to  up-to-date  NBC  training.   DOD  has  an 
inventory  of  combat  supplies  for  NBC  contingencies,  but  the  use  of  DOD  stockpiles  of 
NBC  supplies  and  materials  for  domestic  emergencies  will  have  a  direct  adverse  impact  on 
military  readiness  and  force  protection    Any  decision  to  release  DOD  NBC  defensive 
materials  for  a  domestic  emergency  will  be  made  by  the  Secretary  of  Defense 

The  emergence  of  the  potential  use  of  chemical  and  biological  devices  as  vehicles 
for  terrorism  requires  innovative  research  into  new  response  methodologies    Authorizing 
the  use  of  existing  NBC  capabilities  for  response  in  new  and  different  ways,  and  providing 
the  appropriate  resources  for  federal  agencies  to  develop  new  technologies  to  combat  this 
threat  provides  a  challenging  prospect  for  future  work.   Such  a  program  would  require 
significant  policy  decisions  which  are  beyond  the  scope  of  this  report. 
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Department  of  Defense  and  Department  of  Energy 
JOINT  REPORT  TO  CONGRESS 

PREPAREDNESS  AND  RESPONSE  TO  A  NUCLEAR, 

RADIOLOGICAL,  BIOLOGICAL,  OR 

CHEMICAL  TERRORIST  ATTACK 

I.  INTRODUCTION 

A.  Scope  of  the  Report 

This  Joint  Report  to  Congress,  as  requested  by  Public  Law  104  -106,  Title  III,  Section 
379,  summarizes  Department  of  Defense  (DOD),  Department  of  Energy  (DOE),  and  Federal 
Emergency  Management  Agency  (FEMA)  current  plans,  resources,  and  capabilities  to  respond  to 
a  chemical,  biological,  radiological,  or  nuclear  domestic  terrorist  attack.   It  also  provides  some 
insight  in  what  can  be  done  to  improve  our  national  ability  to  deal  with  the  consequences  of  such 
an  incident.  This  report  has  been  written  at  the  UNCLASSIFIED  level.  Thus,  only  general 
comments  on  the  Federal  Government  crisis  response  capabilities  to  a  terrorism  incident  are 
discussed. 

The  cited  law  requests  a  "discussion  of  the  military  and  civil  defense  plans  and  programs 
of  DOD"  for  a  "civil  defense  emergency"  (domestic  terrorist  incident)  in  which  "...DOD  has  a 
primary  responsibility  to  respond."  and  one  in  which  DOD  has  "...a  supporting..."  role.  State  and 
local  authorities  always  have  the  primary  responsibility  to  respond  to  any  emergency  within  their 
jurisdiction.  When  requested,  the  Department  of  Defense  can  provide  extensive  assistance  in 
those  domestic  emergencies  that  overwhelm  the  capabilities  of  state  and  local  authorities  ,  and 
DOE  can  provide  unique,  state  of  the  art  assets  particularly  if  the  emergency  incident  is  of  a 
nuclear  or  radiological  nature. 

The  attacks  on  the  World  Trade  Center  in  New  York  City  and  the  Federal  Building  in 
Oklahoma  City  have  added  a  new  dimension  to  Federal  Emergency  Planning,  which  heretofore 
has  been  mostly  focused  on  response  to  natural  and  technological  disasters.  Citizens  of  the 
United  States  can  no  longer  rely  on  their  home  town  being  insulated  from  the  hatred  and  violence 
so  often  expressed  in  the  international  community     A  number  of  Federal  Emergency  Plans  (e.g., 
the  Federal  Response  Plan  (FRP),"the  Federal  Radiological  Emergency  Response  Plan  (FRERP), 
and  the  National  Contingency  Plan  (NCP))  have  been  developed  for  particular  emergency  events. 
FEMA  is  responsible  for  coordinating  federal  response  to  domestic  emergencies,  with  specific 
technical  expertise  provided  by  agencies  such  as  the  DOD,  DOE,  the  Environmental  Protection 
Agency  (EPA),  the  Nuclear  Regulatory  Commission  (NRC),  the  Public  Health  Service,  and  other 
members  of  the  FRP  interagency  community. 


DOD  Directive  3025.1.  Mililary  Support  to  Civil  Authorities  (MSCA) 
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B.   Defining  the  Different  Phases  of  a  Terrorist  NBC  Incident 

The  federal  response  mechanism  is,  and  must  be,  dynamic  to  meet  unanticipated 
contingencies    There  are  two  distinct  different  phases  to  a  terrorist  NBC  incident  commonly 
referred  to  as  Crisis  Management  and  Consequence  Management.  These  phases  can  occur 
simultaneously,  sequentially,  or  independently  of  each  other. 

In  a  domestic  terrorist  attack  situation,  the  Federal  Bureau  of  Investigation  (FBI)  of  the 
Department  of  Justice  is  responsible  for  pursuing  criminal  matters  related  to  the  incident,  and  has 
been  designated  as  the  lead  agency  in  this  regard.  Working  the  criminal  aspects  of  a  terrorist 
threat  or  attack  is  termed  Crisis  Management  Response.     Crisis  Management  Response  involves 
measures  to  resolve  the  hostile  situation,  and  investigate  and  prepare  a  criminal  case  for 
prosecution  under  Federal  law.     Close  interaction  between  the  FBI  and  federal  responders  from 
other  agencies  is  critical  to  preserve  evidence  in  the  event  of  a  terrorist  event. 

Procedures  for  Crisis  Management  are  well  defined  within  the  interagency  community  at 
the  national  level.  The  national  level  Crisis  Management  terrorism  response  system  meets  on  a 
weekly  basis  and  is  designed  to  respond  rapidly  to  any  terrorist  threats  and  incidents  upon 
notification.   Domestic  incidents  involving  NBC  weapons  by  terrorists  will  automatically  include 
FEMA  and  Public  Health  Service  senior  decision  makers  to  cover  Consequence  Management 
efforts  needed  to  quickly  prevent  and/or  resolve  any  such  incidents.  The  national  level  Crisis 
Management  terrorism  response  system  will  facilitate  and  coordinate  interagency  support  to  the 
lead  agency  (the  FBI  for  domestic  terrorist  incidents)  during  Crisis  Management  and  will  provide 
the  same  service  to  the  lead  agency  (usually  FEMA)  during  Consequence  Management  of  any 
domestic  terrorist  incident,  particularly  those  involving  an  NBC  device. 

Once  an  incident  takes  place,  the  primary  responsibility  for  response  to  an  emergency  is 
with  the  State  and  local  governments.  The  Federal  Government  provides  assistance  when  the 
Governor  of  the  affected  state  indicates  that  local  capability  is  overwhelmed  and  requests 
assistance  under  the  Stafford  Act.  The  designated  lead  agency  for  coordination  of  Federal 
assistance  to  State  and  local  governments  is  the  Federal  Emergency  Management  Agency 
(FEMA).     Supporting  the  affected  community  in  managing  the  consequences  of  an  incident  is 
termed  Consequence  Management  Response.   Consequence  Management  Response  involves 
measures  to  alleviate  the  damage,  loss,  hardship  or  suffering  caused  by  emergencies.  It  includes 
measures  to  restore  essential  government  services,  protect  public  health  and  safety,  and  provide 
emergency  relief  to  affected  governments,  businesses  and  individuals. 

When  a  hazardous  material  is  suspected  at  an  incident  site  Technical  Operations  will  be 
activated    Technical  Operations  involve  measures  to  identify  and  assess  the  threat  posed  by  the 
hazardous  material,  to  provide  consultation  to  decision  makers  concerning  the  implications  of  the 
hazardous  material  for  Crisis  Management  and  Consequence  Management,  to  neutralize  the 
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material,  and  to  provide  decontamination  assistance.  Technical  Operations  may  be  triggered  pre- 
release in  support  of  a  Crisis  Management  Response  and  continue  post-release  in  support  of  the 
Consequence  Management  Response.  The  lead  agency  for  Technical  Operations  depends  upon 
the  material  involved  and  the  location  of  the  incident. 


C.  Coordination  with  FEMA  for  Consequence  Management 

1.  Summary  of  Concept  of  Operations 

FEMA's  Federal  Response  Plan  (FRP)  was  developed  by  27  Federal  Departments  and 
Agencies  and  the  American  Red  Cross  to  facilitate  timely  coordination  and  application  of  all 
federal  resources,  including  those  of  the  Department  of  Defense.  The  FRP  was  built  on  the 
principal  of  functionality  -  12  primary  areas  have  been  identified  in  which  Federal  support  may  be 
necessary  in  a  disaster  operation.  Each  of  these  12  support  functions  is  arranged  with  a 
designated  lead  agency  to  coordinate  operations  within  that  area  of  expertise.  These  areas  have 
been  designated  Emergency  Support  Functions  (ESFs).  They  are  listed  below  (see  chart)  along 
with  the  cognizant  lead  agency. 
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1 

2 

3 

4 

5 

6 

Transportation 

Communications 

Public  Works  & 

Engineering 

Firefighling 

Information 
and  Planning 

Mass  Care 

DOT 

NCS 

DOD.  Corp  of 

Engineers 

USDA.  Forest 
Service 

FEMA 

American  Red 
Cross 

Emergency 

Support 

Functions 

(ESFs) 

7 

8 

9 

10 

11 

12 

Resource 
Support 

Health  & 

Medical 

Services 

Urban  Search  & 
Rescue 

Hazardous 
Materials 

Food 

Energy 

GSA 

HHS,  Public 
Health  Service 

FEMA 

EPA 

USDA,  Food 
and  Nutrition 
service 

DOE 

As  shown,  DOD  and  DOE  are  each  the  lead  agency  for    one  of  the  ESFs.  DOD  has  been 
assigned  Emergency  Support  Function  #3,  Public  Works  and  Engineering,  which  is  lead  by  the 
US  Army  Corps  of  Engineers  (ACE),  and  DOE  is  the  lead  agency  for  Emergency  Support 
Function  #12,  Energy.   DOD  is  a  supporting  agency  for  each  of  the  remaining  eleven  Emergency 
Support  Functions  (ESFs),  while  DOE  helps  in  support  of  ESFs  SI,  3,  5,  7,  and  10 

The  FRP  is  evolving  into  an  "all  hazards"  plan  which  will  include  consequence 
management  activities  for  terrorist  events.  There  are  a  number  of  federal  reports  in-process  which 
will  provide  plans  and  capabilities  for  response  to  terrorism  (see  below)    Within  this  all  inclusive 
framework,  FEMA  and  other  Federal  Departments  and  Agencies  have  gained  a  great  deal  of 
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experience    In  addition  to  actual  disasters  and  emergencies,  numerous  exercises  have  been 
conducted  to  test  plans  and  procedures  to  manage  the  consequences  of  terrorist  events.    In 
1993,  for  example,  FEMA  conducted  an  Exercise  known  as  CIVEX,  which  involved  a  biological 
terrorist  incident  (Anthrax)  in  the  New  York  City  subways.   In  this  exercise,  the  Federal 
departments  and  agencies,  as  designated  in  the  FRP,  and  State  and  City  officials  worked  through 
the  issues  that  would  surround  such  an  event. 


2.   FRP  Review  for  the  President 

FEMA  is  currently  working,  along  with  its  FRP  signatory  agencies,  to  produce  a  Status 
Report  to  the  President  on  "Consequence  Management  for  Nuclear,  Biological,  and  Chemical 
(NBC)  Terrorism".   It  will  document  the  adequacy  of  the  Federal  Response  Plan  to  deal  with 
NBC  terrorist  incidents  and  make  specific  recommendations  regarding  capability  enhancement. 
The  report  will  contain  a  number  of  different  terrorist  attack,  scenarios  that  can  be  exercised  in  the 
future.   It  is  anticipated  that  FEMA  will  publish  a  new  annex  to  the  FRP,  titled  the  "Incident 
Annex  for  Terrorism  Emergencies". 


3.  Federal  Radiological  Emergency  Response 

For  events  involving  radiological  materials,  FEMA  would  coordinate  the  national  response 
as  the  Lead  Agency  for  Consequence  Management  in  close  coordination  with  the  Lead  Federal 
Agency  determined  under  the  guidelines  set  forth  in  the  Federal  Radiological  Emergency  ■ 
Response  Plan  (FRERP).  The  FRERP  is  separate  and  independent  from  the  FRP  and  would 
provide  a  major  augmentation  of  capability  available  under  the  Stafford  Act.  For  radiological 
emergencies  DOE  maintains  unique  emergency  response  assets  and  subject  matter  expertise. 
Additional  radiological  assets  and  technical  personnel  are  available  from  agencies  such  as  the 
Nuclear  Regulatory  Commission  (NRC),  the  Environmental  Protection  Agency  (EPA),  the 
National  Aeronautics  and  Space  Administration  (NASA),  the  Department  of  Health  and  Human 
Services  (HHS),  and  the  Veterans  Administration  (VA).  Any  incident  invoking  the  FRERP,  and 
which  involves  terrorists,  will  be  managed  by  the  national  Crisis  Management  (terrorism  response) 
system  which  in-turn  would  support  FEMA  as  the  Lead  Agency  for  Consequence  Management. 


D.  DOD  NBC  Material  Inventories 

DOD  also,  has  ongoing  studies  of  its  potential  response  to  the  growing  domestic  threats  of 
NBC  terrorist  activity.   The  Secretary  of  Defense,  in  February  of  1994,  designated  the  Assistant 
to  the  Secretary  of  Defense  for  Nuclear  and  Chemical  and  Biological  Defense  Programs,  ATSD 
(NCB),  formerly  Atomic  Energy,  as  the  single  focal  point  for  NBC  defense  (non-operational 
matters)  within  the  Office  of  the  Secretary  of  Defense  (OSD)    In  addition,  the  Secretary 
appointed  the  Army  as  the  Executive  Agent  for  DOD  to  coordinate  and  integrate  research, 
development,  test,  evaluation,  acquisition,  and  military  construction  requirements  of  the 
departments  for  the  NBC  defense  research  program.  Also,  the  Assistant  Secretary  of  Defense  for 


251 


Special  Operations  and  Low-Intensity  Conflict  { ASD(SO/LIC)|  is  responsible  for  fast-tracked 
research  and  development  of  items  needed  by  the  SOF  community  to  combat  terrorism,  including 
NBC  attacks.   OASD(SCVLIC)  cochairs  the  Technical  Support  Working  Group  responsible  for 
TtTeTnteragency  coordination  of  counterterrorism  R&D 

Information  related  to  DOD's  capabilities  in  an  NBC  combat  scenario  is  well  documented 
in  the  DOD  Nuclear/Biological/Chemical  Warfare  Defense,  Annual  Report  to  Congress  (Draft 
3/96).  This  report  provides  detailed  data,  broken  out  by  service,  on  the  combat  requirements  for 
NBC  supplies  and  equipment  such  as,  gas  masks,  chemical  detection  kits,  decontamination 
equipment,  atropine  autoinjectors,  etc    It  also  breaks  out  the  amount  of  these  supplies  that  are  in 
the  DOD  inventory. 

Current  stockpiles  of  these  materials  are  maintained  in  extremely  limited  quantities 
necessary  to  respond  to  DOD  contingencies  and  military-related  chemical  accidents  or  incidents. 
Using  equipment  and  supplies  from  these  stocks  for  domestic  emergencies  will  directly  impact 
military  readiness  and  force  protection.    If  used,  they  would  require  expeditious  replacement. 

When  required,  the  decision  to  release  NBC  supplies  and  equipment  from  military 
inventories  to  state  and  local  authorities  will  be  made  by  SECDEF.  The  Secretary  of  Defense 
personally  oversees  DOD  responses  to  acts  of  terrorism  both  domestic  and  overseas. 
SECDEF' will  be  assisted  in  response  to  a  domestic  terrorist  incident  by  the  Chairman  of  the  Joint 
Chiefs  of  Staff,  who  will  assist  in  managing  the  DOD  operational  response,  and  the  Secretary  of 
the  Army,  who  is  the  Executive  Agent  for  civil  emergencies,  and  provides  domestic  civil 
assistance  through  the  Army's  Director  of  Military  Support  (DOMS). 


II.         FEDERAL  SUPPORT  TO  TECHNICAL  OPERATIONS 

A.   Nuclear  Response 

1.  General 

Five  agencies  -  DOD,  the  Department  of  Energy  (DOE),  the  Environmental  Protection 
Agency  (EPA),  the  National  Aeronautics  and  Space  Administration  (NASA),  or  the  Nuclear 
Regulatory  Commission  (NRC)  --  can  be  designated  as  Lead  Federal  Agency  (LFA)  under 
criteria  for  Radiological  Emergencies  as  set  forth  in  the  Federal  Radiological  Emergency 
Response  Plan  (FRERP)  (Draft  12/95)  (see  chart  below).    The  role  of  the  LFA  is  to  lead  and 
coordinate  Federal  on-scene  actions  and  assist  State  and  local  governments  in  determining 
measures  to  protect  life,  property,  and  the  environment    In  a  major  incident  which  resulted  in  a 
Presidential  emergency  or  major  disaster  declaration,  the  LFA  would  coordinate  with  the  Federal 
Coordinating  Officer  (FCO)  to  assist  in  use  of  FRP  resources.  If  terrorists  are  involved,  the 


2    DODDIR  3025. XX.  "Military  Assistance  to  Civil  Authorities".  (Draft) 

'  Requests  for  overseas  assistance  may  be  received  by  the  President  or  the  Slalc  Department 


24-957    96-9 
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national  Crisis  Management  terrorism  response  system  will  coordinate  with  FEMA  on  who  will  be 
the  lead  agency  for  Consequence  Management. 

The  Federal  Radiological  Emergency  Response  Plan  (FRERP)  defines  the  DOE  role  as  follows: 

DOE  will  act  as  the  Lead  Federal  Agency  (LFA)  for  an  event  at  a  DOE  facility,  DOE 
managed  transportation  event,  or  an  unknown  event  if  concurred  in  by  the  other  four  potential 
LFAs  (DOD,  EPA,  NASA,  NRC).  DOE  will  provide  unique  radiological  response  assets  in 
support  of  a  radiological  event. both  when  acting  as  an  LFA  and  in  support  of  other  LFAs. 

DOE  will  support  the  US  Government  (USG)  response  in  managing  the  consequences  of  a 
radiological  emergency  or  nuclear  attack  through  various  existing  capabilities.  DOE  has 
personnel  and  equipment,  and  the  operational  readiness  to  assist  in  Consequence  Management 
following  a  radiological  emergency  or  nuclear  attack.    DOE  volunteers  who  work  within  the 
DOE  nuclear  complexes  make  up  the  staff.  Their  competency  is  derived  from  their  daily 
responsibilities  in  the  nuclear  programs,  and  their  operational  readiness  is  assured  through 
specific,  training,  drills  and  exercises.  DOE  capabilities  total  more.than  400  personnel  and  they 
and  their  equipment  are  available  to  assist  where  ever  their  expertise  is  required. 


2.-  DOE  Capabilities 

Threat  Assessment  Capability 

DOE  also  provides  communicated  threat  assessments  involving  nuclear  materials  or  other 
weapons  of  mass  destruction.  Requests  for  assessment  can  originate  from  law  enforcement 
agencies  (FBI,  US  Customs,  or  other  Federal  Agency)  or  the  international  community.  DOE 
assesses  and  evaluates  the  world-wide  black  market/illicit  sales  of  nuclear  materials  events  and 
maintains  a  database  of  incidents  in  support  of  the  domestic  and  international  enforcement 
community.  DOE  manages  and  maintains  the  Threat  Assessment  Communications  System 
(SCAT),  a  dedicated,  secure  electronic  communication  system  to  expedite  DOE  emergency 
response  to  a  nuclear  threat    These  capabilities  originate  from  the  Atomic  Energy  Act,  NSDD  for 
Malevolent  Nuclear  Activity,  and  an  FBI  -  Energy  Research  and  Development  Administration 
(ERDA)  MOU. 

DOE  participates  in  threat  assessment  research  projects;  produces  products  to  identify 
threats;  facilitates  the  joint  DOE/FBI  communicated  threat  profiling  activities;  and  strives  to 
improve  detection  of  trends  and  patterns  in  criminal  and  potential  nuclear  threat  activities.  This 
capability  originates  from  the  Atomic  Energy  Act  (Section  16 l.K),  Joint  Project  Statement 
between  the  DOE  and  the  FBI. 
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IDENTIFICATION  OF  LEAD  FEDERAL  AGENCY  FOR 
RADIOLOGICAL  EMERGENCIES 

Tvpc  nf  Emergency 

Lead  Federal  Aaencv  (LFA) 

Nuclear  Facility 

-  Licensed  by  NRC  or  and  Agreement  Stale 

-  Owned  or  Operated  by  DOD  or  DOI": 

-  Not  Licensed,  Owned,  or  Operated  by  a  Federal  Agency  or  an 
Agreement  Slate 

Nuclear  Regulatory  Commission 
(NRC) 

DOD  or  DOE 

Environmental  Protection  Agency  (EPA) 

Transportation  of  Radioactive  Materials 

-  Shipment  of  Materials  Licensed  by  NRC  or  an  Agreement  State 

-  Materials  Shipped  or  for    DOD  or  DOE 

-  Shipment  of  materials  not  licensed  or  owned  by  a  Federal  Agency  or  and 
Agreement  State 

NRC 

DOD  or  DOE 

EPA 

Satellites  Containing  Radioactive  Materials 

National  Aeronautics  and  Space 

Administration  (NASA) 

or  DOD 

Impact  from  Foreign  or  Unknown  Source 

EPA 

Other  Types  of  Emergencies 

LFAs  confer 

(Federal  Radiological  Emergency  Response  Plan  (FRERP)) 


Nuclear  Emergency  Search  Team  (NEST) 

DOE's  Nuclear  Emergency  Search  Team,  more  commonly  known  as  NEST,  consists  of 
technical  specialists  who  are  prepared  to  respond  quickly  with  specialized  instrumentation  and 
equipment  to  assist  federal  agencies  in  locating  nuclear  weapons  or  special  nuclear  material  that 
may  be  lost,  stolen  or  associated  with  bomb  threats.  NEST  capabilities  include  search  and 
identification  of  nuclear  materials' diagnostics  and  assessment  of  suspected  nuclear  devices,  and 
disablement  and  containment  programs.  However,  this  Report  to  the  Congress  focuses  on 
Consequence  Management.  NEST  personnel  and  equipment,  while  deployable  at  all  times,  are 
usually  deployed  as  a  Crisis  Management  response  element. 
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Radiological  Dispersion  Predictive  Capability 

Atmospheric  Release  Advisory  Capability  (ARAC) 

The  Atmospheric  Release  Advisory  Capability  (ARAC),  located  at  Lawrence  Livermore 
National  Laboratory  (LLNL)  in  Livermore,  CA,  is  a  computer  based  predictive  modeling 
capability  for  tracking  atmospheric  dispersions  of  radiation  and  hazardous  materials    The  model 
accounts  for  real-time  meteorological  conditions  and  topographical  phenomena.  Initial 
predictions  can  be  made  within  1  hour  after  receipt  of  specific  information  and  updated  thereafter 
as  new  data  becomes  available.  ARAC  output  consists  of  maps  showing  airborne  concentrations 
and  contamination  distribution  caused  by  the  release  of  radioactive  material,  and  also  the  amount 
of  radiation  dosage  on  the  affected  population. 

Aerial  and  Surface  Monitoring  Assessment 
Aerial 

DOE  has  helicopters  and  2  fixed-winged  aircraft  which  perform  aerial  radiation  surveys 
using  gamma  spectroscopy  to  locate  and  characterize  radioactively  contaminated  areas.  The 
fixed-winged  aircraft  are  capable  of  performing  the  initial  radiological  survey  and  can  perform 
real-time  radiological  aerial  air  sampling  and  radioactive  plume  tracking.  These  aircraft  are 
capable  of  night  and  all-weather  operations.  The  helicopters  are  used  to  perform  exhaustive 
radiological  mapping  of  the  contaminated  area. 

The  aircraft  are  part  of  the  DOE  Aerial  Measuring  System  (AMS)  which  is  based  at  Nellis 
AFB  near  Las  Vegas,  Nevada  and  Andrews  AFB  near  Washington  DC  These  aircraft  can  be 
deployed  within  two  hours  of  notification.    Within  CONUS,  the  fixed-winged  aircraft  can  arrive 
at  the  contaminated  site  within  4-8  hours  under  favorable  weather  conditions. 

Surface 

Radiological  Assistance  Program  (RAP)  Regional  Team 

RAP  teams  are  often  the  first  responders  to  the  scene  based  on  their  small  numbers,  light 
loads  and  geographic  proximity    Teams  consist  typically  of  several  health  physicists  (radiation 
control  and  safety  experts)  and  radiological  detection  and  measurement  technicians    These  teams 
are  located  throughout  the  US  and  provide  identification  of  the  presence  of  radioactive 
contamination.   Eight  RAP  Regions  located  throughout  the  CONUS  are  capable  of  providing  38 
radiological  monitoring  teams  which  include  3  health  physicists  per  6  person  team.  The  RAP 
Teams  are  equipped  with  handheld  radiation  monitoring  devices  for  alpha,  beta,  and  gamma 
radiation,  air  monitoring  equipment,  anti-contamination  clothing,  and  various  types  of 
communication  equipment    In  addition  to  radiation  monitoring,  the  RAP  teams  can  also  provide 
initial  medical  advice  on  the  handling  of  contaminated  personnel  who  may  be  injured.   A  RAP 
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team  can  usually  be  activated  and  deployed  within  two  hours  of  a  request  for  assistance  from 
State,  tribal,  or  local  government  officials    There  are  over  200  personnel  available  at  the  various 
DOE  facilities  that  can  be  deployed  as  part  of  a  RAP  Team. 


Accident  Response  Group 

DOE's  Accident  Response  Group  (ARG)  is  the  primary  response  element  if  an  accident  or 
event  occurs  with  nuclear  weapons    The  ARG  is  composed  of  scientists,  technical  specialists, 
crisis  managers  and  equipment  ready  for  short  notice  dispatch  to  the  scene  of  a  nuclear  accident. 
The  ARG  is  specially  trained  in  weapon  recovery  operations  and  in  evaluating,  collecting, 
handling  and  mitigating  radioactive  and  other  weapons-associated  hazards. 

ARG  can  also  provide  mobile  laboratories  to  the  scene  which  are  managed  and  operated 
by  Lawrence  Livermore  National  Laboratory  and  Los  Alamos  National  Laboratory  for  the  ARG. 
The  HOT  SPOT  mobile  laboratory  includes  2  trucks  with  stored  portable  instruments  and  2 
trailers  containing  a  sophisticated  radiation-counting  laboratory    HOT  SPOT  carries  portable 
survey  instrumentation  and  detectors  for  alpha,  beta,  gamma  and  neutron  radiation.  The  radiation 
counting  laboratory  contains  a  computer-based  pulse-height  analyzer,  gas  flow  proportional 
counter,  a  tritium  analytical  capability,  and  a  portable  wound  counter. 

-  The  RANGER  is  a  van  containing  a  sophisticated  ground  contamination  survey 
system  which  can  provide  isodose  plots  indicating  radiation  contamination  levels  and  position.  It 
contains  Radioactivity  Detection  Indication  and  Computation  (RADIAC)  equipment. 

-  RASCAL  is  a  mobile  radioactive  air  sampling  laboratory  which  contains  eight 
portable  air  samplers  and  generators  and  also  an  air  sampling  laboratory. 


Monitoring  and  Assessment  Coordination  and  Support 

DOE  will  deploy  in  coordination  with  another  Federal  agency  and  state,  tribal,  or  local 
government  a  Federal  Radiological  Monitoring  and  Assessment  Center  (FRMAC).    FRMAC 
provides  a  mobile  communications  and  data  management  assessment  team  which  coordinates  all 
Federal  agency  radiological  monitoring  and  assessment  activities  for  the  lead  Federal  agency  or 
applicable  state,  local  or  tribal  government.  An  advance  party  can  be  deployed  within  hours  using 
DOE  or  commercial  air.  Military  transport  of  the  main  contingent  is  relied  upon  for  timely 
deployment  to  the  scene.  Typically,  a  FRMAC  can  be  mobilized  for  lift-off  and  operation 
anywhere  in  the  CONUS  in  24  to  36  hours.  (Note:  The  Advisory  Team  for  Environment,  Food 
and  Health  (ATEFH)  is  often  deployed  along  with  the  FRMAC.    ATEFH  consists  of 
representatives  from  EPA,  Health  and  Human  Services  (HHS),  and  the  US  Department  of 
Agriculture  (USDA),  and  may  be  collocated  with  and  have  access  to  FRMAC  data  ) 

The  FRMAC  will  consist  of  50  to  200  personnel  per  shift  depending  on  the  emergency 
situation,  and  includes  personnel  from  all  of  DOE's  radiological  emergency  response  assets.  The 
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FRjVIAC  has  organic  communications,  general  office,  computer,  and  command  and  control 
equipment  needed  to  operate  as  a  coordination  center  including  diesel  generators  and  tents,  if 
required 

After  DOE  completes  its  radiological  characterization  of  the  incident  site,  it  will  transfer 
the  operation  of  the  FRJVIAC  to  EPA  to  coordinate  the  performance  of  long-term  radiological 
Consequence  Management  activities,  such  as.  site  restoration.  If  requested  by  EPA,  DOE  will 
provide  technical  assistance  during  this  phase  of  the  Consequence  Management,  as  well. 

Radiological  Medical  Advice  and  Assistance 

DOE  provides  24-hour  consultative  assistance  service  for  medical  and  health  physics 
problems  associated  with  radiation  incidents  through  the  Radiation  Emergency  Assistance  Center 
and  Training  Site  (REAC/TS)  located  in  Oak  Ridge,  Tennessee.  A  response  team  normally  of 
approximately  six  members  consisting  of  a  physician,  nurse,  health  physicist,  cytogeneticist  and 
radiobiologist  can  be  deployed  in  an  emergency  to  assist  in  nuclear  incidents.  This  team  can  travel 
commercially  or  by  light  aircraft.  The  members  are  trained  and  equipped  to  perform  medical  and 
radiological  triage;  use  decontamination  procedures  and  therapies  for  external  contamination  and 
internally  deposited  radionuclides  including  chelation  therapy;  conduct  diagnostic  and  prognostic 
assessment  of  radiation  induced  injuries;  and  conduct  radiation  dose  estimates  using  dosimetry, 
bioassay,  'and  in-vivo  counting.    Deployable  equipment  includes  pharmocologics  for  treatment  of 
internal  contamination,  a  capability  for  treatment  of  conventional  injuries  and  illnesses,  and  a 
Standard  Advanced  Cardiac  Life  Support  and  Advanced  Trauma  Life  Support  capability. 
REAC/TS  also  maintains  a  list  of  health  care  professionals  throughout  the  United  States  who  have 
been  trained  by  REAC/TS  for  radiological  emergencies.  These  professionals  may  also  provide 
medical  support. 

DOE  emergency  response  assets  are  critical  in  the  near  term  stages  of  nuclear 
consequence  management.  Each  of  these  unique  assets  are  constantly  improving  their  abilities 
through  training,  exercising  and  updating  equipment  to  ensure  that  our  federal  response  remains 
viable  and  effective  during  radiological  events. 


3.   DOD  Capabilities 

The  recent  SECDEF  review  of  military  assistance  to  civil  authorities  clearly  changes  the 
response  mechanism  for  DOD  to  any  domestic  terrorist  event.  All  DOD  assistance  for  a  terrorist 
event  will  be  personally  managed  by  the  SECDEF,  and  assisted  by  the  Chairman  of  the  Joint  Staff. 
DOD  Crisis  Management  response  will  work  through  the  national  interagency  terrorism  response 
system    All  DOD  Crisis  Management  response  units  will  work  for  the  Joint  Special  Operations 
Task  Force  Commander  (JSOTF).    This  task  force  will  be  assigned  to  the  appropriate  Unified 
Combatant  Commander  (dNC),  but  during  actual  operations  execution  will  report  directly  to  the 
National  Command  Authority    Units  for  Consequence  Management  will  report  to  the  Crisis 
Response  Task  Force  Commander  who  will  directly  support  the  JSOTF  commander. 
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In  the  event  that  only  Consequence  Management  units  are  required  to  resolve  the 
incident,  the  Secretary  of  the  Army  will  assist  the  SECDEF  for  Consequence  Management 
through  the  Director  of  Military  Support.  The  CRTF  Commander  will  control  all  DOD  units 
deployed  to  the  incident  site    The  CRTF  Commander  will  always  report  to  CrNC,  whether 
deployed  for  Crisis  Response  or  just  for  Consequence  Management. 

DOD  units  listed  below  have  certain  Consequence  Management  response  capabilities  to 
provide  assistance  during  a  domestic  terrorist  event.  However,  very  few  are  funded,  manned,  or 
structured  for  an  immediate  response  at  any  given  moment.  Additionally,  several  of  the  units 
mentioned  are  either  primarily  Crisis  Management  response  units  or  could  be  already  committed 
for  such  a  response.  This  dual  tasking  of  units  could  create  shortfalls  in  certain  scenarios.    The 
aforementioned  procedures  outlined  for  this  section  on  nuclear  response  also  apply  in  totality  for 
chemical  and  biological  domestic  terrorist  incidents 

Armed  Forces  Radiobiology  Research  Institute 

Armed  Forces  Radiobiology  Research  Institute  (AFRRJ):  This  is  DOD's  sole  laboratory 
for  conducting  biomedical  research  to  address  military  medical  operational  requirements  for 
dealing  with  the  prompt  and  delayed  effects  of  radiation  exposure.  AFRRJ  is  currently  assigned 
to  the  Uniformed  Services  University  of  the  Health  Sciences. 

Defense  Technical  Response  Group  (DTRG) 

Defense  Technical  Response  Group  (DTRG):  DTRG,  part  of  the  Naval  EOD  Technical 
Division  (NAVEODTECHDIV),  is  a  joint-service  manager  for  explosive  ordnance  disposal. 
DTRG,  under  DOD  3150.5,  provides  on-site  operational  and  technical  support  personnel, 
equipment,  and  technology  (R&D)  to  DOE  and  DOD  units.  DTRG  also  provides  support  to 
military  EOD  technicians  in  the  field  at  all  command  levels.  Primary  duties  include  providing  safe 
access  routes  to  suspect  ordnance,  training,  and  liaison  support  to  other  agencies.  DTRG  is 
deployable  within  4  hours. 

Defense  Nuclear  Agency 

The  Defense  Nuclear  Agency  (DNA):  DNA  operates  a  Joint  Nuclear  Accident 
Coordination  Center  (JNACC)  in  cooperation  with  the  Department  of  Energy.  The  JNACC 
maintains  current  records  reflecting  the  location  and  capability  of  specialized  units  and  teams  that 
can  be  used  for  a  nuclear  accident/attack  response  -  the  Nuclear  Accident  Response  Capability 
Listing  (NARCL).  The  JNACC  can  assist  the  DOD  Crisis  Response  Task  Force  (CRTF) 
Commander  or  the  Joint  Special  Operations  Task  Force  (JSTOF)  Commander  at  the  incident  site 
and  the  National  Military  Command  Center  (NMCC)  in  locating  and  dispatching  required 
.technical  resources. 

DNA  maintains  a  deployable  advisory  team  called  the  Defense  Nuclear  Agency  Advisory 
Team  (DNAAT).  DNAAT  assists  the  On-Scene  Commander  (OSC)  through  the  CRTF 
Commander  or  the  JSTOF  Commander  in  the  management  of  nuclear  related  issues.    The 
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DNAAT  can  advise  on  the  DOD  assets  best  suited  to  meet  the  requirements  of  the  incident.  The 
team  is  on-cail  24  hours  a  day  and  can  deploy  within  6  hours  of  notification.  The  DNAAT  is 
task-organized  and  includes  the  following  personnel: 

-  Several  officers  from  the  Services  qualified  in  various  nuclear-related  fields    These 
officers  deploy  to  the  incident  scene  and,  as  needed,  act  as  liaison  officers  in  the  Washington  area 
and  other  headquarters. 

-  Legal  and  public  affairs  experts  who  are  familiar  with  nuclear  response  policies  and 
plans. 

-  Special  security  operations  project  team  members. 

-  Health  physicists  and  radiological  advisors  from  the  Armed  Forces  Radiobiological 
Research  Institute  (AFRRI). 

Also,  the  Medical  Radiobiology  Advisory  Team  (MRAT)  may  be  included  in  the  DNAAT. 
The  MRAT  can  assist  medical  personnel  by  providing  the  most  current  medical  guidance 
regarding  the  treatment  of  radiation  casualties. 

DNA  RDT&E 

In  addition  to  the  work  described  above,  DNA  maintains  an  active  RDT&E  program  in 
support  of  the  warfighting  CINCs  and  other  customers  which  contributes  to  improving  technical 
capabilities  relevant  to  counterterrorism.  Some  of  these  capabilities  include: 

-  Explosive  research  for  determining  contamination  ranges,  predicting  affects  to 
structures,  tagging  and  subsequent  identification  of  users,  and  means  to  mitigate  affects 

-  Developing  technologies  for  the  identification  and  characterization  of  nuclear, 
chemical,  and  biological  munitions  to  include  target  characterization 

-  Enhancing  weapons  systems  and  facility  survivability  to  Weapons  of  Mass 
Destruction  (WMD) 


facilities 


-  Modeling  for  the  estimation  of  hazards  from  attack  upon  weapons  and/or 

-  Facilities  and  systems  vulnerability  assessments  to  WMD  and  explosive  threats 

-  Collateral  effects  prediction,  mitigation,  and  remediation 
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Service  Capabilities  -  US  Air  Force 

Air  Transportable  Radioactivity  Detection  Indication  and  Computation  (RADLAC) 
Package 

US  Air  Force  Air  Transportable  RADIAC  Package  (ATRAP):  ATRAP  provides  on-site 
repair  and  calibration  of  RADIAC  equipment,  is  manned  by  trained  instrument  repair  technicians, 
and  carries  a  collection  of  RADIAC  equipment,  and  spare  parts.     Located  at  Kelly  AFB,  TX, 
ATRAP  is  deployable  within  4  hours. 

Air  Force  Radiation  Assessment  Team 

Air  Force  Radiation  Assessment  Team  (AFRAT):    A  deployable  team  of  health  physicists, 
technicians  and  equipment,  AFRAT  provides  bioenvironmental  support,  radioisotope  analysis, 
radiation  protection,  and  consulting  support.  Located  at  Brooks  AFB,  TX,  AFRAT  is  deployable 
within  5  hours. 

Air  Force  Technical  Applications  Center 

Air  Force  Technical  Applications  Center  (AFTAC):  AFT  AC  located  at  Patrick  AFB  FL, 
provides  post-detonation  plume  trajectory  prediction,  meteorological  modeling,  complete  plume 
analysis/characterization,  and  leading  edge  technology  development  for  monitoring  of  chem  -  bio 
activities.   AFTAC  deploys  a  dedicated  C-135  collection  platform  aircraft  stationed  in  Omaha. 


Service  Capabilities  -  US  Army 

Radiological  Advisory  Medical  Team 

Radiological  Advisory  Medical  Team  (RAMT):  Specially  trained  in  radiological  health 
matters,  this  team  can  provide  assistance  and  guidance  to  the  on-scene  CRTF  and  local  medical 
authorities.   The  team  is  located  at  Walter  Reed  Army  Hospital,  Washington,  DC. 

Radiological  Control  Team  (USA) 

Army  Radiological  Control  (RADCON)  Team.  This  team  is  organized  to  provide 
radiological  monitoring  support  and  advice  to  the  CRTF.  The  team  is  deployable  from  Ft. 
Monmouth,  NJ  within  several  hours 
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US  Army,  52nd  Ordnance  Group 


US  Army,  52nd  Ordnance  Group:  This  team,  located  at  Fort  Gillem,  GA  provides  EOD 
support  to  incidents  involving  nuclear,  chemical,  biological,  or  high  technology  devices  and  is  the 
primary  agency  for  access  and  disablement  operations.   During  these  incidents  the  52nd 
Ordnance  Group  jointly  develops,  with  DOE,  the  disablement  plan  and  subsequently  implements 
the  approved  disablement  option.  The  team  is  deployable  on  extreme  short-notice. 


Service  Capabilities  -  US  Navy 

Radiological  Control  Team  (USN) 

The  Navy  RADCON  Team  can  provide  expert  health  physics  (radiation  control  and 
safety)  assistance  to  the  CRTF.  The  team  is  deployable  from  Norfolk,  VA  within  several  hours. 


B.  CHEMICAL  -  BIOLOGICAL  RESPONSE 

1.   General 

Department  of  Health  and  Human  Services  (DHHS)  Support  Plan 

For  incidents  involving  biological  or  chemical  material,  the  DHHS  is  leading  the 
development  of  an  "Interim  Health  and  Medical  Services  Support  Plan  for  Federal  Response  to 
Acts  of  Chemical/Biological  Terrorism".  This  will  include  threat  assessment,  consultation,  agent 
identification,  epidemiological  investigation,  hazard  detection  and  reduction,  decontamination, 
public  health  support,  medical  support,  and  pharmaceutical  support  operations. 

Environmental  Protection  Agency's  (EPA)  National  Contingency  Plan  (NCP) 

For  incidents  involving  hazardous  materials,  the  EPA  implements  the  National 
Contingency  Plan  (NCP)  for  Oil  and  Hazardous  Substances  to  coordinate  the  environmental 
response    This  will  provide  environmental  monitoring,  decontamination  and  long  term  site 
restoration  (environmental  clean  up)  operations. 


2.   Department  of  Defense  Capabilities 

Those  procedures  outlining  the  DOD  response  mechanism  for  a  domestic  nuclear  terrorist 
incident  also  apply  to  chemical  and  biological  incidents  (see  paragraph  II  A  3) 
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Chemical,  Biological  Defense  Command  (CBDCOM) 

With  its  history  of  more  than  75  years  of  research  and  development  focused  on  chemical 
and  biological  protection  for  the  US  Armed  Forces,  the  Chemical,  Biological  Defense  Command 
(CBDCOM)  teams  maintain  the  capability  to  support  the  national  response  to  an  incident  both  on 
and  off  the  battlefield.  These  teams,  located  in  Edgewood,  Maryland,  include  the  Technical 
Escort  Unit  (TEU),  the  Edgewood  Research,  Development  and  Engineering  Center  (ERDEC) 
and  the  Army  Material  Command  Treaty  Laboratory. 

CBDCOM  provides  staff  and  overwatch  support  to  the  deployment  and  activities  of  the 
Technical  Escort  Unit  (TEU),  and  maintains  an  emergency  response  capability  to  respond  to 
chemical  and  biological  accidents/incidents  worldwide  as  required  to  support  DOD,  Federal,  State 
and  local  agencies.   CBDCOM  also,  monitors  research,  development  and  technology  programs  of 
thkChemical  Biological  Counterterrorism  Team  (C/B-CT)  ERDEC,  in  support  of  emergency 
respsoae' forces,  and  ensures  complete  integration  of  technology  and  responders. 


Edgewood  Research,  Development  and  Engineering  Center  (ERDEC  ) 

Chemical,  Biological  (CB)  Counterterrorism  Team 

Chemical,  Biological  (CB)  Counterterrorism  Team  (C/B-CT)  :  The  C/B-CT  falls  under 
the  Edgewood  Research,  Development,  and  Engineering  Center  (ERDEC).  It  works  closely  with 
other  federal  agencies  and  develops  technological  countermeasures  and  equipment  that  warns  and 
responds  rapidly  in  the  event  of  a  chemical  or  biological  incident.  The  Chief  of  the  CB 
Counterterrorism  Team  cochairs  with  DOE  the  Technical  Support  Working  Group's  subgroup  on 
weapons  of  mass  destruction  countermeasures  responsible  to  both  the  Interagency  and 
International  Working  Groups  on  CB  Counter-terrorism  Technical  Response. 

Mobile  Analytical  Response  System  (MARS) 

Mobile  Analytical  Response  System  (MARS):    ERDEC  also  maintains  a  rapidly 
deployable  mobile  environmental  monitoring  and  technical  assessment  system,  the  Mobile 
Analytical  Response  System  (MARS).  This  system  is  a  seven  component  asset  that  provides  for 
state-of-the-art  analytical  assessment  of  chemical  or  biological  hazards  at  an  incident  site.  The 
seven  modules  of  the  MARS  are  as  follows: 

-  Remote  Biological  Diagnostic  Module,  a  Biological  Integrated  Defense  System  for  the 
US  Army  mounted  in  a  Mil  Van 

-  Modular  Chemical  Laboratory  capable  of  handling  neat  agent 

-  Real  Time  Analytical  Platform  (RTAP),  a  chemical  laboratory  mounted  inside  a  step 
van. 
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-  Mobile  Environmental  Analytical  Platform  (MEAP),  an  improved  version  of  the  RTAP 
mounted  on  a  semitrailer 

-  Remote  Chemical  Agent  Detector  (RCAD).  an  integrated  instrument  containing  a 
Surface  Acoustic  Wave  and  an  Ion  Mobility  Spectrometer  detector,  coupled  with  a  miniature 
meteorological  station.  The  device  transmits  data  remotely  over  a  radio  link  to  a  central  station. 

-  Fourier  Transform  Infrared  Detector  (FTIR),  a  detector  capable  of  detecting  any 
chemical  crossing  through  a  reflected  beam. 

-  Mobile  Emergency  Response  Center  (MERC),  a  trailer  equipped  with  chemical- 
biological  databases,  hazard  prediction  models  and  secure  communications  equipment. 

US  Army  Technical  Escort  Unit  (TEU) 

US  Army  Technical  Escort  Unit  (TEU):  This  one  of  a  kind  unit  provides  worldwide 
escort,  neutralization,  disposal  and  emergency  response  to  toxic  chemicals,  munitions,  and  other 
hazardous  materials. 

The  TEU  maintains  a  24  hour  a  day  on-call  emergency  response  capability  to  respond  to  a 
chemical  or  biological  (C/B)  incident  with  personnel  trained  in  chemical,  biological  and  Explosive 
Ordinance  Disposal  (EOD)  operations  to  perform  render  safe  procedures  (RSP),  damage 
limitation,  reconnaissance,  recovery,  sampling,  mitigation,  decontamination,  transportation,  and 
perform  or  recommend  final  disposition  of  weaponized  and  non-weaponized  C/B  materials  and 
•hazards  encountered. 

The  TEU  provides  emergency  response  for  the  mitigation  of  chemical  warfare  material 
found  at  Aberdeen  Proving  Grounds,  Formerly  Utilized  Defense  Sites  (FUDS),  and  other 
environmental  clean-up  sites,  where  chemical  warfare  materials  were  tested. 

TEU  maintains  2  separate  24  hour,  on-call,  response  capabilities: 

-  Chemical/Biological  Response  Team  (CBRT)  -  The  CBRT  consists  of  10  chemical  and 
explosive  ordnance  disposal  specialists  that  maintain  a  24-hour,  on  call,  4-hour  wheels  up 
capability  for  worldwide  deployment  as  the  first  responders  to  a  threat  of  or  actual  C/B  accident 
or  incident,  and  emergency  response  involving  chemical  or  biological  agents,  toxic  chemicals, 
munitions,  devices  and  other  hazardous  materials. 

-  Alert  Team  -  The  Alert  Team  maintains  a  24-hour,  on-call  capability  to  respond  to 
incidents  involving  C/B  agents  and  munitions.  In  the  event  of  a  large  C/B  accident  or  incident 
around  the  world,  this  team  would  serve  as  the  first  tier/echelon  of  any  TEU  follow-on  response 
package.  The  response  can  be  specifically  tailored,  but  normally  consists  of  a  command  and 
control  element  including  the  following: 
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—  Immediate  Response  Team  -  Conducts  reconnaissance  of  the  incident  site; 
identifies  munitions  and  hazards;  performs  render  safe  procedures  on  munitions;  performs  hazard 
mitigation  (within  their  capability);  provides  small  area  decontamination,  and  advises  the  on- 
scene  coordinator  on  personnel  and  equipment  requirements. 

—  Personnel  Decontamination  -  Conducts  decontamination  of  personnel  existing 
at  the  incident  site;  controls  entry  to/exit  from  site;  and  secures  clothing/equipment  of  processed 
personnel.   Also,  decontamination  support  could  be  obtained  from  most  military  installations  in 
the  vicinity  of  the  incident  site. 

Equipment:  TEU  has  the  following  Chemical/Biological  Sampling,  Detection,  and 
Identification  equipment: 

CB  Sampling  Kit 

Biological  Chromaiograph  Detector  Ticket  Kits 

Portable  isotopic  Neutron  Spectroscopy  (PINS) 

MIN1CAMS 

Ml  Chemical  Agent  Monitor 

M90  Chemical  Agent  Detector 

Draeger  Detector  Tubes 

M18A2  Chemical  Agent  Detector 

Monitox  (phosgene  detector) 

Microtip-Photo  Ionization  Detector  (PID),  VOCs 

AIMS  (multi-gas  Explosive  LELs).  multi-gas  explosive  LELs 

Flame  Ionization  Detector  (FID),  multi-chemical  detector 

Various  Levels  of  Personnel  Protective  Clothing 

Industrial/Commercial  X-ray  Equipment 

Decontamination  Equipment 

Hazard  Mitigation  Equipment 

TEU  also  possesses  a  deployable  analytical  capability,  which  includes  a  portable  Gas 
Chromatograph/Mass  Spectrometer  with  an  associated  software  library    This  system  is  used  to 
make  an  initial  determination  of  chemical  components  in  the  specified  area  monitored.  Up  to  75K 
compounds  can  be  checked  in  the  library. 

Personnel/Organization:  TEU  is  authorized  19  officers,  63  enlisted  and  68  civilians.  The 
unit's  two  primary  military  occupational  specialties  are  chemical  and  explosive  ordnance  disposal 
(EOD).  Of  the  68  civilians,  43  are  Toxic  Material  Handlers  which  possess  skills  similar  to  the 
military  chemical  specialty.  TEU  headquarters  is  at  Aberdeen  Proving  Grounds  (Edgewood 
Area),  with  detachments  at  Pine  Bluff  Arsenal,  Arkansas,  and  Dugway  Proving  Ground,  Utah. 

Education  and  Training:  TEU  personnel  are  required  to  attend  a  Technical  Escort  Course 
which  trains  them  to  identify  toxic  chemical  agents  or  munitions,  use  decontamination  and 
protection  equipment,  and  conduct  disposal  operations.   In  addition,  EOD  personnel  are  trained 
to  render  safe  munitions  and  explosive  devices  with  the  use  of  specialized  tools  and  equipment. 
Unit  certification  includes  all  OSHA  HAZWOPER  courses,  the  hazardous  materials  packaging 
course,  weapons  and  tactics  training,  and  first  aid  and  medical  management  for  C/B  agent 
casualties.  Personnel  are  also  provided  training  on  C/B  Site  Identification,  Gas  Chromatograph 
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Mass  Spectrometer,  Portable  Isotopic  Neutron  Spectroscopy,  Radiation  Safety,  Commercial  & 
Industrial  X-ray  Systems,  and  Commercial  &  Military  Chemical  Detectors  and  Monitors 

Deployment:  The  team  can  muster  in  30  minutes  during  duty  hours.  1  hour  off  duty  hours 
and  is  required  to  load  on  a  military  aircraft  with  all  equipment  at  Aberdeen  Proving  Ground 
(APG)  within  four  hours 

TEU  Shortfalls 

Personnel  Shortfall:  There  are  20  authorized  civilian  personnel  vacancies  in  the  TEU. 
Approval  by  DoD  to  hire  the  20  civilians  would  strengthen  the  TEU  and  ensure  enough  personnel 
would  be  available  to  provide  the  required  initial  response  force  necessary  to  support  a 
consequence  management  effort  as  a  result  of  a  C/B  attack. 

Equipment  Shortfalls:  TEU  is  fully  mission  capable,. but  lacks  the  depth  and  robustness  to 
maintain  the  readiness  status  expected  of  this  unique  national  capability.    The  TEU  has  many 
state-of-the-art  pieces  of  equipment,  but  many  are  nearly  one-of-a-kind.  If  DoD  allocated 
additional  funding,  the  TEU  could  procure  more  of  these  pieces  of  equipment  to  support  multiple 
on-going  routine  and  contingency  operations.    Highest  priority  is  for  real  time  biological 
detectors.   Other  equipment  would  include  non-intrusive  and  stand-off  detection  capability  for 
specific  agents/materials,  multispectral  C/B  detectors,  personnel  protection  equipment 
improvements,  tools  and  techniques  for  mitigation  of  C/B  hazard,  and  better  decontamination 
equipment. 

CBDCOM  Shortfalls 

Response  Shortfall.    If  DoD  allocated  additional  funding,  CBDCOM  could  develop  a 
skilled,  prequalified  cadre  of  on-call  personnel,  including  senior  professional  chemists  and 
biologists  for  a  Chemical  and  Biological  Emergency  Response  Team  (similar  to  the  Nuclear 
Emergency  Search  Team  (NEST).  This  would  include  an  emergency  response  center  equipped 
with  updated  chemical/biological  data  bases,  hazard  prediction  models,  and  secure 
communications  equipment. 

Education  Shortfalls: 

-  Technical  experts  at  the  CBDCOM  have  the  knowledge  to  educate  and  train 
local  law  enforcement  and  emergency  response  personnel  in  the  nature  of  chemical/biological 
agents  and  how  to  deal  with  those  agents.  If  the  DoD  allocated  additional  funding  a  set  of  short 
(one  to  three  day)  courses  could  be  established  for  regional  and  municipal  personnel.  Training 
courses  could  begin  within  90  days. 

-  Technical  experts  at  the  CBDCOM  have  the  knowledge  to  provide  advice, 
guidance,  and  consultative  assistance  to  all  levels  of  government  including  our  allies  as  required. 
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Education  and  consultation  services  that  could  be  provided  if  tasked  and  funded 


--  An  800  Hotline  phone  number  for  emergency  assistance  for  information 
on  agent  characteristics,  detection,  protection  and  remediation  procedures. 

--  Access  to  CBDCOM  expertise  for  vulnerability  assessments,  assistance 
in  training  exercises,  and  guidance  on  hardening  facilities  against  potential  CB  hazards. 

—  Research  into  expansion  of  the  use  of  chem-bio  military  equipment  for 
utilization  in  the  civilian  sector. 

--  Maintenance  of  an  exhaustive  data  base  on  potential  agents,  precursors, 
potential  delivery  means,  and  toxicological  effects. 


TJS  Army  Nuclear  and  Chemical  Agency  (USANCA) 

USANCA  provides  expert  technical  support  and  assistance  to  all  Army  elements 
worldwide  and  to  other  US  Government  and  NATO  agencies  engaged  in  nuclear,  biological,  and 
chemical  programs.  USANCA  participates  in  international  standardization  of  NBC  matters, 
establishes  NBC  contamination  survivability  criteria,  and  assists  others  on  the  effects  of  NBC 
weapons. 


US  Army  Medical  Research  Institute  of  Chemical  Defense  (USAMRICD) 

USAMRJD  at  Aberdeen  Proving  Ground,  MD,  is  responsible  for  the  discovery, 
development,  testing  and  evaluation  of  medical  treatments  and  material  to  prevent  and  treat 
casualties  of  chemical  warfare  agents.  USAMRJD  develops  drugs,  skin  protectorants  and 
decontaminants,  and  studies  several  biological  threat  agents  as  well. 


US  Army  Medical  Materiel  Development  Activity  (USAMMDA) 

USAMMDA  manages  the  development  of  safe  and  effective  combat  casualty  medicaments 
and  diagnostic  equipment,  including  drugs  and  vaccines  to  treat  battlefield  casualties  of  chemical 
and  biological  warfare  or  infectious  diseases. 
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US  Army  Medical  Research  and  Materiel  Command  (USAMRDC) 

US  Army  Medical  Research  Institute  of  Infectious  Diseases  (USAMRIID) 

US  Army  Medical  Research  Institute  of  Infectious  Diseases  (USAMRIID)  is  a 
subordinate  laboratory  under  the  US  Army  Medical  Research  and  Materiel  Command 
(USAMRDC).  Ft.  Detrick,  Maryland.  USAMRIID  develops  strategies,  products,  information, 
procedures,  and  training  for  medical  defense  against  agents  of  biological  origin  and  naturally 
occurring  infectious  diseases  of  military  importance  that  require  special  containment.  The  mission 
is  primarily  focused  on  defense  against  potential  biological  warfare  agents,  but  USAMRIID  also 
performs  research  on  endemic  diseases  that  require  specialized  containment  for  working  with  the 
.causative  agents. 

USAMRIID  has  many  existing  capabilities  which  can  be  directly  employed  for  evaluating 
terrorist  incidents  from  the  initial  communication  of  the  threat  or  incident  to  its  resolution.  These 
capabilities  include  but  are  not  limited  to:  technical  expertise  to  assist  in  the  evaluation  of  threat 
capability  in  relation  to  specific  agent  or  agents;  assistance  in  the  evaluation  of  delivery  methods 
and  their  impacts,  identification  of  biological  agents  (infectious  and  toxic)  in  samples  from  an 
incident,  technical  and  biomedical  expertise  required  to  protect  personnel  responding  to  such  a 
terrorist  incident  or  to  decontaminate  personnel  and  facilities;  technical  expertise  to  accomplish 
medical  and  operational  planning;  special  vaccines  for  personnel  who  respond  to  (or  are  the  target 
of)  such  incidents;  and  specialized  transport  of  limited  numbers  of  biological  casualties  under 
containment  conditions  to  a  receiving  medical  care  facility. 

USAMRIID  has  a  16-bed  ward  with  the  capability  of  isolating  (up  to  a  Biocontainment 
Level  3  level)  patients  with  infectious  diseases  in  a  contingency  situation.  Within  the  same  area  is 
a  special  Biocontainment  Level  4  (highest  level  of  containment)  patient  care  area  designed  for  a 
maximum  of  4  patients  requiring  this  level  of  containment.  These  care  areas  are  not  currently 
capable  of  providing  intensive  care  for  critically  ill  patients,  but  could  provide  isolation  and  care  of 
mild  to  moderately  ill  patients  with  augmentation  of  current  staff.  The  16-bed  ward  is  primarily 
used  for  vaccine  research  protocols  and  not  primarily  for  patient  care  during  normal  operations. 

Special  vaccines  are  available  for  some  biological  threat  agents  through  USAMRIID's 
Special  Immunization  Program.  USAMRIID  also  stocks  limited  quantities  of  the  antiviral  drug 
ribavirin,  which  may  be  useful  in  the  prophylaxis  and  treatment  of  certain  viral  illnesses.  A 
detailed  listing  of  special  vaccines  is  available  upon  request. 

A  key  capability  of  the  Institute  is  its  staff  of  physicians  who  are  experienced  clinicians  and 
also  understand  the  unique  diagnostic  and  therapeutic  challenges  posed  by  biological  warfare 
agents,  information  with  which  most  physicians  are  not  familiar.  Therefore  a  very  specialized 
consultation  capability  is  available  through  the  Institute  for  use  in  responding  to  this  type  of 
threat. 

Specific  expertise  is  maintained  through  research  activities  supporting  the  overall  mission 
of  USAMRIID.  These  activities  include  pathogenesis  studies,  development  of  state  of  the  art 
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vaccine  and  diagnostic  assay  programs  in  response  to  the  biological  threat,  and  application  of 
products  of  US  AMRJID's  research  to  appropriate  field  and  laboratory  settings.  Many  of 
USAMRIID's  scientists  are  world  authorities  in  their  particular  fields  and  in  regard  to  certain 
agents,  and  their  knowledge  and  expertise  is  available  for  consultation  at  any  time  through 
appropriate  command  channels 

Aeromedical  Isolation  Team  (AIT) 

USAMRIID  has  developed  the  unique  capability  of  deploying  an  Aeromedical  Isolation 
Team  (AIT)  which  is  made  up  of  physicians,  nurses,  medical  assistants,  and  laboratory  technicians 
who  are  specially  trained  to  provide  care  to  and  transport  patients  with  disease  caused  by  either 
biological  warfare  agents  or  by  infectious  diseases  requiring  high  containment.  USAMRIID's 
teams  are  deployable  worldwide  on  a  12  hour  notice  using  USAF  transportation  assets.  The  AIT 
uses  specialized  isolation  units  called  Vickers  isolators  which  maintain  a  contained  environment 
under  negative  pressure  to  safely  transport  such  patients  or  to  care  for  them  in  place  for  limited 
periods  of  time.  This  is  a  capability  which  is  currently  limited  to  two  patients  by  the  numbers  of 
trained  personnel  and  by  the  equipment  on  hand.  Regular  team  training  is  accomplished  through 
quarterly  missions  flown  with  the  West  Virginia  Air  National  Guard. 

USAMRIID  Training 

Training  Offered:   USAMRIID  offers  a  quarterly  course:  "Medical  Defense  against 
Biological  Warfare  Agents",  which  is  phase  one  of  the  combined  "Medical  Management  of 
Chemical  and  Biological  casualties"  course  taught  in  cooperation  with  our  sister  laboratory,  the 
US  Army  Medical  Research  Institute  for  Chemical  Defense.  This  course  provides  in-depth 
training  on  all  aspects  of  medical  prophylaxis  and  treatment  of  casualties  due  to  biological  threat 
agents    Although  primarily  intended  for  military  health  care  providers,  limited  course  slots  could 
be  made  available  to  personnel  from  counter-terrorist  agencies  on  a  case-by-case  basis,  through 
the  appropriate  DOD  channels. 


US  Army  Medical  Research  Institute  of  Chemical  Defense  (USAMRICD) 

Chemical  Casualty  Site  Team  (CCST) 

US  Army  Medical  Research  Institute  of  Chemical  Defense  (USAMRICD)  Chemical 
Casualty  Site  Team  (CCST):  USAMRICD  CCST  provides  in-theater  or  on-site  chemical  casualty 
care  training,  research  data  collection,  command  liaison,  clinical  diagnosis,  blood  cholinesterase 
analysis,  specimen  collection  for  shipment  to  USAMRICD  for  analysis,  and  advise  in  support  of 
tactical  operations  involving  the  threat  or  use  of  chemical  weapons.  Specific  capabilities  include 
the  following; 

-  The  CCST  can  conduct  on-site  blood  cholinesterase  testing  of  approximately 
5,000  specimens  over  a  period  of  three  days,  and  of  transport  of  biological  specimens  under  liquid 
nitrogen  to  the  USAMRICD  for  analysis. 
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-  The  CCST  can  collect  clinical  information  and  establish  a  modem  based  two- 
way  data  exchange  with  the  USAMRICD  local  area  network  (LAN). 

-  The  CCST  can  provide  clinical  consultation/diagnosis  in  the  medical 
management  of chemi  ,al  casualties,  and  liaison  with  the  local  command  authority 

Team  Make-up:  The  CCST  can  provide  a  flexible  response  based  on  mission 
requirements.  The  response  can  range  from  two  individuals  to  a  team  of  18  providing  training, 
data  collection,  and  clinical  consultation  at  multiple  sites  simultaneously. 

Deployment:  The  CCST  is  frilly  transportable  by  commercial  air  and  can  deploy  within 
hours  with  no  travel  restrictions  as  a  result  of  specialized  equipment. 

CCST  Training 

Training:  The  CCST  can  present  formal  training  on  the  management  of  chemical 
casualties  involving  all  known  threat  agents.  Individual  Medical  Management  of  Chemical 
Casualties  Handbooks  are  provided  as  part  of  this  training. 

CCST  Equipment 

Biological  -  Chemical  Equipment.  Items  currently  fielded  by  Army  for  reconnaissance, 
detection,  identification,  and  decon  are: 

Chemical  Agent  Detector 

Chemical  Agent  Detector 

M256  Chemical  Agent  Detector  Kit 

M18A2  Chemical  Agent  Detector  Kit 

M272  Chemical  Agents  Water  Testing  Kits 

DS2  Decon  Solution 

Ml  1/M13  Decon  Devices 

M291  Decon  Kit 

Super  Tropical  Beach  (STB)  Decontaminant 

Ml 7  Lightweight  Decon  Apparatus 

Ml  Chemical  Agent  Monitor 

Real  Time  Agent  Monitoring  Platforms  (RTAPS) 

Nerve  Agent  Antidotes  (Atropine,  Pralidoxime  Chloride,  and 

Convulsant  Antidote  for  Nerve  Agent)  and  Nerve  Agent  Antidote 

Kits  (Atropine  and  Pralidoxime  Chloride). 
Nerve  Agent  Pretreatment  (Pyridostigmine  Bromide  Tablets) 
Patient  Chemical  Protective  Wrap 
Wheeled  Field  Litters 
Skin  Decontamination  Kits 


22 


269 


Generally,  any  hospital  in  the  continental  United  States  can  provide  patient  care  for 
individuals  exposed  to  NBC  agents.  The  uniqueness  of  NBC  patients  is  that  they  must  be 
decontaminated  first.  Patient  Decontamination  is  addressed  in  Field  Manual  8-10,  Health  Service 
Support  in  a  Theater  of  Operations,  and  is  a  common  skill  all  servicemembers  (SMs)  are  trained 
to  accomplish. 

Naval  Medical  Research  Institute  (NAMRI) 

NAMRI  provides  basic  and  applied  research  competence  in  infectious  diseases, 
immunobiology/tissue  transplantation,  diving  and  environmental  medicine,  blood  research,  and 
human  factors  directly  related  to  military  requirements  and  operational  needs.  The  Biological 
Defense  Research  Program  (BDRP)  reagents,  assays  and  procedures  have  been  designed  for 
agents  classically  identified  as  biological  threat,  as  well  as  non-classical  threat  agents,  in 
environmental  and  clinical  specimens.  This  program  has  developed  rapid,  hand-held  screening 
assays  as  well  as  biosensor-linked  confirmatory  PCR  and  immunoassays  for  clinical  and 
environmental  samples  which  can  be  deployed  globally. 


Chemical  Stockpile  Emergency  Preparedness  Program  (CSEPP) 

CSEPP  is  a  joint  FEMA  -  Army  program  in  which  local  assets  are  supplemented  to 
respond  to  accidents/incidents  at  each  of  the  eight  chemical  agent  stockpile  locations.  Through 
this  program,  the  Army  provides  technical  assistance  and  required  resources  in  developing  and 
implementing  emergency  response  plans  and  related  preparedness  capabilities,  integrating  the  on- 
and  off-post  planning  process. 
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III.       ISSUES  FOR  THE  CONGRESS 

Although  planning  and  procedures  for  a  Federal  response  to  an  NBC  incident  are  still 
evolving,  substantial  progress  has  been  made,  and  continues  to  be  made    Within  the  Federal 
Government  there  are  a  number  of  teams  and  organizations  (primarily  in  DOD  and  DOE)  which 
can  help  State  and  local  civil  authorities  in  a  Nuclear,  Biological,  Chemical  (NBC)  terrorist 
response  scenario.   However,  these  team's  NBC  equipment  is  highly  specialized  and  is  not 
available  in  sufficient  quantities  to  be  quickly  accessible  to  all  major  population  centers,  depending 
on  the  incident  location. 

Technical  Operations  (e.g.  identification  and  assessment  of  suspect  NBC  material,  and 
decontamination  of  personnel  and  environment)  are  clearly  the  rate  limiting  component  for  a 
response  to  an  NBC  incident.    Technical  Operations  determine  the  ability  of  response  personnel 
to  operate  in  an  NBC  environment  and  to  protect  the  affected  community  from  the  effects  of 
NBC  material,  and  will  largely  determine  the  overall  success  of  the  response.  Allocation  of 
additional  funding  by  Federal  agencies  for  Technical  Operations  capabilities  (see  body  of  this 
report)  is  definitely  warranted.  Funding  is  required  to  establish  a  DOD  chemical/biological 
emergency  response  capability  to  support  crisis  and  consequence  management  during  a  terrorist 
incident.   An  organization  set  up  along  the  same  lines  as  the  DOE  NEST  Team  would  be  a  good 
start.  DOD  is  attempting  to  establish  such  an  organization. 

The  focus  of  efforts  to  significantly  improve  our  ability  to  manage  the  consequences  of  a 
terrorist  incident,  however,  should  be  on  the  first  responders,  the  local  police,  fire,  and  rescue 
organizations.   Local  authorities  need  quick  access  to  NBC  detection,  decontamination,  and 
transport  equipment  when  an  incident  involving  NBC  materials  is  suspected.  Lack  of  timely 
arrival  of  well  trained,  community  based  teams,  fully  equipped  with  state-of-the-art  equipment 
could  cost  thousands  of  lives.  In  most  communities  today  across  the  nation,  these  casualties 
would  include  unacceptable  numbers  of  irreplaceable  emergency  personnel. 

FEMA's  modern  day  "civil  defense"  efforts  are  embedded  in  a  comprehensive,  all-hazard, 
risk  based  approach.   These  efforts  in  concert  with  its  partners  in  the  Federal  Response  Planning 
community  build  upon  civil  defense  expertise  developed  during  the  "cold  war"  era  and  are 
concentrated  on  strengthening  the  capability  of  first  responders.  These  measures  are  designed  to 
buy  critical  time  in  order  that  more  extensive  national  technical  expertise  and  resources  (Technical 
Operations)  can  be  brought  to  bear  to  assist  State  and  local  authorities. 

-  The  equipment  used  by  Federal  Government  Agencies  is  often  too  expensive  for  a  local 
fire  company  to  afford  and  maintain    NBC  supplies  (eg.  anti-toxins,  chemical  suits,  etc.)  in  the 
DOD  inventory  cannot  be  readily  provided  by  DOD  because  of  limited  numbers,  and  loss  of 
readiness  concerns 

-  NBC  equipment  and  supplies  need  to  be  distributed  to  major  population  centers 
throughout  the  US  and  maintained  "On-Call"  for  use  by  state  and  local  emergency  responders 
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(Note:  If  Federal  agencies  allocated  sufficient  funds  to  augment  current  procurement  schedules 
for  suits,  masks,  etc  ,  these  items  could  be  made  available  in  the  very  near  term. 
NBC  detection  equipment  requires  a  high  level  of  calibration  and  maintenance.  If  equipment  is 
provided,  annual  calibration/maintenance  costs  must  be  factored  in  also.) 

Another  primary  need,  in  regards  to  NBC  response  operations,  lies  with  the  provision  of 
local  level  NBC  training.  Some  specialized  training  is  being  provided  by  the  Federal  Agencies 
(FEMA,  DOE,  DOD)  but  it  needs  to  be  expanded  to  include  such  things  as  "Train  the  trainer" 
sessions  on  the  operation  of  NBC  detection  and  decontamination  equipment,  if  that  equipment  is 
available,  and  identification,  treatment,  and  transport  of  contaminated  casualties. 

Also,  federal  assistance  might  be  provided  to  local  organizations  in  development  of 
their  own  training  courses,  curriculums,  etc.  Each  state  for  example,  has  developed  its 
procedures  for  responding  to  radiological  emergencies,  including  establishment  of  state  and  local 
radiological  response  teams  with  assistance  from  DOE's  Radiological  Assistance  Program  (RAP) 
Regional  Team. 

A  simple  "heads  up"  by  the  91 1  Operator  might  save  some  first  responders  their  lives  if 
he/she  equates  the  report  of  multiple  convulsion  victims  at  multiple  Metro  Stations  to  a  potential 
NBC  attack.  We  need  to  safeguard  those  that  put  their  lives  on  the  line  to  safeguard  us.     (Note: 
By  some  accounts  the  first  responder  community  numbers  upward  of  1  million  personnel.) 
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TAB  A  -  FEDERAL  CONSEQUENCE  MANAGEMENT  J  -  AN  EXAMPLE 


The  following  actions  would  be  taken,  many  concurrently,  in  response  to  a  terrorist 
incident: 

FEMA 

Immediately  after  learning  that  an  incident  has  occurred,  FEMA  would  utilize  its 
emergency  authorities  to  notify  the  President,  seek  a  Presidential  declaration,  notify  the  Federal 
Agencies,  activate  the  Federal  Response  Plan,  and  begin  coordinating  the  delivery  of  Federal 
assistance. 

-  The  FEMA  Director  would  consult  with  the  Governor  of  the  affected  State  to 
determine  the  scope  and  extent  of  the  incident. 

-  Concurrently,  the  President,  under  the  authority  of  the  Robert  T.  Stafford  Emergency 
Assistance  and  Disaster  Relief  Act,  would  declare  an  emergency  and  designate  a  Federal 
Coordinating  Officer  (FCO)  to  coordinate  Federal  emergency  operations 

-  An  emergency  response  team,  made  up  of  representatives  from  each  of  the  primary 
Federal  agencies,  would  be  assembled  and  be  deployed  to  the  field  to  establish  a  Disaster  Field 
Office  and  initiate  operations. 

-  A  Joint  Information  Center  (JIC)  would  be  established  by  representatives  from  each  of 
the  federal  agencies.   This  center  would  be  critical  to  getting  the  correct,  coordinated  information 
out  to  the  public. 

DHHS 

The  Department  of  Health  and  Human  Services  (DHHS),  as  the  lead  agency  under  the 
Federal  Response  Plan  for  health,  medical,  and  health-related  social  services,  would  bring 
extensive  capacities  for  patient  care,  disease  prevention  and  control,  and  management  of  the 
health  consequences  of  environmental  contamination. 

-  Through  its  Public  Health  Service  (PHS),  DHHS  would  be  primarily  responsible  for 
overall  coordination  of  a  number  of  critical  activities  in  a  chemical  or  biological  terrorist  incident. 
For  example: 

--  PHS  would  activate  the  National  Disaster  Medical  System.  This  would  include 
the  provision  of  direct  patient  care  in  the  field  through  the  Disaster  Medical  Assistance  Teams 
(DMATs). 


4  C.  Clay  Hollisicr.  FEMA.  remarks  before  the  HNSC  of  3/24/95  (excerpts) 
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--  PHS  would  lead  the  effort  for  health  surveillance  in  the  impacted  area,  and 
would  provide  and  coordinate  the  delivery  of  health  and  medical  equipment  and  supplies. 

—  In  addition,  PHS  would  provide  victim  identification  and  mortuary  service  for 
those  who  did  not  survive  the  event. 

EPA 

The  Environmental  Protection  Agency  (EPA)  is  the  Chair  of  the  National  Response  Team, 
and  is  responsible  for  the  National  Oil  and  Hazardous  Substances  Response  System,  which  is  an 
element  of  the  National  Contingency  Plan  (NCP). 

-  EPA's  NCP  establishes  three  Federal  organizational  elements  capable  of  supporting 
biological  or  chemical  incidents;  the  National  Response  Team,  Regional  Response  Teams,  and 
On-scene  Coordinators. 

-  In  the  event  of  a  terrorist  act  involving  chemicals,  an  EPA  On-Scene  Coordinator  can 
usually  be  deployed  within  two  hours  to  supplement  local  government  response  efforts,  and  help 
determine  the  nature,  scope,  and  magnitude  of  any  chemical  contamination.  This  can  happen  in 
advance  of  a  Presidential  disaster  declaration, 

-  If,  based  on  this  assessment,  a  nerve  agent  is  suspected,  then  the  On-Scene  Coordinator 
would  request  assistance  from  specialized  units  within  EPA,  such  as  the  Agency's  Environmental 
Response  Team,  and  the  other  National  Response  Team  agencies  (DOD  and  PHS). 

-  EPA  retains  lead  responsibility  for  decontamination  after  a  chemical  incident.  If  the 
material  is  indeed  a  military  warfare  agent,  DOD  would  supply  technical  assistance  in  the  process. 

-  EPA  preparedness  also  reaches  down  to  the  local  level.  EPA  regularly  coordinates 
closely  with  and  supports  Local  Emergency  Planning  Committees.  These  committees  are 
composed  of  local  fire,  police,  environmental  groups,  media,  and  community  representatives,  and 
they  are  responsible  for  developing,  testing,  and  updating  community  emergency  response  plans 
for  chemical  releases. 

DOE 

The  Department  of  Energy  (DOE)  Headquarters  would  provide  the  following  assistance 
as  required: 

-  Through  the  Emergency  Management  System:  Notify  other  Federal ,  state,  and  local 
agencies  of  event.  Notify  internationally  as  required. 

-  Mobilize  response  resources  for  nuclear  event 
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-  Deploy  assets  and  personnel  if  appropriate 

-  Conduct  modeling,  monitoring,  and  data  assessment  activities  as  appropriate 

-  Coordinate  with  other  federal  agencies,  state,  local  response  organizations 

-  Coordinate  responses  to  media  and  legislative  inquiries 
DOD 

The  Department  of  Defense  would  provide  critical  support  to  the  entire  federal  effort. 

-  Within  DOD  the  Secretary  of  the  Army  is  designated  as  the  Executive  Agent  for 
providing  military  support  to  civil  authorities  for  domestic  disaster  relief   The  Director  of  Military 
Support  (DOMS)  is  the  action  agent  for  planning,  coordination,  and  management  of  DOD 
support. 

-  All  military  commanders  are  empowered,  in  life  or  death  situations,  to  take  immediate 
action  to  respond  to  and  assist  in  the  rescue  and  evacuation  of  casualties  and  the  provision  of 
emergency  medical  treatment.    Commanders  can  also  provide  maintenance  or  emergency 
restoration  of  essential  public  services  and  utilities. 

-  DOD  could  utilize  its  extensive  and  often  unique  resources  to  provide  a  wide  range  of 
assistance.  For  example: 

--  In  a  chem-bio  incident,  a  Defense  Coordinating  Officer  (DCO)  would  be 
appointed  as  the  on-scene  representative  to  coordinate  military  support  requirements  with  FEMA 
and  the  other  agencies. 

—  Intelligence/  intelligence  support  would  be  provided  through  the  DOD 
Intelligence  Production  Program  and  the  DOD  Intelligence  Focal  Point. 

—  The  Army  would  activate  its  rapidly-deployable  Technical  Escort  Unit.  This 
unit  is  prepared  to  conduct  reconnaissance  of  the  incident  site,  and  assist  with  recovery,  sampling, 
and  disposal  operations  of  chemical  and  biological  material. 

—  DOD  would  provide  support  personnel  and  equipment  for  chemical  and 
biological  detection  and  decontamination, 

--  In  conjunction  with  PHS,  DOD  would  provide  critical  medical  care  assistance 
to  victims  of  a  chemical  or  biological  incident. 

—  DOD  transportation  resources  would  be  called  upon  for  patient  evacuation  and 
transportation. 
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1  the  bombing  of  the  World  Trade  Center,  /the  government 

2  investigated,  arrested,  indicted  and  tried  the  four  of  you 

3  and  has  proven  your  guilt,  not  only  beyond  a  reasonable 

4  doubt,  but  almost  to  the  point  where  it  can  be  said  that  the 

5  conviction  approached  beyond  all  possible  doubt. 

6  The  prosecution  team  guaranteed  you  every,  every 

7  possible  right  and  every  aspect  of  a  fair  trial.   I  am 

8  struck,  Mr.  Salameh,  that  you  talked  about  a  lot  of  things, 

9  \£,  but  not  much  about  the  case.   The  harm  actually  caused  by 
the  World  Trade  Center  bombing  was  enormous,  but  what  is 
even  more  frightening  is  what  was  intended  by  you  and  your 
cohorts.   The  bomb  itself  was  an  extremely  high  explosive. 
We  had  testimony  that  high  explosives  at  the  very  lowest  of 
three  thousand  feet  per  second.   The  bomb  in  question  had  a 
very  lowest  of  almost  15  thousand  feet  per  second.   I  was 
particularly  struck  by  the  testimony  at  that  speed  that  a 
person  standing  in_  the. courtroom  would  be  in  the  far  side  of 


I— -i  18-t""  Jersey  city  in  one  second. 

19  The  bomb  was  big  and  that's  what  you  intended, 

20  but  that's  not  quite  all  that  was  intended.   It  was  obvious 

21  that  you  were  not  satisfied  with  such  destructive  force. 
t— — 22    The  evidence  clearly  indicated  that  you  attempted  to  enhance 

23    the  destructive  force  of  the  urea  nitrate  through  the  use  of 


¥. 


24.   /aluminium  azide  and  magnesium  azide  and  much  more  so  through 
25    the  use  of  the  hydrogen  in  the  bottles  that  you  acquired 
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from  the  AGL  Welding  Company. 

If  all  of  this  operated  the  way  you  intended  it 
to  operate  the  bomb  would  have  had  a  substantially  greater 
explosive  force.   If  the  bomb  had  the  explosive  force  that 

5  ' — you  envisioned,  placed  as  it  was  at  the  base  of  the  north 

•r — r~-  ■ — - 

6  tower  next  to  a  diagonal  brace  you  might  have  succeeded  in 


7  >  — yerrfnefarious  plot  to  topple  over  the  north  tower  into  the 

8  south  tower  just  like  a  pair  of  dominoes.   It's  clearly  what 
you  had  intended.  ;. 

Had  that  happened,  we'd  be  dealing  with  tens  of 
thousands  of  deaths  and  billions  of  dollars  of  damage,  but 
death  is  what  you  really  sought  to  cause.   You  had  sodium 


9 
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18 
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20 

21 

22 

23 

24 

25 


cyanide  around,  and  I'm  sure  it  was  in  the  bomb.   Thank  God 

■    m  m 

the  sodium  cyanide  burned  instead  of  vaporizing.   If  the 
sodium  cyanide  had  vaporized  it  is  clear  what  would  have 
happened  is  the  cyanide  gas  would  have  been  sucked  into  the 
north  tower  and  everybody  in  the  north  tower  would  have  been 
killed.   That  to  my  mind  is  exactly  what  was  intended. 

And  just  to  make  sure  that  you  got  as  many  people 
killed  as  possible,  you  chose  to  have  the  bomb  explode 
during  the  lunchtime  when  people  were  busy  in  the  shopping 
arcades  and  the  restaurants  of  the  World  Trade  Center 
complex.   Your  intention  was  to  kill  and  you  did.  ■  You 
didn't  create  as  much  havoc  in  killing  as  you  expected,  but 
you  still  killed.   Robert  Kirkpatrick,  61  years  old  when  he 
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Introduction 

While  the  United  States  and  other  nations  have  signed  treaties  and  taken  other  steps 
to  eliminate  or  reduce  inventories  of  chemical,  biological  and  nuclear  weapons,  the  threat  of 
such  weapons,  crude  or  sophisticated,  in  the  hands  of  terrorists  has  not  diminished.  In  fact, 
the  threat  posed  by  an  individual  or  group  in  possession  of  a  nuclear,  chemical  or  biological 
weapon  is  greater  today  than  at  any  other  time  in  history.  A  number  of  global  and 
domestic  events  contribute  to  this  increased  threat  to  our  national  security.  There  are  at 
least  25  nations  that  possess  or  may  be  developing  weapons  of  mass  destruction  (WMD), 
including  many  that  have  refused  to  sign  or  abide  by  the  negotiated  international 
conventions.  The  breakup  of  the  Soviet  Union  and  its  allies  increased  the  potential  for  the 
proliferation  of  technology  critical  to  the  acquisition  of  WMD.  Regional  and  ethnic 
conflict,  coupled  with  the  growing  number  of  refugees,  displaced  persons  and  stateless 
groups,  also  serves  to  increase  the  size  of  the  threat.  Iraq's  nuclear  program  (largely 
underestimated  prior  to  Desert  Storm)  heightened  the  sense  of  urgency  to  the  problem. 
The  spectrum  of  state-sponsored  terrorism  still  exists,  along  with  the  demonstrated  ability 
of  other  groups  like  Aum  Shinri  Kyo  or  the  criminals  who  bombed  the  Murrah  Building  in 
Oklahoma  City  to  commit  heinous  acts  without  warning. 

In  response  to  this  problem,  the  government  is  engaged  in  a  process  of 
reorganizing  the  roles,  missions  and  funding  of  a  number  of  federal  agencies  that  include 
the  Department  of  Defense  (DoD),  law  enforcement  and  intelligence  agencies  with 
traditional  responsibilities  in  the  defense  against  terrorist  use  of  WMD.  With  these 
changes  and  the  major  changes  in  the  terrorism  environment,  there  is  increasing  stress  on 
existing  U.S.  policy,  plans  and  organizations  vital  to  responding  to  WMD. 

This  paper  responds  to  a  request  from  the  U.S.  Senate  to  Sandia  National 
Laboratories  to  provide  information  and  perspective  on  the  ability  of  the  U.S.  to  respond  to 
terrorist  use  of  WMD.  This  paper  addresses  the  following  questions:  What  should  the 
U.S.  be  doing?  Are  current  efforts  sufficient?  What  are  the  roles  of  technology  and  the 
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national  laboratories  in  the  U.S.  response?   The  discussion  is  centered  on  a  model  that  is 
familiar  in  the  general  discussion  of  security.  At  the  heart  of  the  model  is  the  notion  that 
security  begins  with  prevention,  and  then  relies  on  response  and  consequence  management. 
Response  is  typically  thought  of  in  terms  of  detecting,  assessing,  delaying  and  neutralizing 
terrorist  acts.  In  parallel,  technology  can  also  play  a  role  in  the  criminal  justice  processes  of 
interdiction  and  prosecution. 

Prevention,  Response,  Consequence  Management,  Interdiction,  and  Prosecution: 
The  Approach  for  Counterterrorism 

The  terrorist  use  of  WMD  cannot  be  prevented  with  complete  assurance.  Even 
when  there  is  some  evidence,  as  was  the  case  in  Japan  prior  to  the  Tokyo  subway  attacks,  a 
dedicated  terrorist  effort  may  still  be  carried  out.  However,  terrorist  efforts  can  be  made 
more  difficult  through  a  systematic  and  coordinated  approach  to  prevention.  Technology 
can  play  an  important  role  along  with  activities  such  as  export  controls,  agreements 
associated  with  the  transfer  of  key  technologies,  and  other  diplomatic  efforts.  This  is 
particularly  true  because  the  changes  occurring  in  the  world  make  threat  prediction  much 
more  difficult.  We  understand  what  terrorist  acts  might  occur,  in  part,  as  a  result  of  our 
own  history  and  development  of  nuclear,  chemical  and  biological  weapons.  Intelligence 
collection  and  intelligence  analysis  are  important  in  understanding  how  such  acts  might  be 
carried  out  and  by  whom.  Such  analysis  will  help  direct  the  requirements  for  technology 
that  can  increase  prevention.  Successful  prevention  may  ultimately  deter  groups  from 
trying  to  acquire  WMD. 

Interdiction,  which  may  occur  either  prior  to  or  following  an  act  of  terrorism,  will 
require  close  collaboration  between  intelligence  and  law  enforcement  agencies,  each 
supported  by  technology  superior  to  that  presently  available.  Law  enforcement  "sting" 
operations,  whereby  traps  are  baited  for  those  groups  or  individuals  interested  in  acquiring 
the  materials  or  unique  technology  items  for  producing  WMD,  will  be  supported  by 
technologists  providing  clues  as  to  what  such  individuals  might  seek.  Law  enforcement 
can  then  establish  appropriate  underground  ads  for  these  devices  and  materials  to  flush  out 
potential  terrorist  entities. 

An  example  of  the  kinds  of  technology  that  are  useful  in  both  prevention  and 
interdiction  is  a  detection  device  that  identifies  explosives  at  the  parts-per-trillion  level,  now 
being  developed  for  the  Federal  Aviation  Administration.  This  will  detect  individuals 
going  through  airports  who  have  minute  traces  of  explosives  on  their  clothing. 
Surveillance  of  these  individuals  may  lead  to  the  identification  of  their  accomplices  and 
prevent  the  execution  of  a  terrorist  act. 

When  prevention  is  unsuccessful,  it  is  important  to  be  able  to  initiate  effective 
countermeasures  as  a  response.  As  noted  above,  response  involves  detection  and 
assessment  of  potential  and  real  terrorist  acts,  efforts  to  delay  a  terrorist  act  in  order  to 
provide  additional  response  time,  and  countermeasures  to  neutralize  the  terrorist  device  and 
mitigate  its  effects.  A  number  of  technologies  and  operations  support  response  including 
intelligence  and  law  enforcement  activities.  The  World  Trade  Center  bombing,  the  Tokyo 
subway  attacks  and  the  Oklahoma  City  bombing  vividly  demonstrate  what  can  occur  when 
there  is  no  warning  of  an  attack.  It  is  in  this  sense  that  intelligence  and  new  technologies 
focused  on  detection  and  threat  assessment  and  characterization  are  increasingly  important. 
Communication  and  coordination  between  agencies  owning  the  appropriate  technologies 
and  the  first  responders  are  equally  critical. 
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In  the  absence  of  effective  countermeasures,  e.g.,  the  successful  detonation  of  a 
terrorist  weapon,  consequence  management  becomes  the  key  response  activity.  • 
Consequence  management  brings  together  a  larger  group  of  players  at  the  federal,  state, 
local  and  tribal  levels.  Technology  plays  a  role  throughout  the  consequence  management 
process.  Detection  and  protective  equipment  benefit  first  responders;  advances  in  medical 
treatment  benefit  victims;  technical  intelligence  and  information  systems  benefit  crisis 
managers  and  their  support  teams;  and  decontamination  and  recovery  systems  benefit  the 
public,  recovery  workers,  and  the  environment. 

Emergency  response  and  consequence  management  activities  should  not,  however, 
negatively  affect  the  criminal  investigation  process  unnecessarily.  Gathering  evidence  is 
difficult  enough  under  circumstances  encountered  when  a  conventional  high  explosive  is 
detonated.  When  WMDs  are  involved,  criminal  investigation  activities  are  made  more 
difficult  —  not  only  because  of  the  destructive  nature  of  the  device  but  also  because  of  the 
difficulty  in  working  in  a  contaminated  post-event  environment.  Further,  efforts  to  disable 
the  device  may  also  destroy  evidence.  Technologists  must  be  sensitive  to  the  issues  of  the 
criminal  justice  process.  Additionally,  there  are  technological  answers  to  problems 
encountered  in  identifying  the  perpetrator  and  his  methods,  and  in  bringing  him  to  justice. 

What  Needs  to  Be  Done? 

There  are  no  technologies,  alone  or  in  combination,  that  are  guaranteed  to  prevent  or 
defeat  terrorist  acts  involving  WMD.  However,  there  are  a  number  of  things  the  U.S. 
should  continue  to  do  to  develop  and  maintain  a  continuously  improving  capability  to 
prevent,  respond  to  and  mitigate  the  consequences  of  terrorist  acts  within  the  U.S.  that 
involve  WMD.  We  believe  that  the  following  should  be  areas  of  emphasis. 

Intelligence  gathering  must  continue  to  play  a  major  role.  Just  as  we  cannot  always 
forecast  natural  disasters  such  as  hurricanes  and  floods,  prior  intelligence  is  not  a  fail  safe- 
predictor  of  impending  terrorist  events.  However,  there  is  already  ample  evidence  of  the 
critical  role  intelligence  can  play  in  the  prevention  of  terrorist  acts. 

Technical  intelligence  support  must  go  beyond  the  design  and  deployment  of 
sensor  systems.  It  must  also  attempt  to  discover  the  manufacturing  and  weaponization 
process,  detect  the  illegitimate  acquisition  and  use  of  materials,  and  predict  when  and  where 
the  use  of  these  weapons  may  occur.  In  many  instances,  this  will  require  the  joint  analysis 
of  foreign  and  domestic  information. 

Diplomatic  initiatives  and  export  control  activities  must  continue  to  ensure  that  the 
U.S.  meets  its  obligation  to  prevent  the  transfer  of  technology  critical  to  the  development  of 
WMD  to  other  nations,  and  exerts  international  pressure  against  use  of  these  weapons.  In 
addition,  continued  efforts  to  support  viable  approaches  for  enforcing  the  Chemical  and 
Biological  Weapons  Conventions  must  be  sustained. 

In  response  to  ever  increasing  changes  that  affect  the  underlying  causes  of  terrorist 
acts,  greater  efforts  should  be  placed  in  the  areas  of  prevention  and  interdiction  and  a  more 
rapid  response  capability.  In  the  prevention  of  terrorism,  it  is  important  to  understand  not 
only  the  tactics  employed  in  terrorist  acts  but  also  the  motivation  behind  such  acts.  This  is 
critical  in  understanding  the  relationship  between  prevention  and  deterrence.  In  this 
context,  the  term  deterrence  may  include  the  deterrence  measures  that  would  be  effective 
against  terrorism  by  nation-states  and  state-sponsored  terrorism.  However,  classical 
deterrence  is  likely  to  have  little  effect  on  small,  fringe  groups.  In  the  latter  case,  effective 
deterrence  depends  strongly  on  having  a  preemptive  response  and  assuring  that  criminal 
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justice  efforts  are  effective,  i.e.,  convincing  the  individuals  that  there  is  little  chance  for  their 
plan  to  succeed. 

The  U.S.  should  continue  to  maintain  a  federal  capability  to  respond  to  terrorism. 
State,  local  and  tribal  governments  need  to  be  prepared  for  emergency  response.  However, 
the  technically  complex  nature  of  a  terrorist  act  involving  a  weapon  of  mass  destruction  is 
such  that  transferring  all  responsibility  to  the  states  is  not  a  practical  option.  The 
procedures,  equipment  and  training  that  should  be  available  to  emergency  response 
organizations  at  the  state  and  local  levels  need  to  be  better  understood  by  federal  agencies. 
Federal  agencies  should  also  give  high  priority  to  continuing  their  efforts  to  assist  non- 
federal agencies. 

The  national  laboratories  have  played  an  important  role  in  defining  such  needs  for 
nuclear  emergencies.  It  would  be  sensible  to  strengthen  and  extend  such  capabilities  to 
address  chemical  and  biological  emergencies,  as  well.  The  new  Department  of  Energy 
Strategic  Laboratory  Missions  Plan'  mentions  several  criteria  for  selecting  the  problems  to 
be  assigned  to  the  national  labs.  They  are 

•  R&D  for  which  national  security  requires  a  high  degree  of  classification  and 
security; 

•  research  that  relies  on  multi-disciplinary  expertise  and  an  ability  to  address 
large-scale,  complex  problems; 

•  R&D  that  requires  large  scientific  facilities  that  are  beyond  the  scope  of  what 
industry  or  universities  can  afford  or  sustain;  and 

•  mission-focused  research  that  requires  results  with  more  urgency  than  can  be 
anticipated  from  other  R&D  providers. 

Research  and  development  for  the  response  to  terrorist  use  of  WMD  meets  all  of  those 
criteria. 

There  also  needs  to  be  continued  and  improved  coordination  between  all  federal 
agencies.  New  efforts  should  be  built  on  the  existing  foundation  that  can  be  found  in 
Presidential  Decision  Directives,  Executive  Orders,  Public  Law  and  numerous  other 
documents.  The  definition  of  roles  and  responsibilities,  especially  the  designation  of  lead 
agencies  under  specific  circumstances,  does  not  appear  to  need  major  modification. 
However,  with  declines  in  the  fiscal  resources  available  to  these  agencies,  constraints  on 
their  size,  and  other  reorganization  efforts,  the  federal  government  should  identify  new 
ways  to  apply  existing  capabilities  to  this  problem  and  may  need  to  redefine  roles. 

For  example,  while  the  Department  of  Energy  has  traditionally  had  a  major  role 
with  regard  to  the  terrorist  use  of  nuclear  devices,  it  has  substantial  technical  capabilities 
that  can  be  brought  to  bear  in  the  defense  against  chemical  and  biological  WMD.  An 
example  of  the  technology  base  at  the  laboratories  that  should  be  included  is  sensitive, 
discriminating  detection  capability  for  likely  chemical  species  and  laser  inferometric 
techniques  that  may  prove  useful  to  detect  biological  species  of  interest.  This  is  not  to  say 
that  federal  agencies  should  be  given  new  responsibilities  or  develop  new  technologies 
outside  their  traditional  responsibilities,  although  such  decisions  could  be  made.  Rather, 
there  needs  to  be  a  mechanism  to  assure  that  the  wheel  is  not  reinvented,  that  duplication 
does  not  occur,  and  that  the  agencies  assigned  the  responsibility  to  respond  to  the 


'  March  1996,  page  10 


284 


malevolent  use  of  WMD  in  the  U.S.  are  aware  of  appropriate  technologies  and  have  access 
to  them. 

The  ability  of  the  U.S.  to  respond  to  terrorists  who  either  have  or  are  about  to 
detonate  a  weapon  of  mass  destruction  has  never  been  fully  tested.  Technology  is  required 
for  detecting  and  working  in  a  contaminated  environment.  Equipment  and  procedures  that 
protect  workers  from  the  hazardous  radioactive,  chemical  and  biological  agents  need  to  be 
developed.  Training  through  drills  and  exercises,  both  in  the  field  and  in  computationally 
simulated  environments,  while  expensive,  is  necessary  to  identify  vulnerabilities  or  other 
weaknesses  in  federal  response.  An  example  of  why  this  is  important  can  be  found  in  the 
way  in  which  we  responded  to  the  Oklahoma  City  bombing.  If  that  bomb  had  contained 
radioactive,  chemical  or  biological  material,  the  country  would  have  been  totally  unprepared 
to  deal  with  the  consequences  —  contamination  of  the  many  heroic  citizens  who  arrived 
early  at  the  scene,  prediction  of  the  dispersal  path,  evacuation  and  medical  response  needs, 
and  eventual  cleanup. 

Finally,  we  should  explore  new  methods  to  contain,  mitigate,  or  decontaminate 
people  and  areas  exposed  to  the  release  of  contaminants.  This  last  aspect  of  a  total 
government  response  to  WMD  extends  beyond  technology  into  the  need  to  coordinate  and 
manage  the  total  response. 

The  actions  taken  by  the  U.S.  government  will  be  constrained  by  a  number  of 
important  considerations.  Foremost  among  them  are  the  constitutional  requirements  to 
protect  individual  rights.  Many  promising  technologies  for  detection  and  response  create 
situations  where  the  rights  of  law-abiding  citizens  might  be  at  risk.  Adding  to  the 
constraints  imposed  by  the  Constitution  are  those  from  international  agreements.  Those 
working  on  inspection  regimes  for  the  Biological  Weapons  Convention  recently  learned 
(through  a  field  exercise)  that  there  is  an  extremely  fine  line  between  the  legitimate  use  of 
biological  organisms  and  the  malevolent  use  of  the  same  organisms. 

Conclusions  and  Opportunities 

The  United  States  has  declared  that  countering  the  proliferation  and  use  of  weapons 
of  mass  destruction  is  of  the  highest  priority  for  the  U.S.  government,  particularly  its  law 
enforcement,  military  special  operations,  and  intelligence  agencies.  Presidential  Decision 
Directives,  Memoranda  of  Understanding,  the  Code  of  Federal  Regulations  and  other 
documents  define  the  roles  and  responsibilities  of  federal  agencies  and,  in  some  cases,  the 
national  laboratories  in  responding  to  nuclear  incidents.  The  roles  of  these  organizations 
are  being  re-examined  to  determine  whether  existing  protocols  and  programs  are  adequate 
for  responding  to  a  chemical  or  biological  incident.  The  technology  used  in  responding  to 
nuclear  incidents  has  been,  and  continues  to  be,  developed  under  well-managed  federal 
programs.  Similarly,  the  U.S.  must  show  a  sustained  commitment  to  progress  in  the  areas 
of  chemical  and  biological  WMD,  with  ongoing  support  to  science  and  technology.  The 
United  Kingdom  has  been  examining,  under  Porton  Down,  research  and  development 
techniques  to  deal  with  terrorism  for  some  time.  One  interesting  result  is  non-lethal 
incapacitants  that  can  be  administered  to  a  large  crowd  (within  which  there  could  be  either 
terrorists  or  assassins).  Should  the  U.S.  not  be  as  focused  in  our  approach? 

The  national  laboratories  have  a  primary  role  in  providing  the  needed  technology 
for  the  federal  response  to  nuclear  incidents.  Through  an  integrated  systems  approach,  the 
national  laboratories  bring  existing  and  promising  technologies  that  can  be  integrated  into  a 
national  response  capability.  The  systems  approach,  which  drives  investments  to  the 
highest  payoff  areas,  continues  to  be  critical  in  prioritizing  efforts  in  an  environment  where 
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funding  is  not  unlimited.  One  area  where  there  has  already  been  positive  cost  benefit  is 
sensors.  Sensors  developed  from  the  same  technology  base  have  important  roles  in 
prevention  as  well  as  response  and  consequence  mitigation.  Large  gains  have  also  been 
made  with  modest  investment  in  the  methods  to  predict  the  effects  of  nuclear  detonations 
and  to  mitigate  the  consequences  from  such  events.  This  technology  also  carries  over  into 
the  chemical  and  biological  areas.  The  national  laboratories  have  a  principal  role  in 
environmental  cleanup,  as  well. 

In  addition,  Sandia  and  the  other  national  laboratories  should  be  stepping  up  to  this 
challenge  by  employing  non-traditional,  out-of-the-box  techniques  that  we  have  developed 
in  support  of  the  nuclear  weapons  mission  and  our  intelligence  activities.  We  should  be 
"black-hatting"  our  efforts  to  detect  and  mitigate  (trying  to  defeat  our  own  systems  in  an 
effort  to  understand  their  vulnerabilities).  The  process  of  "Red  Teaming,"  bringing  in 
world  class  experts  to  evaluate  the  organization,  training,  and  execution  of  the  U.S. 
response,  could  also  be  expected  to  yield  dividends  in  defending  against  this  major  threat. 
In  short,  we  must  learn  to  "think  like  terrorists"  in  order  to  defeat  such  acts  of  terrorism. 

As  with  the  development  of  the  federal  capability  for  responding  to  a  nuclear 
incident,  responding  to  chemical  and  biological  incidents  will  best  be  done  with  an 
integrated  system.  A  key  to  the  success  that  has  been  enjoyed  in  developing  an  integrated 
response  to  the  nuclear  terrorism  threat  is  that  the  U.S.  response  is  sustained,  well 
supported  by  technology,  well-integrated,  and  regularly  and  vigorously  exercised,  in  spite 
of  the  involvement  of  a  large  number  of  federal  agencies.  For  similar  success  to  be 
enjoyed  in  responding  to  the  chemical  and  biological  threat,  our  response  can  be  no  less. 
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BY 
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EXECUnVE  DIRECTOR 

COMMISSIONED  OFFICERS  ASSOCIATION  OF  THE 

U.  S.  PUBLIC  HEALTH  SERVICE 

FOR  THE 

SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 

COMMITTEE  ON  GOVERNMENTAL  AFFAIRS 

MARCH  27,  1996 


Mr.  Chairman  and  Members  of  the  Subcommittee: 

Thank  you  for  extending  this  opportunity  to  me  to  submit  a  statement  for  the 
record  as  you  consider  the  very  important  issues  related  to  "Global  Proliferation  of 
Weapons  of  Mass  Destruction". 

I  am  the  Executive  Director  of  the  Commissioned  Officers  Association  (COA)  of 
the  United  States  Public  Health  Service,  a  private,  nonprofit,  professional  organization 
representing  the  interests  of  all  officers  of  the  Commissioned  Corps  of  the  Public 
Health  Service.   My  particular  interest  in  the  subject  of  this  hearing  involves  what  I 
believe  to  be  the  important  role  which  the  Commissioned  Corps  plays  in  this  area,  and 
the  significant  potential  that  exists  for  expansion  of  this  role. 

BACKGROUND 

To  appreciate  the  potential  that  exists  for  the  Commissioned  Corps  in 
responding  to  terrorist  incidents,  it's  critical  to  understand  the  Corps  and  the  resources 
it  possesses. 

The  Commissioned  Corps  is  one  of  the  seven  uniformed  services,  whose 
members  can  be  called  to  duty  24  hours  a  day  to  respond  to  public  health  crises  and 
emerging  needs,  and  can  be  directed  to  other  duty  assignments  to  accommodate 
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changing  public  health  needs  and  priorities. 

The  Surgeon  General  leads  the  Corps,  which  is  an  active  duty  force  of 
approximately  62S0  health  care  professionals  comprised  of  physicians,  nurses, 
scientists,  dentists,  engineers,  sanitarians,  pharmacists,  veterinarians,  dietitians, 
therapists  and  health  services  officers  who  serve  in  all  50  states  (see  Chart  A)  and 
more  than  550  locations  worldwide.  The  Commissioned  Corps  provides  officers  to 
serve  in  the  eight  agencies  of  the  Public  Health  Service  (PHS).  The  largest 
number  of  officers  serve  in  the  Indian  Health  Service,  but  other  PHS  agencies, 
including  the  National  Institutes  of  Health,  the  Centers  for  Disease  Control  and 
Prevention,  and  the  Food  and  Drug  Administration,  also  rely  heavily  on  the  Corps. 
Commissioned  Corps  officers  also  serve  in  non-PHS  agencies,  including  the  U.S. 
Coast  Guard  (whose  uniformed  medical  services  are  staffed  exclusively  by  Corps 
members),  the  Federal  Bureau  of  Prisons,  the  EPA,  and  the  Immigration  and 
Naturalization  Service. 

In  addition  to  staffing  the  ongoing  missions  of  Federal  public  health  through  the 
agencies  of  the  PHS,  the  Commissioned  Corps  is  available  for  critical  deployment  to 
address  national  needs  of  an  urgent  or  emergent  nature  (such  as  response  to  terrorist 
incidents).  In  recent  years  the  Commissioned  Corps  has  addressed  a  number  of  public 
health  problems,  among  them:  smallpox  eradication;   investigation  and  identification 
of  the  newly  emergent  AIDS  epidemic;   provision  of  clinical  services  for  Haitian,  Cuban 
and  Southeast  Asian  refugees;   identification  and  isolation  of  three  separate  acute 
hemorrhagic  fever  viruses  (Ebola,  Lassa  and  Marburg)  in  Africa;   response  to  the 
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Hanta  Virus  outbreak  in  the  American  Southwest;   and,  response  to  the  bombing  of 
the  Federal  Building  in  Oklahoma  City  (see  Chart  B). 


BENEFITS  OF  THE  CORPS 

The  Commissioned  Corps  System  brings  with  it  several  key  benefits,  in  addition  to 
a  strong  commitment  to  the  public  health  of  the  nation.   Included  among  these 
benefits  are: 

Administrative  Authority.  The  Commissioned  Corps  is  administered  entirely  within 
the  Department  of  Health  and  Human  Services,  which  is  important  in  terms  of 
satisfying  the  changing  roles  and  demands  of  the  PHS.   Departmental  authority 
permits  timely  development  and  revision  of  regulations,  policies  and  procedures.  The 
President  may,  by  Executive  Order,  militarize  the  Corps  in  times  of  war  or 
emergencies  involving  national  security.  The  Corps  was  militarized  during  the  First 
and  Second  World  Wars  and  the  Korean  Conflict 

Structure.   The  active  force  of  the  Commissioned  Corps  includes  two  components: 
the  regular  component,  whose  officers  have  made  a  career  commitment  to  the  PHS, 
and  the  reserve  component,  which  increases  or  decreases  to  meet  Service  needs. 
The  regular  component  has  an  authorized  strength  of  2,800.   Its  officers  are  appointed 
through  Presidential  nomination  and  Senate  confirmation.  There  are  about  3,600 
reserve  officers  on  active  duty. 

There  is  also  an  inactive  reserve  component,  which  includes  more  than  6,000 


289 


health  professionals  who  can  meet  the  changing  needs  of  the  PHS.  Approximately 
1,000  inactive  reserve  officers  have  indicated  their  willingness  to  participate  in  short 
tours  of  active  duty  each  year  to  meet  acute  staffing  shortages.  These  "ready 
reserve"  officers  are  used  primarily  by  the  Indian  Health  Service,  the  National  Health 
Service  Corps,  and  the  Bureau  of  Prisons. 

Mobility.  Each  officer  is  sworn  to  serve  in  any  position  or  area  required  by  the 
exigencies  of  the  Service.  The  PHS  has  broad  authority  to  reassign  commissioned 
officers  to  meet  personnel  needs. 

Flexibility.   Commissioned  officers  retain  their  rank  or  grade  regardless  of 
assignment.  They  are  able  to  readily  accept  new  assignments  without  fear  of  losing 
grade  or  compensation  and  can  be  required  to  fill  billets  graded  higher  than  their  rank. 

Emergency  Response.   Commissioned  officers  may  be  called  to  duty  24  hours  a 
day.   If  necessary,  they  are  required  to  work  irregular  and  prolonged  hours  under 
adverse,  physically  demanding  conditions,  without  special  consideration.  The  Corps 
has  been  the  primary  source  of  health  professional  personnel  deployed  by  the  PHS 
during  national  and  international  emergencies. 

Training.   The  Corps  has  been  the  training  ground  for  many  health  professionals 
who  have  gone  on  to  assume  leading  roles  throughout  the  country  in  Federal,  State 
and  local  public  health  agencies;  in  the  foreign  service;  and  in  health  and  medical 
education  positions  in  the  private  sector. 
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THE  COMMISSIONED  CORPS  AND  DISASTER  RELIEF 

The  Commissioned  Corps  is  especially  well-suited  for  the  critical  task  of  disaster 
relief,  to  include  responding  to  nuclear,  chemical  or  biological  attacks,  because  of  its 
ability  to  maintain  preparedness  of  teams  and  individuals  through  cross-agency 
training  and  skills  maintenance  exercises  and  its  ability  to  require  participation  of  team 
members.   Although  most  special  deployments  are  modest  in  size,  the  Corps  also 
maintains  the  ability  to  deploy  hundreds  of  personnel  should  needs  dictate.  The  ability 
to  quickly  and  efficiently  mobilize  trained  and  highly  skilled  personnel,  along  with  a 
substantial  standby  capacity,  provides  a  unique  and  critical  national  resource. 

Currently,  two  formal  mechanisms  exist  for  Corps  officers  to  be  deployed  in  times 
of  emergency.   Disaster  Medical  Assistance  Teams  (DMATs)  exist  around  the  country 
as  part  of  the  National  Disaster  Medical  System.  These  standing  teams  are  formed 
and  trained  together,  in  anticipation  of  team  deployment.   Commissioned  officers  serve 
permanently  on  the  team  operating  out  of  Bethesda/Rockville.   Other  officers  staff  the 
Emergency  Operations  Center  in  times  of  emergency.  The  Commissioned  Corps 
Readiness  Force  is  a  volunteer  force  of  Corps  officers  that  serves  as  a  human 
resource  bank  to  supplement  and  fill  behind  when  DMATs  respond  to  large,  human 
resource-intensive  theaters  of  operation.  This  force  also  responds  to  special  needs 
situations. 

The  Surgeon  General  works  closely  with  the  Office  of  Emergency  Preparedness 
(OEP)  in  identifying  the  resources  necessary  to  carry  out  the  mission  of  the  OEP.   The 
recent  deployment  of  nearly  100  officers  to  the  United  States  Virgin  Islands  (USVI)  in 
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response  to  Hurricane  Marilyn  was  achieved  through  the  cooperative  efforts  of  the 
Office  of  the  Surgeon  General  and  the  OEP.  That  deployment  included  physicians, 
nurses  and  pharmacists  who  restored  primary  care  services  on  St.  Thomas; 
sanitarians,  who  provided  consultation  to  the  Commissioner  of  Health,  USVI, 
concerning  matters  of  environmental  health;  epidemiologists  from  the  Centers  for 
Disease  Control  and  Prevention  to  assist  in  the  control  of  such  major  health  concerns 
as  Dengue  Fever,  gastroenteritis  and  Hepatitis-A;  officers  to  provide  counseling  to  the 
general  population  for  stress-related  syndromes  associated  with  the  hurricane;  and 
officers  to  provide  administrative  support  to  OEP's  Emergency  Operations  Center  on  a 
24  hour-a-day  basis. 

Many  aspects  of  emergency  preparedness  programs  involve  joint  training  with  the 
military.   As  fellow  uniformed  service  members,  officers  in  the  Corps  are  readily 
accepted  and  integrated  into  coordinated  programs  with  the  military.  An  immediate 
identification  and  certification  of  capability  is  established. 

In  deployments  the  uniformed  services  must  integrate  into  a  coordinated 
command.   The  presence  of  a  clear  rank  system  greatly  facilitates  command  and 
control.   The  appointment  of  a  Commissioned  Corps  Flag  Officer  as   Director  of  the 
Office  of  Emergency  Preparedness  has  enabled  a  smooth  interface  with  an 
established  command  system  with  the  Flag  and  General  Officers  in  the  Department  of 
Defense.   Since  the  Public  Health  Service  coordinates  the  Federal  health  and  medical 
support  at  a  time  of  catastrophic  disaster,  the  uniform  facilitates  joint  operations  and 
the  use  of  military  services,  supplies,  facilities  and  equipment  (e.g.  procurement  of 
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military  helicopters  and  other  modes  of  transportation). 

As  I  previously  mentioned,  the  rapid  identification  of  personnel  through  the 
Commissioned  Corps  Readiness  Force  is  a  significant  advantage  during  times  of 
disaster,  where  immediate  response  is  crucial.   The  availability  of  Commissioned 
Corps  officers  24  hours  a  day,  without  the  necessity  of  providing  overtime  pay,  can  be 
a  significant  cost  savings  to  the  government.   Furthermore,  the  ability  to  augment  the 
active  force  with  highly  qualified  members  of  the  inactive  reserve  has  proven  to  be  a 
significant  advantage. 


CONCLUSION 

The  Commissioned  Corps  of  the  U.S.  Public  Health  Service  represents  a  dynamic 
organization  of  health  care  professionals  who  are  responsive  to  the  country's  changing 
health  needs.  As  we  approach  the  end  of  the  millennium,  confronted  by  significant 
social  and  health  problems,  it  is  essential  that  the  country  be  able  to  rely  on  the 
programs  and  staff  of  the  Commissioned  Corps  for  leadership,  innovation  and  health 
care  service.   The  unique  attributes  of  the  Corps  make  it  a  vital  and  invaluable 
resource  in  any  public  health  response  to  terrorism  in  the  form  of  nuclear,  chemical  or 
biological  attacks. 
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Commissioned  Corps  by  State.  Territory.  Overseas 


Alabama 

26 

Alaska 

372 

Arkansas 

4 

Arizona 

572 

California 

156 

Colorado 

86 

Connecticut 

18 

Dist  of  Col 

225 

Delaware 

1 

Florida 

67 

Georgia 

495 

Guam 

2 

Hawaii 

8 

Idaho 

30 

Illinois 

37 

Indiana 

10 

Iowa 

5 

Kansas 

26 

Kentucky 

3 

Louisiana 

33 

Maine 

6 

Maryland 

1,681 

Massachusetts 

41 

Michigan 

14 

Minnesota 

96 

Mississippi 

12 

Missouri 

36 

Montana 

107 

Nebraska 

14 

Nevada 

49 

New  Hampshire 

2 

New  Jersey 

32 

New  Mexico 

395 

New  York 

67 

North  Carolina 

132 

North  Dakota 

40 

Ohio 

123 

Oklahoma 

252 

Oregon 

81 

Pennsylvania 

49 

Puerto  Rico 

34 

Rhode  Island 

8 

South  Carolina 

7 

South  Dakota 

135 

Tennessee 

27 

Texas 

155 

Utah 

21 

Vermont 

1 

Virginia 

23 

Washington 

149 

West  Virginia 

58 

Wisconsin 

26 

Wyoming 

12 

United  States 

6,098 

Foreign  Duty 
Total 

28 
6,136 

CHART   A 
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ON  INVESTIGATIONS 


HEARING  ON  THE  THREAT  OF  WEAPONS  OF  MASS 
DESTRUCTION  IN  DOMESTIC  TERRORISM 


Washington,  D.C. 
March  27, 1996 


2% 


My  name  is  Brian  Levin.  I  am  the  Associate  Director  for  Legal 
Affairs  of  the  Southern  Poverty  Law  Center's  Klanwatch  Project.  The 
Center  is  located  in  Montgomery,  Alabama. 

The  Center  was  founded  25  years  ago  to  protect  the  rights  of  victims 
of  injustice.  For  the  past  17  years,  the  Center's  Klanwatch  Project  has 
monitored  extremist  groups  and  tracked  hate  crimes.  Klanwatch  collects  the 
literature  of  every  major  extremist  group  in  the  country,  records  their  hate 
"hot  lines,"  subscribes  to  clipping  services  that  collect  articles  about  hate 
group  activity  and  hate  crimes  from  thousands  of  newspapers,  combs  the 
Internet  for  extremist  propaganda,  and  receives  information  from  numerous 
law  enforcement  and  private  sources.  We  have  been  storing  this  information 
on  our  computers  for  over  a  decade  and  today  maintain  the  largest  database 
in  the  country  on  both  neo-Nazi  groups  like  the  Aryan  Nations  and  Ku  Klux 
Klan  as  well  as  anti-government  Patriot  groups  like  Militia  of  Montana  and 
the  United  Sovereigns  of  America. 

Several  times  each  year,  we  publish  the  Klanwatch  Intelligence 
Report  to  share  our  information  with  the  law  enforcement  community. 
Currently,  over  6,500  law  enforcement  agencies  receive  our  reports, 
including  numerous  offices  of  the  FBI,  the  BATF,  and  the  Department  of 
Justice. 

We  will  soon  provide  the  Committee  with  our  forthcoming  special 
report  entitled:  False  Patriots:  The  Threat  of  Antigovernment  Extremism. 
This  report  explores  the  danger  presented  by  the  so-called  "Patriot"  anti- 
government  movement  as  well  as  effective  responses  to  it.  Today  I  am 
providing  the  Committee  with  copies  of  our  most  recent  Klanwatch 
Intelligence  Reports.  These  reports  contain  an  overview  of  trends  in  the 
white  supremacist  world  and  an  update  on  the  growing  anti-government 
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movement.  To  help  put  the  current  trends  in  historical  context,  I'm  also 
providing  our  report  Hate  Violence  and  White  Supremacy:  A  Decade  Review 
1980-1990.  As  this  last  report  reflects,  our  country  has  faced  threats  from 
anti-government  extremist  paramilitary  groups  before. 

My  testimony  today  consists  of  two  parts.  The  first  part  oudines  the 
danger  posed  by  today's  anti-government  Patriot  extremists  who  are 
increasingly  embracing  the  use  of  chemical  and  biological  weapons.  The 
second  part  outlines  some  proposed  solutions  to  this  emerging  threat. 

We  at  the  Center  believe  that  the  United  States  faces  a  new  threat  of 
domestic  terrorism  unlike  any  we  have  previously  faced.  During  the  last  18 
months,  suspected  anti-govemment  extremists  have  attacked  police  officers, 
plotted  to  blow  up  federal  buildings,  established  armed  compounds,  and 
gathered  military  weapons.  So-called  "common  law"  courts  are  threatening 
public  officials  with  violence  if  they  carry  out  their  official  duties.  This 
summer  anti-govemment  extremists  from  the  Tri-State  Militia  banded 
together  to  endorse  a  war  against  the  United  States  government.  Last  year 
our  intelligence  uncovered  counter-intelligence  networks  established  by  hate 
groups  and  anti -government  militias  targeting  public  officials,  civil  rights 
groups,  and  the  media.  In  November  federal  authorities  arrested  several 
people  for  plotting  to  blow  up  several  buildings,  including  our  headquarters. 
Over  the  past  18  months,  we  have  identified  809  anti-government  Patriot 
groups,  including  441  paramilitary  groups  operating  in  all  50  states.  At  least 
47  of  those  groups  have  ties  to  white  supremacists.  Clearly,  this  is  a 
movement  replete  with  zealots  who  embrace  violence  as  the  preferred  means 
for  establishing  their  anti-democratic  ideals. 

Over  the  last  several  months  there  has  been  a  disturbing  series  of 
incidents  that  indicate  that  Patriot  extremists  have  embraced  the  use  of 
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chemical  weapons  and  pathogens  as  their  newest  and  most  dangerous 
destructive  tool. 

In  November  1995,  Aryan  Nations  member  Larry  Harris  plead  guilty 
to  possession  of  freeze  dried  bacteria  he  had  illegally  obtained  from  a 
commercial  laboratory  for  $240.  A  search  of  his  residence  netted  hand 
grenades,  homemade  explosives  and  detonating  fuses. 

In  late  1995  four  members  of  the  anti -government  Minnesota  Patriots 
Council  were  convicted  in  federal  court  for  conspiracy  to  use  ricin,  a  deadly 
toxin,  to  kill  federal  agents  and  government  workers.  Ricin,  a  derivative  of 
the  castor  bean,  is  one  of  the  most  dangerous  toxins  known.  After  inhalation 
or  ingestion,  ricin  kills  by  invading  human  cells  and  interfering  with  protein 
synthesis.  The  would-be  assassins,  who  joked  about  spreading  the 
"government  flu",  had  enough  ricin  to  kill  1400  people.  The  defendants  had 
learned  to  make  the  poison  from  a  mail-order  terrorist  training  manual 
popular  with  the  Patriot  movement. 

In  another  incident  in  December  1995,  Thomas  Lewis  Lavy,  54,  an 
army  veteran  and  reputed  survivalist,  was  arrested  after  thirty  federal  agents 
along  with  U.S.  Army  biological  warfare  experts  raided  the  Arkansas  farm 
where  he  was  staying.  Agents  retrieved  130  grams  of  ricin  (enough  to  kill 
30,000  people),  castor  beans  and  three  books  that  detailed  how  to  make 
ricin  and  disseminate  the  poison.  Lavy,  who  said  he  possessed  the  mass 
quantity  of  poison  to  kill  coyotes,  hung  himself  in  his  jail  cell  three  days 
after  his  arrest. 

In  1993  Lavy  was  arrested  by  Canadian  custom  agents  who  caught 
him  at  a  border  crossing  in  possession  of  four  guns,  20,000  rounds  of 
ammunition,  $89,000  in  cash,  a  bag  of  ricin,  neo-Nazi  material  and  two 
books  -  "The  Poisoner's  Handbook"  and  "Silent  Death."  These  books 
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instruct  readers  on  how  to  produce  deadly  toxins.  FBI  officials  believe  that 
Lavy  was  going  to  use  the  money  and  ricin  to  fund  and  arm  an  underground 
terrorist  militia. 

Perhaps  the  starkest  example  of  the  threat  posed  by  anti-government 
ideologues  using  chemical  or  biological  weapons  is  the  sarin  gas  attack  in 
the  Tokyo  subway  last  year  by  the  Aum  Shinrikyo  cult.  This  attack,  which 
killed  twelve  and  left  five  thousand  injured,  represented  the  first  time 
chemical  weapons  were  used  in  peacetime  by  terrorists. 

Important  similarities  exist  between  this  cult  and  anti-government 
extremists  here.  First,  like  their  American  counterparts,  the  Aum  Shinrikyo 
cult  promoted  wild  conspiracy  theories,  apocalyptic  fervor  and  hatred 
against  their  government.  Second,  the  use  of  chemical  and  biological  toxins 
as  weapons  was  actively  promoted  within  the  movement.  Third,  the 
perpetrators  intentionally  selected  their  target  because  the  location  would 
likely  result  in  casualties  to  government  officials.  The  subway  station  chosen 
for  the  attack  serviced  the  main  area  of  the  capital  where  most  of  the  offices 
of  the  Japanese  government  are  located. 

While  ricin  may  be  the  newest  toxic  weapon  of  mass  destruction  in 
the  arsenal  of  domestic  anti-government  terrorists,  it  is  not  the  first  toxin 
considered  for  use  by  domestic  terrorists.  A  terrorist  plot  to  poison  municipal 
water  supplies  was  alleged  in  a  1988  federal  sedition  indictment  of  a 
consortium  of  white  supremacists.  The  white  supremacists  were  alleged  to 
have  been  plotting  a  race  war  against  the  United  States  government.  While 
an  all-white  jury  acquitted  the  group  of  sedition  charges,  the  indictment 
pointed  to  a  coordinated  terrorist  effort  that  included  toxins  as  a  weapon  of 
choice.  The  indictment  mentioned  the  group's  plans  to  poison  water  supplies 
and  their  possession  of  large  quantities  of  cyanide. 
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Because  of  our  concern  over  the  involvement  of  white  supremacist 
leaders  in  the  anti-government  militia  movement  and  the  movement's 
potential  for  violence,  the  Law  Center's  founder  Morris  Dees  wrote  Attorney 
General  Reno  and  the  Attorneys  General  of  six  states  in  October  1994  to 
alert  them  to  the  growing  anti-government  militia  movement.  We  have 
subsequently  written  to  every  state  Attorney  General  requesting  that  they 
enforce  their  laws  against  unsanctioned  private  armies  or  sponsor  such 
legislation  in  their  states. 

Today,  we  wish  to  convey  a  similar  message:  The  threat  of  domestic 
terrorism  committed  by  anti-government  terrorists  utilizing  weapons  of  mass 
destruction,  including  explosives,  chemical  toxins  and  biologic  pathogens  is 
a  significant  one. 

We  urge  immediate  action  to  control  the  dissemination  of  dangerous 
materials.  While  there  is  a  danger  in  overreacting  to  the  threat  posed  by 
anti-government  extremists,  some  appropriate  measures  should  be  taken. 

First,  laws  and  regulations  pertaining  to  toxins  and  pathogens  should 
be  tightened.  We  should  enhance  existing  regulations  relating  to  the 
dissemination  of  pathogens  to  make  sure  that  only  researchers  and  non- 
violent industrial  users  can  obtain  them.  The  possession  of  certain  extremely 
dangerous  substances  that  have  no  commercial  application,  such  as  ricin, 
should  be  criminalized  when  it  is  not  possessed  for  research  or  government 
purposes.  Currently,  the  Biological  Weapons  Anti-Terrorism  Act  of  1989,  18 
U.S.C.  §175,  requires  that  biological  agents  and  toxins  be  possessed  with  the 
intent  to  use  them  as  weapons  before  imposing  criminal  liability.  In  many 
instances  this  "weapons"  requirement  is  appropriate,  especially  for  materials 
that  have  various  legitimate  uses.  However,  we  believe  that  some  substances 
like  ricin  are  so  dangerous  to  the  public  safety  that  their  mere  possession  by 
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lay  people  should  be  criminalized,  irrespective  of  whether  they  are  intended 
for  use  as  weapons. 

We  would  also  recommend  legislation  regulating  the  dissemination  of 
other  dangerous  substances  like  ether  or  ammonium  nitrate  that  can  be  used 
to  make  explosives.  Dissemination  of  these  substances  can  be  regulated  in 
the  following  ways.  Explosive  materials  can  be  tagged  with  chemical  agents 
that  make  it  possible  to  identify  their  origin.  The  explosive  potential  of  some 
materials  can  be  neutralized  through  the  use  of  certain  dilutants.  Restrictions 
can  also  be  applied  that  would  limit  the  sale  of  certain  dangerous  materials 
to  authorized  individuals  for  approved  purposes  and  that  would  limit  the 
quantities  available  for  purchase. 

Second,  existing  programs  to  assist  state  and  local  authorities  in 
responding  to  terrorist  strikes  involving  chemical  or  biological  weapons  of 
mass  destruction  should  be  expanded.  Some  of  these  programs  provide 
training  for  local  emergency  personnel  as  well  as  specialized  mobile  labs 
which  can  be  made  available  to  identify  the  toxins  used  in  a  mass  attack. 
Without  such  programs  it  would  be  virtually  impossible  for  local  authorities 
to  identify  the  cause  of  a  chemical  or  biological  strike  and  respond  swiftly. 

The  federal  government  should  also  play  a  more  prominent  role  in 
pro-actively  funding  and  coordinating  counter-terrorism  measures  by 
assisting  state  and  local  authorities  who  monitor  extremism.  State  and  local 
agencies  often  have  valuable  intelligence  on  extremists  but  often  lack  the 
mechanisms  and  resources  to  cultivate  and  share  this  information. 

In  addition,  there  are  other  more  generally  applicable  measures  that 
we  believe  would  enhance  the  overall  response  to  anti-govemment  terrorism. 
For  example,  federal  legislation  should  be  enacted  that  prohibits  private 
militias  that  are  not  specifically  exempted  by  state  statute.  Less  than  half  of 
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all  states  have  laws  prohibiting  private  military  organizations.  And  those 
states  that  do  have  such  statutes  are  not  enforcing  them. 

Unregulated  private  militias  pose  a  serious  threat  of  terrorism  that 
must  not  be  ignored.  Many  of  today's  most  prominent  militia  leaders  are 
members  or  associates  of  dangerous  white  supremacist  organizations  like  the 
Ku  Klux  Klan  and  Aryan  Nations.  John  Trochmann,  a  pioneer  in  the  Patriot 
movement  and  head  of  the  Militia  of  Montana,  was  a  featured  speaker  at  the 
Aryan  Nations  World  Congress.  Former  Texas  Ku  Klux  Klan  leader  Louis 
Beam  is  a  militia  strategist  and  "Ambassador-at-Large"  for  Aryan  Nations. 
Indeed,  white  supremacist  groups  are  exploiting  the  militias  as  a  recruiting 
ground  for  their  own  benefit.  Klan  watch  has  found  that  out  of  the  441  militia 
groups  operating  across  the  nation,  at  least  47  have  racist  ties. 

These  militias  do  more  than  promote  hateful  ideas  against  the 
government  or  minorities.  They  often  provide  a  forum  for  training  in  the  use 
of  dangerous  weapons  and  techniques  by  those  who  intend  civil  strife.  Many 
recent  attacks  and  plots  against  government  workers  and  police  have 
involved  militiamen  and  Patriots. 

State  and  federal  courts  have  consistently  held  that  because  the 
Second  Amendment  only  protects  state  sponsored  militias,  the  government 
has  full  authority  to  ban  unauthorized  private  militias.  As  early  as  1886  the 
Supreme  Court  in  Presser  v.  Illinois.  1 16  U.S.  252  (1886),  upheld  the  right 
of  the  government  to  ban  private  armies.  The  danger  presented  to  interstate 
commerce  and  public  safety  from  unregulated  private  armies  make  federal 
legislation  appropriate.  If  militias  are  criminalized,  this  would  also  broaden 
the  circumstances  under  which  federal  authorities  could  maintain 
investigations  in  accordance  with  existing  guidelines.  A  model  anti-militia 
statute  is  attached  to  this  statement. 
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In  addition,  the  current  federal  anti-paramilitary  training  statute  should 
be  broadened.  The  key  provision  of  the  Civil  Disobedience  Act  of  1968, 18 
U.S.C.  §§231-233,  punishes  those  who  teach  or  demonstrate  paramilitary 
techniques  for  the  purpose  of  fomenting  violence  or  civil  disorder. 
However,  it  does  not  punish  those  who  actually  receive  the  illegal 
paramilitary  training.  The  law  should  be  amended  to  cover  all  persons  who 
engage  in  such  training,  whether  they  be  instructors  or  participants.  A  model 
anti-paramilitary  statute  is  attached  to  this  statement. 

The  threat  from  anti-government  terrorists  using  weapons  of  mass 
destruction,  including  chemical  and  biologic  agents,  is  a  real  one.  And  while 
nothing  will  eliminate  this  threat  entirely,  we  believe  that  the  prudent 
application  of  the  measures  presented  here  will  mitigate  the  threat  that 
currently  exists  to  the  public  safety  of  our  citizens. 

Thank  you. 


APPENDIX 

Model  Militia  and  Paramilitary  Training  Statutes 

"Notable  Incidents  Involving  Extremists  and  Law  Enforcement  Officials' 

Map:  "Major  Identity  Congregations  and  Compounds" 

Public  Literature  Relating  to  Chemical,  Biological  and  Atomic  Devices 
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MODEL  ANTI-MILITIA  STATUTE 
What  it  does: 

1.  Outlaws  private  military  organizations. 

2.  Enhances  penalties  for  crimes  committed  under  the  auspices  of  private 

military  organizations. 

3.  Exempts  National  Guard,  Armed  Forces  and  various  other  entities. 

4.  Allows  for  civil  actions  by  prosecutors  or  private  citizens. 

TEXT: 

A)  It  shall  be  unlawful  for  any  person  to  assemble,  associate,  train,  congregate  or  parade 
with  other  persons  as  a  military  organization  in  this  State  without  the  prior  approval  of 
the  Governor. 

B)  Any  individual  violating  this  section  shall  be  deemed  guilty  of  a  Class_  misdemeanor. 

C)  Any  individual  violating  this  section  who  is  also  convicted  of  another  state  criminal 
offense  while  acting  as  a  member  of  an  unauthorized  military  organization  shall  have  his 
or  her  sentence  increased  by  one  offense  level  for  that  offense  in  addition  to  any  penalties 
accrued  under  subdivision  B  of  this  statute. 

D)  This  statute  shall  not  apply  to  persons  engaged  in  the  official  activites  of: 

(1)  the  State  National  Guard; 

(2)  other  state  mandated  military  bodies; 

(3)  the  duly  authorized  Armed  Forces  of  the  United  States  and  Coast  Guard; 

(4)  chapters  of  the  Boy  Scouts,  the  American  Legion  and  Veterans  of 
Foreign  Wars; 

(5)  state  sanctioned  police  departments  and  police  academies; 

(6)  classes  at  accredited  educational  institutions  where  military  science  is  a 

prescribed  part  of  the  course  of  instruction; 
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(7)  any  assembly  for  public  historical  re-enactment  purposes  by  a  historic  military 

re-enactment  group  portraying  events  in  military  history  presented  for  the 
purposes  of  public  entertainment  and  education,  provided  that  the  re- 
enactment  be  open  to  the  public  and  the  participants  utilize  historically 
appropriate  uniforms,  weapons,  and  accouterments; 

(8)  any  group  exempted  or  authorized  by  the  Governor  or  the  Commander  of  the 

State  National  Guard. 

E)  The  Attorney  General,  any  district  attorney,  or  any  city  attorney  may  bring  a  civil 
action  for  injunctive  and  other  appropriate  relief  in  the  name  of  the  people  of  the  State 
of to  cease  the  prohibited  activities  set  forth  in  this  statute. 

F)  Anyone  injured  by  conduct  prohibited  in  this  statute  may  institute  a  civil  action  against 
the  offending  party(ies)  for  injunctive  or  other  appropriate  relief,  including  compensatory 
and  punitive  damages,  as  well  as  attorneys  fees  and  costs. 


G)  As  used  in  this  statute,  the  term  "military  organization"  means  a  group 
(a)  operating  under  a  formal  or  informal  command  structure;  (b)  consisting  of  armed 
persons  or  soldiers;  (c)  that  drills  with  weapons;  and  (d)  is  reasonably  capable  of  being 
readily  assembled  for  unified  independent  service  in  armed  conflict. 


MODEL  PARAMILITARY  TRAINING  STATUTE 
Terroristic  Training 

What  it  does: 

1.  Outlaws  training  to  foment  violent  civil  disorders. 

2.  Outlaws  the  transport  or  manufacture  of  weapons  or  explosives. 

3.  Outlaws  interference  with  police  and  fire  personnel  during  civil  disorders. 
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4.  Allows  for  civil  actions  by  prosecutors  or  private  citizens. 


TEXT: 


A)  Anyone  who: 


(1)  instructs  or  demonstrates  to  another  person  the  use,  application,  or  making  of 
any  firearm  or  explosive  or  incendiary  device,  or  technique  capable  of  causing  injury  or 
death  to  persons,  knowing  or  having  reason  to  know  or  intending  that  the  same  will  be 
unlawfully  employed  for  use  in,  or  in  furtherance  of,  a  civil  disorder;  or 

(2)  transports  or  manufactures  for  transportation  any  firearm,  or  explosive  or 
incendiary  device,  knowing  or  having  reason  to  know  or  intending  that  the  same  will  be 
unlawfully  used  in  furtherance  of  a  civil  disorder;  or 

(3)  commits  or  attempts  to  commit  any  act  to  obstruct,  impede,  or  interfere  with 
any  firefighter,  law  enforcement  officer  lawfully  engaged  in  the  lawful  performance  of 
his  or  her  official  duties  incident  to  and  during  the  commission  of  an  civil  disorder  ; 

is  guilty  of  Terroristic  Training,  a  Class  Felony,  punishable  by  up  to years 

imprisonment  or  $ ,  or  both. 

B)  Nothing  contained  in  this  section  shall  make  unlawful  any  act  of  any  law  enforcement 
officer  which  is  performed  in  the  lawful  performance  of  his  or  her  official  duties. 

C)  The  Attorney  General,  or  any  district  attorney,  or  city  attorney  may  also  bring  a  civil 
action  for  injunctive  and  other  appropriate  relief  in  the  name  of  the  people  of  the  State 
of ,  to  cease  the  prohibited  activities  set  forth  in  this  statute. 

D)  Anyone  injured  by  conduct  prohibited  in  this  statute  may  institute  a  civil  action 
against  the  offending  party(ies)  for  injunctive  or  other  appropriate  relief,  including 
compensatory  and  punitive  damages,  as  well  as  attorneys  fees  and  costs. 
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E)  Definitions: 

(1)  The  term  "firearm"  means  any  weapon  which  is  designed  to  or  may  readily  be 
converted  to  expel  any  projectile  by  the  action  of  an  explosive;  or  the  frame  or  receiver  of 
any  such  weapon. 

(2)  The  term  "explosive  or  incendiary  device"  means  (A)  dynamite  and  all  other  forms  of 
high  explosives,  (B)  any  explosive  bomb,  grenade,  missile,  or  similar  device,  and  (C)  any 
incendiary  bomb  or  grenade,  fire  bomb,  or  similar  device,  including  any  device  with  (i) 
consists  of  or  includes  a  breakable  container  including  a  flammable  liquid  or  compound, 
and  a  wick  composed  of  any  material  which,  when  ignited,  is  capable  of  igniting  such 
flammable  liquid  or  compound,  and  (ii)  can  be  carried  or  thrown  by  one  individual  acting 
alone. 

(3)  The  term  "firefighter"  means  any  member  of  a  fire  department  (including  a  volunteer 
fire  department)  of  any  State,  any  political  subdivision  of  a  State,  or  the  District  of 
Columbia. 

(4)  The  term  "civil  disorder"  means  a  public  disturbance  involving  acts  of  violence  by  an 
assemblage  of  three  or  more  persons,  which  disturbance  causes  an  immediate  danger  of, 
or  results  in,  damage  or  injury  to  the  property  or  person  of  any  other  individual  within 
the  United  States. 

(5)  The  term  "law  enforcement  officer"  means  any  officer  or  employee  of  the  United 
States,  any  State,  any  political  subdivision  of  a  State,  or  the  District  of  Columbia,  while 
engaged  in  the  enforcement  or  prosecution  of  any  of  the  criminal  laws  of  the  United 
States,  a  State,  any  political  subdivision  of  a  State,  or  the  District  of  Columbia;  and  such 
term  shall  specifically  include  members  of  the  National  Guard  (as  defined  in  10  U.S.C 
311),  members  of  the  organized  militia  of  any  State,  or  territory  of  the  United  States,  the 
Commonwealth  of  Puerto  Rico,  or  the  District  of  Columbia,  not  included  within  the 
National  Guard  (as  defined  in  10  U.S.C.  §101),  and  members  of  the  Armed  Forces  of  the 
United  States,  while  engaged  in  suppressing  acts  of  violence  or  restoring  law  and  order 
during  a  civil  disorder. 

(6)  The  term  "State"  includes  a  State  of  the  United  States,  and  any  commonwealth, 
territory,  or  possession  of  the  United  States. 
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Senate  Permanent  Subcommittee 
w  Investigations 

EXWBIT  #  32 


SUPPLEMENTAL  QUESTIONS  FOR  THE  RECORD 

Hearings  Before  The 

U.S.  SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 

March  27,  1996 
GLOBAL  PROLIFERATION  OF  WEAPONS  OF  MASS  DESTRUCTION 

CLAY  HOLLISTER 

Deputy  Associate  Director  for  Response  &  Recovery 

FEDERAL  EMERGENCY  MANAGEMENT  AGENCY  (FEMA) 


1.         Are  we  learning  from  our  mistakes? 

Fonnal  guidance  detailing  the  relationships  between  FEMA  and  other 
organizations  with  roles  depicted  in  MIRAGE  GOLD. 

It  is  important  to  note  that  MIRAGE  GOLD  was  a  Federal  Radiological  Emergency 
Response  Plan  (FRERP)  exercise  sponsored  by  the  Department  of  Energy  (DoE).  The 
exercise  was  focused  on  technical  and  tactical  issues  of  primary  concern  to  DoE 
which  invested  $8  million  in  exercise  design  and  implementation 

As  noted  on  page  5  of  the  FEMA  After  Action  Report  (AAR),  the  scenario  for  the 
exercise  was  developed  to  provide  for: 

•  Tactical  play  for  the  FBI  Hostage  Response  Team  (HRT)  and  Special  Weapons 
and  Tactics  Teams  (SWAT); 

•  DoD  tactical  and  technical  (Explosive  Ordnance  Demolition  (EOD))play; 

•  DoE  technical  play  for  the  NEST  and  the  Federal  Radiological  Monitoring 
Assessment  Center  (FRMAC);  and 

•  FEMA  play  in  conjunction  with  the  FRMAC/NEST,  State  and  local  officials 
operations  in  planning  the  consequence  phase  of  the  incident. 

It  was  not  a  primary  objective  of  MIRAGE  GOLD  to  test  the  relationships  between 
FEMA  and  the  other  key  players  in  a  nuclear  terrorist  incident.  Of  a  reported  1,200 
participants  in  the  exercise,  fewer  than  20  were  from  FEMA. 

At  the  time  of  the  planning  for  exercise  MIRAGE  GOLD,  the  guidance  regarding 
FEMA's  relationship  to  nuclear  terrorism  was  contained  in  the  FRERP,  which 
described  in  general  terms  FEMA's  role  in  delivering  the  non-radiological  response  to 
the  consequences  of  the  incident,  in  support  of  State  and  local  governments.   In  the 
past  few  years,  the  United  States  has  experienced  several  man-made  emergencies  (Los 
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Angeles  civil  disturbances  in  1992,  World  Trade  Center  bombing  in  1993,  Cuban 
migration  crisis  in  1994,  and  the  Alfred  Murrah  building  bombing  in  1995)  which 
have  caused  the  Administration  to  rethink  the  role  that  FEMA  and  the  Federal 
Response  Plan  (FRP)  should  take  in  coordinating  a  multi-agency,  multi-function 
response  to  emergencies  other  than  natural  disasters. 

Since  exercise  MIRAGE  GOLD,  FEMA  has  taken  the  following  steps  to  define  its 
role  in  terrorist  incidents: 

1.  FEMA  strengthened  its  coordination  relationship  with  the  FBI  by 
assigning  liaison  officers  with  response  planning  and  operations 
experience; 

2.  FEMA  assigned  planning  and  operations  personnel  to  participate  in 
other  terrorism  exercises  sponsored  by  other  Federal  agencies,  in  order 
to  learn  more  about  the  requirements; 

3.  FEMA  assigned  planning  personnel  to  complete  a  series  of  interviews 
with  key  operations  personnel  in  the  Oklahoma  City  response,  in  order 
to  learn  lessons  for  planning  for  the  relationships  between  FEMA  and 
the  FBI  from  operations  personnel  who  experienced  it  first  hand; 

4.  FEMA  developed  and  distributed  a  standard  briefing  package  on 
FEMA's  role  in  consequence  management  and  in  terrorism— as 
strengthened  and  clarified  by  Presidential  Decision  Directive  39  (PDD- 
39)-for  use  by  FEMA  speakers  in  Washington  and  in  all  ten  FEMA 

-  Regional  Offices; 

5.  FEMA  began  development  and  coordination  of  an  Incident  Annex  to  the 
Federal  Response  Plan  for  terrorism.  A  first  draft  was  circulated  in  July 
1995.  An  "interim"  annex  is  scheduled  to  be  delivered  to  the  President 
on  July  1,  19%.  Incident  Annexes  link  the  Federal  Response  Plan  to 
other  Federal  interagency  plans  for  response  to  man-made  emergencies. 
This  Incident  Annex  will  define  a  complex  linkage  among  not  only  the 
FRP  and  the  appropriate  FBI  plan,  but  also  among  the  interagency  plans 
for  technical  operations  such  as  the  FRERP,  the  Health  and  Medical 
Services  Support  Plan,  and  the  National  Oil  and  Hazardous  Substances 
Pollution  Contingency  Plan  (NCP). 

Development  of  Incident  Annexes  involves  the  establishment  of  relative 
priorities  and  relative  primacy  between  authorities,  plans  and  procedures 
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that  had  previously  been  considered  to  be  unrelated  and  independent. 
This  process  involves  interpretation  between  the  emergency 
management  community  and  other  communities  such  as  law 
enforcement  or  radiological  response.  Each  community  uses  different 
terminology  and  responds  to  different  command  and  control  structures. 
A  series  of  drafts  will  be  coordinated  among  agencies  in  order  to 
produce  a  consensus  draft  Incident  Annex.  The  consensus  draft  will 
then  be  evaluated  in  a  series  of  tabletop  seminars  with  Washington 
decision  makers  and  in  exercises  with  real-world  operations  personnel; 
and 

6.         FEMA  is  leading  an  interagency  effort  in  response  to  PDD-39  which  is 
evaluating  the  ability  of  the  Federal  Response  Plan  to  orchestrate  all 
Federal  resources  (including  the       FRERP  and  NCP)  in  responding  to 
the  consequences  of  a  terrorist  attack  using  weapons  of  mass 
destruction. 

•  Consequences  of  FBI  on-scene  decision  regarding  organization  of  JOG 
Implications  of  that  decision. 

The  response  to  a  terrorist  incident  involves  multiple,  independent  levels  of 
government,  involving  representatives  of  law  enforcement,  radiological  response  and 
emergency  management  agencies  at  the  Federal,  State  and  local  level.  No  single 
official  possesses  the  situation  information,  knowledge  and  experience  to  interpret  all 
of  the  information  about  a  situation  and  anticipate  all  courses  of  action  and  evaluate 
the  pros  and  cons  of  those  options  before  making  an  informed  decision.   The  FBI  on- 
scene  commander  who  has  been  designated  as  "in  charge,"  but  is  without  key  advisors 
from  the  other  Federal  agencies,  is  likely  to  make  inappropriate  decisions  that  will 
complicate,  and  otherwise  impede  through  unacceptable  time  delays,  a  full  and 
effective  response.  These  critical  time  delays  may  result  in  loss  of  life,  additional 
costs  and  duplication  of  effort.  A  Joint  Operations  Center  should  include  a  Unified 
Command  Group  with  senior  representatives  of  all  key  agencies  working  together  in 
support  of  the  OSC. 

The  FBI  has  taken  a  number  of  actions  to  address  this  issue,  and  could  more  clearly 
and  definitively  comment  on  those  actions. 

•  FBI  decision  not  to  include  local  law  enforcement 
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Because  FEMA  is  designated  the  lead  Federal  agency  for  consequence  management  as 
opposed  to  crisis  management,  we  are  not  involved  in  decisions  concerning  law 
enforcement.  Therefore,  it  would  be  more  appropriate  for  the  FBI  to  comment  on  this 
issue. 

•  Lack  of  FBI  regard  or  interest  in  the  actions  that  would  have  to  be  taken  in  the 
event  of  a  radiological  emergency  as  they  related  to  consequence  management 

In  FEMA's  opinion,  the  FBI  players  were  not  familiar  with  radiological  response  or 
consequence  management  response,  and  had  no  basis  of  experience  or  training  to 
support  a  strong  show  of  regard  or  interest  Some  of  the  players  from  FEMA  and 
other  agencies  expected  the  FBI  to  intuitively  understand  the  relationships  and  to 
respond  in  a  way  that  they  expected  and  were  surprised  when  they  did  not  FEMA 
concluded  in  remarks  at  the  hot  wash  following  the  exercise  that  our  role  was  not  well 
understood.  That  lesson  indicated  a  need  for  training,  orientation  and  closer  day-to- 
day working  relationships  between  FEMA  and  the  FBI. 

FEMA  has  taken  steps  to  increase  our  partnership  with  the  FBI,  and  will  continue  to 
lead  interagency  efforts  to  establish  a  more  universal  understanding  that  the  response 
to  a  nuclear  terrorist  incident  involves  a  complex  interplay  among  three  components  of 
the  overall  response  operation:  a  crisis  management  response,  a  radiological  response, 
and  a  consequence  management  response.  These  three  components  are  implemented 
by  three  different  response  communities  with  three  very  different  cultures  and  day-to- 
day processes  for  coordinating  a  response  to  an  incident  For  example,  a  decision  by 
the  FBI  to  attempt  a  tactical  assault  on  a  terrorist  location  involves  the  risk  that  the 
terrorists  may  be  able  to  detonate  a  weapon  The  FBI  would  need  to  coordinate  that 
decision  with  the  leadership  of  the  radiological  response  and  the  consequence 
management  response  in  order  to  ensure  that  appropriate  preparations  are  taken  in  the 
event  of  a  release.  There  are  some  decisions  that  cannot  be  made  by  the  FBI.  For 
example,  the  Mayor  or  the  Governor  may  decide  that  it  is  necessary  to  order  a 
precautionary  evacuation  These  examples  illustrate  the  simple  fact  that  no  single 
individual  has  the  knowledge  or  the  authority  to  make  all  decisions  that  may  need  to 
be  made  on  all  aspects  of  a  response  to  a  terrorist  incident 

•  Interface  between  FBL  the  State  and  FEMA. 

The  interface  between  FEMA  DoD,  D°E  and  the  State  was  good  because  those 
organizations  regularly  plan,  train  and  work  together  on  consequence  management  and 
radiological  response.  However,  at  that  time  there  were  no  comparable  day-to-day 
relationships  among  the  FBL  FEMA  and  the  State.  The  exercise  reflected  this  fact. 
An  after-action  report  provides  an  opportunity  for  all  players  to  submit  their  comments 
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and  concerns  for  everyone's  benefit.   Comments  on  MIRAGE  GOLD  seem  to  reflect 
frustration  more  than  careful  analysis  of  lessons  and  remedial  actions.   Further, 
exercises  are  intended  to  provide  an  opportunity  to  evaluate  plans  and  procedures  in  a 
controlled  environment.  If  an  exercise  does  not  adhere  to  the  exercise  plan  or 
otherwise  fulfill  expectations,  then  it  is  frequently  more  accurate  to  attribute 
difficulties  to  a  lack  of  training  and  common  understanding  than  to  malevolence  or 
negligence.   In  an  actual  incident,  there  is  often  more  flexibility,  and  the  focus  is  on 
effective  response.   Operations  personnel  rely  on  common  sense  and  face-to-face 
coordination,  using  guidance  and  procedures  in  order  to  meet  immediate  requirements 
rather  than  meeting  performance  judgments  or  bench  marks.   Such  a  relationship  was 
apparent  between  the  FBI  and  FEMA  in  the  Oklahoma  City  response.   In  summary, 
the  response  to  a  terrorist  incident  is  monitored  very  closely  by  the  White  House  and 
by  agency  officials  at  the  highest  levels  in  order  to  ensure  that  life  and  death  decisions 
are  made  quickly  and  appropriately. 

2.         My  staff  tells  me  that  DoD  representatives  noted  the  following:  "The  initial 
focus  of  the  federal  response  is  law  enforcement  and  counter  terrorism,  with  the  FBI 
as  the  Lead  Federal  Authority.  Should  a  detonation  occur,  the  FBI  is  no  longer  the 
appropriate  Lead  Federal  Authority.  The  procedures  to  conduct  the  transfer  of  Lead 
Federal  responsibility  are  lacking." 

Should  a  detonation  occur,  the  FBI  is  responsible  to  determine  whether  or  not  another 
detonation  is  likely  before  they  begin  to  transition  Lead  Agency  responsibility  to 
FEMA  which  operates  in  support  of  State  and  local  governments.   Had  there  been  a 
second  explosion  at  Oklahoma  City  and  the  specialized  response  forces  that  were  there 
under  FEMA's  leadership  had  become  victims,  our  ability  to  assist  the  community 
would  have  been  reduced  dramatically. 

PDD-39  describes  the  process,  not  the  procedure,  for  a  hand-off  from  the  FBI  to 
FEMA  as  Lead  Agency.   FEMA  is  working  with  the  FBI  to  develop  plans  and 
procedures  to  describe  this  hand-off,  which  we  describe  as  a  transition.  Procedures 
cannot  be  written  to  address  all  of  the  steps  in  the  decision  to  transition,  which  may 
include  evaluation  of  such  intangible  drivers  as  intelligence  on  the  terrorists,  political 
pressure,  the  need  to  maintain  public  confidence,  and  the  financial  posture  of  the  state 
and  local  governments.  FEMA  and  the  FBI,  will  position  senior  officials  on-scene 
with  the  experience  and  the  authority  to  make  the  decision   Processes  are  in  place  for 
national  leaders  in  Washington  to  intervene  if  necessary. 
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3.         The  Sew  ell  Report  stated  that  it  did  not  have  a  high  level  of  confidence  that 
the  mechanisms  to  seek  high  levels  of  review  and  approval  in  the  event  of  an  actual 
nuclear  terrorist  incident  threat  were  in  place  and  ready  to  function  on  short  notice. 
The  Report's  authors  further  stated  that  they  suspected  that  many  of  the  officials  in  the 
approval  chain  are  not  fully  aware  of  the  types  of  decisions  they  will  be  asked  to 
make  or  the  potential  consequences  of  such  decisions.  On  behalf  of  each  of  your 
individual  agencies,  how  do  you  respond  to  these  concerns? 

It  appears  that  the  authors  of  the  Sewell  Report,  or  their  sources,  were  not  aware  of 
the  mechanisms  to  obtain  guidance  from  senior  officials  in  Washingtoa   Some  of  the 
details  of  the  mechanisms  are  classified  and  have  not  been  briefed  in  detail  at  lower 
levels  or  in  the  field  Field  officials  understand  that  in  an  actual  terrorist  incident  they 
do  not  have  absolute  authority,  and  time  permitting,  they  are  to  seek  guidance  through 
their  chain  of  command  for  controversial  or  sensitive  issues.  The  types  of  decisions 
and  consequences  are  not  scripted  in  advance  because  there  are  too  many  variables 
that  will  need  to  be  considered  at  the  onset  of  an  incident  Members  of  FEMA 
leadership  charged  with  decision  making  responsibilities  in  a  terrorist  incident  are  fully 
aware  of  the  types  of  decisions  that  will  need  to  be  made  from  a  consequence 
management  perspective.  FEMA  leadership  participate  routinely  in  decision  making 
processes  with  leadership  of  other  FRP  agencies  who  serve  as  members  of  the 
Catastrophic  Disaster  Response  Group  (CDRG)  in  a  response  operatioa   Several  key 
members  of  FEMA  leadership  participated  in  two  classified  terrorists  incident 
exercises  this  year  including  several  in  the  "I-TRAP  series"  sponsored  by  DoD,  that 
simulated  decision  making  processes  at  the  White  House  level. 

In  addition  to  working  extensively  with  the  FBI,  along  with  agencies  who  are 
signatories  to  the  Federal  Response  Plan,  FEMA  is  also  taking  steps  to  insure  that 
internal  policies  and  procedures  are  clear  and  that  senior  staff  are  aware  of  their  roles 
and  responsibilities  in  a  terrorist  incident.  An  internal  FEMA  table  top  exercise  for 
Headquarters  and  Regional  senior  officials  is  scheduled  for  June  14,  1995.  This 
exercise,  patterned  after  DoD's  ITRAP  series,  provides  an  opportunity  for  senior 
management  to  review  and  refine  internal  plans,  procedures  and  organizational 
relationships,  and  to  resolve  policy  issues  identified  in  previous  exercises.  While 
terrorist  acts  involving  WMD  do  present  some  unique  response  challenges,  FEMA  is 
aggressively  taking  steps  to  ensure  that  our  senior  management  are  familiar  with  the 
issues  and  are  ready  to  respond  appropriately  to  meet  State  and  local  needs. 
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4.  To  what  extent  do  you  integrate  state  and  local  agencies  in  your  exercises?  Do 
you  conduct  "no  notice"  exercises?  No  notice  field  exercises? 

FEMA  has  consistently  integrated  emergency  planners,  operational  personnel  and 
management  representatives  at  the  Federal,  State  and  local  government  levels  into 
FEMA-sponsored  exercises  of  all  types,  to  include  those  involving  a  terrorist  event. 
FEMA's  new  Comprehensive  Exercise  Program  focuses  on  the  interactive  relationships 
and  partnerships  among  Federal,  State,  and  local  government  emergency  management 
community  members,  volunteer  organizations,  and  the  private  sector  in  the  design, 
development,  conduct  and  evaluation  of  exercises.   FEMA  is  sponsoring  Exercise  DLL 
WIND  in  April  of  1997  to  test  and  evaluate  the  ability  of  Federal,  State,  and  local 
governments  to  respond  effectively  to  the  consequences  of  a  biological/chemical 
incident. 

FEMA  has  not  conducted  any  no  notice  field  exercises.  However,  FEMA  does 
encourage  State  and  local  governments  to  consider  such  exercises  when  developing 
their  exercise  program. 

5.  What  interagency-related  problems  continue  to  surface  during  exercises? 

Some  of  the  interagency-related  problems  that  have  been  identified  during  exercises, 
include: 

•  Transition  from  crisis  management  to  consequence  management  and  various 
perceptions  of  FEMA's  role  in  consequence  management; 

•  the  need  to  involve  congressional  and  public  affairs  personnel  from  federal 
departments  and  agencies  in  these  exercises; 

•  the  need  to  develop  lead  agency  designation  procedures  and  the  agency 
membership  of  the  Interagency  Joint  Information  Center, 

•  the  need  to  train  senior  policy  and  operational  staff  on  the  plans,  policies, 
procedures,  systems  and  facilities  established  to  deal  with  consequences  of 
terrorist  events; 

•  the  need  for  a  methodology  for  exchanging  intelligence  information  between 
agencies;  and 
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•     issues  and  comments  related  to  how  requests  for  federal  assistance  and 
resources  to  respond  to  terrorist  events  are  communicated,  processed,  and 
funded. 

As  discussed  elsewhere  in  this  document,  these  issues  are  being  addressed  jointly  with 
the  FBI. 

6.  Are  there  any  other  lessons  learned  from  DQD's  peispective  from  the  Mirage 
Gold  exercise?  What  do  you  do  differently  today  than  you  did  18  months  ago? 

Because  this  question  relates  to  DoD's  perspective,  it  would  be  more  appropriate  for 
DoD  to  offer  comments. 

7.  In  a  memo  from  an  attendee  of  the  MIRRORED  IMAGE  exercise  that  my  staff 
obtained,  it  is  noted  that  fay  the  end  of  the  MIRRORED  IMAGE  exercise,  the 
transition  had  not  yet  been  fully  implemented  and  the  FBI  was  still  running  the  show. 
Did  this  occur  and  was  it  still  a  problem? 

It  is  accurate  that  at  the  end  of  Exercise  MIRRORED  IMAGE  the  transition  had  not 
yet  been  fully  implemented  and  the  FBI  was  still  running  the  show.  This  can  be 
attributed  to  the  following  factors:  1)  the  relatively  short  length  of  the  exercise  (about 
a  day  and-  a-half)  probably  precluded  the  full  transition  from  occurring;  2)  the  FBI 
SAC  was  not  totally  familiar  with  the  concept  of  consequence  management,  but  was 
aware  that  at  some  point  in  time  a  transition  of  responsibility  would/should  occur;  and 
3)  the  point  in  time  when  lead  for  consequence  management  transitions  from  the  FBI 
to  FEMA  was  not  clear  to  the  SAC. 

The  transition  from  the  FBI  to  FEMA  was  not  complete  by  the  time  that  exercise 
MIRRORED  IMAGE  concluded  This  was  not  a  problem  from  the  perspective  of  the 
FEMA  Regional  Director  and  the  special  assistant  deployed  from  Headquarters  to 
support  him.  As  explained  to  decision-makers  during  exercise  play,  the  incident 
involved  an  explosion  of  a  radiological  dispersion  device.  The  protective  action 
recommendations  from  the  radiological  response  experts  were  to  evacuate  an  area 
consisting  of  a  few  square  blocks.  A  declaration  of  an  emergency  under  the  Stafford 
Act  was  inserted  into  play.  At  the  same  time,  the  FBI  was  still  investigating  serious 
threats  of  other  releases  at  other  locations.  A  few  minutes  later,  exercise  controllers 
attempted  to  insert  a  major  disaster  declaration  into  play.   FEMA  turned  off  that 
portion  of  play  because  it  was  not  an  appropriate  action  based  on  the  requirements  that 
FEMA  received  from  the  State,  which  the  State  developed  in  consultation  with  FEMA 
and  with  the  Federal  radiological  response  experts  on-scene.   Some  exercise 
participants  did  not  agree  with  this  decision  -  because  they  wanted  to  gain  access  to 
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Stafford  Act  funds  to  pay  for  their  response.  The  search  for  a  funding  source  should 
not  precipitate  the  decision  to  transition  the  Lead  Agency  role  prematurely.  FEMA 
demonstrated  that  we  could  receive  a  Stafford  Act  declaration  and  operate  in  support 
of  the  State  without  having  to  assume  the  overall  Lead  Agency  role  for  the  Federal 
response  from  the  FBI. 

The  FBI  on-scene  commander,  the  State  Coordinating  Officer,  and  the  FEMA 
Regional  Director  who  was  on-scene  discussed  this  decision  and  agreed  that  it  was 
appropriate  for  the  FBI  to  retain  the  Lead  Agency  role.  A  release  will  not 
automatically  result  in  a  hand-off  from  the  FBI  to  FEMA  A  Stafford  Act  declaration 
will  not  automatically  result  in  a  hand-off  from  the  FBI  to  FEMA   The  timing  of  the 
hand-off  must  match  the  situatioa 

8.  It  is  my  understanding  that  the  Fulton  County  representative  asked  for  a  wire 

diagram  after  the  MIRRORED  IMAGE  exercise  ended  so  that  he  could  better 
understand  who  was  in  charge.  Apparently,  "this  would  have  helped  him  make  more 
informed  decisions  as  he  was  getting  advice  from  several  sources,  and  the  sources 
were  not  always  in  agreement"  Was  there  confusion  about  who's  decisions  took 
precedence? 

From  FEMA's  perspective,  there  was  some  confusion  regarding  information  flow,  and 
which  agencies  should  receive  and  evaluate  information  before  issues  were  elevated  to 
the  command  group  in  the  Joint  Operations  Center  for  decision.  That  is  why  we  agree 
with  the  statement  that  a  flow  chart  would  be  helpful  to  ensure  mat  information  is 
properly  evaluated  before  decisions  are  made-so  that  decisions  do  not  have  to  be 
adjusted  as  frequently  in  order  to  keep  pace  with  requirements. 

NOTE:  Regarding  questions  (specifically,  questions  9,  10  and  11)  that  refer  to  any  of 
the  A 1  through  A7  pages  of  the  MIRAGE  GOLD  AAR,  the  recommendations  that 
appear  on  those  pages  are.  npj  FEMA  recommendations.  They  are  recommendations 
provided  by  whoever  cited  the  problem;  i.e,,  planners  and  participants  from 
nipaniratimn;  other  than  FEMA  The  source  for  the  comments  (problem  and 
recommendation)  appearing  in  this  section  of  the  report  was  the  document,  "MILE 
SHAKEDOWN:  A  SERIES  OF  EXERCISES  AFTER  ACTION  REPORT,"  First 
Draft,  January  28,  1995,  published  by  the  U.S.  Department  of  Energy,  Nevada 
Operations  Office,  Las  Vegas,  Nevada  (see  page  Al  for  more  information) 
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9.  I  note  on  page  A3  of  your  After  Action  report  that  you  recommend  that  "the 
next  exercise  of  this  type  should  deal  mainly  with  consequence  management  and 
public  affairs.  FEMA,  DoE,  Do  I),  and  the  FBI  should  develop  policies  and  procedures 
for  earl  v  development  of  an  exercise  of  this  type."  Have  you  done  so?  When  was  the 
exercise?  Was  it  a  full  field?  Did  it  involve  all  of  the  agencies?  Did  it  involve  state 
and  local  agencies? 

As  a  result  of  Lessons  Learned  in  past  exercises  and  in  response  to  the  mandate 
identified  in  PDD-39,  FEMA  has  begun  planning  for  Exercise  111  Wind,  a  command 
post  exercise  which  will  be  conducted  in  April,  1997.  In  addition,  FEMA  is  in  the 
process  of  developing  table  top  exercises  for  use  by  State  and  local  governments  and 
has  been  involved  in  a  number  of  exercises  in  preparation  for  the  Olympics  and  the 
Oklahoma  City  bombing  trial  in  Denver  which  involve  State  and  local  governments. 

10.  I  also  note  that  FEMA  recommends  on  page  A-3  of  its  After  Action  Report 
that  "all  planners  should  have  security  clearances  appropriate  to  all  circumstances  of 
the  exercise."  Has  this  been  done?  Wasn't  that  a  significant  problem  since  everyone 
had  different  clearances  and  agencies  did  not  recognize  each  others  clearances? 

This  issue  was  a  problem  from  an  exercise  planning  and  design  standpoint  for  FEMA 
for  exercise  MIRAGE  GOLD.  Since  then,  FEMA  has  obtained  appropriate  clearances 
for  the  response  and  recovery  planner  who  supports  terrorism  exercises.   In  addition, 
operations  staff  are  examining  the  requirements  for  access  by  FEMA  personnel  to 
secure  information  controlled  by  other  agencies  during  an  incident  response.  The  issue 
of  security  clearances  was  resolved  between  the  FBI  and  FEMA  in  the  Oklahoma  City 
response. 

11.  There  were  quite  a  few  recommendations  on  pages  A2-A7  of  your  After  Action 
Report   What  is  the  status  of  each  of  them?  Could  you  go  over  those  that  have  been 
fully  implemented? 


See  NOTE  prior  to  response  to  question  #9. 


12.       Can  a  Presidential  Decision  Directive  take  precedence  over  statutory 
requirements  and  is  there  a  need  to  legislate  the  authorities  contained  in  various 
Presidential  directives  dealing  with  terrorism? 

No.  Presidential  Decision  Directives  are  consistent  with  statutory  mandates,  so  it  is 
not  necessary  to  determine  whether  a  Directive  takes  precedence  over  statutory 
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requirements.   We  do  not  believe  there  is  a  need  to  legislate  the  authorities  contained 
in  Presidential  directives  dealing  with  terrorism  because  those  authorities  are  consistent 
with  existing  legislative  and  Constitutional  authorities. 

13.  What  assurances  do  we  have  that  there  has  been  a  systematic  improvement  in 
the  way  that  agencies  cooperate  with  each  other,  especially  for  the  critical  "hand-off ' 
from  the  FBI  to  FFMA? 

From  FEMA's  perspective,  we  can  assure  you  that  stronger  working  relationships  have 
been  developed  between  FEMA  and  the  FBI  since  exercise  MIRAGE  GOLD.  We  are 
coordinating  several  documents,  due  out  later  this  year  under  FEMA  cover  or  FBI 
cover,  that  reflect  that  growing  understanding.  This  coordination  has  involved  an 
intensive  effort  at  the  headquarters  level.  We  need  the  continual  efforts  to  ensure  that 
information  is  distributed  and  appropriately  explained  to  field  components  of  FEMA 
and  the  FBI. 

We  are  turning  our  attention  to  the  issue  of  coordination  among  the  FBI,  FEMA  and 
the  FRERP  community  in  a  nuclear  terrorist  incident.   Since  the  FRERP  was  not 
mentioned  by  name  in  PDD-39,  there  is  confusion  regarding  the  applicability  of  PDD- 
39  to  the  members  of  the  FRERP  community.  The  FBI  and  FEMA  believe  that  PDD- 
39  does  apply  to  the  FRERP,  and  are  working  to  establish  a  more  universal 
understanding  that  the  response  to  a  nuclear  terrorist  incident  involves  a  complex 
interplay  among  three  components:  a  crisis  management  response,  a  radiological 
response,  and  a  consequence  management  response.  Those  three  components  are 
implemented  by  three  different  response  communities  with  three  very  different  cultures 
and  day-to-day  processes  for  coordinating  a  response  to  an  incident.   Through  on- 
going discussions,  we  are  continuing  to  improve  coordination  among  all  agencies  that 
might  be  involved  in  the  response  to  a  nuclear  terrorist  incident. 

14.  My  staff  tells  me  that  DoD  representatives  have  noted:  "Information  for  the 
President  would  come  from  three  sources:  the  Attorney  General,  the  Secretary  of 
Energy,  and  the  Secretary  of  Defense.  As  the  situation  unfolds,  each  of  the  major 
players  would  be  providing  reports  to  the  President,  creating  the  potential  for 
confusion"  We  this  a  problem?  How  has  it  been  fixed"  How  does  it  work  now? 

From  FEMA's  perspective,  the  Lead  Agency  is  responsible  for  coordinating 
information  so  that  consolidated  reports  are  provided  to  the  President  These  reports 
are  discussed  at  the  White  House  with  principals  of  all  the  key  agencies  present. 
However,  further  comments  on  this  issue  should  be  collected  from  the  FBI,  DoD  and 
DoE. 
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15.  Has  our  government  coordinated  the  various  provisions  of  me  Federal 
Response  Plan,  the  Federal  Radiological  Emergency  Response  Plan,  Presidential 
Decision  Directive  39,  the  National  Oil  and  Hazardous  Substances  Pollution 
Contingency  Plan  and  related  statutes?  Are  these  conflicting  provisions?  How  are 
they  addressed? 

FEMA  is  leading  an  effort  to  define  at  an  operational  level  of  detail  the  relationships 
between  the  FRP,  the  FRERP,  the  NCP  and  other  plans  that  may  be  implemented  in 
response  to  terrorist  incidents  as  directed  by  the  President  in  PDD-39.  From  FEMA's 
perspective,  this  effort  will  involve  clarification  of  roles  of  the  FBI,  FEMA  and  other 
agencies,  in  Ihe  context  of  a  terrorist  incident  and  PDD-39-  This  clarification  is 
particularly  important  for  the  FRERP.  FEMA  has  succeeded  in  defining  its 
relationship  to  28  other  Federal  agencies,  through  the  establishment  of  interagency 
emergency  support  functions  and  the  designation  of  Primary  and  Support  Agencies  for 
each  function,  which  work  as  partners  in  the  FRP  structure. 

16.  Title  2  of  the  Stafford  Act  authorizes  FEMA  to  establish  programs  for  disaster 
preparedness.  Why  can't  this  authorization  be  used  in  conjunction  with  the  President's 
Disaster  Relief  Fund  to  prepare  key  departments  and  agencies  to  be  ready  to  respond 
to  acts  of  terrorism? 

Titles  II  and  VI  of  the  Stafford  Act  both  authorize  disaster  preparedness  activities. 
The  Title  II  preparedness  authority  has  been  delegated  to  FEMA  by  the  President 
pursuant  to  Executive  Order  12148,  as  amended,  and  the  Title  VI  preparedness 
authority  is  given  to  the  Director  of  FEMA  by  statute.   FEMA  has  the  discretion  to 
use  the  Stafford  Act's  broad  preparedness  authorities  in  conjunction  with  other  Federal 
agencies  to  prepare  for  responses  to  acts  of  terrorism  As  a  matter  of  long  standing 
agency  policy,  FEMA  looks  first  to  each  Federal  agency's  own  preparedness 
authorities  before  using  the  broad  authorities  under  the  Stafford  Act.  It  is  also 
important  to  understand  that  FEMA  must  coordinate  the  Stafford  Act's  preparedness 
authorities  with  other  Federal  agencies'  preparedness  authorities  in  the  course  of  our 
implementation  of  the  Stafford  Act. 

17.  Is  the  Federal  Response  Plan  for  natural  disasters  more  or  less  adequate  to  deal 
with  WMD  terrorism?  Should  the  plan  be  modified  for  WMD  terrorism? 

This  issue  is  currently  being  studied  by  an  interagency  review  that  which  is  developing 
a  report  for  the  President  that  is  scheduled  to  be  delivered  on  July  1,  19%. 
Essentially,  the  FRP  provides  an  adequate  coordination  structure  for  delivery  of  a 
complex  interagency  response  that  will  draw  upon  capabilities  of  other  interagency 
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plans,  such  as  the  FRERP  and  the  NCP.  The  plan  and  supporting  procedures  and 
assets  should  be  tailored  to  meet  the  unique  requirements  of  a  WMD  terrorist  incident. 
Efforts  are  underway  to  accomplish  this  goal. 

18.  Does  FEMA  have  special  protection  and  decontamination  equipment  to  deal 
with  WMD  use? 

FEMA  has  a  limited  supply  of  such  specialized  equipment  -  which  would  hardly  be 
adequate  in  a  mass  casualty  incident  In  most  cases,  FEMA  will  rely  upon  the 
personnel  and  equipment  of  other  Federal  agencies  which  can  be  accessed  through  the 
procedures  of  the  Federal  Response  Plan.  The  interagency  review  mentioned  in  the 
response  to  question  #17  is  examining  these  requirements. 

19.  Who  is  in  charge  of  synergizing  the  overall  counterterrorism  effort?  What 
senior  official  in  the  Administration  -  besides  the  President  —  ensures  that  the 
interagency  effort  is  synergized  and  that  directives  are  both  cooidinated  and 
implemented?  Who  ensures  that  interagency  disagreements  are  settled,  short  of  having 
to  go  to  the  President? 

Counterterrorism  refers  to  the  activities  to  deter  or  to  prevent  acts  of  terrorism 
Because  FEMA  has  been  designated  the  lead  Federal  agency  for  consequence 
management,  as  opposed  to  crisis  management,  it  would  be  more  appropriate  for  the 
FBI  or  the  Department  of  State  to  answer  this  question. 

20.  Are  we  prepared  to  respond  to  the  immediate  consequences  of  terrorist  use  of  a 
weapon  of  mass  destruction?  How  quickly  can  you  respond  in  the  absence  of  a 
Presidential  directive?  Have  you  prepared  an  immediate  rapid  response  system  that 
can  be  initiated  without  a  Presidential  declaration?  What  are  the  most  critical  and 
time-dependent  actions  that  you  have  identified  in  response  to  chemical,  biological  and 
nuclear  agents? 

These  questions  are  part  of  die  scope  of  the  interagency  review,  which  is  scheduled  to 
submit  a  final  report  to  the  President  on  July  1,  19%.  It  is  the  responsibility  of  State 
and  local  government  to  be  prepared  to  respond  to  immediate  consequences.   Whether 
or  not  they  are  adequately  prepared  is  a  matter  of  degree  that  will  depend  on  the 
scenario.  This  question  involves  the  issue  of  how  much  is  enough  and  how  can  the 
Federal  Government  support  State  and  local  governments  effectively  to  create  the  most 
capability  at  the  lowest  cost  It  is  clear  that  more  needs  to  be  done  to  strengthen  the 
capability  to  deal  with  nuclear,  biological  and  chemical  materials  at  the  State  and  local 
level.  We  are  in  the  process  of  designing  a  rapid  response  system,  under  the 
leadership  of  the  FBI,  that  can  be  initiated  without  a  Presidential  declaration.  The 
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most  critical  actions  clearly  have  to  do  with  the  technical  response  to  the  nuclear, 
biological,  or  chemical  material  -  meaning  those  actions  to  identify  the  hazardous 
material;  assess  the  threat  posed  by  the  hazardous  material;  provide  consultation  to 
decision  makers  concerning  the  implications  of  the  hazardous  material  for  crisis 
management  and  consequence  management;  render  safe,  transfer,  and/or  dispose  of  an 
NBC  agent  or  weapon;  and  decontaminate  response  workers  and  the  affected 
population  and  environment 

21.       Just  recently,  my  staff  received  a  letter  from  a  senior  Federal  official  who  has 
spent  most  of  his  professional  career  involved  in  counter-terrorism  and  government 
preparedness.  He  asked  that  we  not  identify  him  but  he  wanted  us  to  use  his  letter  if 
it  was  useful.  Let  me  read  to  you  from  it  and  get  your  reaction: 

"The  points  I  would  like  to  stress  are:  'In  the  first  few  hours  after  a  terrorist 
incident,  the  Feds  can  do  very  little  because  they  are  typically  not  first 
responders  and  not  close  to  the  incident  scene.  "Continuing  to  build  a  strong, 
well  trained  state  and  local  infrastructure  is  key.   "More  training  for  the  locals, 
starting  in  cities  with  higher  probabilities,  is  important  "Money  for  Federal 
Agencies  to  pre-deploy  assets  to  local  area  when  an  actual  event  has  not  yet 
occurred,  such  as  Atlanta  for  the  Olympics,  is  problematic.  "Money  to  "clean- 
up" after  a  terrorist  incident  is  also  a  problem  for  some  agencies  unless  a 
Presidential  declaration  is  received  and  mission  assignments  under  the  Stafford 
Act  are  issued" 

From  FEMA's  perspective  these  are  valid  points.  The  first  responders  are  the  local 
governments.    A  major  objective  of  FEMA's  all  hazard  training  and  assistance  is  to 
create  a  strong,  well  trained  State  and  local  infrastructure.    The  State  and  local 
response  to  the  Oklahoma  City  bombing  illustrates  the  effectiveness  of  this  assistance. 
However,  terrorism  presents  some  unique  challenges.  FEMA  is  currently  working 
with  State  and  local  officials,  including  those  from  major  metropolitan  areas  to 
determine  exactly  what  their  needs  are.  In  the  interim,  and  with  the  help  of  funding 
provided  by  the  Congress  in  fiscal  year  1995,  FEMA's  training  division  has: 

1 .  added  a  terrorism  scenario  to  three  of  its  Integrated  Emergency 
Management  courses; 

2.  added  an  offering  of  Mass  Fatalities  Train-the-Trainer  course; 

3.  offered  to  provide  any  or  all  courses  developed  in  conjunction  with  the 
Chemical  Stockpile  Emergency  Preparedness  Program  (CSEPP)  to  the 
46  non-CSEPP  states  and  territories; 

4.  provided  $1,400,000  to  the  States  and  territories  to  use  in  training  State 
and  local  officials  in  managing  the  consequences  of  a  terrorism  act; 
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5.  initiated  development  of  a  course  on  how  to  manage  a  disaster  at  a 
crime  scene  and  how  to  conduct  a  criminal  investigation  at  a  disaster 
site; 

6.  conducted  specialized  integrated  emergency  management  courses 
(T£MC)  for  both  Atlanta/Fulton  County  and  the  State  of  Georgia  in 
anticipation  of  either  natural  or  manmade  disasters  occurring  in 
conjunction  with  the  Olympic  games  this  summer, 

7.  sponsored  the  first  worldwide  conference  on  strengthening  the  fire  and 
emergency  response  to  terrorism,  in  partnership  with  the  International 
Association  of  Fire  Chiefs;  and, 

8.  offered  free  of  charge  the  Community  Emergency  Response  Teams 
course,  which  teaches  civilians  basic  rescue  skills,  to  the  General 
Services  Administration  for  use  with  federal  employees  in  federal 
buildings. 

Clearly  more  training  is  required.  Given  our  current  resource  base,  the  Agency  is 
doing  as  much  as  is  possible. 

With  respect  to  the  Federal  government,  Federal  agencies  are  now  planning  to  position 
assets  to  prepare  adequately  for  a  potential  terrorist  event  during  the  Olympics  in 
Atlanta,  using  their  own  authorities.  FEMA  generally  does  not  look  to  the  Disaster 
Relief  Fund  to  support  those  activities  particularly  where  there  exists  other  authorities 
and  funding  to  perform  those  functions.  With  respect  to  the  funding  of  "clean-up" 
operations,  again  FEMA  looks  first  to  other  agencies'  authorities  to  perform  work  in 
the  aftermath  of  a  disaster.  If  a  Presidential  Disaster  or  Emergency  Declaration  has 
been  made,  FEMA  can  task  agencies  to  perform  response  and  recovery  activities  with 
or  without  reimbursement. 

Regarding  the  questions  surrounding  funding,  FEMA  is  accountable  to  the  President 
and  the  Congress  to  ensure  that  the  Disaster  Relief  Fund  is  spent  in  accordance  with 
the  law  and  regulation.   Since  1992,  an  average  of  $1.5  billion  per  year  has  been 
administered  from  the  disaster  relief  fund  for  disaster  response  and  recovery  efforts  by 
FEMA 
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22.  What  is  FEMA  doing  to  implement  the  "all-hazaids"  emergency  preparedness 
responsibilities  assigned  to  its  Director  by  Tide  VI  of  the  Robert  T.  Stafford  Disaster 
Relief  and  Emeigency  Assistance  Act,  as  enacted  by  section  3411(a)  of  P.L  103-337 
(108  Stat  3100)? 

Under  this  authority,  and  in  support  of  the  nation's  emergency  management  system, 
FEMA  disbursed  $105  million  in  State  and  local  government  assistance  grants  in  fiscal 
year  1996.  Additionally,  FEMA  provides  planning  and  technical  assistance  for 
comprehensive  emergency  preparedness  activities  nationwide.  FEMA  is  also  reviewing 
E.O.  12148  to  ensure  that  delegations  to  the  FEMA  Director  under  this  authority  properly 
reflect  the  repeal  of  the  Federal  Civil  Defense  Act  and  new  authorities  under  Title  VI  of 
the  Stafford  Act.  In  addition,  FEMA  has  recommended  changes  to  amend  E.O.  12919 
tliat  would  ensure  that  the  relevant  resource  management  authorities  of  the  Defense 
Production  Act  are  available  to  meet  its  "all  hazards"  emergency  functions  under  Title  VI. 

FEMA's  approach  to  emergency  preparedness  has  been  "all  hazards"  in  nature  for 
many  years,  particularly  as  it  relates  to  supporting  and  building  State  and  local 
emergency  management  capabilities.  We  do  not  anticipate  that  this  legislation  will 
require  any  significant  adjustments. 

23.  Has  the  Director  of  FEMA  delegated  with  the  President's  approval  any 
emeigency  preparedness  responsibilities  under  Title  VI  of  the  Stafford  Act  to  the  head 
of  any  other  department  or  agency  as  authorized  by  section  611(c)  thereunder? 

The  Director  of  FEMA  has  had  no  occasion  to  delegate  emergency  preparedness 
responsibilities  to  the  heads  of  other  departments  or  agencies  under  the  authority  of  § 
611(c). 


24.       What  is  FEMA  doing  to  implement  or  respond  to  any  requests  for  the  use  of 
authorities  under  the  Defense  Production  Act  of  1950,  as  amended,  for  purposes  of 
Title  VI  of  the  Staffoid  Act,  as  authorized  by  section  3411(b)  of  P.L  103-337  (108 
Stat  3110)? 

FEMA  has  received  no  formal  requests  to  use  DPA  authorities  for  Title  VI  purposes. 
In  the  course  of  our  review  of  FEMA's  authorities  and  responsibilities  under  E.O. 
12919,  we  have  ongoing  discussions  with  other  participating  Federal  departments  and 
agencies,  including  the  National  Security  Council,  the  Department  of  Defense,  the 
Department  of  Energy,  the  Department  of  Commerce,  and  the  Department  of  Justice, 
on  the  limits  of  our  authority  in  applying  the  DPA  to  civilian  emergency  preparedness 
needs.  We  expect  to  reach  common  understandings  and  accords  with  the  other  Federal 


16 


324 


departments  and  agencies  on  the  use  of  die  DPA  authorities.  Meanwhile,  we  have 
received  no  formal  requests  for  the  use  of  the  DPA  authorities  for  emergency 
preparedness  purposes  under  Title  VI  of  the  Stafford  Act 


25.  To  what  extent  is  FEMA  using  the  Stafford  Act  and  Defense  Production  Act 
authorities  to  improve  the  response  capabilities  of  state  and  local  governments  to 
WMD  terrorist  incidents? 

FEMA  disbursed  $105  million  in  State  and  local  government  assistance  grants  in  fiscal 
year  19%  to  implement  its  "all  hazards"  emergency  preparedness  responsibilities  under 
Title  VI  of  the  Stafford  Act  While  the  Defense  Production  Act  may  be  used  for  a 
range  of  preparedness,  response,  recovery,  and  mitigation  activities,  FEMA  has  had  no 
occasion  to  use  the  DPA  authorities  to  improve  State  and  local  governments'  response 
capabilities  to  WMD  terrorist  incidents.  Since  the  Stafford  Act  was  amended  to 
authorize  use  of  the  DPA  for  emergency  preparedness  purposes,  neither  FEMA  nor 
any  State  or  local  government  has  requested  use  of  die  priorities  and  allocations 
authority  of  Title  I  of  the  DPA  to  enhance  response  or  other  emergency  preparedness 
capabilities. 

As  noted  in  our  response  to  Question  24,  we  are  working  with  other  agencies  on  the 
limits  and  criteria  for  use  of  the  DPA  authority  for  civilian  emergency  preparedness 
needs. 

26.  What  is  the  source  and  amount  of  current  and  proposed  FY  97  funding  for  any 
of  FEMA  's  activities  under  Title  VI  of  the  Stafford  Act? 

The  source  and  amount  of  current  and  proposed  FY  97  funding  for  activities  under 
Title  VI  of  the  Stafford  Act  is  found  generally  under  FEMA's  Emergency 
Management  Planning  and  Assistance  and  Salaries  and  Expenses  appropriations. 
These  Title  VI  programs  now  operate  under  permanent  authorizing  legislation,  and  are 
no  longer  tracked  separately  within  the  Agency  budget 
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27.       Which  FEMA  directorates)  is/are  responsible  for  the  "technical  assistance  and 
guidance"  activities  identified  on  pages  14-17  of  G  Clay  Hollister's  prepared 
statement  of  March  27,  1996? 

The  technical  assistance  and  guidance  noted  in  the  statement  are  primarily  the 
responsibility  of  the  Preparedness,  Training  and  Exercise  Directorate,  led  by  Associate 
Director  Kay  Goss.  However,  they  are  also  supported  by  and  coordinated  with  other 
FEMA  elements,  specifically  the  United  States  Fire  Administration  and  the  Response 
and  Recovery  Directorate. 
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Senate  Permanent  Subcommittee 
oo  Investigations 

OWBIT# !L. _ 


SUPPLEMENTAL  QUESTIONS  FOR  THE  RECORD 

Hearings  before  the 

U.S.  SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 

MARCH  27,  1996 
GLOBAL  PROLIFERATION  OF  WEAPONS  OF  MASS  DESTRUCTION 

ROBERT  M.  BLITZER 

Section  Chief,  Domestic  Terror ism/Counterterrorism 

Federal  Bureau  of  Investigation 


1.  Are  we  learning  from  our  mistakes?   For  example  in 
FEMA's  After  Action  report  on  Mirage  Gold  (1994),  a  number  of 
problems  are  listed.   I  will  read  each  one  of  them  and  ask  you 
what  FEMA  has  done  or  any  other  agency  done  to  address  each 
problem. 

On  page  8.  it  is  noted,  "there  is  no  specific  FEMA 
plan,  agreement,  procedure  or  other  formal  guidance  detailing  the 
relationships  between  the  Agency  and  these  organizations  for  the 
type  of  incident  depicted  in  the  exercise  scenario."   what  have 
you  done  about  this? 

The  FBI  is  actively  involved  with  coordination  with 
FEMA  at  many  levels.   The  FBI  is  working  with  FEMA  on 
the  Terrorism  Annex  to  the  FRP.   A  main  point  of  the 
Terrorism  Annex  is  to  introduce  the  FBI's  role  in 
crisis  management  and  to  elaborate  on  the  transition  of 
the  Lead  Agency  role  from  crisis  (FBI)  to  consequence 
management  (FEMA) . 

Additionally,  last  month  the  FBI  met  with  FEMA 
officials  to  discuss  a  joint  training  program  designed 
for  first  responders  to  NBC  terrorist  incidents.   This 
program  will  include  the  FBI's  investigative  concerns 
at  the  crime  scene  and  its  crisis  management  role 
coupled  with  FEMA's  consequence  management  role  and 
related  issues. 

On  page  9.  it  is  noted,  "However,  the  FBI  SAC  opted  to 
organize  and  operate  the  (Joint  Operations)  center  In  such  a  way 
that  the  Senior  Federal  Officer  and  other  senior  persons  (except 
the  ESO)  were  not  collocated  there. . .  As  a  result  the  flow  of 
information  regarding  the  overall  Incident  and  the  current 
situation  was  almost  nonexistent."   What  was  the  consequence  of 
this?  What  has  the  FBI  done  about  it? 


Mirage  Gold  was  not  planned  as  a  consequence  management 
exercise.   This  led  to  certain  artificial  injects  and 
restrictions  in  activities  that  would  not  occur  in  a 
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real  incident  or  in  an  exercise  that  was  planned  to 
include  consequence  management. 

On  the  saw  page  (p. 9.).  it  is  noted  that  "The  FBI 
response  also  reflects  an  exercise  in  artificiality,  i.e.  a 
conscious  decision  not  to  include  local  law  enforcement  personnel 
as  exercise  participants." 

Why  was  this  done  and  what  were  the  consequences? 

The  decision  not  to  involve  local  law  enforcement  was 
not  an  FBI  players'  option.  This  was  a  limitation  on 
the  exercise  imposed  by  the  exercise  planners. 

It  goes  on  to  state  "In  short,  the  FBI  stayed  focused 
on  the  investigative  and  tactical  aspects  of  the  incident  with 
little  or  no  regard  or  interest  in  the  actions  that  would  have  to 
be  taken  in  the  event  of  a  radiological  emergency  as  they  related 
to  consequence  management." 

why  did  that  happen?   what  have  you  done  to  ensure  the  FBI  agents 
that  may  be  involved  in  a  real  incident  are  aware  of  the 
importance  of  preparing  for  the  consequences? 

As  stated  above,  the  exercise  was  not  planned  to 
include  consequence  management. 

FBI  contingency  plans  for  response  to  nuclear, 
biological  and  chemical  incidents  have  all  been 
reviewed  since  Mirage  Gold  and  recent  Presidential 
Decision  Directives.   Guidelines  and  Plans,  supra, 
emphasize  the  importance  of  close  coordination  with 
consequence  management  agencies  from  the  beginning  of  a 
credible  threat  which  results  in  the  formation  of  the 
Joint  Operations  Center  (JOC)  in  the  field  or  Strategic 
Intelligence  Operations  Center  (SIOC)  at  FBIHQ. 
Orientations,  training,  and  exercises,  where 
appropriate,  are  structured  to  include  consequence 
management.   As  gleaned  from  all  the  witnesses  at 
recent  hearings,  interaction  between  crisis  management 
elements  and  consequence  management  elements/agencies 
are  working  well. 

On  page  11  of  FFJIA's  report,  it  is  noted  that  "there 
were  questions  regarding  command  and  control  of  DOD  tactical 
forces:  however  they  are  outside  the  sphere  of  this  report." 

What  does  that  mean?   what  has  DOD  done  to  fix  this? 

These  questions  should  be  directed  to  FEMA  and  DOD. 
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If  the  comment  referred  to  the  command  and  control  of 
DOO  tactical  forces  used  in  support  of  an  FBI  led 
operation,  procedures  for  the  use  of  DOD  tactical 
forces  to  assist  in  a  domestic  terrorism  incident  are 
included  in  the  FBI's  N/B/C  response  plans,  as  directed 
under  the  recent  Presidential  Decision  Directive  on 
terrorism. 

On  page  11.  it  is  noted  that,  "The  release  of  public 
information  was  the  sole  responsibility  of  the  FBI. . .Initially, 
there  was  a  reluctance  to  release  any  information  regarding  the 
incident,  not  only  to  the  public  but  to  the  State  and  FEMA. 
Re pea ted  requests  for  information  by  the  media  was  essentially 
stonewalled  by  the  Bureau  due  to  its  concern  with  operational 
security  and  possible  adverse  effects  the  release  of  any 
information  could  have  on  the  investigative,  tactical  and 
technical  process." 

This  seems  to  mean  that  your  people  did  not  start  sharing 
information  with  anyone  including  fema?  What  have  you  done  to 
change  this  attitude? 

Following  the  completion  of  Mirage  Gold,  the  FBI 
prepared  a  detailed  after-action  report.   This  report 
critically  evaluated  the  FBI's  performance  as  crisis 
manager  for  a  nuclear  incident.   Twenty  six 
recommendations  were  made  based  on  identified 
shortfalls  in  FBI  operations.   The  major  shortfalls 
were  in  the  following  areas:  1)  interagency 
coordination  and  intelligence  flow;   2)  interagency 
coordination  of  forensic  matters;  and  3)  information 
management  and  technical  support.   These 
recommendations  have  served  as  building  blocks  for 
revising  and  updating  the  FBI  crisis  management  plans, 
particularly  as  they  relate  to  the  FBI ' s  management  and 
coordination  of  a  multi-agency  response,  to  include 
consequence  management  elements.   To  address 
interagency  coordination  and  intelligence  flow,  the 
Critical  Incident  Response  Group  (CIRG) ,  headquartered 
at  Quantico,  Virginia,  has  implemented  a  comprehensive 
crisis  management  training  for  senior  FBI  officials, 
emphasizing  the  Joint  Operations  Center  concept. 

In  addition,  the  FBI  procedures  for  response  to  major 
incidents  have  been  rigorously  reviewed  as  a  result  of 
Mirage  Gold  recommendations  and  the  recent  Presidential 
Decision  Directive  on  terrorism.   The  FBI's  NBC 
contingency  plans  for  responding  to  such  incidents 
stress  the  joint  operational  aspects.   The  plans  call 
for  a  Joint  Operations  Center  which  will  include 
representatives  of  the  participating  agencies  and  will 
include  command,  operations,  consequence  management, 
media  and  support. 
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On  page  12.  it  is  noted,  "The  interface  between  FKHA, 
DOD,  DOE  and  the  State  was  generally  good.   The  interface  between 
FEHA,  the  State  and  the  FBI  was  initially  nonexistent  and  it 
wasn't  until  the  State  aggressively  elevated  its  play  to  the 
Presidential  level  that  the  FBI  acknowledged  the  validity  of 
State  (and  probably  FEHA)  involvement.   It  was  obvious  that 
consequence  management  planning  was  not  an  FBI  item  of  Interest." 

That  is  pretty  strong  language,  in  essence,  the  FBI  would  not 
share  any  Information  with  anyone  until  the  President  got 
Involved  and  told  them  to  do  so?   What  would  that  mean  In  terms 
of  a  real  incident?   Does  that  mean  we  would  never  be  prepared 
for  the  possible  consequences  if  a  nuclear  device  went  off? 

The  problems  in  Mirage  Gold  were  generally  due  to  the 
limitations  of  the  exercise,  which  had  not  been  planned 
to  include  implementation  of  consequence  management. 
However,  as  stated  in  the  response  to  the  question 
above,  the  current  plans  call  for  including  consequence 
management  in  the  Joint  Operation  Center  from  the  start 
of  an  incident  so  that  planning  can  be  initiated 
effectively  in  anticipation  of  adverse  consequences. 


On  page  12.  it  is  further  noted  that,  " the  FBI 

Special  Agent  in  Charge  opted  to  organize  the  Joint  Operations 
Command  without  the  presence  of  senior  representatives  from  DOD 
and  FEHA. 

What  have  you  done  to  ensure  that  something  like  this  does  not 
happen  again? 

See  response  to  above  questions. 

2.  It  looks  like  from  all  of  the  comments  of  your 
fellow  participants  at  the  Mirage  Gold,  that  your  agency  had  some 
problems  in  October  1994  in  running  such  an  operation.   Is  that 
an  accurate  assessment?   Tell  us  what  those  problems  were?  What 
has  the  FBI  done  in  response? 

See  response  to  above  questions. 

3.  My  staff  tells  me  that  DOD  representatives  noted 
the  following: 

"The  initial  focus  of  the  federal  response  is  law 
enforcement  and  counter  terrorism,  with  the  FBI  as  the  Lead 
Federal  Authority.   Should  a  detonation  occur,  the  FBI  is  no 
longer  the  appropriate  Lead  Federal  Authority.   The  procedures  to 
conduct  the  transfer  of  Lead  Federal  responsibility  are  lacking." 
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What:  was  the  impact  on  your  mission?   What  have  you  done  about 
this  problem?   Has  it  been  fixed? 

The  first  question  should  be  directed  to  FEMA  or  DOD. 

Based  on  the  specific  details  of  an  incident,  when  law 
enforcement  responsibilities  are  resolved  or  are  no 
longer  the  first  priority,  FEMA  will  assume  consequence 
management  responsibility  for  the  incident.   The  FBI's 
NBC  contingency  plans  address  this  issue  and  provide 
guidance  regarding  the  federal  management  transition 
from  the  FBI  to  FEMA  in  this  context. 


4.   The  Sewell  Report  stated  that  "there  have  been  a 
number  of  command  and  control  problems  as  well  as  difficulties  in 
establishing  effective  working  interfaces  at  the  deployment  site 
which  have  existed  for  several  years.*    The  Report  goes  on  to 
say  that: 

" the  intensity  seems  to  ebb  and  flow  depending 

upon  who  is  serving  in  the  lead  role  in  FBI  Headquarters  and 
which  SAC  is  in  command  of  a  specific  field  exercise.   Workable 
agreements  are  often  reached  and  included  in  a  draft  MOU  which 
are  subsequently  interpreted  differently  by  the  SAC  at  the  field 
level  during  a  deployment.   For  example,  the  current  draft 
agreement  with  the  FBI  calls  for  the  establishment  of  a  Joint 
Operations  Center  and  a  Joint  Information  Center.   However,  the 
FBI  SAC  at  the  Mirage  Gold  exercise  made  a  decision  not  to 
implement  those  provisions  of  the  draft  agreement. * 

Does  a  SAC  have  the  authority  to  overrule  a  Memorandum  of 
understanding  between  the  FBI  and  other  agencies?  Why  was  it 
done  during  Mirage  Gold?  What  has  the  FBI  done  to  ensure  that 
future  inter-agency  cooperation  is  not  dependent  on  who  happens 
to  be  the  SAC  in  a  given  deployment? 

Current  FBI  plans  and  training  have  been  developed  with 
consideration  of  the  lessons  learned  in  Mirage  Gold  and 
other  incidents.   They  include  heavy  emphasis  on  joint 
operations  and  consequence  management.   They  are  meant 
to  establish  effective  and  consistent  approaches  to 
incidents  with  weapons  of  mass  destruction.   We  have 
full  confidence  that  in  such  an  incident,  the  Special 
Agent  in  Charge  will  have  the  necessary  training  and 
understanding  of  current  FBI  policies  and  procedures  to 
ensure  a  fully  effective  and  coordinated  response. 
Mirage  Gold  was  designed  as  a  crisis  not  a  consequence 
management  exercise. 
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5.  The  Sewell  Report:  stated  that  it  did  not  have  a 
high  level  of  confidence  that  the  mechanisms  to  seek  high  levels 
of  review  and  approval  in  the  event  of  an  actual  nuclear 
terrorist  threat  were  in  place  and  ready  to  function  on  short 
notice.   The  Report's  authors  further  stated  that  they  suspected 
that  many  of  the  officials  in  the  approval  chain  are  not  fully 
aware  of  the  types  of  decisions  they  will  be  asked  to  make  or  the 
potential  consequences  of  such  decisions.   On  behalf  of  each  of 
your  individual  agencies,  how  do  you  respond  to  these  concerns? 

The  training  that  FBI  officials  are  receiving  through 
formal  review  of  the  current  policies  and  procedures 
(including  specialized  NEST  briefings  for  SACs  and 
local  emergency  management  personnel)  and  the  various 
exercises  (e.g.  I  Traps,  Mirror  Image,  Olympic  Charlie, 
et.  al.)  conducted  emphasize  the  magnitude  of  a 
response  to  a  threat  from  a  weapon  of  mass  destruction, 
the  decisions  that  have  to  be  made,  and  the 
organization  and  level  at  which  such  decisions  will  be 
made.   These  are  addressed  in  classified  procedures. 
Some  of  the  most  serious  decisions  may  have  to  be  made 
by  the  President.   The  chain  would  be  from  the  SAC  in 
the  field  to  FBIHQ  to  the  Department  of  Justice  to  the 
NSC.   There  would  be  interagency  coordination  both  in 
the  field  and  at  FBIHQ. 

6.  To  what  extent  do  you  integrate  state  and  local 
agencies  in  your  exercises?   Do  you  conduct  "no  notice" 
exercises?   Ho  notice  field  exercises? 

State  and  local  authorities  will  be  included  in 
exercises  that  are  planned  to  exercise  the  federal  - 
local  interfaces.   State  and  local  authorities  are 
routinely  included  in  the  NEST  briefings  for  FBI  Field 
Offices. 

Currently,  the  FBI  does  not  conduct  "no  notice" 
exercises.   Budgetary  and  personnel  resource 
constraints  have  prevented  such  initiatives.   As  you 
are  aware,  the  FBI  promptly  responded  to  actual 
incidents  such  as  the  bombing  of  the  World  Trade  Center 
and  the  Oklahoma  City  Bombing,  and  real  time  threats. 
The  most  recent  threat,  was  in  April,  1996  at  Texas 
City,  Texas  where  the  FBI  and  other  Crisis/Consequence 
Agencies  worked  hand-in-hand  in  the  evacuation  of  over 
12,000  workers  at  a  major  oil/chemical  refinery  area; 
the  evacuation  of  the  port;  railroad  cars  housing 
hazmat  materials,  and  other  measures  were  taken  when  a 
threat  was  received  indicating  that  7  bombs  were  placed 
at  the  site.   In  total  3  hoax  devices  were  found  and 
investigation  is  continuing.   At  the  SIOC,  FBIHQ, 
representatives  from  DOD,  FEMA,  PHS,  and  U.S. Coast 
Guard  set  up  communications  lines  with  their 
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counterparts  in  Houston,  or  Texas  City,  and  the 
JOC/SIOC  concept  worked  well  from  beginning  to  end. 

7.  What  interagency-related  problems  continue  to 
surface  during  exercises? 

Interagency  coordination  and  information  flow  are  the 
two  broad  categories  that  generally  cause  concern 
during  exercises.   Different  agencies  use  different 
terminologies,  acronyms,  and  definitions,  etc,  which 
can  create  communication  problems,  however,  no  major 
problems  have  occurred  and  all  agencies  are  working 
together  to  insure  uniformity. 

8.  Are  there  any  other  lessons  learned  fro*  DOD's 
perspective  f roi  the  Mirage  Gold  exercise?  What  do  you  do 
differently  today  than  you  did  18  months  ago? 

This  question  should  be  addressed  to  DOD.  As  stressed 
previously,  Mirage  Gold  became  a  focal  point  for 
changes  which  were  needed  by  all  agencies. 

9.  In  a  memo  from  an  attendee  of  the  Mirrored  Image 
exercise  that  my  staff  obtained,  it  is  noted  that  by  the  end  of 
the  Mirrored  Image  exercise,  the  transition  had  not  yet  been 
fully  implemented  and  the  FBI  was  still  running  the  show?   Did 
this  occur  and  was  it  still  a  problem? 

Mirrored  Image  was  a  short  duration  Command  Post 
Exercise  (CPX) ,  that  covered  the  first  two  days  of  a 
radiological  incident  that  involved  a  very  minor 
release  of  nuclear  material.   It  was  designed  to  bring 
together  local  law  enforcement,  federal  law 
enforcement,  DOD  and  consequence  management  prior  to 
the  Olympics.  The  exercise  planners  never  envisioned  a 
full  transition  to  FEMA  control.   Had  this  been  a  real 
event,  when  after  evidence  gathering/case  management 
concerns  were  met,  or  they  became  a  secondary  priority 
to  preservation  of  public  health  and  safety,  we  would 
have  transitioned  the  lead  to  FEMA. 

The  after-action  report  has  yet  to  be  published  on 
Mirrored  Image;  however,  it  was  the  first  exercise 
scenario  to  (1)  include  participants  from  all  levels  of 
response,  (2)  for  simultaneous  execution  of  the  crisis 
and  consequence  management  roles  of  the  Presidential 
Decision  Directive  (PDD) ,  and  (3)  to  exercise  the 
relationship  between  the  FRP,  FRERP,  and  the  PDD. 
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10.  It  is  my  understanding  that  the  Fulton  County 
Representative  —tod  far  a  wire  diagram  after  the  Mirrored  Image 
exercise  ended  so  that  he  could  better  understand  who  was  in 
charge.   Apparently  "this  would  have  helped  his  sake  more 
informed  decisions  as  he  was  getting  advice  from  several  sources, 
and  the  sources  were  not  always  in  agreement" .   Was  there 
confusion  about  who's  decisions  took  precedence? 

From  the  perspective  of  an  the  FBI  exercise 
controllers,  it  was  difficult  to  answer  this  question. 
This  was  the  first  time  that  local  players  from  the 
county  level  participated  in  an  exercise.   Some 
confusion  at  this  level  is  bound  to  occur.   County 
level  participants  are  used  to  dealing  with  natural 
disasters  not  terrorist's  events. 

During  this  exercise,  the  Fulton  County  participants 
were  controlled  by  the  FEMA/ Consequence  Managers. 

The  Critical  Incident  Response  Group  (CIRG)  in  the 
Crisis  Management  Unit  has  recognized  the  need  for  a 
"Command  Post  Guide"  for  outside  agencies  for  their  use 
when  they  man  an  FBI  Joint  Operations  Center  ( JOC) .   It 
is  anticipated  that  this  guide  will  be  ready  for  the 
Olympics. 

11.  Has  the  FBI  conducted  any  joint  full  field 
operations  since  October,  1994?   If  not,  why  not? 

The  FBI  has  not  conducted  any  joint  full  field 
operations  since  October,  1994.   Unlike  the  military, 
who  when  not  at  war  are  training,  law  enforcement  is 
continually  engaged  in  real-time  operations.   Budgetary 
and  personnel  resource  constraints  hamper  our  ability 
to  conduct  training  exercises.   However,  the  FBI  just 
recently  completed  a  crisis/consequence  management 
command  post  exercise  involving  all  levels  of  response 
to  terrorist/chemical  incident  in  preparation  for  the 
upcoming  Olympics.   The  FBI  also  engages  in  8-12 
exercises  each  year  as  approved  by  the  Exercise  Sub- 
Group  of  the  NSC. 

12.  Can  a  Presidential  Decision  Directive  take 
precedence  over  statutory  requirements  and  is  there  a  need  to 
legislate  the  authorities  delineated  in  various  Presidential 
directives  dealing  with  terrorism? 

Our  Office  of  General  Counsel  is  of  the  opinion  that  if 
a  Presidential  Decision  Directive  (PDD)  clearly 
conflicts  with  a  statute,  or  an  impasse  is  reached,  the 
matter  would  most  likely  have  to  be  resolved  by  the 
Supreme  Court. 
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As  for  the  concern  over  the  need  to  legislate 
information  contained  in  PDDs  dealing  with  terrorism, 
if  the  objective  is  to  prosecute  individuals,  then 
incorporation  of  the  PDD  language  into  a  statute  would 
be  necessary.   However,  there  could  be  situations  when 
PDDs  are  drafted  to  proscribe  or  clarify  policy  matters 
dealing  with  specific  terrorism  issues,  where 
prosecution  is  not  the  primary  objective.   These  types 
of  PDDs  would  probably  not  necessitate  incorporation 
into  statutes . 

13.  What  assurances  do  we  have  that  there  has  been  a 
systematic  improvement  in  the  way  that  agencies  cooperate  with 
each  other,  especially  for  the  critical  "hand-off "  from  the  FBI 
to  FEMA? 

In  exercises  conducted  since  Mirage  Gold  the  FBI  has 
planned  for  FEMA  participation.   Most  recently,  in  the 
terrorist/chemical  exercise  conducted  in  preparation 
for  the  Olympics,  FEMA  and  other  conseguence  management 
officials  were  participants  not  only  at  the  local 
level,  but  as  participants  in  the  Joint  Operations 
Center  at  FBIHQ.   This  participation  emphasizes  close 
coordination  and  cooperation  between  the  crisis  and 
conseguence  managers  before  and  after  the  "hand-off." 

14.  Speaker  of  the  House,  Hr.  Gingrich,  mentioned  on 
"Meet  the  Press*  a  few  months  ago  that  he  felt  the  military  could 
effectively  respond  to  a  chemical/biological  incident  and  there 
would  be  no  necessity  for  the  FBI  to  develop  their  own  CB 
Response  Team.   Do  you  have  any  comments  on  that  statement? 

Military  assets  do  not  have  the  law  enforcement 
authority  or  expertise  to  collect  and  preserve  evidence 
at  a  crime  scene,  nor  testify  in  court  proceedings.   In 
response  to  this  situation,  the  FBI  Laboratory  is 
utilizing  a  Hazardous  Materials  Response  Group  (HMRG) 
to  resolve  scientific  and  technical  aspects  of  illegal 
acts  involving  chemical,  biological  and  nuclear 
incidents.   The  HMRG  is  also  coordinating  with  the 
military  for  training  of  the  FBI's  first  responders 
from  the  Laboratory  and  its  Evidence  Response  Teams 
(ERT)  in  how  to  function  along  side  with  the  military 
in  the  hostile  environment  of  a  chem/bio  incident.   In 
this  manner  a  sworn  FBI  evidence  expert  will  direct  the 
collection  and  preservation  of  evidence,  while  at  the 
same  time,  relying  on  military  advice  and  assets  in 
order  to  mitigate  a  chemical  or  biological  agent,  and 
transport  hazardous  evidence  to  a  facility  for  forensic 
examination  purposes.   The  FBI  is  not  trying  to 
duplicate  the  military's  expertise,  but  to  utilize 
certain  of  their  technical  assets  to  support  our  law 
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enforcement  mission.   This  mode  of  operation  has  been 
fully  supported  by  the  DOD. 

15.   My  staff  tells  me  that  DOD  representatives  have 
noted:  'Information  for  the  President  would  come  from  three 
sources:  the  Attorney  General,  the  Secretary  of  Energy  and  the 
Secretary  of  Defense.   As  the  situation  unfolds,  each  of  the 
major  players  would  be  providing  reports  to  the  President, 
creating  the  potential  for  confusion.  *   Was  this  a  problem?  Has 
is  been  fixed?  How  does  it  work  now? 

From  the  FBI's  perspective  in  an  international 
terrorist  incident  involving  chemical/biological/ 
nuclear  materials,  information  for  the  President  would 
be  coordinated  through  the  National  Security  Council's 
Coordinating  Sub  Group  (CSG)  for  Terrorism.   This 
group,  chaired  by  the  President's  Special  Assistant  on 
Terrorism,  would  report  to  the  President  on  the 
developments  of  the  incident.   The  Director  of  the  FBI 
has  reporting  responsibility  to  the  Attorney  General; 
however,  we  see  no  problem  since  the  Director  would  be 
apprised  prior  to  the  NSC.   In  a  domestic  incident  the 
Attorney  General  is  responsible  to  the  President  for 
resolution  of  the  crisis. 

16.  Has  our  government  coordinated  the  various 
provisions  of  the  Federal  Emergency  Response  Plan,  the  Federal 
Radiological  Response  plan.  Presidential  Directive  39,  the 
National  Oil  and  Hazardous  Substance  Response  System  and  related 
statues?  Are  these  conflicting  provisions?   How  are  they 
addressed? 

Since  these  plans  refer  to  consequence  management,  FEMA 
would  be  best  agency  to  respond  to  this  question. 

17.  Are  there  special  problems  of  preserving  evidence 
at  the  crime  scene  that  would  result  from  chemical,  biological, 
or  nuclear  contamination?  Might  efforts  to  preserve  evidence 
interfere  with  rescue  operations? 

There  are  definitely  unique  problems  associated  with 
preserving  evidence  at  WMD  incidents.   However,  as 
addressed  above,  the  FBI's  first  priority  in  such 
incidents  to  the  protection  of  life  and  public  safety. 
FBI  Laboratory  experts,  Hostage  Rescue  Team  (HRT) ,  and 
Evidence  Response  Team  (ERT)  Agents  will  be  training  in 
how  to  function  in  a  hostile  (WMD)  environment. 

18.  Have  you  conducted  any  exercises  with  FEMA  and 
local  governments  to  test  the  consequence  management  issue  and 
the  manner  in  which  you  pass  the  lead  agency  authority  to  FEMA 
for  this?  If  so,  when.   Please  describe  the  type  of  exercise. 
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Last  month  a  day  long  consequence  management  command 
post  exercise  (CPX)  was  conducted  in  preparation  for 
the  upcoming  Olympics.   This  exercise  included 
representatives  from  the  FBI,  FEMA,  EPA,  U.  S.  Public 
Health  Service,  DOD,  the  Georgia  Emergency  Management 
Agency  (GEMA) ,  state,  county,  and  local  emergency 
response  agencies  and  law  enforcement.   The  FBI  played 
a  supporting  role  to  FEMA  and  the  responding  state/ 
local  agencies  by  providing  background  investigative 
input  which  would  affect  their  response.   The 
consequence  management  command  post  also  had  to  provide 
an  intelligence  flow  concerning  the  incident  to  the  FBI 
for  investigative  purposes.   We  are  currently 
coordinating  with  FEMA  on  a  major  exercise.  FEMA  can 
provide  the  committee  with  additional  details. 

19.   Who  is  in  charge  of  synergizing  the  overall 
counterterrorisi  effort?  What  senior  off icial  in  the 
Administration — besides  the  President — ensures  that  the 
interagency  effort  is  synergized  and  that  directives  are  both 
coordinated  and  implemented?   Who  ensures  that  Interagency 
disagreements  are  settled,  short  of  having  to  go  to  the 
President? 

The  Coordinating  Sub  Group  (CSG)  on  terrorism,  of  the 
National  Security  Council  (NSC)  coordinates  sensitive 
international  terrorism  issues  involving  interagency 
participation  in  the  counterterrroism  effort.   It 
reviews  on-going  crisis  operations/activities 
concerning  foreign  terrorism  and  domestic  terrorism 
with  significant  foreign  involvement.   Although  the 
CSG's  role  of  coordination  does  not  include  the 
authority  to  direct  agency  activity,  it  may  make 
recommendations  to  the  Chairman  of  the  Deputies 
Committee  regarding  any  interagency  activities.   The 
core  members  of  this  group  are  the  Office  of  the  Vice 
President,  DOD,  DOS,  DOJ,  FBI,  and  the  CIA. 
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20.  Are  we  prepared  to  respond  to  the  immediate 
consequences  of  terrorist  use  of  a  weapon  of  mm  destruction? 

How  quickly  can  you  respond  in  the  absence  of  a 
Presidential  directive? 

Have  you  prepared  an  immediate  rapid  response  system 
that  can  be  initiated  without  a  Presidential  declaration? 

What  are  the  most  critical  and  time-dependent  actions 
that  you  have  identified  in  response  to  chemical,  biological  and 
nuclear  agents? 

The  FBI  through  its  Nuclear  and  Chem/Bio  Response  Plans 
is  prepared  to  immediately  respond  to  the  terrorist  use 
of  a  weapon  of  mass  destruction.   These  plans  delineate 
the  FBI's  role  and  responsibilities  in  both  crisis  and 
consequence  management  situations. 

Public  safety  and  the  protection  of  life  are  the  most 
critical  and  time-dependent  actions  resulting  from  a 
WMD  incident.   These  actions  fall  heavily  upon  the 
state  and  local  first  responders  from  the  emergency 
service  agencies.   These  consequence  management  issues 
would  be  best  directed  to  FEMA  and  other  consequence 
management  agencies. 

21.  Access  to  certain  HMD  materials  may  be  increasing 
but  is  not  totally  new.   How  do  we  explain  the  scarcity  of  WHO 
terrorist  incidents?   Is  it  your  prediction  that  we  should  brace 
ourselves  for  an  onslaught  of  HMD  terrorism  in  the  future? 

Terrorists  have  been  quite  successful  utilizing 
conventional  explosives  as  we  have  seen  by  the  World 
Trade  Center.   They  have  not  had  to  resort  to  weapons 
of  mass  destruction  which  are  dangerous  to  the  handlers 
and  which  would  cause  a  greater  government  reaction. 
We  have  no  basis  for  making  predictions  about  the 
future  use  of  such  weapons.   However,  because  of  the 
potentially  disastrous  consequences  from  the  use  of 
such  weapons,  the  FBI  gives  the  highest  priority  to 
prevention  of  such  incidents. 

22.  Are  you  satisfied  with  your  ability  to  identify 
and  track  groups  or  individuals  who  may  show  signs  of  being 
interested  in  HMD? 

The  FBI  will  never  be  satisfied  in  our  ability  to 
identify  and  track  groups  or  individuals  who  show  signs 
of  being  interested  in  WMD.   In  addition  to  our  own 
investigative  efforts,  the  FBI  has  coordinated  with  the 
intelligence  community  a  program  which  focuses  on: 
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o   Confirmation  of  terrorist  group  intent  to 
acquire  WMD  weapons  and  related 
materials/precursors . 

o   Identification/Confirmation  of  terrorist 
NBC  weapons  capability. 

o   Determination  of  terrorist  intentions  and 
plans  regarding  WMD  weapons  use. 

o   Examination  of  the  prospect  that  a  state 
sponsor  would  provide  WMD  weapons  to  a 
terrorist  group. 

The  FBI  closely  monitors  State  Sponsors  of  Terrorism, 
such  as  Iran,  Iraq,  and  Libya,  who  are  aggressively 
pursuing  the  development  of  sophisticated  WMD  programs. 
These  countries  have  the  technical  knowledge  as  well  as 
the  financial  means  with  which  to  develop  a  viable  WMD 
capability. 

23.   Just  recently.  My  staff  received  a  letter  from  a 
senior  federal  official  who  has  spent  Host  of  his  professional 
career  involved  in  counter-terror isa  and  government  preparedness. 
He  asked  that  we  not  identify  him  but  he  wanted  us  to  use  his 
letter  if  it  was  useful.   Let  me  read  to  you  from  it  and  get  your 
reaction: 

"The  points  I  would  like  to  stress  are: 

"In  the  first  few  hours  after  a  terrorist  incident,  the  Feds  can 
do  very  little  because  they  are  typically  not  first  responders 
and  not  close  to  incident  scene. 

"Continuing  to  build  a  strong,  well  trained  state  and  local 
infrastructure  is  key. 

"More  training  for  the  locals,  starting  in  cities  with  higher 
probabilities  is  important. 

"Money  for  Federal  Agencies  to  pre-deploy  assets  to  local  area 
when  an  actual  event  has  not  yet  occurred,  such  as  Atlanta  for 
the  Olympics,  is  problematic. 

'Money  to  'clean-up*  after  a  terrorist  incident  is  also  a  problem 
for  some  agencies  unless  a  Presidential  declaration  is  received 
and  mission  assignment  under  the  Stafford  Act  are  issued. " 

The  FBI  along  with  FEMA  and  DOD  support  training  for  a 
strong  state  and  local  first  responders  and 
infrastructure.   The  FBI  is  willing  to  provide  training 
where  needed.   It  is  our  understanding  that  DOD  and 
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FEMA  have  ongoing  training  programs  in  this  area,  and 
they  would  be  in  the  best  position  to  respond  to  these 
comments . 


BY  SENATOR  GLENN 

The  "Atomic  Weapons  and  Special  Nuclear  Materials 
Rewards  Act"  has  been  on  the  books  since  1955,  about  41  years 
ago.   It  authorizes  the  Attorney  General  to  pay  rewards  for 
information  relating  to  illicit  transfers  of  special  nuclear 
materials  or  nuclear  weapons — 

(1)  On  March  18,  1996,  I  received  a  letter  from  the 
Assistant  Attorney  General  for  Legislative  Affairs  saying  that 
the  FBI  had  never  paid  a  reward  for  information  relating  to 
illicit  nuclear  trafficking  "because  the  opportunity  to  do  so  had 
not  arisen."   Please  comment  on  this,  do  you  personally  believe 
that  there  has  not  arisen  over  the  last  41  years  an  opportunity 
to  pay  rewards  for  information  about  illicit  nuclear  trafficking 
in  the  US?  To  what  do  you  attribute  this  lack  of  opportunity,  the 
tough  controls  we  have  over  our  own  material  or  the  limitations 
in  our  ability  to  know  if  such  transactions  are  occurring  or  not? 

We  believe  that  there  have  not  been  cases  of  nuclear 
smuggling  within  the  United  States  that  would  lend 
themselves  to  effective  use  of  the  rewards  program.   We 
attribute  this  to  the  high  physical  security  and 
accountability  requirements  on  special  nuclear 
materials,  and  the  regulations  applicable  to  this 
material.   The  few  domestic  markets  for  such  materials 
are  clearly  defined  —  either  the  U.S.  government  or 
the  regulated  industry.   Also,  the  U.S.  is  not  a 
transient  country  through  which  nuclear  materials  might  go  to 
potential  buyers.   Rest  assured  the  rewards  program  will  be  used 
if  it  will  help  solve  a  case. 

(2)  The  same  letter  stated  that  "At  this  time,  it  is 
felt  that  publicizing  the  rewards  programs  for  nuclear 
trafficking  might  generate  a  'market*  which  does  not  now  exist, 
and  would  not  resolve  any  existing  problem"  — 

(a)   Tet  given  your  testimony  today  that  "within  the 
past  few  years,  there  have  been  hundreds  of  reports  of 
international  trafficking  incidents  involving  nuclear  material," 
and  assuming  not  all  of  those  hundreds  of  reports  are  hoaxes,  is 
this  not  enough  evidence  for  the  FBI  to  conclude  that  there  may 
indeed  be  a  thriving  market  for  such  materials? 
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The  evidence/ information  available  to  the  FBI 
indicates  there  is  not  a  thriving  market  of 
knowledgeable  end-users  for  nuclear  materials.   In  my 
recent  testimony,  the  FBI  again  reiterated  that  "a 
buyers  market  for  nuclear  materials,  per  se,  does  not 
exist."  A  seller's  market  has  emerged  from 
opportunistic  and  economic  motivations.   This  view  is 
shared  by  the  consensus  of  the  26  nations  that  attended 
the  1995  International  Conference.   There  is  no 
evidence  that  leads  the  FBI  to  the  conclusion  that 
there  is  a  market  of  knowledgeable  end-users. 

(b)   How  would  the  offering  of  rewards  service  to 
create  a  ■ market'  for  nuclear  materials  when  there  are  evidently 
a  sufficient  number  of  potential  buyers  with  far  more  financial 
resources  available  already  on  the  world  scene  to  provide  such  a 
market  independent  of  the  rewards  program? 

As  indicated  above  the  FBI  has  concluded  that  this 
illicit  market  in  nuclear  materials  is  a  "sellers  not  a 
buyer's"  market,  which  is  based  upon  social  and 
economic  conditions.   The  offering  of  rewards  would 
only  encourage  the  theft  of  these  materials.   We 
believe  that  we  would  become  the  victims  of  our  own 
program. 

(c)   The  recent  FBI  letter  indicates  that  "rewards 
programs  are  considered  to  be  important  investigative  tools. 
Rewards  have  been  a  significant  assistance  in  certain  criminal 
and  terrorism  matters,  though  matters  in  which  rewards  have  been 
paid  have  not  involved  the  illicit  transfer  of  nuclear  materials 
or  weapons"  —   If  they  are  so  important  as  investigative  tools, 
why  are  they  not  used  or  even  publicized  with  respect  to  illicit 
nuclear  trafficking? 

In  most  instances,  rewards  are  offered  after  the  crime 
or  terrorist  incident  has  occurred.   To  date,  the  FBI 
has  not  detected  any  instances  of  nuclear  weapons  or 
nuclear  grade  materials  being  illegally  brought  into, 
or  purchased  in  the  United  States.   By  publicizing  this 
rewards  program,  we  would  be  encouraging  the  illicit 
movement  of  nuclear  materials. 
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(d)   How  can  a  rewards  program  be  a  valuable  tool  if  it 
is  not  publicized? 

Our  German  colleagues  were  severely  criticized  for 
their  conduct  in  causing  nuclear  material  to  be 
transported  into  Germany  in  the  Munich  case.   While  the 
FBI  will  aggressively  investigate  all  allegations  of 
illicit  nuclear  trafficking  and  will  employ  the  rewards 
program  at  every  opportunity,  we  will  not  engage  in 
operations  to  cause  or  encourage  this  illegal  and 
particularly  hazardous  activity.   Health  and  safety 
issues  have  precedence  in  developing  investigative 
strategy  in  these  cases.   Publicizing  the  rewards 
program  could  create  a  market  where  one  does  not  exist. 
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FF.MA  After  Action  Report 

Question  1 :      Are  we  learning  from  our  mistakes?  For  example,  in  FEMA's  After  Action  report 
on  Mirage  Gold  (1994),  a  number  of  problems  are  listed,  I  will  read  each  one  of 
them  and  ask  you  what  FEMA  has  done  or  any  other  agency  (has)  done  to  address 
each  problem. 

Answer:  We  are  not  only  learning  from  our  mistakes,  we  are  able  to  validate  new 

procedures  and  revalidate  old  procedures.  We  believe  that  mistakes  are  a  normal 

circumstance  of  any  realistic  and  challenging  exercise  scenario.  It  has  been  our 

experience  that  an  exercise  that  enjoys  flawless  performance  probably  wasn't 

pushing  the  limits  of  challenge  for  the  participants.  Since  Mirage  Gold  (1994), 

for  example,  we  participated  in  two  major  joint  interagency  overseas  full  field 

exercises  in  1995,  one  of  which  was  no-notice.  In  both  exercises  our  assets 

successfully  incorporated  many  of  the  lessons  learned  during  Mirage  Gold.  So  far 

in  1996  we  have  participated  in  2  field  exercises  and  have  3  more  planned  before 

the  end  of  FY96.  Of  these,  2  will  be  no-notice  interagency  nuclear 

countertenorism  field  exercises  and  the  other  will  be  a  joint  interagency  full  field 

exercise.  The  exercise  scenarios  for  all  the  above  exercises  involve,  where 

possible,  inclusion  of  lessons  learned  from  previous  exercises. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Lead  Federal  Authority 

My  staff  tells  me  that  DOD  representatives  noted  the  following: 

"The  initial  focus  of  the  federal  response  is  law  enforcement  and  counterterrorism,  with  the 
FBI  as  the  Lead  Federal  Authority.  Should  a  detonation  occur,  the  FBI  is  no  longer  the 
appropriate  Lead  Federal  Authority.  The  procedures  to  conduct  the  transfer  of  Lead  Federal 
responsibility  are  lacking." 

Question  2a:     What  was  the  impact  on  your  mission? 

Answer  2a:      None.  The  statement  attributed  to  DOD  that  "the  initial  focus  of  the  federal 

response  is  law  enforcement  and  counterterrorism"  does  not  adequately  address 
the  complexities  of  the  issue.  While  most  of  the  significant  attention  may  appear 
to  be  geared  toward  law  enforcement  and  "tactical"  counterterrorism  operations 
there  is  a  tremendous  amount  of  activity  by  technical  personnel  from  DOE 
supporting  the  FBI  and  FEMA  throughout  the  incident.  Planning  for  consequence 
management  is  an  integral  part  of  the  technical  operations  associated  with 
attempting  to  render  safe  a  device.  While  disablement  and  device  assessment 
personnel  are  trying  to  determine  the  best  way  to  render  a  device  safe  the  effects 
prediction  teams  are  computing  blast  and  fallout  information  for  consequence 
managers  should  there  be  a  detonation. 

As  an  agency  tasked  with  providing  unique  technical  support,  DOE  has  a 
significant  presence  and  role  in  the  consequence  management  organization 
regardless  of  who  the  lead  federal  agency  may  be  at  the  time.  DOE  is  always 
in  a  supporting  role  to  the  lead  federal  agency  and  we  have  command  and  control 
architectures  in  place  to  support  both  crisis  and  consequence  management. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Lead  Federal  Authority 

My  staff  tells  me  that  DOD  representatives  noted  the  following: 

"The  initial  focus  of  the  federal  response  is  law  enforcement  and  counterterrorism,  with  the 
FBI  as  the  Lead  Federal  Authority.  Should  a  detonation  occur,  the  FBI  is  no  longer  the 
appropriate  Lead  Federal  Authority.  The  procedures  to  conduct  the  transfer  of  Lead  Federal 
responsibility  are  lacking." 

Question  2b:     What  have  you  done  about  this  problem? 

Answer  2b:       A  OSD/SOLIC  sponsored,  interagency  exercise  series  known  as  Interagency 
Terrorism  Response  Awareness  Program  (ITRAP)  has  addressed  this  specific 
issue  in  a  table-top  format  with  senior  members  of  the  effected  agencies  to 
address  the  details  of  transition  of  authority.  The  implementing  guidelines  of  the 
Presidential  Directive  for  combating  terrorism  are  being  drafted  with  details  on 
crisis  to  consequence  management  transition  to  ensure  the  lessons  learned  from 
previous  field  exercises  are  addressed. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Lead  Federal  Authority 

My  staff  tells  me  that  DOD  representatives  noted  the  following: 

"The  initial  focus  of  the  federal  response  is  law  enforcement  and  counter  terrorism,  with  the 
FBI  as  the  Lead  Federal  Authority.  Should  a  detonation  occur,  the  FBI  is  no  longer  the 
appropriate  Lead  Federal  Authority.  The  procedures  to  conduct  the  transfer  of  Lead  Federal 
responsibility  are  lacking." 

Question  2c:     Has  it  been  fixed? 

Answer  2c:       This  is  an  item  that  can  only  be  "fixed"  by  development  of  procedures  that  are 
routinely  validated  through  exercises.  This  particular  item  has  been  exercised  at 
the  national  level,  and  the  national  policy  will  reflect  the  lessons  learned  at  the 
ITRAP  series,  but  it  will  take  field-level  exercises  being  conducted  on  a  regular 
basis  to  truly  "fix"  the  field  coordination  problems.  We  are  working  toward  this 
goal  utilizing  interagency  exercises,  and  anticipate  a  series  of  field  level  exercises 
ranging  from  table-top  to  full  field  deployments  that  will  address  consequence 
management  with  the  same  level  of  enthusiasm  previously  given  to  tactical,  or 
crisis  management  operations. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Exercise  Flaws 

Question  3:      Former  Assistant  Secretary  Sewell's  Report  found  that  there  are  a  number  of 
existing  problems  in  the  NEST  program  which  are  no  closer  to  resolution  than 
they  were  several  years  ago.  Specifically,  the  Report  states: 

"A  comparison  of  the  MIRAGE  GOLD  After  Action  Report  with  the  reports 
from  previous  field  exercises  reveals  many  similarities  in  the  problems  which 
were  identified  and  particularly  those  associated  with  command  and  control 
functions.  There  does  not  appear  to  be  a  structured  system  for  collecting  all  of 
the  deficiencies  and  lessons  learned  in  one  location  and  assigning 
responsibility  for  resolution  along  with  the  target  dates  for  completion". 

Why  do  the  same  deficiencies  continue  to  plague  each  exercise?  Do  you  agree 
with  this  assessment? 

Answer:  There  is  a  similarity  between  the  deficiencies  noted  in  the  Mirage  Gold  After 

Action  report  and  the  reports  from  similar  exercises.  There  is  no  single  reason  for 

the  slow  progress,  but  we  believe  that  it  is  now  under  control.  First,  the  years  that 

elapsed  between  Mirage  Gold  and  its  previous  exercise  included  very  little 

exercise  activity  for  the  NEST.  This  has  been  remedied  by  placing  increasing 

emphasis  on  exercises,  which  drive  the  identification  and  solution  of  deficiencies. 

Secondly,  prior  to  Mirage  Gold,  the  interagency  process  did  not  place  a  high 

priority  on  WMD  terrorism.  This  led  to  inattention  to  this  problem  at  the  higher 

levels  of  government  which  resulted  in  artificiality  in  the  exercise  of  some 

command  and  control  functions.  As  the  interagency  has  placed  more  emphasis  on 

the  nuclear  WMD  terrorist  scenario,  improvements  in  the  NEST  command  and 

control  have  begun  to  take  hold.  Following  the  Mirage  Gold  exercise,  the  NEST 

program  has  utilized  a  systematic  approach  to  the  collection  of  after  action  items 

and  the  assignment  of  responsibility  for  their  resolution.  The  DOE  Nevada  Field 

office  has  prepared  such  a  list  of  action  items  for  the  Mirage  Gold  exercise. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Interagency  Preparedness 

Question  4 


The  Sewell  Report  stated  that  it  did  not  have  a  high  level  of  confidence  that  the 
mechanisms  to  seek  high  levels  of  review  and  approval  in  the  event  of  an  actual 
nuclear  terrorist  threat  were  in  place  and  ready  to  function  on  short  notice.  The 
report's  authors  further  stated  that  they  suspected  that  many  of  the  officials  in  the 
approval  chain  are  not  fully  aware  of  the  types  of  decisions  they  will  be  asked  to 
make  or  the  potential  consequences  of  such  decisions.  On  behalf  of  each  of  your 
individual  agencies,  how  do  you  respond  to  these  concerns? 


Answer:  Interagency  preparedness  for  addressing  critical  decision  making  has  improved 

since  the  Sewell  Report  was  issued.  As  previously  stated  the  ITRAP  series 
exercises  have  incorporated  the  critical  decisions  that  have  to  be  made  by  the 
National  Security  Council  members  and  the  President.  Additionally,  the  National 
Security  Advisor  and  the  Vice  President  have  been  thoroughly  briefed  on  the 
capabilities  of  the  national  assets  such  as  NEST  to  deal  with  a  nuclear  device  and 
the  type  of  decisions  that  will  likely  be  required  in  the  event  of  an  incident. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


State  and  Local  Participation  in  Exercises 

Question  5:      To  what  extent  do  ycu  integrate  state  and  local  agencies  in  your  exercises?    Do 
you  conduct  "no  notice"  exercises?  No  notice  field  exercises? 

Answer:  It  is  the  policy  of  the  Department  of  Energy  to  include  the  local  and  state  agencies 

in  field  exercise  whenever  possible.  As  an  example,  DOE  participated  in  a  full 

field  nuclear  weapons  accident  exercise  in  Yorktown,  Va.  During  this  exercise 

there  was  extensive  play  by  local  and  state  agencies.  The  consequence 

management  personnel  and  agencies  involved  were  the  same  organizations  that 

would  have  been  in  the  field  for  an  act  of  nuclear  terrorism. 

The  Department  has  regularly  conducted  "no-notice"  exercises  of  tailored  NEST 
and  special  program  support  teams.  DOE  has  not  conducted  a  full  NEST 
deployment  as  a  "no  notice"  exercise  but  with  a  comprehensive  interagency 
exercise  program  being  put  into  place  we  anticipate  more  frequent  full  field 
deployments  of  NEST  and  greater  opportunity  to  conduct  "no  notice"  NEST 
deployments. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Interagencv-related  problems 

Question  6:       What  interagency-related  problems  continue  to  surface  during  exercises? 

Answer:  The  lack  of  available  intelligence  is  the  greatest  problem  for  exercises  and  real- 

world  operations.  Current  thinking  assumes  that  the  intelligence  community  will 
detect  the  development  or  intended  use  of  Weapons  of  Mass  Destruction  (WMD) 
by  rogue  states  or  terrorists  and  that  there  will  be  warning.  Based  upon  this 
warning  which  should  provide  time  to  act,  i.e:,  the  appropriate  countermeasure 
operations  will  be  undertaken  by  the  appropriate  inter-agency  assets  who 
possesses  the  appropriate  capability  to  neutralize,  disable  or  interdict  the  weapon 
prior  to  its  being  used.    In  view  of  the  1992  New  York  World  Trade  Center 
bombing,  the  1995  chemical  attack  against  the  Tokyo  subway  and  the  1995 
bombing  of  the  Alfred  P.  Murrah  Federal  Building  in  Oklahoma  City,  it  is 
doubtful  if  the  intelligence  community  will  ever  be  able  to  provide  any  advance 
warning,  much  less  provide  adequate  time  to  conduct  a  countermeasure  operation 
to  prevent  a  similar  catastrophe. 

This  intelligence  shortfall  underscores  the  difficulties  involved  in  penetrating 
terrorist  organizations  at  a  level  sufficient  to  have  information  access  to  their 
plans.  It  also  highlights  a  lack  of  crosscutting  information-sharing,  not  only 
between  U.S.  government  agencies,  but  between  nations.  Until  the  issue  of 
adequate  intelligence  is  resolved  the  best  that  can  be  expected  is  that  detection 
will  occur  as  a  matter  of  luck  rather  than  a  matter  of  fact.  Until  this  deficiency  is 
corrected,  anti-terrorism  measures  mandated  by  the  Congress  can  not  be  fully 
successful. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


POD  Perspective  on  Mirage  Gold  Exercise 

Question  7:      Are  there  any  other  lessons  learned  from  DOD's  perspective  from  the  Mirage 
Gold  exercise?  What  do  you  do  differently  today  than  you  did  1 8  months  ago? 

Answer:  The  Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Comment  on  Mirrored  Image  Exercise 

Question  8:      In  a  memo  from  an  attendee  of  the  Mirrored  Image  exercise  that  my  staff 

obtained,  it  is  noted  that  by  the  end  of  the  Mirrored  Image  exercise,  the  transition 
had  not  yet  been  fully  implemented  and  the  FBI  was  still  running  the  show?  Did 
this  occur  and  was  it  still  a  problem? 

Answer:  The  Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Confusion  over  Exercise  authority 


Question  9: 


Answer: 


It  is  my  understanding  that  the  Fulton  County  representative  asked  for  a  wire 
diagram  after  the  Mirrored  Image  exercise  ended  so  that  he  could  better 
understand  who  was  in  charge.  Apparently  "this  could  have  helped  him  make 
more  informed  decisions  as  he  was  getting  advice  from  several  sources,  and  the 
sources  were  not  always  in  agreement."  Was  there  confusion  about  who's 
decisions  took  precedence? 


The 


Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Interagency  Memorandum  of  Understanding 

Question  1  Oa:  The  Sewell  Report  stated  that  a  Memorandum  of  Understanding  between  DOE, 
DoD,  and  Department  of  State  for  deployments  outside  the  United  States  expired 
in  1 983  and  has  not  been  replaced  by  a  current  agreement.  Why  has  no  new 
agreement  been  signed?  Has  it  been  signed  since  then?  If  so,  when? 

Answer  10a:     The  1982  MOU  which  expired  in  1983  referenced  in  your  question  was  the 

forerunner  of  National  Security  Decision  Directive  -  207  (NSDD-207)  signed  in 

January,  1986.  NSDD-207  was  the  original  Presidential  guidance  that  directed 

the  creation  of  today's  policy  on  the  United  States  government  response  to 

terrorism.  NSDD-207  resulted  from  a  special  1985  interagency  task  force  on 

combating  terrorism  led  by  then  Vice  President  George  Bush.  NSDD-207 

established  the  Lead  Federal  Agency  (FBI  for  domestic  incidents  and  State 

Department  for  foreign  incidents)  concept  for  managing  the  U.S.  response.  This 

concept  has  been  proven  time  and  again  to  work  well.  NSDD-207  additionally 

chartered  the  NSC  Coordinating  Sub-Group  (CSG)  as  the  overall  U.S. 

Government  emergency  management  body.    NSDD-207  remained  in  effect 

through  every  administration  until  a  Presidential  Directive  was  signed  in  May  of 

1995  by  President  Clinton.  This  Presidential  Directive  incorporated  most  of 

NSDD-207  and  expanded  the  CSG's  role  to  also  cover  domestic  incidents.  It 

further  directed  the  development  of  deployment  guidelines  for  U.S.  emergency 

response  assets  that  detail  responsibilities  and  mission  areas.  The  purpose  of  the 

original  MOU  was  to  set  forth  an  understanding  between  supporting  and 

supported  agencies  for  emergency  response  deployments  outside  the  United 
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States.  This  objective  was  attained  and  the  procedures  developed  have  long  since 
been  incorporated  into  subsequent  formal  Presidential  directives  which 
superseded  the  original  1983  MOU  referred  to  in  your  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Interagency  Memorandum  of  Understanding 

Question  10b:  According  to  the  Sewell  Report,  Departments  of  Defense  and  State 

representatives  emphasized  the  importance  of  relationships  based  on  trust  and 
confidence  in  individual  participants  over  the  importance  of  formal  agreements. 
The  report  found,  however,  that  while  such  relationships  are  important  they 
should  not  become  a  long-term  substitute  for  formal  agreements.  How  do  you 
respond  to  this  issue? 

Answer  10b:    Interagency  relationships  based  on  trust  and  confidence  in  individual  participants 

is  not  a  substitute  for  formal  agreements.  Trust  and  confidence  in  individual 

participants  are  necessary,  however,  to  make  formal  agreements  workable  and 

otherwise  competing  agencies  function  as  a  cohesive  national  team.  It  has  been 

DOE's  experience  that  the  individuals  who  make  up  the  United  States 

counterterrorism  community  pursue  their  charter  with  a  solidarity  of  mission  and 

complete  dedication  to  combating  the  world-wide  threat  of  terrorism.  Every 

formal  agreement  in  place  today  that  involves  the  interagency  counterterrorism 

community  has  been  drafted  by  a  team  of  interagency  action  officers  from  the 

community  and  concurred  in  after  thorough  review  by  the  agencies  involved. 

This  process  has  encouraged  uncommon  team  building  between  individuals  and 

the  participating  agencies.  It  is  fair  to  say  that  within  the  interagency 

counterterrorism  community,  trust  and  confidence  in  individual  participants  is 

equally  as  important  as  formal  agreements  between  the  participating  agencies.  In 

view  of  the  extreme  importance  of  the  counterterrorism  mission,  we  believe  that 

emphasis  on  the  integrity  of  team  members  and  the  trust  and  confidence  shared 

between  the  participants  is  appropriate,  and  must  exist  in  tandem  with  formal 

agreements  between  the  agencies. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Inclusion  of  DOE's  Threat  Assessment  Organization 

Question  1 1 :    The  Sewell  Report  found  that  DOE's  Intelligence  and  Threat  Assessment 
organization  has  never  been  invited  to  be  an  active  participant  in  a  field 
deployment.  Since  they  have  the  expertise  as  well  as  the  linkages  to  the 
government  wide  intelligence  network,  Mr.  Sewell  thought  they  would  have  the 
resources  to  provide  effective  support  capability  to  the  field  teams.  Why  has  the 
Threat  Assessment  organization  not  been  included  previously?  Are  there  any 
plans  to  include  them  in  the  future? 

Answer:  The  DOE  Headquarters  Office  of  Threat  Assessment  (NN-62)  provides  a  conduit 

for  the  FBI  to  gain  access  to  DOE  technical  expertise  at  the  National  Laboratories 

to  analyze  and  assess  credibility  of  communicated  threats  prior  to  a  NEST 

deployment.  Once  NEST  deploys,  the  administrative  functions  performed  by  the 

Threat  Assessment  Program  Managers  in  NN-62  are  not  required  in  the  field. 

However,  many  of  the  members  of  the  threat  assessment  team  at  the  National 

Laboratories  who  participate  in  threat  assessment  prior  to  NEST  deployment  are 

deployed,  as  part  of  the  NEST  response,  transitioning  to  roles  within  the  NEST 

intelligence,  diagnostics  and  device  assessment  groups.  These  groups  participate 

in  all  NEST  deployments  and  have  been  key  players  in  all  major  exercises.  The 

management  structure  that  NN-62  uses  to  coordinate  the  FBI  and  laboratory 

interface  is  not  required  for  field  operations.  Any  assessments  of  communicated 

threats  in  the  field  during  a  deployment  are  conducted  under  the  guidance  of  the 

NEST  intelligence  group,  which  includes  all  of  the  expertise  from  the  national 

laboratories  that  is  used  for  threat  assessment  during  the  pre-deployment  phase. 

There  are  no  plans  to  include  the  headquarters  threat  assessment  organization  in 

future  NEST  deployments.  The  headquarters  threat  assessment  organization  does 

support  headquarters  emergency  operations  center  responses. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


NEST  Technological  Constraints 

Question  12:    The  Sewell  Report  also  found  that:  "There  are  a  number  of  significant 

technological  constraints  which  limit  the  ability  of  NEST  to  respond  effectively  to 
the  full  range  of  nuclear  devices  which  might  be  developed  by  a  terrorist 
organization.  Although  these  constraints  have  been  well  known  for  many  years. 
DOE  management  has  not  made  a  decision  as  to  whether  they  are  willing  to 
continue  to  accept  those  limitation  or  seek  the  necessary  resources  to  sponsor  an 
appropriate  level  of  research  programs  to  address  these  limitations."  How  do  you 
respond  to  this  finding?  Is  DOE  management  committed  to  seeking  the  resources 
necessary  to  address  this  problem?  , 

Answer  12:       We  cannot  discuss  the  limitations  of  the  NEST  response  in  an  unclassified  forum. 

DOE  Management  is  committed  to  seeking  sufficient  funds  to  accomplish  this 


mission. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Presidential  Directive  Authority 

Question  13:    Can  a  Presidential  Decision  Directive  take  precedence  over  statutory 

requirements  and  is  there  a  need  to  legislate  the  authorities  delineated  in  various 
Presidential  directives  dealing  with  terrorism? 

Answer:  The  Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Improvement  of  Interagency  Cooperation 

Question  14:  What  assurances  do  we  have  that  there  has  been  a  systematic  improvement  in  the 
way  that  agencies  cooperate  with  each  other,  especially  for  the  critical  "hand-off 
from  the  FBI  to  FEMA? 

Answer:  The  Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Designation  of  Lead  Federal  Agency 

Question  15:    My  staff  tells  me  that  DoD  representatives  have  noted:  "Information  for  the 

President  would  come  from  three  sources:  The  Attorney  General,  the  Secretary  of 
Energy  and  the  Secretary  of  Defense.  As  the  situation  unfolds,  each  of  the  major 
players  would  be  providing  reports  to  the  President,  creating  the  potential  for 
confusion."  Was  this  a  problem?  How  has  it  been  fixed?  How  does  it  work 
now? 

Answer:  Prior  to  the  Presidential  Directive  for  domestic  terrorism,  there  was  a  potential  for 

confusion  regarding  information  flow  to  the  President.  However,  the  Presidential 

Directive,  signed  by  the  President  in  May  1995,  has  served  as  overarching 

guidance  to  resolve  such  potential  confusion  through  the  specific  assignment  of 

Lead  Federal  Authority  (LFA)  responsibilities.  For  combating  acts  of  terrorism 

the- FBI  is  designated  as  the  LFA.  For  acts  of  terrorism  other  than  domestic  the 

Department  of  State  is  designated  as  the  LFA. 

All  information  flow  regarding  the  resolution  of  an  incident  flows  from  the  LFA 
to  the  President,  via  the  National  Security  Council's  (NSC)  Coordinating  Sub- 
Group  (CSG)  and  from  them  through  the  Deputies  Committee  to  the  Principles 
Committee.  It  is  at  the  Principles  Committee/Cabinet  level  where  the  Secretaries' 
of  Defense,  State,  Justice  and  Energy,  and  the  Directors  of  Central  Intelligence 
and  the  FBI  would  provide  direct  advice  to  the  President  on  incident  resolution. 
The  President  would  be  kept  appraised  of  on-going  issues  by  the  National 
Security  Advisor  who  would  be  advised  by  the  Deputies  Committee. 
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The  Presidential  Directive  also  required  the  development  of  specific  Foreign 
Emergency  Support  Team  (FEST)  and  Domestic  Emergency  Support  Team 
(DEST)  guidelines.  These  guidelines,  currently  in  draft,  provide  very  specific 
instructions  and  assignment  of  responsibilities  to  the  inter-agency  crisis  response 
members  which  greatly  reduces  or  eliminates  the  potential  of  confusion  during 
incident  resolution  and  follow-on  consequence  management.  These  guidelines 
are  currently  being  validated  through  the  inter-agency  counterterrorism  exercise 
program  at  CSG  direction. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


DOE/Field  Organization  Relationship 

Question  16:    In  his  assessment  report  on  the  NEST  program,  Duane  Sewell  found  that:  "The 
morale  as  well  as  the  effectiveness  of  the  NEST  field  participants  has  been 
seriously  impacted  by  a  continuing  deterioration  of  the  relationships  between 
DOE/HQ  and  the  field  organizations.    As  a  result,  DOE/HQ  and  the  field 
organizations  are  not  functioning  effectively  as  a  team.  The  mutual  respect  and 
trust  which  once  existed  in  the  program  has  degraded  significantly.  The 
prolonged  absence  of  well  defined  roles,  responsibilities  and  authorities  as  well  as 
definitive  program  definition,  guidance  and  criteria  likely  have  been  major 
contributing  factors  in  the  further  decline  of  relationships  between  DOE/HQ  and 
the  field  organizations."  How  do  you  respond  to  this  finding?  What  steps  have 
been  taken  at  the  Headquarters  level  to  remedy  this  situation? 

Answer:  The  principal  reason  for  tension  between  DOE/HQ  and  the  DOE  field 

organizations  is  that  DOE/HQ  has  been  proactive  in  implementing  changes  in  the 

NEST  program.  These  changes  are  in  response  to  some  of  the  issues  that  were 

brought  forward  in  the  hearings.  Large-scale  changes  in  the  program  such  as: 

increased  exercise  frequency  and  depth,  shifting  the  emphasis  from  an  extortion 

threat  to  the  terrorism  threat,  and  concentrating  on  long-standing  technical  issues 

will  lead  to  tension  and  can  affect  morale.  Other  components  of  the  program  have 

a  higher  morale  as  they  begin  to  see  these  changes  affect  the  operations  of  the 

program.  As  the  interagency  refines  the  roles  and  responsibilities,  through  the 

promulgation  of  the  CSG  Guidelines,  these  changes  will  be  transmitted  to  the 

field  as  well. 


i 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Coordination  of  Federal  Emergency  Provisions    ■ 

Question  17:    Has  our  government  coordinated  the  various  provisions  of  the  Federal  Emergency 
Response  Plan,  the  Federal  Radiological  Response  plan,  Presidential  Directive  39, 
the  National  Oil  and  Hazardous  Substance  Response  System  and  related  statutes? 
Are  these  conflicting  provisions?  How  are  they  addressed? 

Answer:  The  Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Overall  Authority  for  Federal  Counter-terrorism  Efforts 

Question  1 8a:  Who  is  in  charge  of  synergizing  the  overall  counterterrorism  effort?  What  senior 
official  in  the  Administration  -  besides  the  President  -  ensures  that  the  interagency 
effort  is  synergized  and  that  directives  are  both  coordinated  and  implemented? 
Who  ensures  that  interagency  disagreements  are  settled,  short  of  having  to  go  to 
the  President? 

Answer:  The  Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Overall  Authority  for  Federal  Counterterrorism  Efforts 

Question  18b:  Who  is  in  charge  of  synergizing  the  overall  counterterrorism  effort?  What  senior 
official  in  the  Administration  -  besides  the  President  -  ensures  that  the  interagency 
effort  is  synergized  and  that  directives  are  both  coordinated  and  implemented? 
Who  ensures  that  interagency  disagreements  are  settled,  short  of  having  to  go  to 
the  President? 

Bottom  line  —  other  than  an  NSC  staff  officer  —  what,  in  military  terms,  is  the 
chain  of  command  to  work  on  counterterrorism  matters  for  the  interagency?  And, 
in  particular,  DOD?         , 

Answer:  The  Department  of  Energy  is  not  responsible  for  responding  to  this  question. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Use  of  a  weapon  of  mass  destruction 

Question  19a:  Are  we  prepared  to  respond  to  the  immediate  consequences  of  terrorist  use  of  a 
weapon  of  mass  destruction? 

Answer  19a:     The  immediate  consequences  of  a  non-nuclear  explosion  that  might  occur  as  a 

result  of  a  deliberate  disablement  attempt  where  low  level  radioactive  particulate 

may  contaminate  a  small  local  area  differs  significantly  from  the  immediate 

consequences  resulting  from  a  full  nuclear  detonation  with  a  hypothetical  nuclear 

yield  of  10  to  20  kilotons.  Therefore,  consequence  response  is  greatly  dependant 

upon  the  physical  environment  and  proximity  to  heavily  populated  .areas  and  will 

always  be  tailored,  not  only  from  DOE,  but  from  interagency  resources  to  meet 

each  unique  situation.  Secondly,  the  time/distance  factors  related  to  the  locations 

of  the  response  assets  and  the  location  of  the  emergency  has  significant  impact  on 

the  reduction  of  the  consequences.  DOE  assets  reside  within  DOE's  nuclear 

weapon  complex  and  are  drawn  from  several  locations  nationwide.  Their 

readiness  posture  for  deployment  varies  from  4  hours  to  24  hours  from  time  of 

notification  depending  upon  their  operational  mission. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Use  of  a  weapon  of  mass  destruction 

Are  we  prepared  to  respond  to  the  immediate  consequences  of  terrorist  use  of  a  weapon  of  mass 
destruction? 

Question  19b:  How  quickly  can  you  respond  in  the  absence  of  a  Presidential  directive? 

Answer  1 9b:    The  Secretary  of  Energy  has  full  authority  to  deploy  her  emergency  response 

assets  as  she  deems  appropriate.    While  a  Presidential  directive  provides  formal 
direction  it  would  likely  follow  behind  the  actual  forward  deployment  of  DOE 
emergency  response  assets  that  would  be  authorized  almost  immediately 
following  DOE's  notification  that  an  emergency  exists.. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Use  of  a  weapon  of  mass  destruction 

Are  we  prepared  to  respond  to  the  immediate  consequences  of  terrorist  use  of  a  weapon  of  mass 
destruction? 

Question  19c:  Have  you  prepared  an  immediate  rapid  response  system  that  can  be  initiated 
without  a  Presidential  declaration? 

Answer  19c:     Yes.  DOE  maintains  7  deployable  operational  emergency  response  assets.  These 

assets  range  in  focus  from  first  responders  at  the  State  level  such  as  RAP  and 

ARG  to  national-level  assets  such  as  NEST  that  can  rapidly  deploy  world-wide. 

These  assets  all  fall  under  the  operational  purview  of  DOE's  Deputy  Assistant 

Secretary  for  Military  Application  and  Stockpile  Management,  Office  of 

Emergency  Response.  A  24  hour-per-day  duty  officer  has  full  authority  to 

mobilize  and  deploy  any  assets  required  to  resolve  both  nuclear  accidents  and 

incidents  as  a  particular  emergency  may  require. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Use  of  a  weapon  of  mass  destruction 

Are  we  prepared  to  respond  to  the  immediate  consequences  of  terrorist  use  of  a  weapon  of  mass 

destruction? 

Question  19d:  What  are  the  most  critical  and  time-dependent  actions  that  you  have  identified  in 
response  to  chemical,  biological,  and  nuclear  agents? 

Answer  1 9d:    In  the  event  of  the  use  of  a  nuclear  device,  or  a  chemical,  or  biological  agent, 

there  are  three  critical,  and  time-dependent  actions  that  need  to  be  taken.  First, 

the  agents  or  isotopes  used  in  the  device,  (or  if  the  device  is  nuclear,  the  yield) 

and  the  area  affected  by  the  threats  must  be  characterized.  Second, 

self-protection  measures,  possibly  in  combination  with  a  comprehensive 

evacuation  plan  for  the  affected  area  must  be  implemented.  Such  a  plan  would  be 

developed  based  upon  the  specific  threat,  geographic  area  of  concern,  and  the 

population  involved.  Third,  possible  institution  of  active  measures  to  suppress 

the  spread  of  the  agents/isotopes  involved  must  be  considered. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Letter  on  Counterterror  Response 

Just  recently,  my  staff  received  a  letter  from  a  senior  federal  official  who  has  spent  most  of  his 
professional  career  involved  in  counter-terrorism  and  government  preparedness.  He  asked  that 
we  not  identify  him  but  he  wanted  us  to  use  this  letter  if  it  was  useful.  Let  me  read  to  you  from  it 
and  get  your  reaction: 

"The  points  I  would  like  to  stress  are: 

Question  20a:  "In  the  first  few  hours  after  a  terrorist  incident,  the  Feds  can  do  very  little  because 
they  are  typically  not  first  responders  and  not  close  to  incident  scene." 

Answer  20a:    This  is  an  accurate  statement.  Since  most  of  tfie  Emergency  Response  assets  of 

the  Department  of  Energy  are  unique  and  located  at  a  few  geographic  locations, 

there  is  little  chance  that  they  will  be  at  the  incident  scene  when  an  event  takes 

place. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Letter  on  Counterterror  Response 

Just  recently,  my  staff  received  a  letter  from  a  senior  federal  official  who  has  spent  most  of  his 
professional  career  involved  in  counter-terrorism  and  government  preparedness.  He  asked  that 
we  not  identify  him  but  he  wanted  us  to  use  this  letter  if  it  was  useful.  Let  me  read  to  you  from  it 
and  get  your  reaction:  ' 

"The  points  I  would  like  to  stress  are: 

Question  20b:  "Continuing  to  build  a  strong,  well  trained  state  and  local  infrastructure  is  key." 

"More  training  for  the  locals,  starting  in  cities  with  higher  probabilities,  is 
important." 

Answer  20b:    The  Department  concurs  with  these  points.  Training  for  local  and  state  officials 

in  handling  the  immediate  response  to  an  act  of  terrorism  is  required  to  get 

through  the  initial  response  phases.  An  act  of  terrorism  that  is  not  anticipated  will 

require  similar  responses  from  local  disaster  preparedness  personnel  and  agencies 

that  would  be  required  by  other  natural  or  man-made  disasters.  Prior  training  and 

exercises  can  be  facilitated  by  the  federal  agencies  but  there  must  be  a 

commitment  on  the  local  level  to  maintain  an  adequate  level  of  preparedness  in 

order  for  that  training  to  be  effective.  As  an  example,  local  bomb  squad  members 

are  required  to  attend  the  Hazardous  Devices  School  at  Redstone  Arsenal  in 

i 

Alabama  but  there  is  no  requirement  for  such  personnel  to  continue  to  train  in  this 
specialty  to  an  acceptable  level.  Many  local  bomb  squad  personnel  are  assigned 
regular  law  enforcement  duties  when  not  actually  responding  to  a  bomb  call. 
Additional  field  training  for  first  responders,  supported  by  federal  funding 
through  a  national  counter-terrorism  training  program,  could  assist  local 
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governments  in  maintaining  the  first  responder  training  levels  required  and  set 
minimum  standards  for  these  personnel.  The  Department  of  Energy  has  the 
counterterrorism  and  emergency  response  expertise  as  well  as  the  technological 
base  to  establish  such  a  training  program  and  act  as  the  coordinator  for  the 
interagency  community  if  such  tasking  is  deemed  appropriate. 
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SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Letter  on  Counterterror  Response 

Just  recently,  my  staff  received  a  letter  from  a  senior  federal  official  who  has  spent  most  of  his 
professional  career  involved  in  counter-terrorism  and  government  preparedness.  He  asked  that 
we  not  identify  him  but  he  wanted  us  to  use  this  letter  if  it  was  useful.  Let  me  read  to  you  from  it 
and  get  your  reaction: 

"The  points  I  would  like  to  stress  are: 

Question  20c:  "Money  for  Federal  Agencies  to  pre-deploy  assets  to  local  area  when  an  actual 
event  has  not  yet  occurred,  such  as  Atlanta  for  the  Olympics,  is  problematic." 

Answer  20c:     The  interagency  counterterrorism  posture  in  place  for  the  Olympics  is  being 

tailored  to  the  threat  involved  and  has  been  thoroughly  coordinated  between  the 

appropriate  agencies.  The  Department  is  using  funds  from  the  NEST  operational 

and  training  budget  to  support  this  posture. 


374 


SUPPLEMENTAL  QUESTIONS 
SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 


Letter  on  Counterterror  Response 

Just  recently,  my  staff  received  a  letter  from  a  senior  federal  official  who  has  spent  most  of  his 
professional  career  involved  in  counter-terrorism  and  government  preparedness.  He  asked  that 
we  not  identify  him  but  he  wanted  us  to  use  this  letter  if  it  was  useful.  Let  me  read  to  you  from  it 
and  get  your  reaction: 

"The  points  I  would  like  to  stress  are: 

Question  20d:  "Money  to  'clean-up'  after  a  terrorist  incident  is  also  a  problem  for  some  agencies 
unless  a  Presidential  declaration  is  received  and  mission  assignment  under  the  ■ 
Stafford  Act  are  issued." 

Answer  20d:    The  Stafford  Act  is  invoked  for  disasters  on  a  fairly  regular  basis.  The  system  in 

place  for  this  is  adequate  to  mobilize  federal  support  in  response  to  disasters. 
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Senate  Permanent  Subcommittee 
on  Investigations 

EXHIBIT  #  3  5 


SUPPLEMENTAL  QUESTIONS  FOR  THE  RECORD 

Hearings  Before  The 

U.S.  SENATE  PERMANENT  SUBCOMMITTEE  ON  INVESTIGATIONS 

March  27,  1996 
GLOBAL  PROLIFERATION  OF  WEAPONS  OF  MASS  DESTRUCTION 

H.  ALLEN  HOLMES 

Assistant  Secretary  of  Defense  for  Special  Operations  &  Law-Intensity  Conflict 

DEPARTMENT  OF  DEFENSE 


1.  Q:  Are  we  learning  from  our  mistakes?  For  example,  in  FEMA's  After  Action  report 
on  Mirage  Gold  [1994),  a  number  of  problems  are  listed,  I  will  read  each  one  of  them  and 
ask  you  what  FEMA  has  done  or  any  other  agency  done  to  address  each  problem. 

On  page  8.  it  is  noted,  "there  is  no  specific  FEMA  plan,  agreement,  procedure  or 
other  formal  guidance  detailing  the  relationships  between  the  Agency  and  these  organiza- 
tions for  the  type  of  incident  depicted  in  the  exercise  scenario." 

What  have  you  done  about  this? 

On  page  11  of  FEMA's  report,  it  is  noted  that  "There  were  questions  regarding 
command  and  control  of  DOD  tactical  forces;  however  they  are  outside  the  sphere  of  this 
report" 

What  does  that  mean?  What  has  DOD  done  to  fix  this? 

On  page  12.  it  is  noted,  "The  interface  between  FEMA,  DOD,  DOE  and  the  State 
was  generally  good.  The  interface  between  FEMA,  the  State,  and  the  FBI  was  initially 
nonexistent  and  it  wasn't  until  the  State  aggressively  elevated  its  play  to  the  Presidential 
level  that  the  FBI  acknowledged  the  validity  of  State  (and  probably  FEMA)  involvement 
It  was  obvious  that  consequence  management  planning  was  not  an  FBI  item  of  interest" 

That  is  pretty  strong  language,  in  essence,  the  FBI  would  not  share  any  information  with 
anyone  until  the  President  got  involved  and  told  them  to  do  so?  What  would  that  mean  in 
terms  of  a  real  incident?  Does  that  mean  we  would  never  be  prepared  for  the  possible 
consequences  if  a  nuclear  device  went  off? 

A:  It  is  inappropriate  for  me  as  an  Assistant  Secretary  of  Defense  to  comment  on  specific 
actions  by  other  government  agencies  or  address  their  alleged  shortcomings.  Those  questions 
should  be  addressed  to  each  agency  in  question.  That  notwithstanding,  from  a  DoD  prospective 
of  the  interagency  process,  I  believe  we  are  making  steady  improvements. 

a.  Since  MIRAGE  GOLD,  there  have  been  a  series  of  interagency  table  top  exercises 
supported  by  my  office  that  have  focused  on  noted  shortcomings  identified  by  the  interagency 
counterterrorism  (CT)  community.  Resulting  from  these  exercises  and  subsequent  actions  taken 
by  the  interagency  CT  community  the  following  has  occurred:  1)  FEMA  is  now  a  permanent 
member  of  the  interagency  counterterrorism  working  group  that  provides  recommendations  to 
the  senior  Washington  leadership  and  the  President  on  countenerroism  responses;  2)  Presidential 
Decision  Directive/  PDD-39  has  been  published  which  revised  standing  counterterrorism 
responsibilities;  3)  interagency  CT  coordination  and  operational  guidelines  for  responding  to 
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overseas  terrorist  incidents  are  in  the  final  stages  of  revision;  4)  new  domestic  response 
guidelines  are  being  drafted  by  the  FBI  in  close  coordination  with  the  interagency  CT 
community;  5)  DoD  operational  CT  plans  are  being  revised  to  mirror  the  interagency  guidelines; 
and  finally;  6)  FEMA  is  developing,  in  close  coordination  with  the  interagency  CT  community, 
a  specific  annex  to  the  Federal  Response  Plan  (FRP)  focused  on  terrorism  consequence 
management. 

b.  A  problem  identified  in  MIRAGE  GOLD  with  regards  to  DoD  CT  procedures  was  that 
our  domestic  procedures  did  not  mirror  those  used  overseas.  The  Secretary  of  Defense  directed 
a  review  of  those  procedures  as  well  as  to  the  procedures  and  policies  of  providing  assistance 

to  outside  agencies.  This  study  resulted  in  revised  approval  and  operational  procedures  to  ensure 
a  single  DoD  response  to  terrorist  incidents.  As  such,  the  SECDEF  is  in  charge  assisted  by  the 
Chairman  of  the  Joint  Chiefs  of  Staff  to  operationally  manage  any  DoD  response  to  such  an 
incident. 

c.  At  the  time  of  Exercise  MIRAGE  GOLD,  federal  counterterrorism  plans  were 
specifically  focused  on  crisis  management  of  a  terrorist  incident.  It  was  Exercise  MIRAGE 
GOLD  that  identified,  to  counterterrorism  planners,  the  importance  of  coordinating  consequence 
management  with  crisis  management  during  a  terrorist  incident.  This  will  be  done  in  the  future. 

2.  Q:  My  staff  tells  me  that  DOD  representatives  noted  the  following: 

"The  initial  focus  of  the  federal  response  is  a  law  enforcement  and  counterterrorism, 
with  the  FBI  as  the  Lead  Federal  Authority.  Should  a  detonation  occur,  the  FBI  is  no 
longer  the  appropriate  Lead  Federal  Authority.  The  procedures  to  conduct  the  transfer  of 
Lead  Federal  responsibility  are  lacking." 

What  was  the  impact  on  you  mission?  What  have  you  done  about  this  problem?  Has  it 
been  fixed? 

A:  DoD  is  always  in  support  of  the  lead  federal  agency  during  a  terrorist  incident  There  would 
be  little  impact  on  DoD's  ability  to  support  the  lead  federal  agency  during  a  transition  from 
crisis  to  consequence  management.  The  CT  interagency  identified  the  importance  of  conse- 
quence management  planning  during  the  response  to  a  terrorist  incident  and  directed  the  drafting 
of  specific  procedural  guidelines  for  a  federal  response.  The  various  federal  agencies  are 
currently  staffing  a  draft  of  these  guidelines.  Procedures  to  transfer  lead  federal  responsibility 
have  been  put  in  place  and  are  now  being  routinely  exercised  and  addressed. 

3.  Q:  The  Sewell  Report  stated  that  it  did  not  have  a  high  level  of  confidence  that  the 
mechanisms  to  seek  high  levels  of  review  and  approval  in  the  event  of  an  actual  nuclear 
terrorist  threat  were  in  place  and  ready  to  function  on  short  notice.  The  Report's  authors 
further  stated  that  they  suspected  that  many  of  the  officials  in  the  approval  chain  are  not 
fully  aware  of  the  types  of  decisions  they  will  be  asked  to  make  or  the  potential  conse- 
quences of  such  decisions.  On  behalf  of  each  of  your  individual  agencies,  how  do  you 
respond  to  these  concerns? 

A:  Within  DoD  we  are  well  aware  of  the  potential  consequences  of  nuclear  terrorism.  We  have 
identified  specific  authorities  and  decisions  that  must  be  made  and  have  considered  the  level  of 
approval  required.  The  Secretary  of  Defense  has  taken  a  personal  interest  in  this  and  has 


377 


directed  that  specific  changes  be  made  to  expedite  required  NCA  action.  The  NSC  has 
highlighted  such  concerns  and  potential  issues  to  the  President. 

4.  Q:  To  what  extent  do  you  integrate  state  and  local  agencies  in  your  exercise?  Do  you 
conduct  "no  notice"  exercises?  No  notice  field  exercises? 

A:  An  Interagency  Working  Group  Exercise  Committee  was  established  to  coordinate  all 
federal  counterterrorism  exercises.  The  FBI  and  FEMA,  not  DoD,  are  the  agencies  responsible 
for  coordination  with  state  and  local  authorities.  The  interagency  CT  community  is  in  the 
process  of  developing  an  overarching  exercise  program  to  address  this  concern.    In  addition  to 
the  IWG  coordinated  exercises,  there  is  an  increased  involvement  of  local  and  state  agencies  in 
exercises  coordinated  at  the  individual  agency  level. 

DoD  also  conducts  a  robust  "no  notice"  exercise  program  which  includes  field  training 
exercises. 

5.  Q:  What  interagency-related  problems  continue  to  surface  during  exercises? 

A:  The  coordination  of  crisis  and  consequence  management  are  frequently  an  issue.  We  found 
that  a  lack  of  understanding  of  other  agencies  capabilities  and  procedures  led  to  confusion  at 
times.  However,  due  to  our  collective  and  concerted  effort  to  improve  synergism,  this  confusion 
is  lessening  in  gravity  and  in  impact  on  collective  operations.  Each  exercise  tends  to  identify 
some  new  facet  of  interagency  cooperation  that  needs  improvement 

6.  Q:  Did  Operation  Mirage  Gold  reveal  any  problems  with  the  way  in  which  DOD 
handles  a  nuclear  incident  in  the  United  States?  If  so  what  was  the  most  significant? 
What  have  you  done  to  fix  these  problems? 

A:  As  previously  mentioned,  DoD  is  always  in  support  of  a  lead  federal  agency.  In  response  to 
a  nuclear  incident  in  the  United  States  the  FBI  is  that  lead  federal  agency  and  Department  of 
Energy  is  responsible  for  providing  technical  expertise.  DoD  is  always  in  a  supporting  role. 
The  concept  for  command  and  control  of  DoD  tactical  forces  in  support  of  crisis  resolution  and 
other  DoD  forces  in  support  of  the  consequence  management  was  perceived  as  a  DoD  "problem" 
and  not  clearly  understood  by  all  of  those  outside  DoD.  This  has  also  been  an  issue  within  DoD 
when  responding  to  a  nuclear  related  terrorist  incident.  At  the  direction  of  SECDEF,  DoD  is 
finalizing  a  revision  of  procedures  for  all  military  assistance  to  civil  authorities. 

7.  Q:  Were  there  any  problems  with  DOD's  command  and  control  arrangements  that 
were  identified  in  the  Mirage  Gold  exercise? 

A:  There  were  no  problems  with  DoD's  command  and  control  arrangements  during  Exercise 
Mirage  Gold.  The  command  and  control  of  DoD  tactical  forces  in  support  of  crisis  resolution 
and  the  Defense  Senior  Representative  (DSR)  in  support  of  consequence  management  were 
handled  separately.  Existing  DoD  Directives  with  regard  to  DSR  responsibilities  for  conse- 
quence management  or  a  response  to  a  nuclear  accident  are  dated  and  conflict  with  interagency 
counterterrorism  procedures.  These  DoD  directives  are  currently  under  review  for  revision  or 
cancellation.  An  additional  area  identified  as  needing  improvement  was  the  lack  of  commonal- 
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ity  between  domestic  and  overseas  iteragency  counterterrorism  procedures.  Changes  have  been 
made  within  the  interagency  CT  community  and  within  DoD  to  address  the  noted  areas. 

8.  Q:  DOD:  My  staff  has  found  out  that  DOD  representatives  at  Mirage  Gold  noted  that: 
"Current  DOD  command  and  control  arrangements  involve  the  Joint  Staff,  the  Defense 
Nuclear  Agency  and  the  Director  of  Military  Support  acting  on  behalf  of  the  Secretary  of 
the  Army.  The  chains  of  command  from  these  organizations  run  parallel,  with  a  high 
potential  for  conflicting  operational  guidance."  Would  you  agree  with  that  assessment? 
Has  the  command  and  control  structure  changed  since  then?  How  has  it?  Has  it  fixed  the 
problem? 

A:  There  were  no  specific  problems  during  MIRAGE  GOLD  regarding  the  operational 
guidelines  for  DoD  CT  forces.  However,  the  structure  established  and  procedures  used  during 
MIRAGE  GOLD  did  differ  from  those  defined  under  established  DoD  nuclear  incident 
directives  and  interagency  MOU's  established  at  the  time.  The  existing  DoD  directives  provide 
for  a  DoD  response  to  a  nuclear  accident/incident  and  were  not  intended  to  provide  for  a 
response  to  terrorism.  The  key  leaders  charged  with  the  mission  during  MIRAGE  GOLD  had  a 
clear  understanding  of  relationships,  procedures  etc.  However,  there  was  some  confusion  among 
individuals  not  cleared  for  classified-compartmented  counterterrorism  plans.  There  were 
differing  opinions  and  understandings  as  to  approval  authorities  for  certain  actions  found 
necessary  and  essential  in  dealing  with  a  nuclear  WMD  terrorist  incident.   Thus,  there  was  the 
potential  for  confusion.  That  notwithstanding,  the  SECDEF  directed  review  on  DoD  support  to 
outside  agencies  has  corrected  areas  of  concern  and  established  clear  procedures  and  approved 
authorities  for  action  dealing  with  terrorism.  There  have  been  command  and  control  changes 
since  then  which  now  mirror  those  used  for  responding  to  terrorist  incidents  overseas.  We 
believe  the  changes  have  fixed  the  problems  identified,  but  we  will  continue  in  the  months  ahead 
to  evaluate  the  changes  made,  particularly  in  preparation  for  the  1996  Olympics. 

9.  Q:  My  staff  found  out  that  DOD  representatives  at  Mirage  Gold  noted  that: 

"When  taken  together  DOD  directives  . . .  create  confusing  situation  for  the  Defense 
Senior  Representative  trying  to  command  the  DOD  effort. . .  A  policy  revision  is  required 
to  permit  the  Defense  Senior  Representative  and  Staff  to  obtain  the  needed  support 
without  unnecessary  delay." 

Would  you  agree  with  that  assessment?  Have  you  changed  the  conflicting  directives,  I 
believe  they  are  DOD  Directives  3150.5,  3025.1  and  5100.52.  ? 

A:  Yes,  the  DoD  directives  you  have  noted  do  provide  conflicting  guidance.  As  previously 
mentioned  the  Secretary  of  Defense  conducted  a  complete  review  of  all  DoD  military  assistance 
to  civil  authorities  and  established  revised  policy  in  a  memorandum  of  December  12,  1995.  All 
DoD  directives  related  to  DoD  support  to  civil  authorities  are  currently  under  review  to  ensure 
conformance  with  the  December  12,  1995  memorandum. 

10.  Q:  Are  there  any  other  lessons  learned  form  DOD's  perspective  from  the  Mirage  Gold 
exercise?  What  do  you  do  differently  today  than  you  did  18  months  ago? 
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A:  Two  significant  lessons  learned  from  Exercise  MIRAGE  GOLD  were  first,  the  requirement 
to  consider  consequence  management  during  crisis  resolution  of  a  terrorist  WMD  incident  and 
second,  the  procedures  for  DoD  support  to  civil  authorities  and  counterterrorism. 

1 1.  Q:  Did  elements  of  the  Department  of  Defense  participate  in  the  recently  concluded 
exercise  called  Mirrored  Image?  What  was  their  assessment  of  the  results?  Was  this  the 
same  type  of  exercise  as  Mirage  Gold?  Did  it  test  all  of  the  same  elements? 

A:  Yes,  DoD  did  participate  in  Exercise  MIRRORED  IMAGE.  This  was  a  Defense  Special 
Weapons  Agency  (DSWA),  formally  called  the  Defense  Nuclear  Agency  (DNA),  sponsored 
Command  Post  Exercise.    The  exercise  was  not  a  field  exercise  and  did  not  focus  on  the  same 
issues  as  Exercise  MIRAGE  GOLD.  DSWA  provided  comments  on  Exercise  MIRRORED 
IMAGE  during  a  Senate  Governmental  Affairs  Committee  of  March  21,  1996.    Exercise 
MIRRORED  IMAGE  was  not  a  terrorism  related  exercise  and  my  office,  therefore,  did  not 
participate. 

12.  Q:  Did  the  DOD  representatives  learn  anything  from  the  Mirrored  Image  exercise? 
Were  there  any  problems  there  that  occurred  in  Mirage  Gold  18  months  before?  Any  new 
issues? 

A:  As  previously  mentioned,  DSWA  provided  comment  on  Exercise  MIRRORED  IMAGE 
during  a  Senate  Governmental  Affairs  Committee  of  March  21,  1996.  DSWA  lessons  learned 
included:  a)  The  basic  operational  concept  that  the  United  States  uses  in  response  to  a  WMD 
threat  is  sound,  b)  The  Joint  Operations  Center  and  Joint  Information  Center  worked  well,  c) 
Federal  operational  plans  and  guidance  are  not  fully  integrated  to  provide  a  coordinated  response 
to  a  WMD  incident  d)  The  Department  of  Defense  needs  to  address  the  requirements  for 
technical  assistance  including  requests  for  support  from  agencies  other  than  the  Lead  Federal 
Agency,  e)  The  Department  of  Defense  should  refine  its  command  and  control  relationships  for 
a  WMD  incident,  f)  The  hand-off  between  the  FBI  and  FEMA  needs  to  be  exercised  more  fully. 
It  must  be  understood,  however,  that  Exercise  MIRRORED  IMAGE  was  not  a  counterter- 
rorism related  exercise,  and  DSWA  is  not  responsible  for  coordinating  DoD's  response  to 
terrorism.  As  noted  in  earlier  questions,  the  action  being  taken  within  the  CT  community 
addresses  all  of  DSWA's  lessons  learned.  Furthermore,  a  very  clear  delineation  of  DOD 
command  and  control  procedures  for  a  domestic  terrorist  incident  has  been  approved  by  the 
Secretary  of  Defense. 

13.  Q:  In  a  memo  from  an  attendee  of  the  Mirrored  Image  exercise  that  my  staff 
obtained,  it  is  noted  that  by  the  end  of  the  Mirrored  Image  exercise,  the  transition  had  not 
yet  been  fully  implemented  and  the  FBI  was  still  running  the  show?  Did  this  occur  and 
was  it  still  a  problem? 

A:  In  the  context  of  your  question  the  meaning  of,  "the  transition  had  not  yet  been  fully 
implemented"  is  unclear.  Within  the  CT  community,  FBI  is  the  lead  federal  agency  for  a  federal 
response  to  a  WMD  terrorist  threat  At  some  point  there  could  be  a  transition  of  lead  agency 
responsibility  from  FBI  for  "crisis  management"  to  FEMA  for  "consequence  management"  The 
specifics  of  this  transition  are  being  addressed  and  exercised  within  the  CT  community. 
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14.  It  is  my  understanding  that  the  Fulton  County  representative  asked  for  a  wire 
diagram  after  the  Mirrored  Image  exercise  ended  so  that  he  could  better  understand  who 
was  in  charge.  Apparently  "this  would  have  helped  him  make  more  informed  decisions  as 
he  was  getting  advice  from  several  sources,  and  the  sources  were  not  always  in  agreement" 
Was  there  confusion  about  who's  decisions  took  precedence? 

A:  Inappropriate  for  me  to  answer  that  question  since  I  was  not  present  during  the  exercise; 
however,  I  do  know  that  the  lead  federal  agency  is  responsible  for  all  coordination  with  state  and 
local  authorities  and  that  agency  decisions  have  precedence. 

15.  Q:  The  Sewell  Report  stated  that  a  Memorandum  of  Understanding  between  DOE, 
DOD,  and  Department  of  State  for  deployments  outside  the  United  States  expired  in  1983 
and  has  not  been  replaced  by  a  current  agreement.  Why  has  no  new  agreement  been 
signed?  Has  it  been  signed  since  then?  If  so,  when? 

According  to  the  Sewell  Report,  Departments  of  Defense  and  State  representatives 
emphasized  the  importance  of  relationships  based  on  trust  and  confidence  in  individual 
participants  over  the  importance  of  formal  agreements.  The  Report  found,  however,  that 
while  such  relationships  are  important  they  should  not  become  a  long-term  substitute  for 
formal  agreements  How  do  you  respond  to  this  issue? 

A:  I  am  unfamiliar  with  the  Sewell  Report;  however,  I  assume  it  referred  to  a  January  28,  1982 
Department  of  State,  Department  of  Energy  and  Department  of  Defense  Memorandum  of 
Understanding  for  Responding  to  Malevolent  Nuclear  Incidents  Outside  U.S.  Territory  and 
Possessions.  This  memorandum  was  due  to  expire  on  December  31,  1983  unless  extended.  It 
continued  to  provide  guidance  for  agency  responsibilities  beyond  1983.  The  interagency  CT 
community  is  drafting  guidelines  that  specify  detailed  policy  and  procedures  for  an  interagency 
response  to  terrorism  which  will  replace  this  memorandum. 

16.  Q:  Can  a  Presidential  Decision  Directive  take  precedence  over  statutory  requirements 
and  is  there  a  need  to  legislate  the  authorities  delineated  in  various  Presidential  directives 
dealing  with  terrorism. 

A:  Presidential  Decision  Directives  as  well  as  all  DoD  directives  and  plans  must  comply  with 
existing  laws  and  regulations.  There  is  no  need  to  legislate  the  authorities  delineated  in  various 
Presidential  directives  dealing  with  terrorism. 

17.  Q:  What  assurances  do  we  have  that  there  has  been  a  systematic  improvement  in  the 
way  that  agencies  cooperate  with  each  other,  especially  for  the  critical  "hand-ofF'  from  the 
FBI  to  FEMA? 

A:  The  interagency  CT  guidelines  which  specify  detailed  policy  for  an  interagency  response  to 
terrorism  will  address  the  procedures  for  the  critical  "hand-off  from  the  FBI  to  FEMA.  At  the 
Counterterrorism  Interagency  Working  Group  for  exercises  the  two  agencies  are  planning  to  use 
this  issue  as  an  exercise  objective  in  upcoming  terrorism  related  exercises. 
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18.  Q:  Who  will  deploy  DOD  assets  in  the  event  of  domestic  WMD  terrorism?  What 
budget  would  WMD  terrorism  response  come  from? 

A:  SECDEF  will  approve  deployment  and  employment  of  DoD  assets  in  response  to  a  domestic 
WMD  terrorism  incident.  This  would  be  a  nonreimbursable  cost  out  of  the  operational  budget 
of  the  units  involved. 

19.  Q:  What  R&D  initiatives  are  underway  to  address  capability  deficiencies  in  DOD? 

A:  DoD  co-chairs  an  interagency  Technical  Support  Working  Group  responsible  for  research 
and  development  of  terrorism  related  technology.  DoD  WMD  terrorism  deficiencies  have  been 
identified  and  are  being  addressed  by  this  group.  Additionally,  the  terrorism  related  require- 
ments of  all  interagency  groups  are  coordinated  by  this  working  group. 

20.  Q:  Speaker  of  the  House,  Mr.  Gingrich,  mentioned  on  "Meet  the  Press"  a  few  months 
ago  that  he  felt  the  military  could  effectively  respond  to  a  chemical/biological  incident  and 
there  would  be  no  necessity  for  the  FBI  to  develop  their  own  CB  Response  Team.  Do  you 
have  any  comments  on  that  statement? 

A:  DoD  has  inherent  chemical,  and  biological  capabilities  within  its  existing  organizations. 
Many  of  these  organizations  are  the  only  existing  organizations  with  the  technical  capability  of 
supporting  crisis  and/or  consequence  management  during  an  isolated  terrorist  incident.    The 
procedures  for  coordination  and  employment  of  DoD  forces  in  response  to  a  terrorism  incident 
are  very  specific  and  could  include  technical  support  an/or  operational  support.  A  dedicated 
operational  response  is  not,  however,  necessarily  one  of  the  peacetime  requirements  for  many  of 
these  organizations.  There  is  a  distinct  difference  between  a  technical  capability  to  respond  to 
isolated  incidents  and  a  dedicated  operational  ability  to  support  a  full-time  counterterrorism 
response  program.  We  must  establish  a  program,  similar  to  DoE's  Nuclear  Emergency 
Response  Program,  that  brings  the  various  DoD  agencies  together  as  a  dedicated  DoD 
chemical/biological  emergency  response  program.  This  DoD  chemical/biological  emergency 
response  program  must  have  appropriate  authority  and  funding  to  be  effective.  The  DoD 
emergency  response  program  would  be  available  to  support  the  FBI  and  there  would  be  no  need 
to  duplicate  this  capability  within  the  FBI.  My  office  is  working  to  identify  the  specific 
requirements  to  establish  such  a  response  package. 

21.  Q:  My  staff  tells  me  that  DOD  representatives  have  noted: 

"Information  for  the  President  would  come  from  three  sources:  the  Attorney 
General,  the  Secretary  of  Energy  and  the  Secretary  of  Defense.  As  the  situation  unfolds, 
each  of  the  major  players  would  be  providing  reports  to  the  President,  creating  the 
potential  for  confusion." 

Was  this  a  problem?  How  has  it  been  fixed?  How  does  it  work  now? 

A:  This  is  not  an  issue  within  the  interagency  counterterrorism  community.  The  interagency 
guidelines  provide  the  policy  and  procedural  guidance  for  interagency  coordination.  In  response 
to  terrorism  there  is  only  one  lead  federal  agency,  all  other  agencies  are  supporting  agencies.  A 
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coordinating  subgroup  is  responsible  for  recommendations  and  the  review  and  coordination  of 
on-going  operations.  Any  reports  from  supporting  agencies  would  be  more  in  the  nature  of 
technical  assessments  or  recommendations  on  use  of  its  elements.  Principles,  however,  do  have 
access  to  the  President 

22.  Q:  Has  our  government  coordinated  the  various  provisions  of  the  Federal  Emergency 
Response  Plan,  the  Federal  Radiological  Response  plan,  Presidential  Directive  39,  the 
National  Oil  and  Hazardous  Substance  Response  System  and  related  statues?  Are  these 
conflicting  provisions?  How  are  they  addressed? 

A:  These  various  plans  and  directives  are  being  coordinated  to  ensure  a  coordinated  response. 

23.  You  commented  that  OSD  SO/LIC  is  well  trained  and  in  a  state  of  readiness.  Explain 
how  you  will  prepare  the  local/state  responder  for  that  same  level  of  preparedness. 

A:  DoD  assets  are  in  a  high  state  of  readiness  and  trained  to  assist  the  lead  federal  agency  in 
responding  to  and  resolving  a  terrorist  incident  when  requested.  My  office  is  also  coordinating 
with  other  supporting  agencies,  such  as  FEMA  and  Public  Health,  to  determine  what  DoD 
support  can  be  provided  state  and  local  authorities  prior  to  an  incident  to  better  prepare  them  for 
an  initial  response. 

24.  Q:  Who  is  in  charge  of  synergizing  the  overall  counterterrorism  effort?  What  senior 
official  in  the  Administration  —  besides  the  President  --  ensures  that  the  interagency  effort 
is  synergized  and  that  directives  are  both  coordinated  in  implemented?  Who  ensures  that 
interagency  disagreements  are  settled,  short  of  having  to  go  to  the  President? 

Bottom  line  -  other  than  an  NSC  staff  officer  --  what,  in  military  terms,  is  the  chain  of 
command  to  work  on  counterterrorism  matters  for  the  interagency?  And,  in  particular, 
DOD? 

A:  There  is  a  U.S.  Government  Interagency  Working  Group  that  focuses  on  counterterrorism 
matters  to  ensure  the  full  range  of  necessary  expertise  and  capabilities  are  available  to  resolve  a 
terrorist  incident  This  interagency  coordination  group  reviews  on-going  crisis  operations  and 
makes  recommendations  to  higher  authority  in  accordance  with  agreed  upon  very  specific 
response  procedures.  The  Deputies  or  Principles  would  settle  any  interagency  disagreements 
prior  to  elevating  such  a  disagreement  to  the  President 

My  office,  along  with  the  CJCS,  is  responsible  for  coordinating  DoD  counterterrorism 
matters  within  the  interagency  counterterrorism  community.  The  Secretary  of  Defense  will 
personally  oversee  any  DoD  response  to  acts  of  terrorism.  When  DoD  supports  the  federal 
response  to  terrorism,  the  Chairman  of  the  Joint  Chiefs  of  Staff  (CJCS)  is  responsible  for 
communicating  decisions  of  the  Secretary  of  Defense  to  the  appropriate  military  commander. 
The  CJCS  order  designates  the  command  and  control  relationships  of  DoD  forces. 

25.  Q:  Are  we  prepared  to  respond  to  the  immediate  consequences  of  terrorist  use  of  a 
weapon  of  mass  destruction? 

How  quickly  can  you  respond  in  the  absence  of  a  Presidential  directive? 
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Have  you  prepared  an  immediate  rapid  response  system  that  can  be  initiated  without  a 
Presidential  declaration? 

What  are  the  most  critical  and  time-dependent  actions  that  you  have  identified  in  response 
to  chemical,  biological,  and  nuclear  agents? 

A:  Existing  DoD  organizations  have  an  inherent  capability  which  could  provide  an  immediate 
response  to  the  consequences  of  a  terrorist  use  of  a  weapon  of  mass  destruction.  This  is  a 
technical  capability  which  could  support  consequence  management  during  an  isolated  terrorist 
incident.  A  dedicated  operational  response  is  not,  however,  necessarily  one  of  the  peacetime 
requirements  for  many  of  these  DoD  organizations. 

In  responding  to  the  consequence  of  a  terrorist  use  of  a  weapon  of  mass  destruction  there 
is  no  need  for  a  Presidential  Executive  Order.  A  Presidential  Executive  Order  is  required  to 
allow  DoD  to  provide  assistance  in  support  of  law  enforcement.  DoD  support  to  the  lead 
federal  agency  in  consequence  management  is  not  an  issue. 

There  is  a  distinct  difference  between  a  technical  capability  to  respond  to  isolated 
incidents  and  a  dedicated  operational  ability  to  support  a  full-time  counterterrorism  response 
program.  DoE  provides  a  nuclear  response  with  its  Nuclear  Emergency  Response  Program. 
DoD  must  establish  a  similar  program  that  brings  the  various  DoD  agencies  together  as  a 
dedicated  DoD  chemical/biological  emergency  response  program.  This  DoD  chemical/biologi- 
cal emergency  response  program  must  have  appropriate  authority  and  funding  to  be  effective. 
My  office  is  coordinating  efforts  to  accomplish  this. 

The  initial  response  will  be  critical  to  the  saving  of  lives  during  the  consequences  of  a 
terrorist  use  of  a  weapon  of  mass  destruction.  This  initial  response  will  be  the  responsibility  of 
state  and  local  authorities.  DoD  is  working  with  FEMA  and  Public  Health  to  identify  those 
pre-crisis  areas  in  which  the  federal  government,  and  specifically  DoD,  can  support  state  and 
local  officials.  However,  this  effort  will  require  funding. 

26.  Q:  Is  the  current  DOD  force  structure  sufficient  to  support  a  viable  counter 
terrorism,  as  well  an  counter  proliferation  response  capability?  What  is  the  overlap 

A:  The  DoD  counterterrorism  force  structure  will  be  sufficient  with  the  establishment  of  a  DoD 
chemical/biological  emergency  response  program.  This  force  structure  will  also"  support 
counterproliferation  in  response  to  a  terrorist  use  of  a  WMD. 

Counterproliferation  includes  DoD's  activities  to  combat  the  proliferation  or  use  of 
weapons  of  mass  destruction.  The  counterproliferation/counterterrorism  overlap  occurs  when  a 
terrorist  threatens  to  use  a  weapon  of  mass  destruction.  At  this  point  it  becomes  a  terrorist 
incident  and  DoD  will  respond  in  accordance  with  the  CJCS  counterterrorism  CONPLAN. 

27.  Q:  Access  to  certain  WMD  materials  may  be  increasing  but  is  not  totally  new.  How 
do  we  explain  the  scarcity  of  WMD  terrorist  incidents?  Is  it  your  prediction  that  we 
should  brace  ourselves  for  an  onslaught  of  WMD  terrorism  in  the  future? 

A:  The  threat  or  use  of  a  terrorist  WMD  is  real,  however,  it  should  not  be  exaggerated.  There  is 
no  known  specific  WMD  threat.  Additionally,  the  ability  to  create  a  WMD  includes  weaponiza- 
tion  and  an  effective  delivery  means;  tasks  which  will  challenge  any  terrorist  group.  I  can  not 
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predict  an  onslaught  of  WMD  terrorism,  however,  DoD  is  supporting  an  interagency  effort  to 
prepare  for  such  a  terrorist  incident. 

28.  Q:  Since  our  investigation  began,  the  Staff  has  been  asking  for  any  and  all  after  action 
reports  from  all  participants,  including  the  Department  of  Defense.  Just  last  week,  a 
representative  of  the  Defense  Nuclear  Agency,  which  helped  fund  and  run  the  Mirage  Gold 
exercises,  repeatedly  told  the  staff  that  DNA  could  not  find  any  such  reports.  Since  then 
my  staff  has  been  provided  a  portion  of  an  after  action  report,  dated  Nov.  15, 1994  from 
MG  Joseph  Kinzer,  Deputy  Commanding  General  for  the  Fifth  Army  which  was  sent  to 
the  Commanding  General  of  FORSCOM  with  copies  to  the  Defense  Nuclear  Agency. 
Included  in  that  report  were  12  annexes  which  appear  relevant  to  our  inquiry.  Can  you 
provide  this  report  as  well  as  all  other  after  action  reports  or  documents  relating  to  Mirage 
Gold  and  its  aftermath? 

A:  With  regard  to  the  Fifth  Army  after  action  report  of  November  15,  1994,  my  office 
requested  a  copy  from  DSWA.  DS WA  did  not  have  a  copy  of  the  report.  The  Director  of 
Military  Support  acts  on  behalf  of  the  Secretary  of  the  Army  as  DoD's  Executive  Agent  for  DoD 
support  to  disaster-related  civil  emergencies  and  civil  disturbances.  It  was  that  office  which 
coordinated  FORSCOM  participation  in  Exercise  MIRAGE  GOLD.  With  the  support  of  DOMS 
we  contacted  representatives  of  the  Fifth  Army  and  obtained  a  copy  of  their  report,  copy 
provided.  This  was  a  memorandum  report  from  the  Commanding  General,  5th  US  Army  to  the 
Commanding  General,  FORSCOM. 

29.  Q:  Just  recently,  my  staff  received  a  letter  from  a  senior  federal  official  who  has  spent 
most  of  his  professional  career  involved  in  counter-terrorism  and  government  prepared- 
ness. He  asked  that  we  not  identify  him  but  he  wanted  us  to  use  his  letter  if  it  was  useful. 
Let  me  read  to  you  from  it  and  get  your  reaction: 

"The  points  I  would  like  to  stress  are: 

"In  the  first  few  hours  after  a  terrorist  incident,  the  Feds  can  do  very  little 
because  they  are  typically  not  first  responders  and  not  close  to  incident  scene. 

"Continuing  to  build  a  strong,  well  trained  state  and  local  infrastructure  is 
key. 

"More  training  for  the  locals,  starting  in  cities  with  higher  probabilities,  is 
important. 

"Money  for  Federal  Agencies  to  pre-deploy  assets  to  local  area  when  an  actual 
event  has  not  yet  occurred,  such  as  Atlanta  for  the  Olympics,  is  problematic 

"Money  to  'clean-up'  after  a  terrorist  incident  is  also  a  problem  for  some 
agencies  unless  a  Presidential  declaration  is  received  and  mission  assignment 
under  the  Stafford  Act  are  issued." 
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A:  The  anonymous  letter  refers  to  the  response  and  preparations  for  consequence  management 
in  response  to  a  terrorist  WMD  incident  It  is  true  that  state  and  local  authorities  would  be  the 
first  responders.  Understand,  however,  that  at  this  point  we  are  not  trying  to  resolve  a  terrorist 
crisis,  but  rather  deal  with  the  consequences  of  an  event  which  took  place. 

DoD  has  the  inherent  ability  to  support  a  FEMA  effort  to  train  state  and  local  authorities. 
Such  training,  however,  is  not  a  function  of  DoD  and  any  such  effort  will  require  increased 
resources  and  funding. 

Clean-up  after  a  terrorist  WMD  incident  is  a  separate  issue  and  one,  as  you  state,  which 
will  require  Presidential  Executive  Order  and  enforcement  of  the  Stafford  Act. 
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DEPARTMENT  OP  THE  ARMY 

HEADQUARTERS  FIFTH  UNfTED  STATES  ARMY 

AND  FORT  SAM  HOUSTON 

FORT  SAM  HOUSTON.  TUAS  78211-7000 

%%nZ*oe  IS     NOV    94 

AEX3-0F 


MEMORANDUM  THRU  Commanding  General,  3  th  US  Army 
?CR  Commanding  General,  FORSCOM,  Ft  McPherson,  GA 

SUBJECT:   Exercise  Mirage  Gold  ATter  Action  Report  (AAR) 


1.   Exercise  Mirage  Gold  was  a  joint  FBI/DOE/DOD  exercise 
designed  to  test  the  federal  response  to  nuclear  terrorism.   The 
DOD  role  was  to  support  the  Lead  Federal  Agency  (LFA)  ,  the  FBI. 
The  Defense  Senior  Representative:  (DSR)  was  the  on  scene 
coordinator  of  that  support.   The  initial  DOD  response  included  a 
small  staff,  the  Defense  Nuclear  Agency  Advisory  Team  (DNAAT) , 
52d  OD  Group  and  the  Defense  Technical  Response  Group  (DTRG) . 
5th  US  Army  was  tasked  to  provide  the  DSR  and  his  staff. 
Tactical  forces  participated,  but  were  not  under  the  operational 
control  of  the  DSR. 

2  .   The  exercise  was  conducted  in  New  Orleans  during  the  period 
15-21  Oct  34  with  about  1400  participants.   During  this  time,  the 
scenario  progressed  through  recsipt  of  a  credible  threat,  search 
for  multiple  Improvised  Nuclear  Devices  (IND) ,  access  to  the 
devices,  diagnostic  operations,  device  assessment,  render  safe 
procedures,  containment  and  reentry  operations.   The  scenario  did 
not  progress  to  detonation  and  po3t  detonation  activities,  due  to 
the  need  to  limit  the  scope  of  the  exercise.   Transition  to 
consequence  management  was  studied  but  not  played. 

3.   Sth  Army  exercise  objectives  .ind  a  general  evaluation: 

a.   2valuata  the  ability  of  the  DSR  to  provide  support  to  the 
lead  federal  agency,  to  include: 

Policies,  plana,  procedures  and  training  for  on-site 
coordination  between  DOD  and  other:  agencies . 

-   Adequacy  of  the  MSCA  and  MACDIS  models,  as  modified  by  a 
NEST  situation. 
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AJK3-0P 

SUBJECT:  Exercise  Mirage  Gold  Af ter  Action  Report 


Ability  to  support  the  initial  LFA  was  aciequaca.   Plans  and 
procedures  to  transition  LEA  responsibility  from  IND  response  co 
consequence  management  are  absent. 

b.  Evaluate  the  adequacy  of  DOD  Dir  3150. S  and  any  DA,  USACOM, 
FORSCOM  policy,  doctrine,  plans,  procedures  or  guidance,  to 
include  command  and  control  and  DSR  tasking  authority. 

Suspected  deficiencies  in  DOD  Dir  3150.5  and  DCD  policies  and 
planning  were  confirmed,  particularly  with  respect  to  C2   and 
tasking. 

c .  Evaluate  the  adequacy  of  the  DSR  staff  to  include : 

-  FIFTH  US  ARMY  IND  OPLAN  plans  and  procedures  for  control 
of  DOD  assets,  making  key  decisions  and  supporting  other  federal 
agencies . 

The  effectiveness  of  integrating  DNA,  SOD  and  tactical 
forces  within  the  DSR  staff. 

The  OPLAN  and  staff  model  used  wera  adequate  but  require  minor 
fixes . 

d.   Evaluate  the  ability  of  the  DSR  to  communicata  wich 
supported  agencies,  OPCON  forces  and  higher  headquarters. 

The  DSR  communications  capability  appears  too  light  in  the  early 
stages  of  a  response,  in  spite  of  necessary  exercise  design 
constraints  which  made  communications  artificially  easy. 

4 .   Summary  of  Findings . 

a.  National  Level  Command  and  Control.   Information  for  the 
President  would  come  from  three  sources:  the  Attorney  General, 
the  Secretary  of  Energy  and  the  Secrstary  of  Defense.   As  the  IND 
situation  unfolds,  each  of  the  ma; or  players  would  be  providing 
reports  to  the  President,  creating  the  potential  for  confusion. 
See  Annex  A,  para  2 . 

b.  Department  of  Defense  Command  and  Control.   Current  DCD 
command  and  concroi  arrangements  invclve  the  Joint  Staff,  the 
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Defense  Nuclear  Agency  and  Che  Director  of  Military  Support 
acting  on  behalf  of  the  Secretary  of  the  Army.   The  chains  of 
command  from  these  organizations  run  parallel,  with  a  high 
potential  for  conflicting  operational  guidance.   See  Annex  A. 
para  3 . 

c.  Transfer  of  Lead  Federal  Agency  Responsibility.  The  initial 
focus  of  the  federal  response  is  law  enforcement  and  counter 
terrorism,  with  the  FBI  as  the  LFA.  Should  a  detonation  occur, 
the  FBI  is  no  longer  the  appropri.ate  LFA.   The  procedures  to 
conduct  transfer  of  LFA  responsibility  are  lacking.   See  Annex  A, 
para  4  and  Annex  E ,  para  3 . 

d.  Conflicting  DOD  Directives.   When  taken  together,  DOD  Dir 
31S0.5,  3025.1  and  5100.52  create  a  confusing  situation  for  the 
DSR  trying  to  command  the  DOD  effort  during  an  IND  situation.   A 
policy  revision  is  required  to  permit  the  DSR  and  DSR  Staff  to 
obtain  the  needed  support  without  unnecessary  delay.   See  Annex 
A,  para  5. 

e.  Contingency  Planning.   Forminj  and  deploying  a  DCD  IND 
response  is  complex,  requiring  expensive  coordination  across 
levels  of  command  and  different  agencies  within  DOD.  At  this 
point  5A  has  an  OPLAN  without  the  necessary  higher  level  plans 
for  an  IND  response.  An  actual  mission  tasking  for  this  or 
another  CONUSA  would  result  in  the  mission  timelines  not  being 
met.   Development  of  appropriate  contingency  plans  is  essential 
to  ensure  DCD  can  meet  its  responsibility  for  IND  response.   See 
Annex  A.  para  6 . 

f .  The  DSR '  s  Tasking  Authority  aver  3ase  Support  Installations 
(3SI)  and  Prior  warning.   In  the  conduct  of  an  IND  incident  it  is 
likely  that  FORSCCM,  as  the  USACOM  MSCA  Lead  Operating  Authority, 
will  designate  one  or  more  BSIs .  To  insure  timely  response  to 
the  LFA' s  request  for  support,  the  DSR  must  be  able  to  directly 
task  the  3SI  and  the  3SI  must  be  given  a  warning  order  to  that 
effect.   See  Annex  A,  para  3  and  Annex  D,  para  7. 

g.  Resourcing  the  DSR  mission.   DOD  response  to  an  IND  incident 
with  a  DSR  on  a  four  hour  response  must  be  resourced,  including 
communications  and  a  robust,  trained  staff.  See  Annex  A,  para  12. 
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h.   DTRG  equipment.   Defense  Technical  Response  Group  equipment 
is  aging  and  should  be  updated.   See  Annex  3,  para  2. 

i.   DOD  Resource  Data  Base  (DODRDB)  .  The  DODRDB  is  the  key 
program  for  researching  DOD  capaoilities.   It  needs  to  be  updated 
and  made  easier  to  use.   See  Annex  D,  para  5;  Annex  E,  para  2,- 
Annex  J,  para  4. 

Detailed  discussion  of  these  and  other  issues  are  listed  by 
functional  staff  area  in  the  enclosed  annexes. 

5.   Sen  Army  point  of  contact  for  Exercise  Mirage  Gold:  MAJ 
Swackhamer/Mr  Mangum,  AF3G3-OP-P,  DSN  471-0504,  commercial  210- 
221-0504,  PAX  471-948S. 


KG,  USA 


Eeputy  Commanding  General 


Sncls 

1.  Annex  A,  Operations 

2.  Annex  3,  30D 

3  .  Annex  C,  DNAAT 

4.  Annex  D,  DCO 

5 .  Annex  2 ,  S JA 

6 .  Annex  F,  PAO 

7  .  Annex  G,  Communications 

3 .  Annex  H,  Logistics 

9.  Annex  I,  Nuclear  Security  and  Safety 

10.  Annex  J,  Regional  and  State  SPLO 

11.  Annex  3C,  Contracting 

12.  Msg,  AFCT-DCG,  241700Z  Oct  94,  Subject 
Exercise  Mirage  Gold 


Initial  Impressions 


CF: 

CINC  USACOM,  Norfolk  VA,  attn:  J3 

Headquarters,  Department  of  the  Army,  attn:  DAMO-OD 

Headquarters,  Department  of  the  Army,  attn:  DAMO-5S 

Defense  Nuclear  Agency,  Washington  DC 

Cdr,  S2  OD  Grp,  Ft  Giilam,  GA 
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Cdr,  Warrior  Bde,  Ft  Polk,  LA 

FBI  SAC,  New  Orleans,  LA 

DOE-NV,  Las  Vegas,  NV 

Remote  Sensing  Lab,  Las  Vegas,.  NV 

FEMA  Region  VI,  Denton  TX 

Cdr,  1st  US  Army 

Cdr,  2d  US  Army 

Cdr,  6th  US  Army 


391 


Annex  A,  Operations,  to  3A  Exercise  Mirage  Gold  AAR,  16-21  Oct:  94 

1.  General .   The  Operations  staff  coordinates  che  rasponse 
effort:  of  the  DSR  Staff  under  the  direction  of  the  DSR.   Elements 
of  the  operations  function  include  Operations,  Intelligence, 
Liaison,  Reports  and  Administration.   To  perform  this  function 
the  following  deployed: 

LTC  William  Havlic  Deputy  for  Operations,  Day 

Mr  Charles  T.  Mangum.  Deputy  for  Operations,  Night 

CPT  S.?.  J-McClaney  Admin  Off,  Day/Class  A  Agent 

LTC  Ronald  D.  Cone  Admin  Off,  Night /Reports 

MAJ  Thomas  E.  Swackhamer     JOC  LNO/Ops  Ast,  Day 

MW4  Frank  H.  Dyer,  Sr  JOC  LNO/Ops  Ast,  Night/Nuclear  Safety 

Mr  Peter  S.  Martinez  LNO  to  DOE,  Day 

1LT  Peter  Xerakanich  LNO  to  DOE,  Night /Engineer 

CPT  Jeffrey  Smith  LNO  to  FBI,  Day 

CPT  Gerald  X.    Minor  LNO  to  FBI,  Night  /Chemical  Off 

Additionally,  S2  OD  Gr?  and  tactical  forces  provided  24  hour 
liaison  to  the  DOD  CP .   Tactical  forces  also  provided  Liaison  to 
the  Inceragency  Intelligence  Ceil. 

Command  and  Control 

2.   Issue .   National  level  command  and  control 

a.  Discussion.   Information  for  the  President  would  come 
from  three  sources :  the  Attorney  General ,  the  Secretary  of  Energy 
and  the  Secretary  of  Defense.   Since  the  FBI  is  the  lead  federal 
agency,  the  Department  of  Justice  would  have  primary 
responsibility  for  keeping  the  Preisident  informed.   However,  as 
the  IND  situation  unfolds,  each  ol:  the  major  players  would  be 
providing  reports  to  the  President. 

b.  Conclusion.   This  situation  creates  the  potential  for 
confusing  reports  to  the  President . 

c.  Recommendation.   When  an  IND  situation  occurs,  the 
federal  government  3hould  convene  an  interagency  working  group. 
This  group  should  monitor  the  situation  and  prepare  policy 
recommendations  for  the  President  as  the  situation  unfolds.   As  a 
minimum,  representatives  should  include  Justice,  Energy  and 
Defense. 
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3.   Issue.   Department  of  Defense  command  and  control 

a.   Discussion.   Current  DOD  command,  and  control  arrangements 
involve  the  Joint  Staff,  the  Defense  Nuclear  Agency  and  the 
Director  of  Military  Support,  acting  on  behalf  of  the  Secretary  of 
the  Army.   The  Joint  Staff  controls  tactical  forces  employed  in 
the  incident  and  serves  as  a  conduit  to  the  Secretary  of  Defense 
for  decisions  that  require  presidential  consent  or  approval .   DNA 
provides  the  technical  expertise  associated  with  a  nuclear 
weapons  incident.   The  DOMS  facilitates  military  support  as 
requested  by  the  lead  federal  agency.   The  chains  of  command  from 
these  organizations  run  parallel. 

b.  Conclusion.   There  is  a  high  potential  for  conflicting 
operational  guidance. 

c.  Recommendation.  To  ensure  close  coordination  among  the 
three  major  agencies  involved  at  DOD  level,  form  a  working  group 
with  senior  liaison  officers  from  each  to  fully  coordinate  all 
DOD  activities.   This  group  should  locate  in  the  NMCC  and  report 
directly  to  the  J3  and  the  Chairman.   This  group  would  also  serve 
as  a  poinc  of  contact  for  immediate  communications  from  the  DSR. 
The  DSR  will  often  need  to  talk  directly  to  the  Chairman.   This 
group,  with  immediate  access  to  the  Chairman,  could  facilitate 
those  communications . 

4.   Issue .   Transfer  of  Lead  Federal  Agency  Responsibility 

a.  Discussion.   The  initial  Cocus  of  the  federal  response  is 
law  enforcement: /counter  terrorism.   The  F3I  is  therefore  the  LFA. 
Should  a  detonation  occur,  the  FBE  is  no  longer  the  appropriate 
LFA.   The  Joint  F3I/D0E/D0D  MOU  does  not  describe  procedures  to 
conduct  planning,  procedures  to  transfer  LFA  responsibility  or 
the  conditions  under  which  that  might  happen.   Conducting 
transfer  of  responsibility  would  require  careful  coordination. 
Clearly  defined  trigger  points  would  assist  the  FBI,  FEMA  and 
supporting  agencies  in  making  the  transfer. 

b.  Conclusion.   A  nuclear  yield,  partial  yield  or  dispersal 
of  radiation  is  a  consequence  to  great  to  ignore.   A  provision 
for  consequence  management  planning  and  transfer  of  LFA 
responsibility  needs  to  be  made  prior  to  the  requirement  to 
execute . 
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c.  Recommendation.  Revise  che  Joint  MOU  (JEMA  is  not 
currently  a  party)  to  specify  ccndicions  under  which  transfer  of 
LrA  responsibility  would  occur. 

Policy  Guidance 

S.   Issue.   Conflicting  DOD  Directives 

a.   Discussion.   When  taken  together  DOD  Dir  3150.5,  3025.1 
and  5100.52  create  a  confusing  situation  Cor  the  DSR  trying  to 
command  the  DOD  effort  during  an  IND  situation.   These  directives 
establish  parallel  chains  of  command  for  support  and 
technical /tactical  issues  and  cause  problems  for  the  DSR  in  terms 
of  coordinacion  and  reporting.   The  1937  DOD  Directive  3150.5 
lacks  essencial  specifics  and  guidance.   Specifically,  now  chat 
the  DSR  mission  has  been  placed  in  the  DOMS,  CTNCACOM,  FORSCOM, 
and  CONUSA  command  channels  to  include  Che  Military  Support  to 
Civil  Authorities  (MSCA)  mission  parallel  to  the  IND  mission,  the 
DSR's  Command  Channel  co  the  NMCC:  must  be  streamlined.   During 
the  exercise,  the  DSR  was  requirsd  to  report  through  FORSCCM, 
CINCACOM,  and  DOMS  on  both  IND  and  MSCA  matters.   The  MSCA 
mission  should  be  viewed  as  a  'supporting  mission'  to  the  IND 
mission.   What  is  different  about  the  IND  mission  is  that  there 
is  a  short  time-period  for  DOD ' s  response  for  providing  support 
to  the  LFA  during  mission  execution. 

b.  Conclusion.   A  policy  revision  is  required  to  permic  che 
DSR  and  DSR  Staff  to  obtain  the  needed  support  without 
unnecessary  delay.   In  an  emergency,  che  DSR  should  be  able  to 
contact  Che  NMCC  directly  co  obtain  quick  decisions  on  technical 
issues  and  immediate  tasking  of  needed  3CD  assets . 

c .  Recommendation . 

(1)  Rewrite  DOD  Dir  3025.1  to  include  nuclear  incidents  and 
accidents  under  the  all  hazards  spectrum.   The  overarching 
command  anri  control  apparatus  and  the  procedures  for  assembling 
and  deploying  the  appropriate  technical  packages  should  be 
included. 

(2)  Establish  a  command  and  control  arrangement  that  runs 
through  USAC0M.   USACOM  would  Cher,  have  responsibility  to  inform 
the  Secretary  of  the  Army  through  DOMS  and  che  Joint  Staff .   La 
emergency  situations  the  DSR  should  communicate  directly  to  the 
NMCC.   These  situations  can  be  outlined  in  tne  DSRs  initial 
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sicuaci.011  report   so  that   the  NMCC,    DOMS  and  USACOM  can  anticipate 
the  DSRs  need  to   speak  directly  to  the  very  highest   authority. 

(3)      DNA  as   the  DOD  proponent,    should  rewrite  3150.5  and 
5100.52   to  focus  on  the   appropriate  technical  procedures. 

Planning 

6.      issue.  Contingency  planning 

a.  Discussion.   Forming  and  deploying  a  DOD  IND  response  is 
complex,  requiring  extensive  coordination  across  levels  of 
command  and  different  agencies  wr.thin  DOD.  At  this  point  5A  has 
an  OPLAN  without  the  necessary  higher  level  plans  for  an  IND 
response.  An  actual  mission  tasking  for  this  or  another  CONUSA 
would  result  in  the  mission  timelines  not  being  met.   Higher 
plans  are  required  to  permit  development  of  CONUSA  plans  and  to 
alert  non  C0NUSA  participants  to  their  responsibilities . 

b.  Conclusion.   Development  of  appropriate  contingency  plans 
is  essential  to  ensure  DOD  can  meet  its  responsibility  for  IND 
response . 

c.  Recommendation.   HQDA  and  USACOM  should  review  the  SA 
OPLAN  and  develop  plans.   The  plan  would  provide  guidance  similar 
to  GARDEN  PLOT  or  LEGACY  FREEDOM. 

7.   Tssue.   Interagency  Planning 

a.  Discussion.   Interagency  jplanning  is  complicated  by  a 
number  of  factors,  including  law  enforcement,  technical  IND 
considerations  and  federal,  state  and  local  political 
considerations .   These  factors  are  frequently  competitive  and  can 
be  contradictory.   An  incorrect  or  incorrectly  timed  option  could 
yield  mass  uncontrolled  panic,  terrorist  induced  disasters  or 
failure  to  be  prepared  for  the  consequences  of  a  nuclear-  blast. 
There  is  a  reluctance  to  reveal  information  that  may  cause  the 
local  population  co  panic  and  start  mass  evacuation.   There  are 
questions  about  procedures  for  informing  local  and  state 
officials  about  the  situation. 

b.  Conclusion.   Specific  policy  decision  making  for  inter- 
agency planning  is  lacking.   Exercise  MIRAGE  GOLD  3enior  command 
ceil  (FBI  SAC,  DOE  ESQ,  DOD  DS2.)  discussed  the  issues 
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extensively.   Absent  specific  political  guidance,  che  issue  had 
to  be  passed  to  higher  authority. 

c.   Recommendation.   Inter-agency  (Attorney  General,  DOE, 
DOD)  consideration  and  a  recommended  course  of  action  for 
presidential  decision  is  required. 

Providing  Support 

8.   Issue.   The  DSR's  Tasking  Authority  over  Base  Support 
Installations  (BSD  and  Prior  warning. 

a.  Discussion.   In  the  conduct  of  an  IND  incident  it  is 
likely  that  FORSCOM,  as  the  USACOM  MSCA  Lead  Operating  Authority, 
will  designate  one  or  mora  SSIs.  During  the  exercise,  it  quickly 
became  apparent  that  the  D5R  staff  had  a  different  understanding 
of  the  FORSCOM  intent  in  designating  a  BSI  and  the  limits  of  the 
DSR's  authority  to  task.  The  DSR  staff  expected  to  be  able  to 
directly  task  a  BSI  for  required  support.   This  turned  out  to  be 
not  the  case .   Due  to  the  risk  to  large  numbers  of  the  civil 
population,  a  rapid  response  is  crucial.   It  is  difficult  to 
imagine  a  competing  mission  priority  that  the  FORSCOM  staff  would 
be  required  to  rule  on.   Nothing  is  gained  by  going  back  through 
FORSCOM  for  every  request,  and  time  is  lost.   To  further  shorten 
response  time  an  alert  must  be  given  to  units  and  activities  that 
might  be  given  a  responsibility  co  provide  support.   Units  that 
are  not  expecting  a  tasker  may  act  be  able  to  respond  on  a  very- 
short  timeline. 

b.  Conclusion. 

(1)  The  DSR  should  be  given  direct  tasking  authority  over 
designated  BSIs  for  capabilities,  but  not  units,  either  by  type 
or  specific  designation. 

(2)  Meeting  the  required  timelines  will  require  an  alert  to 
units  that  might  be  tasked  to  respond. 

c .  Recommendation . 

(1)   That  it  be  policy  that  the  DSR  have  direct  tasking 
authority  over  designated  BSIs  for  mission  capabilities . 
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(2)   Upon  notification  of  an  IND  incident,  the  DSR  should 
identify  potential  required  capabilities.   DSACCM/FORSCOM  should 
chen  identify  specific  units  to  task  and  issue  a  warning  order. 

In t alii gene e 

9.   Issue .   Intelligence  Functions  on  the  DSR  Staff. 

a.  Discussion.   There  was  nc  Intel  officer  on  the  DSR  staff 
nor  were  Priority  Intelligence  Requirements  (PIR)  established  in 
the  5A  OPLAN.  As  the  exercise  developed,  the  need  for  a 
dedicated  Intelligence  Officer  to  assemble  information  from 
various  sources  (FBI,  DOB,  EOD,  DNAAT  or  tactical  forces)  in  the 
DOD  CP  for  the  DSR  and  staff  was  apparent. 

b.  Conclusion.   The  exercise  identified  the  need  for  an 
Intelligence  Officer  on  the  DSR  Staff  and  for  PIR.   This  officer 
would  not  collecc  or  directly  gather  intelligence,  but  assemble, 
analyze  and  disseminate  the  available  intelligence  to  the  DSR, 
scaf  f  and  supporting  units  and  agencies . 

c.  Recommendation. 

(1)  Add  the  position  of  Intelligence  Officer  to  Che  DSR 
Staff. 

(2)  Create  PIR  based  upon  inEormacion  and  decision 
requirements  of  the  DSR  staff  and  the  S2d  OD  Grp. 

10.  Issue.   Nacional  Intelligence  Assecs. 

a.  Discussion.   A  problem  developed  on  who  is  responsible 
for  requesting  nacional  intelligence  assecs .  Discussions  becween 
DNA  and  DOD  cactical  forces  resulted  in  Che  decision  that  the 
caccical  forces,  although  noc  OPCON  Co  Che  DSR,  should  be 
responsible  for  chis  cask. 

b.  Conclusion.   TacCical  forces  should  be  designed  co 
perform  Chis  mission  for  Che  DSR.   The  DSR  should  provide  Che 
Caccical  forces  wich  specific  Prioricy  Incelligence  Requiremencs 
(PIR)  during  Che  inicial  phase  of  Che  operacion. 

c.  Recommendacion.   Taccical  forces  raspon3ibilicies  include 
Che  runccion  of  requescing  nacional  incelligence  assecs  .   The  DSR 
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will  determine  PIR  needs  and  maics  requests  to  tile  tactical  forces 
through  specially  cleared  operational  personnel . 

Operations 

11.  Issue.  DSR  staff  deployment  within  four  hours  of  alert 

a.  Discussion.   The  anticipated  deployment  flow  of  the  DSR 
staff  would  start  with  an  advance  party  of  selected  staff  for 
assessment  purposes  (similar  to  that  provided  by  DOS) .   Dpon 
assessment  completion,  the  DSR  would  decide  whether  to  deploy  the 
DSR  staff.   Currently,  DOD  Dir  3150.5  requires  DSR  staff 
deployment  in  4  hours .   While  a  4   hour  requirement  for  the 
Advance  Party  appears  appropriate ,  full  DSR  staff  deployment 
within  4  hours  should  be  reconsidered. 

b.  Conclusion.  The  DSR  Advance  Party  3hculd  be  capable  of 
deploying  within  a  four-hour  period  to  the  IND  incident  site. 
The  DSR  Staff  would  probably  not  be  capable  of  deploying  within 
four-hours  due  to  the  diverse  locations  of  DSR  Team  members .   See 
following  paragraph  for  resource  implications . 

c.  Recommendation.   HQDA  examine  the  deployment  requirement, 
and  if  valid,  make  policy  decisions  and  provide  resources  that 
will  allow  implementation. 

12.  Issue.   Resourcing  the  DSR  mission 

a.   Discussion.   DOD  response  to  an  DID  incident  with  a  DSR 
on  a  4  hour  standard  muse  be  resourced.   The  major  pieces  that 
DOD  must  resource  are  communications  and  a  robust,  trained  staff. 
The  current  5A  DSR  staff  cannot  b<5  the  only  one  in  CONUS .   As  a 
minimum,  if.  the  DSR  mission  is  to  be  a  CONUSA  mission,  then  one 
staff  is  required  per  CONUSA  AOR. 

(1)   Communications.   Communications  must  be  compatible  with 
DOE  and  FBI,  allow  for  establishing  secure  communications  with 
the  NMCC  quickly  and  provide  connectivity  with  supported  and 
supporting  agencies.   Options  for  providing  commo  include  (a) 
purchase  of  a  stand  alone  fly  away  capability,  (b)  negotiation  of 
a  MOD"  with  DOS  to  provide  rhe  capability  or  (c)  utilization  of  an 
existing  DOD  package  such,  as  the  DNAAT  overseas  package  or 
another  contingency  communications  flyaway  sec . 
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(2)   Staff.   It  became  apparent  during  the  exercise  that  the 
DSR  staff  had  two  major  task3 :   IND  response  to  the  LFA  and 
consequence  management  planning.   The  DSR  staff  should  be  divided 
in  to  two  elements.   The  IND  response  staff  (or  current 
operations  staff)  should  be  located  with  the  LFA.   The 
consequence  management  planning  staff  (or  plans/future  operations 
staff)  should  be  located  with  FSMA  from  the  start  and  work  all 
FSMA  related  and  consequence  management  actions.  When 
transitioning  from  IND  response  to  consequence  management  the  DSR 
moves  to  the  "plans"  staff,  takicig  IND  response  staff  for 
continuity  as  required.  The  staff  as  called  for  in  the  OPLAN  was 
not  robust  enough  to  do  this.   With  a  division  between  IND 
resconse  and  consequence  management  and  plus  up  of  2  general 
officers  and  15  others,  the  staff  would  be  much  more  effective. 
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The  consequence  management  (future  operations)  staff  should  have 
embedded  in  it  engineer  and  chemical  officer  skills .   The  Nuclear 
Safety  and  Security  skills  are  embedded  in  the  DNAAT. 

b.  Conclusion.   Ic  is  readily  apparent  that  most  of  the  IND 
response  staff  should  have  technical  expertise  or  at  least 
familiarity.   Drawing  this  staff  primarily  or  totally  from  DNA 
will  make  train  up  easier.   The  consequence  management  staff 
expertise  lies  in  each  CONUSA.   The  logic  for  choosing  a  CONUSA 
to  be  responsible  breaks  down  if  the  responsibility  extends 
beyond  its  AOR. 

c.  Recommendation.  That  DOD  provide  the  resources  to 
implement  the  DOD  response  with  trained  staffs  and  a  stand  alone 
commo  capability.   Funding  for  a  stand  up  exercise  and  periodic 
sustainment  exercises  for  each  staff  is  required. 

13 .  Issue.   Information  flow  within  the  Federal  CP 

a.  Discussion.  The  flow  of  information,  both  routine  and 
operationally  immediate,  between  the  FBI,  DOE  and  DOD  CPs  was  not 
complete.   As  an  example,  the  Energy  Senior  Official  wrote 
periodic  situation  reports  and  routed  them  to  the  SAC  and  the 
DSR.   The  DSR  did  not  get  them  or.  a  regular  basis,  possibly 
because  there  was  no  clear  place  for  incoming  distribution, 
routine  or  otherwise,  to  be  received.   There  was  also  a  secure 
LAN  with  terminals  in  the  DOD  CP,  but  operations  personnel  did 
not  know  of  its  existence  until  tridway  through  the  exercise  and 
were  not  part  of  the  process  to  review  its  contents.   Therefore, 
nothing  was  gained  from  the  DOE  LAN.   Deficiencies  in  information 
flow  could  be  substantially  reduced  by  establishing  information 
management  SOPs  internally  and  an  inter-agency  SOP. 

b.  Conclusion.   Deficiencies  in  information  flow  need  to  be 
corrected  by  applying  a  SOP  across  the  three  federal  agencies' 
CPs  for  information  management . 

c.  Recommendation.   Establish  a  coordinated  inter-agency 
information  management  SOP. 

14.  Issue.   Federal  Command  Post  :?-elocation 

a.   Discussion.   Location  of  llederal  command  posts  during  the 
exercise  was  a  function  of  contractually  available  facilities  and 
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did  noc  reflect  what  would  have  actually  been  used. 
Notwithstanding  this  artificiality,  Che  location  caused 
consideration  of  how  the  command  posts  might  be  relocated  based 
on  a  developing  situation.   It  was  discovered  that  displacement 
of  the  federal  Command  Post  would  be  possible  using  the  DOE 
backup  set  of  communications  gear  and  the  off  duty  shift  to 
displace  and  set  up.   As  played,  this  operation  stood  little 
chance  of  success .   The  principal  reason  is  the  lack  of  prior 
planning,  coordination  and  training  for  this  operation. 
Successful  displacement  of  an  operational  Command  Post  requires 
extensive  planning  and  coordination  to  include  marked  routes,  a 
quartering  party,  careful  site  selection  to  include 
communications  feasibility,  load  plans,  SOPs,  route 
reconnaissance,  traffic  control  measures,  scrip  maps  for  drivers 
and  an  alert  co  all  personnel  of  che  impending  move.   The 
scenario,  as  played,  allowed  no  chance  to  plan  and  properly  brief 
the  several  hundred  personnel  who  would  have  had  to  execute. 

b.  Conclusion.   Joint  planning  and  training  between  the 
federal  agencies  on  Command  Post  relocation  procedures  is 
required. 

c .  recommendation . 

(1)  Joint  planning  between  federal  agencies  for  Command  Pose 
displacement  should  be  ccnducced. 

(2)  Reduce  che  possibilicy  of  needing  co  displace  by 
lecacing  che  Command  Pose  further  away  from  the  likely  location 
of  che  target  area. 

15.   Point  of  Contact  for  this  annex  is  MAJ  T.E.  Swackhamer,  HQs 
Fifth  US  Army,  AJ?K3-0P-P,  DSN  471-0504  or  Commercial  210-221- 
0504. 
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Annex  B,  52D  OD  GRP  (EOD) ,  to  5A  AAR,  Exercise  Mirage  Gold,  1S-21 
OCT  94. 

1.  General .   The  52D  OD  Grp  (ECD)  SI3D  Task  ?orca  deploys  co 
provide  SOD  support  to  neutral izo  and  render  safe  Sophisticated 
Improvised  Explosive  Devices.'   Efforts  are  coordinated  with  DOD, 
DOE  and  DOJ.   The  SIED  Task  Force;  deployed  103  soldiers  in 
support  of  Exercise  Mirage  Gold.  Two  LNOs  were  provided  to  the 
DOD  CP: 

CPT  Antonio  Aragon 
CPT  Thomas  S.  Little 

2 .  Issue .   DTRG  Equipment 

a.  Discussion.   Doctrine  for  SIED  needs  to  be  standardized, 
thus  driving  equipment  requiremer.  ts .   Much  of  the  DTRG  equipment 
is  aging  and  needs  to  be  replaced  by  state  of  the  art  equipment . 
Example:   There  is  a  need  for  secure  SATRAN  capability,  PIR 
detection  and  kill  capability.   Eollar3  are  not  available  for 
training  sustainment . 

b.  Conclusion.   DTRG  equipment  should  be  upgraded. 

c.  Recommendation.  Commander  52D  EOD  find  funds  for  DTRG 
and  work  Army  acquisition  system  for  authorization  to  purchase 
non-MTOE/CTA  equipment . 

3.  Issue.   EOD/F3I   Intel  Priorities 

a.  Discussion.   Throughout  the  exercise,  the  FBI  ,(as  the 
lead  agency)  placed  priority  en  prosecution  cf  the  subjects.  The 
DOE/BOD  intel  priority  should  be  Cor  intel  on  the  device  and 
technical  capabilities  of  the  threat .   The  purpose  of  this 
technical  information  is  to  prevent  the  device  from  functioning 
as  designed  and  save  the  lives  of  EOD  personnel. 

b.  Conclusion.   Preventing  a  device  from  achieving  nuclear 
yield  should  be  as  high  a  priority  as  capturing  the  subjects. 

c.  Recommendation.   Interagency  MOD"  be  established  with  the 
F3I  to  establish  priority  intelligence  requirements. 

4.  Issue.   DOE  dissemination  of  Information 
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a.  Discussion.   DOE  coordination  center/plans  and  operations 
cell  is  not  passing  information  to  other  agencies. 

b.  Conclusion.   Chance  of  sxiccass  would  be  improved  if 
information  flow  were  better 

c.  Recommendation.  Obtain  joint  agreement  on  what:  essential 
elements  of  information  DOE  should  automatically  pass  to  EOD; 
insure  LNOs  actively  follow  up  or.  required  information. 

5.  Issuq.   S2  Staffing  of  52D  OD  Grp  (SOD) 

a.  Discussion.   There  is  no  intelligence  officer  in  the  S2d 
OD  Grp  or  the  DSR  staff.   The  only  intelligence  person  52d  Grp 
staff  is  a  96B  (Analyst) .   Intelligence  is  an  important  part  of 
the  response  to  an  IND . 

b.  Conclusion.   Current  staffing  is  inadequate  in  number  and 
type. 

c.  Recommendation.   Recommend  filling  the  Intal  Officer  (MI) 
position  at  Group  HQ  and  the  addition  of  two  mora  963s. 

6.  Issue,  .   Presence  of  controllers/observers 

a.  Discussion.   Occasionally  controllers  were  absent  from 
the  site  when  players  needed  questions  answered. 

b.  Conclusion.   Exercise  play  would  be  enhanced  if 
controller  functions  were  adequately  staffed. 

c.  Recommendation.   Exercise  Director  should  ensure  that: 

(1)  Rules  of  Engagement  (ROE)  are  published  in  advance  and 
distributed  to  the  players . 

(2)  Controllers  are  present  to  answer  questions  and  control 
play  at  all  times,  not  just  when  a  MESL  event  is  scheduled. 

7.  Issue.   Lack  of  Communications  for  EOD  LNO 

a.   Discussion.   The  EOD  LNO  cell  does  not  currently  have 
surficient  communications  rssourcss  to  cover  all  aspects  of  EOD 
operations.   A  lack  of  communications  during  the  early  EOD 
ODeracions  (search)  limited  the  LMO's  ability  to  keep  the  DSR 
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updated . 

b.   Conclusion.   Shortages  ii  communications  should  be  fixed. 

b.   Recommendation.   Ensure  :ha  following  communications 
equipment  is  provided: 

(1)  1  ea  CNWDI/Q  cleared  info  Workstation  at  the  EOD  LNO 
desk.   This  would  allow  SOD  LNCs  access  to  Work  Point  actions 
being  recorded  by  the  SOD  S3  section  as  they  occur.   During  an 
actual  operation,  this  staff  would  be  separated  from  the  SOD 
staff  and  not  allow  face  to  face  coordination. 

(2)  3  ea  Video  Monitors.  These  monitors  should  be 
connected  to  the  Search  C?  in  the*  early  phases  and  then  connected 
to  the  Work  Point . 

(3)  1  ea  STU  III  Telephone 

(4)  l  ea  Secure  ?AX  Machine 

Reminder,  the  DSR  staff  during  a  real  call -out  will  not  be 
collocated  with  the  52D  OD  Grp  (SOD)  as  they  were  for  this 
exercise. 

9.   Issue .   Need  for  Department  of  Defense  Contingency  OPLANS 

a.  Discussion.   There  are  no  DOD  Contingency  OPLANS  to  be 
executed  in  the  event  of  an  IND . 

b.  Conclusion.   Lack  of  an  OPLAN  would  make  an  actual 
deployment  harder. 

b.   Recommendation: 

(1)  DOD  needs  to  develop  a  series  of  contingency  OPLANS  to  be 
executed  in  the  event  of  an  IND.   This  family  of  plans  could  use 
the  OPLAN  and  efforts  of  5A  in  support  of  Exercise  Mirage  Gold  as 
a  start  point. 

(2)  Each  CONUSA  HQs  should  be  required  to  have  a  trained  DSR 
staff  element  to  include  a  general  officer. 

9.   Point  of  Contact  for  this  annex  is  CPT  Aragcn,  546  OD  Det, 
(210)  221-2457  or  DSN  471-0511. 
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Annex  C,  DNAAT,  to  5A  AAR,  Exercise  Mirage  Gold,  16-21  Oct  94 

1.  General  ■  The  Defanse  Nuclear  Agency  provides  a  taam  of 
Knowledgeable  individuals  to  advr.se  the  DSR  and  ni3  staff  in 
nuclear  matters .   Defense  Nuclear  Agency  Advisory  Team  (DNAAT) , 
is  composed  of  individuals  who  work  in  the  nuclear  arena  on  a 
daily  basis,  and  have  considerable  experience  and  training 
through  classes  and  exercises.   As  the  DNAAT  team  the  following 
deployed: 

LTC  Tompkins  DNAAT  Team  Chief 

LTC  Kierepka  ONAAT  Team  Chief 

Mr  Brittigan  Legal  Advisor 

LTC  Heddings  Legal  Advisor 

LTC  Daxon  3ealth  Physics  Advisor 

LT  Woodruff  Zealth  Phy3ics  Advisor 

LTC  Irby  Public  Affairs  Officer 

Mr  Roberts  .Search  Advisor 

Dr  Sampol-Rameriz  .Search  Advisor 

CW4  Lynch  Communications  Support; 

MSG  wood  Communications  Support; 

2.  Issue .  Separation  of  IND  Response  Requirements  and  MSCA. 

a.   Discussion.   Although  the  CONUSA  experience  in  providing 
Military  Support  to  Civilian  Authorities  is  an  extremely  valuable 
asset  in  responding  as  DSR  and  staff  to  an  Improvised  Nuclear 
Device  incident,  the  two  role3  are  not  the  same,  and  must  be  kept 
separate,  especially  in  chain  of  command,  approval  process  and 
reimbursement  of  costs.   In  IND  response,  some  actions,  such  as 
HOD  decisions,  intelligence  requirements  and  radiological 
monitoring,  the  military,  although  not  Lead  Federal  Agency,  is 
acting  because  we  have  unique  capabilities  needed  by  our  nation 
to  prevent  catastrophic  damage  to  life  and  property.   These 
actions  must  be  conducted  by  the  OSR  and  coordinated  directly 
with  National  Military  Command,  must  be  approved  through  the 
direct  channels  to  the  NMCC,  and  -mist  be  funded  by  the  guidelines 
in  DOD  Dir  3150.5.   This  ensures  the  most  timely  response 
necessary  to  prevent  detonation,  Lf  possible.  Other  support, 
requested  by  state  and  local  authorities,  through  ?EMA,  may  be 
handled  through  normal  MSCA  channels,  approved  ac  the  appropriate 
subordinate  and  intermediate  leveLs  of  command,  and  reimbursed 
under  Economies  Act  or  Stafford  Act  as  applicable.  These  two 
roles  of  the  DSR  staff  should  be  kept  separata,  based  on  the  need 
and  the  requester,  not  based  solely  on  the  type  of  support.   For 
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example,  technical  support:,  such  as  ECD  and  radiation  concrol, 
can  always  be  safely  cacegorized  a3  IND  response  support . 

b.  Conclusion.   Support  for  DID  response  should  be 
separate  from  Military  Support  to  Civilian  Authorities,  and 
processed,  approved  and  reimbursed  separately. 

c.  Recommendation.   Establish  procedures  whereby  IND 
response  requirements  are  not  considered  as  MSCA,  even  though  a 
civilian  agency  (F3I)  is  the  LFA. 

3.  Issue.   Increase  Manning  for  DSR  Staff 

a.  Discussion.   Efficiency  of  DSR  staff  could  be  increased 
by  the  addition  of  some  billets.   For  example,  a  PAO  rep  and  an 
SJA  rep  need  to  be  available  on  e-ach  shift.   Also,  Intel  should 
be  a  part  of  DSR's  staff 

b.  Conclusion.   Additional  slots  are  required  on  the  DSR's 
staff. 

c.  Recommendation.   Add  billets  to  DSR  Staff,  especially 
additional  PAO,  SJA  and  Intel  representatives. 

4.  Issue.   Improve  Information  Flow  from  the  F3I 

a.  Discussion:   Flow  of  information  from  F3I  needs 
improvement.   At  early  stages,  flow  was  non-existent.   The  only 
real  interaction  appeared  at  the  DSR  level .   Several  problems 
seemed  to  contribute:   FBI  did  no:  grant  clearance/access  to  DCD 
personnel;  FBI  did  not  seem  to  hold  many  meetings  to  pass  on 
information  to  supporting  organizations  at  the  action  officer 
level;  the  close  ties  that  exist  between  Icey  DOD  and  DOE  players 
have  not  been  developed  with  FBI  players . 

b.  Conclusion:   The  amount  of  information  released  by  the 
FBI  should  be  increased  to  improve  the  support  provided  by  DOE 
and  DOD . 

c.   Recommendation:   FBI  3hould  hold  routine  "worker- level" 
update  meetings,  and  invite  DOD  and  DOE  counterparts  to  attend. 

5.  issue.   Fifth  U.S.  Army  Provided  an  Excellent  DSR  Staff. 
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a.  Discussion.   The  selection,  of  a  CONUSA  and  specifically 
5ch  U.S.  Array  resulted  in  a  highLy  effective  and  efficienc  DSR 
staff.   The  5th  Army's  knowledge  of  DOMS,  the  experience  in  MSCA, 
and  the  personal  knowledge  and  relationships  that  the  RSPLOs, 
S2PL0s  and  EPLOs  have  with  FEMA,  state  and  local  officials  make 
the  CONUSA  an  excellent  choice  for  DSR  and  staff.  This  was 
evidenced  during  Mirage  Gold  by  the  speed  and  coraplataness  of  the 
5th  Army's  spin-up  with  short  no~ics  for  this  event.   An  OPLAN 
was  developed,  staff  trained,  and  highly  eff active  DSR  staff 
integration  accomplished  with  le:JS  than  2  months  of  actual 
preparation  time .   The  effectiveness  of  the  staff  was  readily 
evident  to  the  outside  agencies  who  felt  fully  integrated  into  a 
cohesive  staff  within  a  couple  hours  of  activation. 

b.  Conclusion.   All  CONUSAs  should  be  tasked  by  DA  and 
trained  in  the  DSR  role,  and  tasked  in  the  evenc  that  an  USD 
incident  occurs . 

c.  Recommendation .   The  S3CARMY  continue  to  task  the 
geographic  CONUSAS  and  specifically  5th  Army  far  this  role. 

S.   issue.   Staffing  for  IND  Incidents 

a.  Discussion.   If  an  IND  is  detanatad,  there  will  be 
fallout  and  mass  casualties.   Chemical  Corps  and  Medical  units 
are  "he  best  equipped  to  respond  to  this  incident. 

b.  Conclusion.   Chemical  and  Medical  expertise  ±3    required 
to  respond  to  mass  casualties  resulting  from  an  IND. 

c.  Recommendation,   Ensure  Chemical  and  medical  plans 
officers  are  included  in  the  staff. 

7.   Issue.   Intelligence  Support  for  DSR  staff. 

a.  Discussion.   DSR  requested  assurance  that  National 
Intelligence  Assets,  capabilities  and  reports  would  be  available 
for  situation  resolution.   Per  5th  US  Army  guidance,  request  for 
intelligence  was  forwarded  to  ?ORSCOM  (simcell)  who  forwarded  our 
request  to  USACOM,  who  said  than  the  product  or  support  would  be 
provided,  or  forwarded  to  DIA. 

b.  Conclusion.   This  is  a  time -consuming,  laborious 
process.   Intelligence  data  is  tine  sensitive,  and  the  urgency  of 
an  IND  situation  demands  immediate  response. 
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c.  Recommendation.  DSR  should  get  intelligence  support 
(as  well  as  other  types  of  support)  directly  from  NMCC  if 
national  level  support  is  required,  without  Che  delay  of 
intermediate  commands . 

a.   Issue .   Joint  Hazard  Prediction 

a.   Discussion.   DOE  and  D3D  organizations  are  tasked  with 
developing  estimates  of  the  radiation  dose  from  both  dispersal 
and  nuclear  detonation.   These  estimates  are  important  for 
evacuation  decisions  and  estimatas  for  casualty  prediction. 
Estimates  for  fallout,  dispersal  and  initial  radiation  were 
provided  by  NEST  and  FRMAC.  DurLng  this  exercise,  operationally 
significant  differences  in  fallout,  dispersal,  and  initial 
radiation  were  noted.   These  differences  significantly  affected 
bcth  evacuation  decisions  and  casualty  prediction  estimates. 
Some  of  these  differences  were  resolvable  and  some  were  not.   It 
is  important  that  the  hazard  predictions  presented  to  decision 
makers  present  a  consistent  clear:  picture  and  a  best  estimate  of 
tne  actual  dose  need  to  be  resolved  before  presentation.   During 
an  operation,  the  best  method  to  accomplish  this  is  co  form  a 
Joint  Radiological  Hazard  Assessnent  Call.   The  objective  of  this 
cell  would  be  to  develop  coordinated  and  cross-checked  pre- event 
hazard  assessment  data,  and  then  to  distribute  this  data  to  all 
involved  agencies . 

b.  Conclusion.   A  Joint  Hazards  Prediction  mechanism  must 
be  established  to  formulata,  standardize  and  publish  the  required 
radiation  dose  information  that  decision  makers  will  require. 

c .  Recommendations .   Include  the  formation  of  a  Joint 
Radiological  Hazard  Assessment  C&ll  for  aarly  activation  where 
nuclear  yields  are  a  potential.   Convene  a  conference  with  the 
objective  of  more  fully  integrating  the  health  effects  of  a 
nuclear  detonation  into  response  planning. 

9  .   Point  of  Contact  for  this  annex  is  I/TC  Dan  Tompkins ,   HQ 
Defense  Nuclear  Agency,  NCEA,  (7C3)  32S-7857. 
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Annex  D,  DCO,  5A  AAR,  Exercise  Mirage  Gold,  15-21  Occ  94 

General .   An  IND  response  requires  Che  DCO  to  scaff  assist  in  the 
processing  and  cracking  of  supporc  requests .   The  DCO  will 
monitor  all  requescs  and  begin  pLanning  and  coordination  for 
consequence  management .   The  DCO  deployed  wich  Che  following 
staff  members  from  Port  Polk: 

COL  Weimer  DCO 

MAJ  Solomon  DEPUTY  DCO 

The  following  personnel  also  deployed  from  ?t  Polk  to  supplement 
the  DSR  Staff: 

MAJ"  Sweeney  Communications  Officer 

CPT  Smith  FBI  LNO 

CPT  Minor  FBI  LNO/Chera  Off 

1LT  Kerekanieh  DOE  LNO/ENGR 

1.  Issue.   Tasking  Authority  (SA  OPLAN,  page  9) 

a.  Discussion.   Whac  mechanism  (e.g.  preformattad  message) 
alerts  DOD  units,  installations  or  activities  to  respond  to 
support  taskings?   Supporting  headquarters  may  net  respond  to 
support  requests  in  a  timely  manner  if  Chey  don't  know  they  have 
the  mission. 

b.  Conclusion.  An  alert  to  potential  support  providers  is 
raquired. 

c.  Recommendation:  Update  the  5TH  ASMY  OPLAN  under  alert 
notification  and  authority  once  necessary  policy  decision  and 
implementing  plans  are  received  from  FORSCCM/ACOM/DOMS . 

2 .  Issue :  DSR  support 

a.   Discussion.   5th  Army  is  a  non-deployable  headquarters 
unic  and  muse  request  support  frcm  other  poses  (in  this  inscance 
Fore  Polk)  .   Will  Sth  Army  continue  a  "permanent"  Casking  for  DSR 
staff  members  (see  OPLAN  page  Al)  ?   If  so,  permanent  orders?   3y 
name?   What  authority  document  will  be  used?   Training 
requirements?   By  tasking  other  posts  for  support  it  will  bring 
up  issues  which  must  be  addressed  for  that  installation  to 
provide  timely  support. 
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b.  Conclusion.   If  FORSCCM/ACOM/DCMS  decide  to  leave  the  INE 
mission  with  CONUSAs,  permanent  staff  is  required.   Support  for 
DSR  staff  must  be  specified  in  an  MOA  or  some  other  document  to 
allow  timely  response  and  ensure  adequate  training  of  personnel . 

c.  Recommandacion.  Once  mission  decision  is  made,  coordinate 
with  a  designated  post  and  FORSCOM,  then  publish,  orders /permanent 
tasking. 

3.  Issue .   Organizational  layout::  and  charts  (OPEAN) 

a.  Discussion.  The  OPEAN  chart  on  page  C-l-3-2  doesn't  match 
the  operations  staff  listed  on  page  C-l-1  and  C-l-2. 

b.  Conclusion.   In  order  to  siore  readily  execute  the  plan  it 
should  reflect  the  location  of  all  the  DSR  3taff . 

c.  Recommendation.   Recommend  inserting  a  macro  layouc  that 
appears  in  the  NEST  training  hancbooic. 

4.  Issue.   Request  format  standardization 

a.  Discussion.   The  format  for  MSCA  support  request  in  the 
FEMA/DCO  handbook  does  not  match  the  OPLAN  on  page  C-l-D-1. 

b.  Conclusion.   That  che  use  of  different  request  formats 
could  cause  confusion  as  the  mission  shifts  form  IND  to 
consequence  management . 

c.  Recommendation.   These  tvc  formacs  should  be  standardized 
to  assist  "battle  hand-off"  from  FBI  "o  FFMA. 

5.  Issue .   DOD  Resource  Data  Base  update. 

a.  Discussion.   DOD  Data  base  is  not  accurate  and  lack  of 
accurate  data  may  slow  process  for  support.  There  does  not  appear 
to  be  a  single  source  agent  or  institutionalized  procedure  to 
insure  the  DOD  data  base  is  updated  and  distributed. 

b.  Conclusion.   DODRDH  needs  ro  be  updated. 

c.  Recommendation.   FORSCOM  mtst  energize  and  discipline  chis 
critical  process. 
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S.   I 3 sue .   Requests  for  information  must  be  distinctly 
differentiated  from  taskings  for  support. 

a.  Discussion.   The  DCO  processed  a  request  from  the  P3I  for 
a  sonar  device,  identified  the  source  of  the  asset,  and  then 
tasked  Belle  Chase  NAS  for  the  item.   Subsequent  checks  with  the 
FBI  revealed  they  didn't  want  or  need  the  asset. 

b.  Conclusion.   That  control  of  request  from  supported 
agencies  were  not  completely  reviewed  in  all  cases . 

c.  Recommendation.   Any  and  all  requests  for  information 
should  be  initiated  on  a  tasking  sheet,  but  annotated  "FOR  INFO 
ONLY"  to  insure  differentiation  iirom  a  bonafide  tasking. 

7.   Issue.   3ase  Support  Installation 

a.  Discussion.   Discussion  vith  FORSCOM  representative, 
FORSCOM  OPNS,  deputy  DSR  and  DCO  revealed  an  inconsistent 
understanding  of  what  a  BSI  is  supposed  to  provide,  and  how 
tasking3  must  be  routed/approved.  One  definition  is  that  the  BSI 
is  designed  to  provide  "housekeeping"  support  to  pre 
deployed/staged  assets  of  FEMA  (such  as  the  MERS/advanced 
party/etc.)   This  procedure  insures  that  the  DSR/DCO  does  not 
task  units  which  may  be  on  other  contingency  missions.  Therefore, 
all  requests  for  3upport/resources  must  be  processed  through 
FORSCOM  for  casking  to  an  inscaJLlatior/uni- .   A  second 
interpretation  is  that  the  base  support  installation  can  be 
tasked  for  support  assecs  within  its  capabilities,  with 
objections/issues  sorted  out  by  exception  by  FORSCOM. 

b.  Conclusion.   A  lack  of  understanding  in  what  the  BSI  is 
expected  to  provide  will  result  in  the  delay  of  requests  by 
requiring  that  they  be  approved  through  formal  channels . 

c.  Recommendation.   During  the  exercise,  we  followed  the 
original  interpretation  in  which,  all  taskings  which  were  not 
obviously  inclusive  of  the  MOA  between  FSMA  and  the  BSI  for 
housekeeping/temporary  staging  assistance  were  routed  to  FORSCOM 
for  aoproval  and  tasking.   FORSCOM  and  DOMS  3hould  clarify  this 
issue  and  publish  guidance  in  appropriate  documents. 

3.   Issue.   FORSCOM  sccpe  of  tasking  authority  (Lead  Operating 
Agent ) 
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a.  Discussion.   What  units/organizations  can  FORSCOM  task? 
Does  FORSCOM  (as  the  lead  operating  authority)  have  the  authority 
co  task  any  component  command  within  DSACOM?   Is  it  limited  from 
crossing  over  MACOM/CINC  boundarr.es  without  ACOM  approval?   What 
document,  in  the  possession  of  ail  service  organizations,  units 
or  installations  subject  to  a  talking,  lays  this  out? 

b.  Conclusion.   Tasking  authority  is  not  clearly  defined  or 
documented. 

c.  Recommendation.   Than  USACOM  clearly  define  the  FORSCOM 
tasking  channel. 

9 .   Issue .   Consequence  management  planning . 

a.   Discussion.   We  all  realize  that  consequence  management, 
and  therefore  the  detailed  integration  of  FEMA  and  state,  were 
not  part  of  the  exercise  objectives  for  this  exercise. 
Nonetheless,  we  learned  that  in  IND-related  scenarios,  failure  to 
involve  FSMA  Region  and  State  prevents  consequence  management 
planning  and  prevents  the  pra-positioning  and  coordination  of 
assets  to  reduce  response  time.   There  is  an  inherent  difference 
between  a  hurricane  disaster  (where  OPSEC/seeurity  is  not  an 
issue  because  you  can  see  it  coming  and  warn  people)  ,  versus  an 
IND  scenario  where  the  F3I/D0E  wants  to  keep  operations  and 
intentions  close  hold.  During  Hurricane  Andrew,  ?EMA  and  the 
State  OEP  requested  a  presidential  declaration  early  on,  and 
prescaged  assets  such  as  FEMA  ERT-A.  MERS,  FCO  team,  and  DCO,  and 
would  have  logically  prestaged  otner  assets  (both  local,  state 
and  federal)  such  as  medical,  transportation,  etc.   However,  in 
an  IND  scenario,  FEMA  does  not  have  the  lead,  and  the  FBI  is 
prohibited  to  some  degree  in  snaring  information  to  either  FEMA 
or  the  3tate.   Even  though  federaL  response  plans  (FRP,  FRERP) 
center  around  state  requirements,  the  state  is  not  authorized 
(was  orecluded  from  receiving)  information,  and  they  cannot  begin 
planning,  nor  seek  FEMA'S  assistance.   However,  intuitively  we 
know  that  consequence  management  planning  and  some  execution 
(1.2.  orestaging  of  assets)  are  necessary  to  enhance  rapid 
resoonse  to  a  possible  consequence.   DOD  units,  headquarters,  and 
installations  who  provide  critical  assets  anticipated  in  response 
to  a  consequence  must  be  given  an  alert  "heads  up"  .   The  dilemma 
is  how  to  manage,  release  and  accomplish  this  preparation  without 
jeopardizing  the  FBI  OPSEC  requirements . 
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b.  Conclusion.   There  must  be  a  point  defined  where  scats 
intarest  and  involvement  transition  become  the  prioricy. 

c.  Recommendation.  The  integration  of  state  and  FEMA,  given 
Che  full  range  of  policy  issues,  must  be  resolved  at  the  national 
level.   Strategies  muse  address  policies  and  procedures  for 
requesting  information,  coordinating  with  key  personnel,  and 
tapping  into  local  expertise,  knowledge  and  plans  to  enable 
consequence  management  to  occur  simultaneously  with  FBI/DOE 
activities . 

10.  Issue.  Logistical  Support  far  S2d  30D 

a.  Discussion.   52d  HOD  is  spread  out  into  detachments  all 
over  the  continental  US .   Their  detachments  are  not  equipped  with 
life  support  systems  such  as  medics,  fuel  tankers,  messing 
(MXTs) .   Nonetheless,  many  of  their  duties  require  this  baseline 
support.   Most  support  can/will  be  locally  procured/provided,  but 
not  all . 

b.  Conclusion.   A  support  plan  for  SOD  could  be  drafted  to 
be  implemented  by  DSR  staff  upon  initial  occupation. 

c.  Recommendation.   That  S2d  EOD  analyze  what  logistical 
support  they  may  need,  beyond  tha;  which  can  be  locally  procured 
or  provided.   Place  these  requirement  into  their  planning 
documents,  and  request  DOD  supporz  early  on. 

11.  rssue.   Corps  of  Engineer  representative 

a.  Discussion.   Consequence  management,  even  in  the  planning 
phase,  requires  information  about  water,  electricity,  dams  and 
levies .   They  are  the  lead  agency  for  DOD  according  to  the 
federal  response  plan.   They  were  not  represented  in  thi3 
exercise.   This  made  coordination  and  planning  very  superficial. 

b.  Conclusion.   A  Corps  of  Engineer  LNO  is  a  critical  asset 
in  consequence  management. 

c.  Recommendation.   In  future,  include  at  least  two  Corps  of 
Engineer  representatives  as  LNOs . 

12.  Issue.   Funding/ reimbursement  procedures  and  policies 
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a.  Discussion.   Throughout  the  exercise,  the  DCO  processed 
several  requests  for  support.   Routinely,  these  requests  did  not 
specify  time  or  duration.   Secondly,  we  instituted  a  procedure 
whereby  the  requester  had  to  acknowledge  and  authenticate,  where 
appropriace,  that  his  agency,  would  reimburse  DOD  for  the  support 
provided  LAW  the  Economies  Ace.   Third,  the  co3t  estimate 
process,  which  is  normally  available  in  the  DCS,  was  not 
available  and  thus  not  simulated. 

b.  Conclusion.   The  mission  request  were  not  simulated  in  a 
real  world  manner.   This  could  result  in  problems  with  the  SAO 
audit  that  is  normally  a  part  of  after  operations  management. 

c.  Recommendation.  That  the  contracting  officer  act  also 
as  the  official  budget  approval  authority,  and  all  requests  far 
DCD  support  be  routed  through  him  for  cost  estimate, 
clarification  of  "who  pays"  and  approval  of  most  appropriate 
support  sourcing.   Indicate  cost  estimate  on  the  active  support 
mission  form. 

13.  Issue .  Decision  making  tools: 

a.  Discussion.   During  the  consequence  management  wargaming 
process,  it  became  obvious  that  tie  decision  makers  needed  a  tool 
which  highlighted  critical  information.   Using  this  information, 
decisions  could  be  made  for  consetjuer.ee  management  and  other 
operations .   An  example  of  this  is  the  overlay  for  REM  exposure 
based  on  a  given  yield.   This  decision  tool  became  an  invaluable 
quick  reference  for  ail  staff  members  and  also  served  to  gain 
consensus  from  multiple  agencies  on  key  issues  (example,  the 
prompt  radiation  levels)  .  They  w<»re  provided  and  backed  up  by 
DOE. 

b.  Conclusion.   NEST  and  FRMAC  were  able  to  provide  more 
data  of  a  higher  quality  than  DOD  assets. 

c.  Recommendation.  Refine  and  adept  this  decision-making 
technique  into  the  5th  ARMY  OPLAN  for  consequence  management. 

14.  Issue.  Support  Request. 

a.   Discussion.   Support  requests  were  submitted  which  were 
incomplete.   Any  support  request  mist  contain  what  is  desired, 
when  it  is  needed,  where  it  must  be  provided  and  who  is  the  poinn 
of  contact.   Incomplete  requests  require  the  DSR  staff  to  have  to 
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cry  and  locate  the  requester  and  determine  what  was  wancad.  This 
results  in  delays  in  the  request  submission. 

b.  Conclusion.   Support  requests  must  contain  all  key 
information  to  be  processed.. 

c.  Recommendation.  Request  forms  should  be  annotated  with 
who,  what,  when,  where  and  be  approved  prior  to  submission  to  DS3. 
staff  for  execution. 

IS .   Paint  of  contact  for  this  annex  i3  Warrior  3rigade 
Operations  Officer,  Fort  Polk,  Louisiana  313-4S2-4473 . 
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Annex  E,  SJA,  Co  5A  AAR,  Exercise  Mirage  Gold,  15-21  Oct  94 

1.  General .   DSR  operations  are  directed  by  laws,  regulations 
and  policies.   The  SJA  provides  legal  support  to  the  DSR  by- 
advising  concerning  these  directives  in  support  of  all 
operations.   The  SJA  conducts  a  legal  review  cf  all  actions,  and 
provides  guidance  and  advice  Cor  those  involving  legal  issues. 
The  SJA  resolves  legal  issues  relevant  to  IND  operations 
involving  military  support.  The  SJA  function  was  performed  by: 

LTC  Hamack,  Fifth  Army  SJA 
Mr  Robert  Brittigan,  DNA 
LTC  Roy  Heddings,  DNA 

2.  Issue.   What  is  DSR  MSCA  Responsibility  in  an  IND  incident? 

a.  Discussion.   The  DSR  is  DOD  agent  for  IND  incidents  and 
is  not  a  CONUSA  asset.   SecArmy  is  Executive  Agent  for  DOD  for 
MSCA  and  CONUSAs  handle  MSCA  within  their  areas  through 
FORSCCM/USACOM.   Presumably  DSR  does  not  have  MSCA  role  since 
that  belongs  to  CONUSAs.   Thus,  authority  of  DSR  to  provide 
support  to  civil  authorities  in  IND  incident  is  limited  to 
support  requested  by  FBI  as  lead  agency.   There  is  considerable 
confusion  around  the  MSCA  role  and  responsibility  of  the  DSR. 

b.  Conclusion.   Presumably  there  is  no  MSCA  in  che  ahser.ce 
of  an  emergency  as  defined  in  laws  and  DOD  Directives  .   Once 
there  is  an  emergency,  MSCA  normally  belongs  to  CONUSAs.   The  DSR 
has  no  MSCA  responsibility  beyond  IND  incident  support  to  FBI. 
This  issue  needs  resolution  to  avoid  unlawful  expenditure  of 
funds  and  improper  exercise  of  authority. 

c.  Recommendation.   That  MSCA  planning,  coordination,  and 
imnlemencation  for  DOD  remain  a  CONUSA  responsibility  and  that 
this  be  clarified  within  DOD.   Once  the  decision  is  made  to 
notify  FEMA,  State,  and  local  agencies  of  an  END  incident  (see 
next)  ,  Chen  DCO  on  DSR  Staff  will  provide  the  CONUSA  MSCA  Staff 
with  all  IND  incident  information  to  accomplish  consequence 
management  and  the  emergency  assistance  mission. 

3.  Issue:   Authority  for  notification/ involvement  of  Federal, 
State,  and  local  officials  for  emergency  assistance  purposes. 

a.   Discussion. 
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(1)  The  IND  incident  scenario  spotlights  the  inherent 
conflict  between  the  law  enforcement  and  the  emergency  assistance 
missions.   The  FBI,  as  lead  IND  incident  agency,  has  the 
responsibility  (authority)  to  deuermine  who,  what,  and  when  in 
notifying  other  agencies  concerning  an  IND  incident .   On  the 
other  hand,  CONUSA,  FEMA,  State,  and  local  organizations  all  hav? 
responsibilities  in  the  event  of  an  emergency. 

(2)  Clearly,  early  warning  allows-  consequence 
management:.   However,  early  warning  may  not  be  in  the  best 
incere3ts  of  the  FBI  (law  enforcement) .   The  result  is  the  DSR 
staff  is  in  the  position  of  feeling  obliged  to  contact  FEMA, 
State,  and  local  authorities  to  coordinate  military  support  to 
civil  authorities  and  other  consequence  management,  but  does  noc 
have  authority  to  do  so. 

b.   Conclusion.   MSCA  is  governed  by  DOD  Dir  3025. 1 
implementing  the  Stafford  Ace  (Disaster  Response/Recovery) . 
Generally,  DOD  assistance  is  authorized  in  response  to  requests 
from  civil  authorities  in  an  " emergency . "   Otherwise,  DOD 
resources  mav  not  be  committed  for  MSCA  absenc  an  "Immediate 
Response"  3ituacion  (anocher  form  of  emergency) .   The  questions 
raised  in  an  IND  Incident  are.- 

(1)  At  what  point  does  ar.  "emergency"  exist  so  as  to 
permit  commitment  of  DOD  resources  for  MSCA  and  who  makes  that: 
decision? 

(2)  At  what  point  is  consequence  management  contact 
between  DSR,  FEMA,  State,  and  local  authorities  permitted  without 
FBI  approval? 

DIAGRAM  OF  SITUATION 
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Stafford  Ace :       No  Yes 

emergency 

Declaration:      ?  Ye3 

Disclosure  Co 

Outside  Agencies:  No,  Yes 

except  FBI  approved 

At  some  point  an  emergency  exists  allowing  the  Governor  of  a 
State,  or  the  President  on  his  0*11  where  there  is  a  primary- 
Federal  responsibility,  to  initiate  emergency  action.  An  IND 
incident  is  primarily  a  Federal  responsibility  of  such  magnitude 
that  the  NCA  should  make  the  decision  as  to  if  and  when  an 
emergency  exists  to  trigger  MSCA  beyond  support  to  FBI.   This 
decision  includes  the  decision  who  will  be  notified,  when  and  to 
what  extent.  Until  this  decision  i3  made,  FBI  retains  authority 
to  control  outside  contact .   This  issue  requires  resolution  to 
avoid  unlawful  expenditure  of  DOE  assets  and  improper  exercise  of 
authority . 

c.  Recommendation.   That  the  President  (Under  Provision  of 
Section  501(b)  of  Stafford  Act)  make  the  decision  as  to  when  to 
notify  FSMA  and  State  officials  that  an  emergency  exists .   Once 
notification  is  made,  ?3MA  becomes  lead  agency  for  consequence 
management  and  emergency  assistance.   The  DSR  stays  with  F3I 
support  and  tne  CONUSA  becomes  DCD  agent  for  MSCA  in  the 
emergency  situation. 

4.   Point  of  Contact,  for  this  annsx  is  LTC  Hamack,  5A  OSJA,  (210) 
221-2208  or  DSN  472-2203. 
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Annex  F,  PAO,  Co  5A  AAR,  Exercise  Mirage  Gold,  16-21  Oct  94 

1.  General .   To  perform  che  Public  Affairs  function  for  the  DSR 
staff,  we  deployed  MAJ  Randy  Pullan  from  Che  Fifth  Army  Public 
Affairs  Office.   LTC  Gail  Irby  fi-om  che  Defense  Nuclear  Agency 
provided  advice  and  assiscance  as  Che  DNA  Advisory  Team  (DNAAT) 
PA  representative. 

2.  Issue.   Public  Affairs  Shifc  Personnel 

a.  Discussion.   DSR  PAO  support  consisced  of  one  Major  from 
5Ch  Army  Public  Affairs.   The  DNAAT  came  wich  one  LTC  PAO. 
Original  plan  was  for  DSR  PAO  Co  do  12  Hour  3hifC  and  DNAAT  PAO 
Co  do  oCher  12  hour  shifc.  DNAAT  PAO ' s  role  is  Co  advise/assist 
DSR  PAO  and  DSR  with  special  PAO  expertise. 

b.  Conclusion.   Using  DNAAT  PAO  as  shifc  member  denies  DSR 
PAO/DSR  of  DNAAT' 3  expertise  wher  DNAAT  off -shift. 

c.  Recommendation.   DSR  PAO  sell  should  consisc  of  2  PAOs 
(for  cwo  12  hour  shifcs)  with  DNAAT  PAO  being  present  during  peak 
activity  and  immediately  on-call  at  other  times .   Additional  PAO 
personnel  will  need  to  be  provided  by  FORSCOM. 

3.  Issue.   Composition  of  Joint  Informacion  Center 

a.  Discussion.   When  DOD  PA03  (DSR,  DNAAT)  arrived  at  the 
Joint  Information  Canter  (JIC) ,  FBI  Public  Affairs  were  unaware 
that  anyone  other  than  FBI  would  be  in  their  media  center.   This 
was  soon  resolved  and  evencually  Che  media  cencer  included  noc 
only  PA  represencacives  from  DOD  but  also  DOE  and  FSMA.   The  JIC 
room  was  small  and  had  obviously  noC  been  incended  for  a  large  PA 
staff.   Number  of  phones  would  ncc  have  been  enough  Co  handle  all 
media  calling  in.   Only  one  TV  in  room  co  monitor  news. 

b.  Conclusion.   Media  center-  would  have  been,  inadequate  to 
handle  full-blown  PA  operation  in  actual  IND  operation  and 
initial  confusion  on  composition-  of  JIC  could  have  been  avoided 
with  bectar  underscanding  of  JIC  s  organizacion. 

c.  Recommendacion .   Lead  ageacy  needs  Co  plan  for  a  Joinc 
Information  Center,  comprised  of  PAOs  from  FBI,  DOD,  DOE  and 
FEMA.   These  PAOs  should  be  expected  by  the  lead  agency  and  che 
other  agency  PAOs  should  report,  there  upon  arrival.   Facility  for 
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JIC  should  be  large  enough  to  accommodate  all  participants  with 
appropriate  equipment  (phone,  TV  monitors,  etc.). 

4.  Issue.   Release  of  Information  to  Media/Public 

a.  Description.   Limited  release  of  information  to  media 
during  exercise  resulted  in  exercise  media  speculating  on  nuclear 
threat,  based  on  bits  of  information  they  acquired.   This 
speculation  resulted  in  a  great  deal  of  public  alarm. 

b.  Conclusion.   Such  severe  restriction  of  information 
during  actual  incident  could  result  in  a  great  deal  of  harm  to 
public  caused  by  panic  reactions  to  the  speculations . 

c.  Recommendation.  A  delicate  balance  between  the  needs  of 
security,  the  investigation  and  the  operation  and  the  need  to  let 
the  public  know  something  in  orde;r  to  mitigate  the  effects  of  the 
incident  to  reduce  public  alarm  must  be  achieved.  There  is  no 
easy  solution  to  this  but  more  information  must  be  released  early 
in  the  incident,  followed  by  regularly  scheduled  PA  briefings. 

5.  Point  of  Contact  for  this  annex  is  MAJ  Randy  Pullen,  Fifth 
Axmv  Public  Affairs.  (210)  221-0(109. 
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Annex  G,  Communications-Electronics,  to  SA  AAR,  Sxercisa  Mirage 
Gold,  16-21  Oct  94 

1.  Ger.aral .   The  DSR.  requires  co.Timunicaticns/automation  support 
when  deployed  during  an  IND  .incident.   To  perform  this  function 
we  deployed  the  following  personnel : 

Mr  Belcher,  SA  DCSIM 
MSG  Taylor,  5A  DCSIM 
MAJ  Sweeney,  Ft  Polk 

2.  I3sue.   The  CONUSA  has  Insufficient  Organizational 
Communication  and  Automation  Capabilities  to  Support  the  DSR. 

a.  Discussion.   The  DSR  staf::  as  currently  organized  and 
deployed  from  a  CONUSA  Headquarters  for  an  IND  Incident  has 
limited  communication  and  automation  assets.   Upon  arrival  at  the 
Tactical  Operations  Canter  (TOO ,  the  DSR  communications 
personnel  establish  communication  and  automation  with 
organizational  assets  .   The  DSR  aud  3taf f  depends  to  a  large 
degree  on  support  provided  by  the  other  agencies  (primarily  DOE) 
involved  in  the  IND  for  internal /external  communications 
connectivity. 

b.  Conclusion.   The  DSR  must  not  be  dependent  on  other 
Federal  agencies  for  necessary  communication  and  automation 
asset3  to  accomplish  his  mission.   Assets  should  include 
capabilities  such  as,  tactical  satellite  radios,  automation  for  a 
secure  local  area  network,  and  secure  EM  radio  network.   This 
will  allow  for  the  DSR  and  staff  to  communicate  with  higher 
headquarters,  share  information  with  other  agencies  ac  the  TOC, 
and  provide  connectivity  to  liaison  personnel  operating  with 
other  agencies. 

C.  Recommendation.   DOD,  DNA.  DA,  and  OSACOM  jointly  develop 
a  communication  and  automation  deployable  package  that  provides  a 
stand  alone  capability,  responsive  to  the  DSR,  that  will 
interface  with  other  agency  systems  when  deployed.   A  logically 
indexed  interagency  phone  book  also  needs  to  be  provided. 

3.  Point  of  Contact  for  this  annex  is  Earl  E.  Belcher,  5A 
ODCSIM,  (210)  221-2352  or  DSN  471-2352. 
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Annex  H,  Logistics,  to  5A  AAR,  Exercise  Mirage  Gold,  16-21  Oct  94 

1.  General .   The  Logistics  officer  provides  the  DSR  3taff,  DNA 
and  military  organizations  OPCON  to  the  DSR  with  logistics 
planning,  guidance,  instructions,  and  procedures  necessary  to 
plan  for  providing  DOD  support  to  the  FBI.   To  perform  the 
Logi3tics  function  we  deployed  the  following: 

LTC  Joseph  L.  LaVache 
Mr  Kenneth  D.  Wilder. 

2.  Issue.   Logistics  Asset  Visibility  Shortcomings 

a.  Discussion.   The  DSR  logistics  desk  ha3  extremely  limited 
internal  visibility  of  DOD  asset?  chat  may  be  required  for 
reference,  planning,  or  possible  taskings.  The  Dept  of  Defense 
Resource  Data  Base  (DODRDB)  is  not  usable  because  the  DODRDB 
information  is  badly  out  of  data.   The  logistical  data  on  the 
DODRDB,  even  if  updated,  i3  limited  in  scope.   Any  detailed 
information  on  assets  would  have  to  be  obtained  from  sources 
external  to  the  DSR  Staff,  e.g.,  DCSLOG  at  CONUSA  HQs,  AMC  or 
DLA. 

b.  Conclusion.   Log  Call  did  not  have  adaquata  3tand  alone 
visibility  of  DOD  assets  in  the  region  to  plan  and  support 
follow-on  missions. 

c .  Recommendation . 

(1)  Fifth  Army  equipment  acquisition.   The  DSR  Log  Call 
deploy  with  a  compact,  transporteible  high-capacity  computer 
w/modera  and  a  compact  printer.   The  computer,  as  a  minimum, 
should  be  loaded  with  current  Requisition  Validation  (REQVAL) 
program  for  visibility  of  Army  AC/RC  major  items  within  a 
specific  area,  and  FEDLCG,  a  DOD  (Army,  Navy,  and  Air  Force) 
catalog/reference  program.   A  compact,  transportable  microfiche 
viewer  with  current  DODAAC/uTC  numbers  and  addresses,  S3-700-20, 
and  other  reference  documents  on  microfiche  should  be  deployed  to 
augment  the  computer  programs.   The  equipment  package  would  allow 
considerable  asset  visibility. 

(a)  Capabilities  for  receipt  of  readiness  and  Unit  Status 
Report  data  (classified  and  unclassified)  by  modem  to  deployed 
location.   This  capability  should  be  explored  and  included  in 
acquisition  of  equipment. 
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(b)  Fifth.  Army  DCSLCG  should  be  responsible  for  storage, 
maintenance,  and  deployment  of  equipment  and  programs  for  future 
exercises .   REQVAL  data  must  include  areas  outside  Fifth  Army  for 
possible  deployment  to  other.  CONCSA  areas,  or  ensure  computer  has 
modem  capability  to  receive  REQVAL  daca  for  other  areas. 

(c)  This  deployable  equipment  has  routine  day  to  day 
applications  within  Fifth  Army  OECSLOG. 

(2)  DODRDB .   DCD  maintain  updated  DODRDB  on  regular 
basis.   Must  be  maintained  by  all  services  to  be  a  meaningful 
data  base. 

4.  Point  of  Contact  for  this  annex  is  LTC  Joseph  L.  LaVache,  5A 
ODCSOLG,  (210)  221-2511  or  DSN  471-2611. 
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Annex  I,  Nuclear  Security  and  Safety,  co  5A  Exercise  Mirage  Gold 
AAR,  1S-21  Oct  94 

1.  General .   The  nuclear  security  officer  advises  the  DSR  on 
nuclear  sacuricy  matters.   The  naclear  3afaty  officer  advises  Che 
DSR  on  nuclear  safety  matters.   To  perform  the  security  function 
the  following  deployed. 

MAJ  David  Cherry  from  the  US  Army  Nuclear  &  Chemical  Agency 
(USANCA) 

To  perform  the  safety  function  the  following  deployed: 

MW4  Frank  Dyer^.from  the  US  Ai-my  Nuclear  4  Chemical  Agency 
(USANCA) 

2.  Issue.  Assignment  of  the  Nuclear  Security  and  Safety 
functions  on  the  DSR  Staff. 

a.  Discussion.   INDs  have  security  and  safety  requirements 
and  considerations  that  are  unique  to  nuclear  devices .   The 
Defense  Nuclear  Agency  Advisory  Team  has  this  expertise  and  is 
fully  qualified  to  advise  the  DSR. 

b.  Conclusion.   The  nuclear  security  and  safety  DSR  staff 
positions  are  redundant  and  should  be  eliminated. 

c.  Recommendation.   Delete  the  nuclear  security  and  safety 
positions  from  the  DSR  staff.   If  approved,  the  following 
paragraphs  in  the  5A  IND  02LAN  should  be  amended  as  follows . 

Annex  A,  paragraph  2b (8)  and  (14)  on  page  A-l:   Delete 
entirely. 

Appendix  1,  Annex  C.  paragraph  2a  on  page  C-l-2:   Delete 
"Security  Officer." 

Tab  A,  Appendix  1,  Annex  C  on  page  C-l-A-1:  Delete  -Nuclear 
Security  USANCA  and  advises  the  DSR  on  Nuclear  Security." 

Tab  3,  Appendix  1.  Annex  C  on  page  C-l-b-2:   Delete 
"Security:"  from  matrix. 

Annex  A.  paragraph  2b (8)  and  (14)  on  page  A-l:   Delete 
entirely. 
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Appendix  1,  Annex  C,  paragraph  2a  on  page  C-l-2:   Delete 
"Safety  Officer." 

Tab  A,  Appendix  l,  Annex.  C  on  page  C-l-A-1:   Delete  "Also 
Safecy  and  acts  as  Nuclear  Safety  Officer." 

3.  Point  of  Contact  for  this  annax  is  MAJ  David  Cherry  or  MW4 
?ranx  Dyer.  MONA-OP,  USANCA,  DSN  345-2342. 
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Annex  J,  Emergency  Preparedness  Liaison  Officers,  to  5A  Exercise 
Mirage  Gold  AAR,  16-21  Occ  94. 

1.   General .   The  Army,  Navy  and  Air  Force  Regional  and  State 
Emergency  Preparedness  Liaison  Officers  (REPLO/SBPLO)  represent 
Che  interest  of  DOD  agencies  and  their  parent  service  in  the 
mission  of  Military  Support:  to  Civil  Authorities  (MSCA)  .   They 
establish  and  maintain  liaison  throughout  the  event  with  the 
State  National  Guard,  the  State  Office  of  Emergency  Preparedness, 
federal  agency  representatives  and  the  Defense  Coordinating 
Officer-   Additionally,  the  REPLO  coordinates  with  the  DCO,  FEMA 
representatives  and  emergency  support  functions  (ESFs)  for  the 
other  federal  agencies  responding  to  the  IND-event  or  disaster 
response.   The  following  individuals  deployed: 

COL  Vernon  W.  Rae,  Jr,  Principal  R2PL0,  FEMA  Region  VI 
COL  James  E.  Narrell,  USA 
COL  John  L.  Siemens,  USA 
CAPT  Pete  Labouisse,  USN 
LTC  John  A.  Lyles,  tJSAF 

2.   Issue.   State  and  Local  Notification. 

a.   Discussion.   In  an  actual  event,  the  state  and  local 
governments  need  to  be  brought  into  the  situation  early  so  that 
adequate  consequence  management  planning  can  be  accomplished. 
This  need  competes  with  the  need  to  contain  a  highly  sensitive 
issue.   There  was  no  policy  in  fcrce  to  guide  the  on  site  agency 
heads  on  when  to  bring  in  state  and  local  government.   This  is  a 
problem  that  will  have  to  be  overcome  early  in  the  federal 
response .   Consequence  planning  and  preparation  is  a  vital 
requirement  in  order  to  be  prepared  for  the  possibility  that  a 
detonation  occurs.   While  the  decision  to  not  exercise  local 
government  succeeded  in  making  the  exercise  manageable,  the 
problems  created  in  an  actual  response  could  have  been  greater 
than  those  caused  by  disclosure.   It  is  also  difficult  to 
rationalize  that  the  local  governing  officials,  who  are  the  ones 
directly  responsible  to  the  general  public  for  the  safety  and 
well-being  of  the  populace,  do  not  have  an  essential  right,  to 
know  in  addition,  to  a  need  to  knew.   The  situation  can  be 
academically  argued  from  both  side3  quite  well,  and  the  purpose 
of  this  discussion  is  to  highlight  its  existence  and  the 
inherently  difficult  situation  it.  creates .   The  issue  falls  in 
the  arena  of  policy  as  opposed  to  argument  over  whether  or  not 
the  lead  agency  made  a  right  or  wrong  call  in  exercise  play. 
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b.  Conclusion.  Although  the  involvement  of  state  and  local 
governments  was  not  an  objective  of  this  exercise,  the  decision 
when  to  involve  them  should  have  been  included  as  part  of  the 
simulated  play  in  order  to  t.est  the  results  and  make  some  real 
world  decisions. 

c.  Recommendation.   Policy  applicable  to  all  involved  federal 
agencies  must  be  developed  at  national  level  regarding  when/if 
the  state  will  be  notified. 

3.  Issue.   FEMA  Involvement  in  tie  Bxercise. 

a.  Discussion.  Confusion  over  FEMA  involvement  in  the 
exercise  and  how  much  could/could  not  be  discussed  with  the 
players  at  the  site  limiced  some  af  the  possible  consequence 
management  planning  which  could  have  occurred. 

b.  Conclusion.   Although  it  weiS  beyond  the  scope  of  the 
exercise  objectives,  an  opportunity  to  better  define  and  shape 
federal  policy  regarding  the  possible  post  disaster  response  has 
been  lost  for  the  present . 

c.  Recommendation.  Policies  cind.  procedures  for  the  orderly 
transition  from  one  lead  agency  to  another  following  a  possible 
detonation  are  urgently  needed. 

4.  Issue .   DOD  Resource  Data  Base. 

a.  Discussion.   The  most  recent  version  of  the  DODRDB  which 
the  EPLOs  had  upon  arrival  at  the  site  was  the  spring  1993 
version.   Late  in  the  exercise,  the  FORSCOM  representative 
provided  an  August  94  version.   It  proved  to  be  badly  out  of  date 
and  missing  asset  listings,  e.g.,  No  "small  watercraft"  in  the 
FEMA  VI  region;  no  assets  of  consequence  or  installation  resource 
data  or  POC  for  Barksdale  AB.   The  data  that  is  available  is  not 
easily  extracted  into  a  report  listing.  The  data  can  only  be 
accessed  in  a  fixed  sequence.   To  search  for  another  resource  in 
the  same  region  or  state,  the  user  must  back  out  with  the  escape 
key  until  the  correct  menu  is  displayed  and  then  reselect  items 
through  the  sequence  of  menu's.   Note:   POC  for  DODRDB 
development  is: 

Mr.  John  M.  Buxton 

Science  Applications  International  Corp. 
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6725  Odyssey  Dr. 
Huatsvilla,  AL  35305-3301 
(205)  971-S479 

b.  Conclusion.   The  DCDRDB  remains  a  vital  tool  Cor  quick 
access  to  resources .   The  data  is  often  outdated  and  updated 
versions  are  not'  getting  to  the  users  who  need  it.  The  DODRDB  can 
be  made  significantly  easier  to  use. 

c.  Recommendation . 

(1)  DOMS  should  press  thrcugh  the  COR  for  SPACZCCM  in 
Kuntsviile,  AL  (the  contractor)  to  get  the  DODRDB  revised  and 
distributed. 

(2)  Make  the  DODRDB  compatible  with  windows  format  with 
pull  down  menu's,  update  the  information  at  more  frequent 
intervals  and  distribute  it  to  the  users  who  need  it. 

5.   Issue .   Need  for  a  consequence  management  planning  guide. 

a.  Discussion.   Consequence-  management  planning  should  be 
an  integral  function  of  the  DSR  staff.   Many  federal  inter-agency 
and  local  agency  coordination  issues  need  policy  decisions . 

b.  Conclusion.   Each  LND  response  will  require  unique 
solutions;  however,  a  planning  document  would  greatly  streamline 
and  enhance  the  on-site  DSR  staff  functioning. 

c.   Recommendation.   DOMS  should  develop  a  consequence 
management  planning  guide . 

5.   Issue .   Computer-  Support. 

a.  Discussion.   The  bank  of  computers  provided  by  DNAAT  was  a 
tremendous  benefit  to  the  exercise .   Through  them,  work  output 
was  greatly  enhanced.   The  flexibility  they  provided  allowed  for 
increased  efficiency  in  problem  resolution. 

b.  Conclusion.   Computers  are  a  necessary  piece  of  equipment 
for  this  type  of  mission. 

c.  Recommendation.   Computers  and  software  packages  for  DSR 
staff  should  be  obtained. 
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7.  Issue  .   Need  for  a  reference  aatarial  library. 

a.  Discussion.  The  DSR  staff  is  responsible  to  bring 
required  reference  material  when  they  respond.   This  response 
would  be  enhanced  and  made  easier  if  the  LAN  installed  by  DOE  and 
operated  by  the  DNAAT  could  be  used  as  a  repository  for  that 
material .   Either  on  line  remote  retrieval  or  a  compact  disk 
system  would  work. 

b.  Conclusion.   Establishment  of  an  electronic  reference 
library  would  make  better  use  of  available  assets  and  improve  the 
response  of  the  DSR  staff. 

c.  Recommendation.   That  CONUSAs  identify  the  essencial 
rafarencs  material  to  DNA  and  that  DNA  insure  they  are  loaded 
into  the  LAN. 

8.  Issue.   Activation  of  Reserve  Officers  (EPLOs). 

a.  Discussion.   Trained  and  available  EPLOs  are  a  definite 
asset  to  the  DSR  staff.   However,  their  status  as  a  reserve 
officer  creates  a  problem  in  being  able  to  quickly  activate  them 
for  an  emergency  of  this  nature.   No  specific  dedicated  funds  are 
allocated  to  unit3  which  handle  JIPLO  administrative  functions 
including  orders.   Reservists  mus.-t  have  orders  issued  prior  to 
proceeding  in  a  travel  status.   A  DA1S1Q  does  not  satisfy  the 
legal  requirements . 

b.  Conclusion.   Procedures  and  funding  must  be  made  available 
to  facilitate  the  quick  response  needed  for  EPLOs. 

c.  Recommendation.   Coordinate  with  FORSCOM  and  USARC  to 
develop  the  necessary  fund  site  and  procedures  to  enhance  the 
quick  response  of  EPLOs.   Issue  "hip-pocket"  orders  which  can  be 
used  in  the  event  of  an  emergency  call. 

9.  Point3  of  Contact  for  this  annex:  COL  James  E.  Uarrell,  SPLO- 
LA,  313-988-1888;   COL  John  L.  Sr.emens,  EPLO-XS,  H:  31S-524-0958, 
B:  31S-941-7070;   CAPT  Pete  Labouisse,  USNR-3PL0,  (504)  582-2759; 
LTC  John  A.  Lyles,  AFEPLO,  Fifth  US  Army,  AFKB-OP-P-AF,  DSN  471- 
9309,  Commercial  210-221-9309. 
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Annex  K,  Contracting,  to  5A  AAR,  Zxercise  Mirage  Gold,  1S-21  Oct: 
94 

1.  General .   The  Contracting  Officer  provides  contracting 
support  to  the  DSR  Staff .   To  perform  this  function  the  following 
deployed: 

Mr  Jim  Burton,  U.S.  Army  Garrison  Fort  Sam  Houston 

2.  Issue.   Purchasing  of  supplier  and  services  under  $2,500  by 
use  of  an  impact  credit  card  versus  using  travelers  checks . 

a.  Discussion.   The  use  of  an  impact  credit  card  would 
relieve  the  Contracting  Officer  of  the  potential  for  less  or 
theft  of  travelers  checks .   It  wculd  reduce  the  level  of  paper 
work,  provide  a  better  audit  trail,  and  save  the  cost  of 
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purchasing  travelers  checks 


b.  Conclusion.   An  impact  credit  card  is  a  becter  method  for 
che  purchase  of  supplies  and  services  up  to  $2,500. 

c.  Recommendation.   The  Contracting  Officer  be  issued  an 
impact  credit  card  when  deployed  with  the  DSR  Staff. 

3  .   Point  of  Contact  for  this  annex  is  Mr  Thurman  3urton, 
Director  of  Contracting,  U.S.  Army  Garrison  Fort  Sam  Houston, 
Fort  Sam  Houston,  TX,  commercial  telephone:   (210)  221-3751. 
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